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Welcome to Cisco Secure Access China

Secure Access China, operated by Digital China Cloud, is Cisco's cloud-based platform that offers multiple levels

of defense against internet-based threats. It enables you to connect securely to the internet, Software-as-a-Service
(SaaS) apps, and your private digital resources, whether you connect from your organization's network or roaming off
anetwork.

In Secure Access China, you can apply and enforce comprehensive security controls on collections of resources,
users, and devices. The Secure Access policy serves as a container for your security configuration rules, allowing you
to organize your policy rules to protect your users and permit access to resources. The Secure Access policy manages
the connections and resources for users and devicesin your organization, and the network components that forward
traffic to resources.

Secure Access China collates various reports and logs. The Secure Access China Overview dashboard and Security
Activity report show snapshots of user and device traffic and connection events over distinct time periods. Y ou can
audit digital behaviors and observe top network and security activitiesin your organization.

Sign into Secure Access China

After you receive an invitation to log into Secure Access China, set up the accounts for the users in your organization
and configure network connections. For more information, see Sign into Secure Access China.

Find Your Organization

L ocate the organization 1D for your account. For more information, see Find Y our Organization ID.

Determine Your Current Package

View information about your package. For more information, see Determine Y our Current Package.

Sign into Secure Access China with Security Cloud Sign On

Cisco Secure Access China supports Security Assertion Markup Language (SAML) for the authentication of
administrators to the Secure Access China console. An administrator signsin to Secure Access China using Cisco
Security Cloud Single Sign On (SCSO). Cisco Duo Security provides single sign-on (SSO) authentication of Secure
Access China administrators through SCSO.

Prerequisites

« A valid Secure Access China account. For more information, see Manage Accounts.

Procedure

Signin to Secure Access China through the Cisco Security Cloud Sign-On (SCSO) portal. If you do not have an
SCSO account, follow the steps to Configure Single Sign-On Authentication.

1. Navigateto your Secure Access China organization at https://dashboard.ciscosecureaccess.cn<org_number>.

Secure Access China uses single sign-on authentication through Security Cloud Sign On.


https://dashboard.ciscosecureaccess.cn
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2. In Security Cloud Sign On, enter the email address where you received the invitation to join a Secure Access
China organization.

Y our Secure Access China account and the SCSO account must use the same email address.

CONNECTING TO SECURE ACCESS

Security Cloud Sign On

Email

Don't have an account? Sign up now

Or

Other login options

System status Policy statement

3. If you have an SCSO account, click Continue to sign in to Secure Access China

Find Your Organization ID

Every Secure Access organization (Org) is a separate instance of Secure Access China. Organizations are identified
by their account name and a unique numeric organization 1D (Org ID).

The Org ID is used to identify your organization when deploying network tunnels and enrolling users and groupsin
the organization.

Prerequisites

e A minimum user role of Read Only. For more information, see Manage Accounts.

Procedure

1. Signinto Secure Access China.

2. Check the URL in the browser's addressbar: ht t ps: / / dashboar d. ci scosecur eaccess. cn/ or g/
<or gl d>/ #/ <page> where or gl d isyour unique Secure Access China organization ID.

3. Navigate to the name of your user account, and expand your username to view the organizations where the
username is amember. Confirm that you are signed in to the correct Secure Access China organization. Y our
organization name s listed under your account name.

4. Click Switch Organizationsto change to another Secure Access China organization.

5. Locate System Status—the overall health status of Secure Access China.

Determine Your Current Package

Within your Cisco Secure Access China subscription, the Secure Access package determines the features available to
you and your level of support. Your current package is listed on the Cisco Secure Access China Subscription page.

For more information about your current package, contact your sales representative.
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Prerequisites

e A minimum user role of Read Only. For more information, see Manage Accounts.

Procedure

1. Navigate to Admin > Subscription and review the information about your current package.

Subscription

The Subscription page details your organization's Secure Access subscription, your
current package, and utilization of available features. Your package determines
which features are available to you. Help 7

Package Organization ID
Cisco Secure Access - Advantage 8253836

Package—The name of your package.
Organization ID—The ID assigned to your instance of Secure Access China.

2. View thelist of features and the status of the feature subscriptions for your package.

Features Summary

Included here are the Secure Access features available to your organization. Once a feature is used for the first time, it is listed as Active.
Secure Access allows you to trial features that you are not a part of your package.

Features Subscription

Secure Malware Analytics Unlimited Samples

Remote Browser Isolation (RBI) Users

Isolate Any
Data Loss Prevention (DLP) for web applications Subscribed
Intrusion Prevention System (IPS) Subscribed
Layer 7 Firewall Subscribed

Featur e—The name of the feature.

Subscription—The description of the status of the subscription. Indicates whether your organization
subscribes to the feature in the package or if there are limitations on the feature.
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Secure Access China Single Sign-On Authentication

Cisco Secure Access China supports Security Assertion Markup Language (SAML) for the authentication of
administrators to the Secure Access China console. An administrator signsin to Secure Access Chinafrom Cisco
Security Cloud Single Sign On (SCSO). Cisco Duo Security or the IdP that you integrated with Security Cloud Sign
On provides single sign-on (SSO) authentication of Secure Access China administrators through SCSO. For more
information, see Cisco Security Cloud Sign On Identity Provider Integration Guide.

To sign in to Secure Access China, an administrator must have a Secure Access China account and configure single
sign-on authentication in SCSO. A Secure Access China administrator signsin to SCSO authenticates to the IdP, and
then automatically signsin to Secure Access China.

Any changes made in your organization's SAML identity provider (IdP) are synced with Secure Access China. If
you update an account or change a password in the IdP, the changes are immediately reflected in your login. Only
the username (email address) is stored in Secure Access China. You must sign in to Secure Access Chinawith the
same email address that you configured in your SCSO account. For more information, see Security Cloud Sign On
Quickstart Guide.

Note: You can only use SCSO to authenticate your login to Secure Access China. The IdP that you set up in SCSO
does not authorize an administrator's permissions to read, create, or update resources on Secure Access China. A
Secure Access role defines the permissions on the Secure Access China account. For more information about user
roles, see Manage Accounts.

Configure Single Sign-On Authentication

Cisco Secure Access China supports Security Assertion Markup Language (SAML) for the authentication of
administrators to the Secure Access China console. An administrator signsin to Secure Access China using Cisco
Security Cloud Single Sign-On (SCSO). Cisco Duo Security provides single sign-on (SSO) authentication of Secure
Access China administrators through SCSO.

Prerequisites
« A valid Secure Access China account. For more information, see Manage Accounts.

Add Your Organization's Identity Provider in Security Cloud Sign On

You can add an SAML identity provider (1dP) in SCSO for Secure Access China. Once you add an I1dP and provision
user accounts in Security Cloud Sign On, administrators in your organization are not required to complete the Sign
Up Now steps. For more information, see Cisco Security Cloud Sign On Identity Provider Integration Guide.

Add Administrators to Secure Access

A Cisco Secure Access China administrator can add additional administrators to their Secure Access China
organization (Org) and assign arole to the new administrator's account. To establish an account, provide the email
address of the new administrator and choose the Secure Access role for the account. For more information, see
Manage Accounts.

When an administrator provisions a Secure Access China account, an email is sent from Secure Access Chinato the
new administrator with the instructions to use SSO authentication to sign in to their Secure Access China Org.


https://www.cisco.com/c/en/us/td/docs/security/secure-sign-on/sso-third-party-idp/integrating-idps-with-securex-signon.html
https://www.cisco.com/c/en/us/td/docs/security/secure-sign-on/sso-quick-start-guide/sso-qsg-procedure.html
https://www.cisco.com/c/en/us/td/docs/security/secure-sign-on/sso-quick-start-guide/sso-qsg-procedure.html
https://www.cisco.com/c/en/us/td/docs/security/secure-sign-on/sso-third-party-idp/integrating-idps-with-securex-signon.html

The new administrator has a Secure Access China account and must create an SSO account through the Security
Cloud Sign-On (SCSO) portal. The email address in the Secure Access China account must match the email address
entered to create the SCSO account. The SCSO portal manages SSO authentication through an integrated 1dP.

Procedure
Configure SSO authentication for Secure Access China through Cisco Security Cloud Sign On (SCSO).

Security Cloud Sign On

Email

Don’t have an account? Sign up now

Or

Other login options

System status Policy statement

1. Navigateto your Secure Access China organization at <https://dashboard.ciscosecureaccess.cn/
org><org_number>.

Secure Access China uses single sign-on authentication through Security Cloud Sign On.
2. In Security Cloud Sign On, enter the email address where you received the invitation to join a Secure Access
China organization.

Y our Secure Access China account and the SCSO account must use the same email address.
3. Click Sign up now and create an SCSO account.

Secure Access China sends you an invitation to create an SCSO account.

4. Onceyou receive an email from Secure Access Chinainviting you to create an SCSO account, click the link in the
email and follow the instructions to set up your SCSO account with your IdP. For more information, see Security
Cloud Sign On Quickstart Guide.

5. Follow the stepsto sign in to your Secure Access China Org. For more information, see Sign In to Secure Access
with Security Cloud Sign On.

Troubleshoot Single Sign On Authentication

If you are unable to sign in to Secure Access Chinathrough Cisco Security Cloud Sign On, contact technical support
provided by Digital China Cloud (DCC).


https://login.ciscosecureaccess.cn
https://login.ciscosecureaccess.cn
https://www.cisco.com/c/en/us/td/docs/security/secure-sign-on/sso-quick-start-guide/sso-qsg-procedure.html
https://www.cisco.com/c/en/us/td/docs/security/secure-sign-on/sso-quick-start-guide/sso-qsg-procedure.html

Chapter

3

Secure Access Regions

Cisco Secure Access China has instances of regional network and computing data centers that protect and manage
public and private resources. The Secure Access regions are located geographically around the world. Network
branches, data centers, and user devices can connect to the Secure A ccess regions through the secure web gateway
(SWG) and Virtual Private Networks (VPNSs). Each region is highly available and composed of two or more
physically independent data centers.

The Secure Access regions and data centers host the various IP addresses and fully-qualified domain names (FQDNS)
for the Secure Access cloud services:

*  Secure Web Gateway—For more information, see Secure Access Secure Web Gateway Services.

e |Psec Tunnels—For more information, see Add a Network Tunnel Group and View Network Tunnel Group
Details.
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Get Started

Cisco Secure Access China provides flexible secure connectivity to the internet, Software-as-a-Service (SaaS)
applications, and your private digital and network resources. Secure Access China enables you to connect seamlessly
to on-premises data centers, public clouds, or private networks from both remote and on-network locations.

Secure Access China supports various network configurations and security controls through policy rules. The Secure
Access policy defines how your organization manages network traffic, which sources can reach avail able resources.
In apolicy rule, you can combine settings from web profiles, posture profiles, security profiles, and resource access
configurations (content categories, application lists, destination lists, security settings), and indicate if the ruleis high
priority. Rules are organized and controlled entirely by your organization. For more information about policy rules,
see Manage the Access Palicy.

Prerequisites

e Signinto Secure Access Chinawith single sign-on (SSO) authentication. For more information, see Sign Into
Secure Access with Security Cloud Sign On.

» Locate your organization 1D through your dashboard URL. For more information, see Find Y our Organization ID.

« Learn about the product features in your Cisco Secure Access China subscription. For more information, see
Determine Y our Current Package.

What's Next

« Beginthe Get Started with Cisco Secure Access workflow. Provision your organization's network connections
and users and groups, and set up integrations with SAML identity providers (IdPs). For more information, see
Begin Secure Access Onboarding Workflow.

Begin Secure Access Onboarding Workflow

The Get Started with Cisco Secur e Access workflow guides you through the initial setup of Secure Access China.
Signin to Secure Access China and navigate to Wor kflows. The first step in the Get Started workflow takes you
through the setup of your organization's network connections—network tunnel groups and network tunnels. At the
same time, you can provision users and groups from your organization in Secure Access Chinaand set up integrations
with Security Assertion Markup Language (SAML) identity providers (1dPs).

After you establish network connections, begin the Secur e resour ces and access step in the Get Started workflow.
Secur e resour ces and access includes. designing endpoint posture profiles, |PS and security profiles, and policy
rules. Then, in the Configure end user connectivity step, define traffic patterns for remote user connections to
resources—configure virtua private networks (VPNSs) and internet security settings.
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+ . "
/. Get started with Cisco Secure Access
Choose how you want to start protecting your organization's users and then follow the tasks listed here to get started. Help 7

O 0/3 setups completed.

o Configure infrastructure Not Started
Connect your organization's infrastructure to Secure Access
2 [
Secure resources and access nProgress 1

Define your private resources, endpoint posture profiles, IPS,
security profiles and access policies.

Configure end user connectivity Not Started v

Configure DNS Servers, Zero Trust Access, virtual private networks

and view instructions for packaging the Cisco Secure client.

Asan administrator, review and audit connections and traffic eventsin the Secure Access logs and reports. Start with
the Secure Access Overview. For more information, see Secure Access Overview.

e Step 1 — Configure Network Connections

e Step 2 — Configure Access to Resources

e Step 3 - Configure End User Connectivity

» Step 4 — Configure Endpoints and Network Sources

Step 1 — Configure Network Connections

The Get Started with Cisco Secur e Access workflow guides you through the tasks in the Configure Infrastructure
step—configure Network Tunnel Groups and establish network tunnels to Secure Access China. Once you complete
the network connections deployment steps, provision users and groups from your organization in Secure Access
Chinaand configure integrations with SAML identity providers (1dPs). For more information, see Manage Network
Connections.

Prerequisites

e Full Admin user role. For more information, see Manage Accounts.

Task 1 — Add Network Connections

Add Network Tunnel Groups

Add Network Tunnel Groups to your organization and deploy and manage | Psec tunnels. A deployed | Psec tunnel
supports connections over avirtual private network (VPN) to resources on the network.

e Manage Network Connections

Task 2 — Provision Users and Groups

Provision users and groups from your organization in Secure Access China. Y ou can configure users and groups
though integrations with identity providers (1dPs) or by manually importing alist of users and groups from a comma-
separated values (CSV) file. Once you provision users, you can configure and manage users in profiles that secure
and route traffic from user devices. For more information, see Manage Users and Groups.
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e Import Users and Groups from CSV File

* Provision Users and Groups from Okta

» Provision Users and Groups from Azure

» Provision Users and Groups from Active Directory

Task 3 — Configure Integrations with SAML Identity Providers

Integrate SAML identity providers (1dPs) and usersin your organization in Secure Access China. For more
information, see Configure Integrations with SAML Identity Providers.

e Configure Azure AD for SAML

e Configure Oktafor SAML

» Configure AD FSfor SAML

» Configure Duo Security for SAML
» Configure PingID for SAML

« Configure OpenAM for SAML

What's Next

e Step 2 — Configure Access to Resources

Step 2 — Configure Access to Resources

The Get Started with Secur e Access workflow guides you through the tasks in the Secur e Resour ces and
Access step—secure your private resources, enable access controls on resources, and create policy rules. For more
information, see Manage Private Resources.

Secure resources and access In Progress A\

Define your private resources, endpoint posture profiles, IPS,
security profiles and access policies.

o Private Resources

Configure rule defaults
@ and Global settings
(Optional)

@ Policies

Prerequisites

e Full Admin user role. For more information, see Manage Accounts.

Task 1 — Set Up Private Resources

Configure access to private resources for your users. Private resources are private subnets (1Pv4 routes) and
applications deployed and managed by your organization.

* Manage Private Resources

Task 2 — (Optional) Configure Rule Defaults and Global Settings

Set up Secure Access rule defaults and global settings to access private resources.
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Manage Rule Defaults

* Manage IPS Profiles

* Manage Web Profiles

« Manage VPN Connection Posture Profiles
e Manage Tenant Controls

* Manage Certificates

* Manage Threat Categories

Manage Global Settings
Manage the settings that apply to al policy rules. The Secure Access policy has both global and default settings.
Global Settings:

e Global Settings for Private Access Rules
e Global Settings for Internet Access Rules

Default Settings:

o Default Settings for Private Access Rules
» Default Settings for Internet Access Rules

Task 3 — Add a Policy Rule
Configure and add rules to the Secure Access palicy.
* Manage the Access Policy

What's Next
e Step 3 — Configure End User Connectivity

Step 3 - Configure End User Connectivity

The Get Started with Secur e Access workflow guides you through the tasksin the Configure End User
Connectivity step—configure internet security, and virtual private networks (VPNS) access for user devices.

Configure end user connectivity Not Started A

Configure DNS Servers, Zero Trust Access, virtual private networks
and view instructions for packaging the Cisco Secure client.

DNS Servers, Zero Trust, VPN

Prerequisites

e Full Admin user role. For more information, see Manage Accounts.

Task 1 — Configure Virtual Private Networks
Set up virtual private networks (V PNs) settings.
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* Manage Remote Access Virtual Private Networks

Task 2 — Configure Internet Security
Add domains to internal domains list and configure internet security settings for the Cisco Secure Client.

« Manage Internet Security

Configure Endpoints and Networks

e Step 4 — Configure Endpoints and Network Sources

Step 4 — Configure Endpoints and Network Sources

The Get Started with Secure Access workflow guides you through the tasksin the What's Next step—configure
your organization's user devices, add registered and internal networks to Secure Access China, and configure |PS and
endpoint posture profilesin policy rules.

'
What's Next?
More setups for you to continue explore, create and configure in Cisco Secure Access.

Configure Cisco Secure Client 20 min

View instructions for packaging the Cisco Secure Client. Cisco Secure Client is a unified application that runson the endpoints you want to protect
with Cisco Security Service Edge

Create Endpoint Posture Profiles 20 mir

Posture profiles define requirements for user devices when accessingresources and the network

Create IPS Profiles 20 mir
Create and manage groups of known threats and define profiles to specify how the threats in each group should be handled. Profiles let you quickly
specify a collection of settings when creating policies

Configure Rule Profiles 20 mir
Each rule has a priority; rules with the lowest priority are checked first. If the incoming packet matches a rule, the action associated with the rule is
performed. If ne matching rule is found within the active access profile, the packet is dropped

Prerequisites

e Full Admin user role. For more information, see Manage Accounts.

Add Networks to Secure Access China

* Manage Registered Networks
« Manage Internal Networks

Set Up the Cisco Secure Client

» Download Cisco Secure Client
» Download the Orglnfo.json File
e Download the VPN XML File
e Install the Cisco Secure Client

Add IPS Profiles
e Manage IPS Profiles
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Configure Rule Profiles

« Manage the Access Policy

Secure Access China Overview

The Cisco Secure Access China Overview dashboard lists the latest information about your organization. The
Overview dashboard displays information about your organization's traffic and the amount of data transferred over
your connections and correlates this with security events.

From the Overview dashboard, you can set up Secure Access Chinathrough the Get Started with Secure Access
workflow. If you have established network connectivity, the first workflow is completed and lists your network
connections. For more information about Secure Access workflows and how to start, see Begin Secure Access
Onboarding Workflow.

Once you configure your organization's network connectivity, confirm that traffic from user devices can reach Secure
Access China. For information about the Secure Access reports, see Get Started with Reports.

Prerequisites

e A minimum user role of Read Only. For more information, see Manage Accounts.

Get Started Workflow
The Getting Started with Secure Access Workflow describes the first configuration steps required to begin
protecting your systems with Secure Access China.

Z. Get started with Cisco Secure Access

Choose how you want to start protecting your organization's users and then follow the tasks listed here to get started. Help (7

>

aEEm— e 1/3 steps complete.

Configure infrastructure Done v/

Connect your organization's infrastructure to Secure Access.

Secure resources and access InProgress  \/

Define your private resources, endpoint posture profiles, IPS,
security profiles and access policies.

Configure end user connectivity In Progress A\

Configure DNS Servers, Zero Trust Access, virtual private
networks and view instructions for packaging the Cisco Secure
client.

DNS Servers, Zero Trust, VPN

Connectivity

The Connectivity section describes the status of your organization's configured Network Tunnel Groups.

Connectiviy

Network tunnel groups 2 total

2 Dpisconnected o O connected [
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Data Transfer

The Data Transfer section describes the total traffic, and the amount of data received and sent over the networksin
your organization. Filter the usage data by the source to identify trends related to the type of connectivity:

e Branch
e Cisco Secure Client
* Remote accessvirtual private network (RAVPN)

Security

The Security section includes information about the security activity (requests and blocks) and top security categories
visited by devices and usersin your organization.

Security Activity

The Security > Security Activity section displays the number of access events—requests and blocks. It also displays
the number IPS events—signature events.

Security

Security Activity Top Security Categories

Access Events

Requests Blocks

32'7K “y  13% Decrease (last 24 hours) 2

1000

0
5pm 11pm 4am 10am

—o— Allowed —e— Blocked
IPS Events

Total signature events 0

7pm 9am 1pm

~o— Block —e— Ignore ~e— Log Only

The Security > Security Activity > | PS Events section displays an expiry banner when a certificate for Private
Resource Decryption has expired or will expire within 90 days.
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IPS Events

o At least one private resource certificate expires soon
To avoid failure to decrypt and perform security inspection on traffic to private resources, replace certificates before they expire on Certificates.

Total signature events o

11pm 1pm 2am 4pm

—e Block —e Ignore —e Log Only

Users with the Full Admin or Security Administrator role can follow the Certificates link to update the certificate,
or close the banner. If the certificate is not updated, a closed banner will reappear the next time the user opens the
Overview page.

Top Security Categories
The Top Security Categories displays the number of requests to the top security categories.

Security [ (D Last 24 Hours ~ |
J

Security Activity Top Security Categories

Malware Blocks Command § Control Blocks CryptoMining Blocks Phishing Blocks

D “y 100% Decrease (last 24 hours) 0 0 0

Bpm 10pm dam Bam Ipm

B = Malware Blocks —e— Command $ Control Blocks —e— CryptoMining Blocks —e— Phishing Blocks

Users and Groups

The Users and Groups section displays the number of virtual private network (VPN) connections over time. This
section also lists the top users in your organization who made the greatest number of requestsin the selected time
period.



Last 24 Hours v

Users and Groups

VPN connection events Top 5 Users created requests

0 211.9K . 10% Bradymx
141.4K ~ 196% cb-home-mx-tunnel
37.1K . 46% triegert-mx65

0
25.9K . 28% FF-Mx
8188 Nochange st-oci-dns

10am 4pm 9pm

—e VPN connection events

Usersand Groups displays expiry banners for certificates that impact user authentication and access when:

* A certificate has expired
* A certificate will expire within 90 days

Users and Groups

o Service Provider certificate expires soon
To avoid SAML user authentication failures and loss of access for users, update your identity provider {IdP) with the new Service Provider certificate

in Certificates.

o At least one Identity Provider certificate expires soon
To avoid SAML user authentication failures and loss of access for your users, download new certificates from your identity provider (IdP) and
replace them in Certificates.

o At least one VPN client authentication certificate is expired
To avoid user authentication failures and loss of access for users, delete and add new VPN client authentication certificates in Certificates.

Usersand Groups certificate expiry banners apply to three certificate types:

« Manage SAML Certificates for Service Providers
* Manage SAML Certificatesfor Identity Providers
¢ VPN Certificates for User and Device Authentication

X
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Users with the Full Admin or Security Administrator role can follow the Certificates link to update the certificate,
or close the banner. If the certificate is not updated, a closed banner will reappear the next time the user opens the

Overview page.

Private Resources

The Private Resources section displays the number of times applications are requested, the number of unique active
users that request access, and the number of requests that are allowed or blocked over the selected time period.



Private resources | (D) Last 24 Hours

Applications accessed

1 1 (last 24 hours)

Allowed Blocked

1 783 =y B1% Decrease (last 24 hours) 1 “=y  97% Decrease (last 24 hours)

&00

Unigue user identities accessed

6 A7 20% Increase (last 24 hours)

Activity Search

2prm Bpm

~— Allowed -+~ Blocked

The Private Resources section also displays the number of times remote users connected to Secure Access Chinaand
the method of the connection: virtual private network (VPN). The section also includes the top resources that received

traffic.

VPN resources accessed

2700 No change (last 24 hours)

Top 3 resources accessed

100

50

4pm 9pm 3am

—e VPN
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Quickstarts

Quickstart tasks are designed as individual onboarding workflows. A workflow describes how to connect users
in your organization securely to private, Software as a Service (SaaS), and public internet resources using various
deployments.

A user device can connect securely to resources through the following types of deployments:

» Cisco Secure Client deployed with virtual private networks (VPNSs). For more information, see Quickstart — Cisco
Secure Client with Virtual Private Network.

» Cisco Secure Client deployed with Internet Security. For more information, see Quickstart — Cisco Secure Client
with Internet Security.

« A browser on auser device with adeployed PAC file. Configure a Secure Access Web profile and enable SAML
authentication. For more information, see Quickstart — Browser with SAML Authentication.

Prerequisites

e Signinto Secure Access Chinawith single sign-on (SSO) authentication. For more information, see Sign Into
Secure Access Chinawith Security Cloud Sign On.

« Locate your organization ID through your Secure Access China URL. For more information, see Find Y our
Organization ID.

e Learn about the product featuresin your Cisco Secure Access China subscription. For more information, see
Determine Y our Current Package.

Quickstart — Cisco Secure Client with Virtual Private Network

Cisco Secure Client with VPN connects user devices securely to private resources in data centers managed by
your organization and software as a service (SaaS) resources in private and public clouds. The procedure to start
onboarding user devices in an organization with the Cisco Secure Client and VPN access should take no more than
ten minutes.

A VPN provides a point-to-point, private network between a user device and a resource where the traffic sent over the
network is encrypted and the | P address of the source is hidden.

User devices must have the Secure Client deployed with the VPN module and VPN XML metadata file, and
configure a Secure Access VPN endpoint posture profile. Users are members of the Secure Access organization that
manages their devices. An administrator must configure the network connections—Network Tunnel Groups—for the
organi zation.

Prerequisites

e Full Admin user role. For more information, see Manage Accounts.
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Procedure
1. Deploy network connectorsin Secure Access China.

» Deploy network tunnel groupsin Secure Access China. For more information, see Manage Network Tunnel
Groups.
« Configure a network tunnel on a network device from within your data center or public network. For more
information, see Device Compatibility and Network Tunnels.
2. Provision users and groups in Secure Access China. For more information, see Manage Users and Groups.
3. Configure SAML integrations with identity providers (IdPs). For more information, see Configure Integrations
with SAML Identity Providers.
4. Create aVPN endpoint posture profile for the user devices. For more information, see Add a VPN Connection
Posture Profile.
5. Createapolicy rule or add a VPN endpoint posture profile for the user devices to an existing Secure Accessrule.
For more information, see Manage the Access Palicy.
6. Deploy Cisco Secure Client with VPN on user devices in the organization.

* Download Cisco Secure Client
¢ Download the VPN XML File
¢ [nstall the Cisco Secure Client

Test Your Connectivity

« Check that you can reach private, SaaS, and internet resources protected by Secure Access China.

Quickstart — Cisco Secure Client with Internet Security

The Cisco Secure Client with Internet Security and secure web gateway (SWG)—connects user devices securely to
internet resources. The procedure to start onboarding user devices in an organization with the Cisco Secure Client and
Internet Security access should take no more than ten minutes.

User devices must have the Cisco Secure Client deployed with the Umbrella module. Users are members of the
organization that manages their devices. An administrator must configure the network connections—Network Tunnel
Groups— and add Registered Networks and Internal Networks to their Secure Access organization.

Prerequisites

e Full Admin user role. For more information, see Manage Accounts.

Procedure
1. Deploy network connectorsin Secure Access China.

» Deploy network tunnel groupsin Secure Access China. For more information, see Manage Network Tunnel
Groups.
» Configure anetwork tunnel on a network device from within your data center or public network. For more
information, see Device Compatibility and Network Tunnels.
2. Provision users and groups in Secure Access China. For more information, see Manage Users and Groups.
3. Configure SAML integrations with identity providers (IdPs). For more information, see Configure Integrations
with SAML Identity Providers.
4. Create aWeb posture profile for the user devices. For more information, see Add a Web Profile.
5. Createapolicy rule or add a Web profile for the user devicesto an existing Secure Access rule. For more
information, see Manage the Access Policy.
6. Deploy Cisco Secure Client with Umbrella on user devices in the organization.

* Download Cisco Secure Client
¢ Download the OrgInfo.json File
¢ [nstall the Cisco Secure Client
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Test Your Connectivity

» Check that you can reach internet resources protected by Secure Access China.

Quickstart — Browser with SAML Authentication

This Quickstart guide describes how to connect user devices securely to internet resources from abrowser. The
onboarding procedure should take no more than ten minutes.

User devices must have a browser installed and configure a Secure Access Web profile. Users are members of the
organization that manages their devices.

Prerequisites

e Full Admin user role. For more information, see Manage Accounts.

Procedure

1. Provision users and groupsin Secure Access China. For more information, see Manage Users and Groups.

2. Configure SAML integrations with identity providers (IdPs). For more information, see Configure Integrations
with SAML Identity Providers.

3. Create a Secure Access Web profile that includes the user devices. For more information, see Add a Web Profile.

4. Set up a Secure Access PAC file. For more information, see Manage PAC Files.

5. Createapolicy rule or add a Web profile to an existing Secure Access rule. For more information, see Manage the
Access Palicy.

Test Your Connectivity

» Check that you can reach internet resources protected by Secure Access China.
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Limitations and Range Limits

Secure Access China sets limitations by component and defines the amount of time that your data is available on our
system. These genera limitations affect how you configure, deploy, and interact with Secure Access China.

Limitations Due to Regulatory and Data Access Restrictions in China

Cisco Secure Access China has been customized to align with local restrictions and regulations. As such, the
security enforcement in this product may be subject to certain limitations and is not identical to other Secure
Access Chinainstances.

Due to government restrictions, some disputes cannot be resolved because necessary data from customer
environments will not be available.

Disputes and categorization efforts requiring access to sites outside of Chinawill not be resolved.

Domestic Internet Service Providers (ISPs) in Chinaimplement Internet Content Provider (ICP) filtering to ensure
that only domains and websites with valid | CP registrations are accessible over the public Internet, in accordance
with Chinese regulations. For roaming users, enabling the Roaming Security Module alows access to |ICP-
registered destinations and enables customers to enforce their security policies. However, domains without ICP
registration will likely continue to be blocked by the ISP’ sfiltering system.

Cisco Secure Client

Cisco Secure Access China applies private application configuration changes to the Cisco Secure Client every 30
minutes.

Cisco Secure Access China excludes entitlement to the Secure Client Network Availability Module (both on-prem
and cloud versions). Therefore, admins must not enableit.

Customers must opt-out of the Customer Experience Feedback module to prevent their data from being exported
outside of China. Failure to opt-out will result in customer data being exported outside of China. For more
information, see Configure Customer Experience Feedback.

Data Retention

Web proxy, firewall logs—Data retained for 30 days.

Internet Protocol Versions

Feature Limit

IPv4 Supported by all services.
Reports

Feature Limit

e Total Requests
» Top Destinations
» Top Categories

Data available for one calendar year.



https://www.cisco.com/c/en/us/td/docs/security/vpn_client/anyconnect/Cisco-Secure-Client-5/admin/guide/b-cisco-secure-client-admin-guide-5-1/anyconnect-feedback.html#ID-1429-00000019

Feature

Limit

» Top ldentities

» Activity Search
e Security Activity

Dataretained for 30 days.

» Activity Volume

Dataretained for one calendar year.

e Admin Audit Log

Data retained for one calendar year. Y ou can access data
in 90-day increments.

Scheduled Report (email attachment)

Accepts up to 10,000 rows of data.

Exported Report (CSV export)

Exports no more than 1,000,000 rows of data.

Users and Groups

* You can import no more than 200 Groups into a Secure Access China organization.
» For access to private applications, configure the user and private applications to use the same data center.
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Network Requirements for Secure Access China

This document describes the network configurations that support connections to the Cisco Secure Access cloud
services and other Secure Access services and applications. For user devices, applications, and network devices to
interact with the Secure Access services, an administrator must allow connections from their organization's networks
and devices to the Secure Access services. Y ou may have to bypass domains for the Secure Access cloud services
and identity provider (1dP) services on the Secure Access secure web gateway (SWG) and configure other device or
network settings.

Cisco Secure Client and Captive Portal Detection

The Cisco Secure Client Umbrella Roaming Security module uses multiple techniques to detect captive portals or
hotspots. Allow these domains on your firewall for the most accurate captive portal detection:

e connecttest.cisco.io
* www#msftconnecttest#com

Cisco Secure Client and Device Host Names
The Cisco Secure Client Umbrella Roaming Security module uses hostnames to register the device in Secure Access
China. All machines must have a hostname that is unique within your organization.

Transport Layer Security Protocol Requirements
The Secure Access Transport Layer Security (TLS) Protocol Network Information.

Ensure that the operating systems of the devices in the organization support at aminimum TLS 1.2. The TLS 1.0 and
TLS 1.1 protocols contain security vulnerabilities and do not support modern cryptographic algorithms.

TLS 1.2 Support in Windows

We recommend that you disable support for SSL, TLS 1.0, and TLS 1.1 in your Windows operating system. Y ou can
disable TLS 1.0 and TLS 1.1 in the Windows Registry. For more information, see Configuring Schannel protocolsin
the Windows Registry.

The latest version of the Cisco Secure Client Umbrella Roaming Security module uses TLS 1.2. Ensure that you have
acompatible version of .NET installed with your Windows operating system. Native TLS 1.2 support requires .NET
framework 4.6.2+. Prior versions of .NET require registry edits (4.x) or registry edits and manual hot fix patches
(3.5).

TLS 1.2 Support in macOS

The Cisco Secure Client Umbrella Roaming Security module for macOS uses TLS 1.2.

Secure Access Secure Web Gateway Services

Required by the Secure Access Network Tunnel and PAC file deployments, and Cisco Secure Client deployments
with the Umbrella Roaming Security modules.


https://docs.microsoft.com/en-US/dotnet/framework/network-programming/tls#configuring-schannel-protocols-in-the-windows-registry
https://docs.microsoft.com/en-US/dotnet/framework/network-programming/tls#configuring-schannel-protocols-in-the-windows-registry
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Ingress IP Addresses for the Secure Web Gateway

To enable connections to the Secure Access Secure Web Gateway, allow the following CIDRs in your firewalls on
ports 80 and 443 over TCP.

The following table contains the regional ingress | P addresses for the Secure Access Secure Web Gateway .

Region IP Address
North 140.179.64.66
North 43.196.1.118
North 52.80.184.186
North 71.132.36.207

Secure Access SaaS Tenants

Required by Cisco Secure Client deployments with the Virtual Private Network (VPN) and Umbrella Roaming
Security modules, or Secure Access PAC file deployments.

The Cisco Secure Client Zero uses HTTPS to communicate with the Secure Web Gateway proxy services.

Microsoft 365
Microsoft 365 traffic is sent directly to the Secure Access secure web gateway (SWG) for these deployment methods:

e VPN and Network Tunnels established on a network device
» Cisco Secure Client with the VPN and Umbrella Roaming Security modules
» Secure Access PACfile

To stop network traffic from connecting to the Secure Access SWG, add Ext er nal Domai n entries manually or
route the traffic direct to the internet from your connecting devices.

If your organization's firewall rules prevent any third-party applications, allow the following P addresses:

e 527352135
« 5271142118
» 52.40.204.69
» 5235.119.173
» 52.27.150.153

Secure Access SAML Gateway Services

Required by Cisco Secure Client deployments with the Umbrella Roaming Security and Secure Access China
integrations with SAML identity providers (1dPs).

Y ou must deploy either a Network Tunnel or PAC file in your organization to connect user devices to the Secure
Access Secure Web Gateway (SWG).

We recommend that you allow all traffic on port 443 over TCP for the Secure Access SAML Gateway services
domains.

Unless noted, send id.sse.cisco.com requests to the SWG, not directly to the internet.

Domain Port/Protocol Description

saml.fg.id.sse.cisco.com 443 TCP Secure Access SAML Gateway

* fg.id.sse.cisco.com 443 TCP Secure Access SAML Gateway
(multiple entity IDs)
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Active Directory Federation Service SAML Identity Provider

« If your organization integrates with SAML Active Directory Federation Service (AD FS) identity provider (1dP),
we recommend that you bypass web traffic to *.id.sse.cisco.com on the Secure Access secure web gateway
(SWG).

Secure Access SAML ldentity Provider Domains

Required by Cisco Secure Client deployments with the Umbrella Roaming Security modules, and Secure Access
Chinaintegrations with SAML identity providers (1dPs).

To enable connections to your SAML identity providers (1dPs), allow the following domains in your firewalls on
ports 80 and 443 over TCP. Ensure that traffic to your SAML 1dP is bypassed on the SWG to avoid an authentication
loop. For more information, see Manage Domains.

Domain Portg/Protocols
ocsp.int-x3.letsencrypt.org 80/443 TCP
isrg.trustid.ocsp.identrust.com 80/443 TCP
*.cisco.com 80/443 TCP
* .opendns.com 80/443 TCP
*.umbrella.com 80/443 TCP
*.sse.com 80/443 TCP
* .okta.com 80/443 TCP
* pingidentity.com 80/443 TCP
secure.aadcdn.microsoftonline-p.com 80/443 TCP

Azure AD SAML ldentity Provider

To exclude Azure AD SAML Identity Provider domains from Secure Access SSL Decryption, add the following
domain names to your list of bypassed domains.

Domain Por t/Protocol
login.live.com 80/443 TCP
login.microsoftonline.com 80/443 TCP
msauth.net 80/443 TCP
msftauth.net 80/443 TCP

Secure Access SAML Gateway Client Certificate Revocation Services

Reguired by Cisco Secure Client deployments with the Umbrella Roaming Security modules, and Secure Access
Chinaintegrations with SAML identity providers (1dPs).

We recommend that you allow all traffic on ports 80 over TCP for the Secure Access SAML Gateway Client
Certificate Revocation services domains.

Domains Port/Protocol Description

validation.identrust.com 80/TCP Validate SAML certificates

Secure Access VPN Services
Required by Cisco Secure Client deployments with the Virtual Private Network (VPN) module.



The Cisco Secure Client VPN module uses HTTPS to communicate with the Secure Access VPN client head end

services. We recommend that you allow all traffic on ports 443 over TCP or UDP, and ports 500/4500 over | Psec
(UDP) for the Secure Access VPN domains.

Note: The Cisco Secure Client VPN module automatically uses TLS 443/UDP when it senses that 443/UDP is open.

Remote access virtual private network (VPN) head end services.

Domain Port/Protocol
* .Vpn.sse.cisco.com 443 TLS (TCP/UDP)
* Vpn.sse.cisco.com 500/4500 IPsec (UDP)

Secure Access VPN Client Certificate Revocation Services
Required by Cisco Secure Client deployments with the Virtual Private Network (VPN) module.

The Cisco Secure Client Zero VPN module uses HTTPS to communicate with the Secure Access VPN client

certificate revocation services. We recommend that you allow all traffic on ports 80 over TCP for the Secure Access
VPN domains.

Domains Port/Protocol Description

* .vpn.sse.cisco.com 80/TCP Validate VPN certificates
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Manage Network Connections

Configure Network Tunnel Groups to route traffic from remote and on-premises users to the internet and to private
destinations managed by your organization, and to route branch-to-branch traffic.

IPsec Network Tunnels

Secure Access China enables fast, reliable, and secure private network connections to your applications through | Psec
(Internet Protocol Security) IKEv2 (Internet Key Exchange, version 2) tunnels. Network devices that are capable

of establishing IPsec (Internet Protocol Security) IKEv2 (Internet Key Exchange, version 2) tunnels forward traffic

to one of the Secure Access data centers where the tunnel head end is located. For more information, see Manage
Network Tunnel Groups.

User devices can read, write, and update private resources by setting up virtua private networks (VPNs) connections
to Secure Access Chinathrough IPsec network tunnels.

Network Tunnels (Deployed in Network Tunnel Groups)

Characteristics of network tunnel groups:

Can route internet-bound traffic as well as traffic to private resources.

Support VPN and branch-to-branch connections.

Require networking devices on your network that can initiate | PSec tunnels. See Device Compatibility and
Network Tunnels.

Network routing configuration is required.
Extend your network to the Secure Access China cloud.
Many supported virtual and hardware platforms, simplifying connections to your existing environment.

Y ou may be able to use existing infrastructure, without deploying additional devices.
For more information, see Manage Network Tunnel Groups and subtopics.
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Manage Network Tunnel Groups

Tunnels and tunnel groups are core concepts in managing connections between your data centers and Cisco Secure
Access China.

» Secure Access China enables fast, reliable, and secure private network connections to your applications through
IPsec (Internet Protocol Security) IKEv2 (Internet Key Exchange, version 2) tunnels.

* Network devicesthat are capable of establishing IPsec tunnels forward traffic to one of the Secure Access data
centers where the tunnel head end is located.

» User devices can read, write, and update private resources by setting up virtual private networks (VPNS)
connections to Secure Access Chinathrough these IPsec tunnels.

« A network tunnel group provides the framework for establishing tunnel redundancy and high availability. Connect
tunnels to the hubs within a network tunnel group to securely control user access to the Internet and private
resources.

Device Compatibility and Network Tunnels

Secure Access China connects and secures traffic from | Psec tunnels established by various network devices. A
network device must have the capability to configure an I Psec (Internet Protocol Security) IKEv2 (Internet Key
Exchange, version 2) tunnel and connect to Secure Access China.

IPsec Tunnel Requirements

IPsec tunnels for Secure Access Chinamust have an MTU that is no larger than 1280 bytes. Secure Access China
automatically clamps the TCP MSS to 1240 or below.

Fragmented packets in underlay or overlay are dropped. Slightly larger MTU and M SS may work depending on
your | Psec configuration. For more information about establishing tunnels to Secure Access China, see the tunnel
configuration topics found in Network Tunnel Configuration.

Supported Devices for Setting Up IPsec Tunnels

Secure Access Chinaintegrates with network devices that can create compatible | Psec tunnels. We provide guides to
configure tunnels from various network devices. For devices where the setup is not documented, we cannot guarantee
that the device can establish an IPsec tunnel to Secure Access China.

Platform Software Version

Cisco Meraki MX 15.3
*Configure Tunnels with Meraki MX

Cisco ISR-G2 15.4M3
* Configure Tunnels with Cisco ISR

Cisco ASA Cisco ASA v9.8
* Configure Tunnels with Cisco Adaptive Security Appliance (ASA)
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Platform

Software Version

Cisco FTD

* Configure Tunnels with Cisco Secure Firewall

6.4+ (6.7 whenusing VTI)

Add a Network Tunnel Group

To enable tunnel redundancy and high availability for |Psec tunnels connected to data center hubs, follow the stepsto
add a network tunnel group to Cisco Secure Access China.

Provisioning high-availability network tunnel groups at a hub site allows a group of tunnels to share a primary and
secondary hub. Network devices that are capable of establishing an 1Psec tunnel can join a network tunnel group

using the credentials created when the tunnel group is deployed.
1.

2.

In Secure Access China, configure the attributes of the tunnel group and deploy the tunnel group. Once the tunnel
group is deployed, the initial state of the tunnel group changes from Unestablished to I nactive.

Next, configure atunnel in the network device that sends traffic to Secure Access China. Use the deployed tunnel
group's attributes to associate the network tunnel to the tunnel group. The network tunnel group attributes required
by network devices to establish the IPsec IKEv2 tunnel are: tunnel ID, tunnel passphrase, and IP Address of the

Secure Access data center.

Enable user computers to connect securely to the tunnel and begin to send traffic to Secure Access China. Once
Secure Access Chinareceives and logs traffic from a network tunnel, the tunnel state is considered Active. View
the events for the tunnel in the Secure Access China Overview and Activity Search.

Prerequisites

Full Admin rolein Secure Access China. For more information, see Manage Accounts.

Procedure

Add a network tunnel in Secure Access Chinafor a device capable of establishing an 1Psec IKEv2 tunnel.

1. Navigate to Connect > Network Connections> Network Tunnel Groups.

2.

Click Add.

Network Connections

Manage the connections that allow user traffic to reach private resources on your network. For information about these

Network Tunnel Groups

Network Tunnel Groups 2 total

Network Tunnel Groups

A network tunnel group provides a framework for establishing tunnel redundancy and high
availibility. Connect tunnels to the hubs within a network tunnel group to securely control
user access to the Internet and private resources. Help 7

Region v || stan v | 2 Tunnel Groups

Network Tunnel Group Status Region Primary Hub Data Center

options, see

E
2

Primary Tunnels

Secondary Hub Data Center Secondary Tunnels

sfen-monitors-nat © Disconnect ted China (Beijing) sse-cnn-1-1-0

trafficelient © Disconnect ted China (Beijing) sse-cnn-1-1-0

sse-cnn-1-1-1 0

sse-cnn-1-1-1 0

Rows perpage 10+ | < E] >
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3. Enter the General Settingsfor your tunnel group:

a. Giveyour tunnel group a meaningful name.
b. Choose aRegion.

¢. Choose aDevice Type.

d. Click Next.

General Settings

Give your network tunnel group a good meaningful name, choose a region through which it will connect to Secure Access, and choose the device
type this tunnel group will use.

Tunnel Group Name

[ New Tunnel Group ]

Region

[ Select a region v ]

Device Type

[ Select Device Type v ]

Cancel

4. Enter the Tunnel 1D and Passphrase for your tunnel group:

a. ChooseaTunne ID Format, either Email or P Address. Thisfield appears based on the Device Type
chosen in the General Settings.

» If the choice is email, use the format @.sse.cisco.com. Use the name you gave the tunnel group in Gener al
Settings.
« |f the choiceis |P address, include both a primary and secondary | P address.
b. Enter aPassphrase.

e A tunnel passphraseis between 16 and 64 characters in length. The passphrase must contain at least one
upper case letter, one lower case letter, and one number.
¢ The passphrase cannot include any specia characters.
C. Reenter your passphrase.
d. Click Next.

Tunnel ID and Passphrase

Configure the tunnel ID and passphrase that devices will use to connect to this tunnel group.

Tunnel ID Format

@® Email IP Address

Tunnel ID

[ Tunnel Name @<org><hub>.sse.cisco.com

Passphrase

[ Show

The passphrase must be between 16 and 64 characters long. It must include at least one upper case letter, one lower case letter, one number, and cannot include
any special characters.

Confirm Passphrase
[ Show ]

Cancel
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5. Choose the type of Routing for your tunnel group.

a. Choose Static routing to manually add | P address ranges for this tunnel group. Y ou should add all public and
private address ranges used internally by your organization.

Routing options and network overlaps

Configure routing options for this tunnel group.
Routing option

@ Static routing
Use this option to manually add IP address ranges for this tunnel group.
IP Address Ranges

Add all public and private address ranges used internally by your organization.

For example, 203.0.113.0/24, 192.24.0.0/18 m

Dynamic routing

Use this eption when you have a BGP peer for your en-premise router,

Cancel

b. Choose Dynamic routing when you have a BGP peer for your on-premise router.

Note: You'll need the router's autonomous system (AS) number to use dynamic routing.

Routing options and network overlaps

Configure routing options for this tunnel group.
Routing option

Static routing

Use this option to manually add IP address ranges for this tunnel group.
@ Dynamic routing

Use this option when you have a BGP peer for your an-premise router,

Device AS Number

65535 (=
e

c. Click Next.

6. Onthe Datafor Tunnel Setup page, review the network tunnel information for completeness. Click the
Download CSV button to save the information to use to configure and deploy atunnel in a network device.

Note: Thisistheonly time that your passphraseis displayed.

Data for Tunnel Setup

Review and save the following infermation for use when setting up your network tunnel devices. This is the only time
that your passphrase is displayed.

Primary Tunnel ID: Pitt-Dev@8094936-614824327 -sse.cisca.com [
Primary Data Center IP Address: 541452713 O

Secondary Tunnel ID: Pitt-Dev@8094936-614824325-sse.cisco.com [l
Secondary Data Center IP Address: 35471214188 O

Passphrase: PassPhrase123456 [

Download CSV
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Configure Tunnel on Network Device

1. Follow the stepsin one of the network device guides to deploy an IPsec tunnel with Secure Access China. For
more information see Network Tunnel Configuration.

Verify Tunnel Traffic in Secure Access China

After you add a tunnel to Cisco Secure Access and deploy a network tunnel with a compatible network device, check
that Secure Access receives and logs traffic from the tunnel.

1. Navigateto Overview and find your configured tunnel. Verify that the status of the tunnel is Active. For more
information, see Secure Access China Overview.

View Network Tunnel Group Details

Once a network tunnel group is added to Cisco Secure Access China, you can view the configuration attributes of
adeployed tunnel group. You can aso edit the attributes of a network tunnel group and view information about the
network tunnels associated with the selected tunnel group.

Secure Access China aso lists the status of your organization's network tunnels and information about the attributes
of the deployed tunnel groupsin Overview > Connectivity.

Prerequisites

e A minimum role of Read Only in Secure Access China. For more information, For more information, see Manage
Accounts.

Procedure
View the details of a deployed network tunnel group in Secure Access China
1. Navigate to Connect > Network Connections > Network Tunnel Groups.

Network Connections
Manage the connections that allow user traffic to reach private resources on your network. For information about these options, see Help 7

Network Tunnel Groups

Network Tunnel Groups 2 total

2 o o

Disconnected @ Warning £ Connected @

Network Tunnel Groups

A network tunnel group provides a framework for establishing tunnel redundancy and high
availibility. Connect tunnels to the hubs within a network tunnel group to securely control
user access to the Internet and private resources. Help 7

) Searct ][ Region o ][ Status « | 2 Tunnel Groups + Add

Network Tunnel Group Status Region Primary Hub Data Center Primary Tunnels  Secondary Hub Data Center Secondary Tunnels

sfen-monitors-nat © Disconnected China (Beijing) sse-cnn-1-1-0 0 sse-cnn-1-1-1 0

trafficclient © Disconnected China (Beijing) sse-cnn-1-1-0 o sse-cnn-1-1-1 0

sowsoroage (10 ] < (1 >
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2. Click thedlipsis(...), and then choose View Details.

Network Tunnel Groups

Anetwork tunnel group provides a framework for establishing tunnel redundancy and high
availibility. Connect tunnels to the hubs within a network tunnel group to securely control
user access to the Internet and private resources. Help 7

[ Q search ] [ Region v ][ Status ~ | 2 Tunnel Groups + Add

Network Tunnel Group Status Region Primary Hub Data Center Primary Tunnels  Secondary Hub Data Center Secondary Tunnels
sfcn-monitors-nat © Disconnected China (Beijing) sse-cnn-1-1-0 0 sse-cnn-1-1-1 0 o
trafficclient © Disconnected China (Beijing) sse-cnn-1-1-0 o sse-cnn-1-1-1

View Details

Delete

Rows per page

3. Review the Summary details for the selected network tunnel group. Y ou can also view the Primary Hub and
Secondary Hub details.

< Network Tunnel Groups
sfcn-monitors-nat &
Review and edit this network tunnel group. Details for each IPsec tunnel added to this group are listed including which tunnel hub it is a member of. Help &7
Summary Last Status Update  Dec 10, 2024 2:08 PM
© Disconnected

Region China (Beijing) Routing Type  NAT / Outbound Only
Device Type  Other

Primary Hub

Secondary Hub
© Hub Down © Hub Down
[} [}

Active Tunnels Active Tunnels

Tunnel Group 1D

Data Center sse-cnn-1-1-0

Data Center sse-cnn-1-1-1
1P Address 54.222143.252 1P Address 54222191188
Network Tunnels
Review this network tunnel group's IPsec tunnels. Help C7
Tunnels Peer ID Peer Device IP Address Data Center Name Data Center IP Address Status Last Status Update

No active network tunnels found.

4. (Optional) Click the pencil icon next to the network tunnel group name to edit the tunnel group attributes. See Edit
aNetwork Tunnel Group.

Edit a Network Tunnel Group

Once a network tunnel group is added to Cisco Secure Access, you can edit the configuration attributes of the
deployed tunnel group.

Prerequisites
e Full Admin rolein Secure Access. For more information, see Manage Accounts.
Procedure

Edit the configuration attributes of a deployed network tunnel group in Secure Access.
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1. Navigateto Connect > Network Connections> Network Tunnel Groups.

Network Connections

Manage the connections that allow user traffic to reach private resources on your network. For information about these options, see Help o7

Network Tunnel Groups

Network Tunnel Groups 2 total

2 o o

Disconnected @ Warning 4 Connected @

Network Tunnel Groups

Anetwork tunnel group provides a framework for establishing tunnel redundancy and high
availibility. Connect tunnels to the hubs within a network tunnel group to securely control
user access to the Internet and private resources. Help 7

Q Search ][ Region v ][ Status M ] 2 Tunnel Groups + Add

Network Tunnel Group Status Region Primary Hub Data Center Primary Tunnels  Secondary Hub Data Center Secondary Tunnels
sfen-monitors-nat © Disconnected China (Beijing) sse-cnn-1-1-0 0 sse-cnn-1-1-1 0
trafficclient © Disconnected China (Beijing) sse-cnn-1-1-0 0 sse-cnn-1-1-1 0

Rows per page

2. Click the€llipsis(...), and then choose Edit.

Network Tunnel Groups

A network tunnel group provides a framework for establishing tunnel redundancy and high
availibility. Connect tunnels to the hubs within a network tunnel group to securely control
user access to the Internet and private resources. Help (7'

[ Q search ] [ Region v ] [ Status + | 2 Tunnel Groups + Add

Network Tunnel Group Status Region Primary Hub Data Center Primary Tunnels  Secondary Hub Data Center Secondary Tunnels

sfen-monitors-nat © Disconnected China (Beijing) sse-cnn-1-1-0 0 sse-cnn-1-1-1 0

trafficclient © Disconnected China (Beijing) sse-cnn-1-1-0 0 sse-cnn-1-1-1

3. Navigate through the settings to edit Tunnel Group Name, Region, Device Type, Tunnel ID, Passphrase, or
Routing configuration attributes.

< Network Tunnel Groups
Edit Network Tunnel Group

Edit your network tunnel group. Proceed with caution when updating settings. Any
changes made here may disrupt end-user connectivity. Help o7

| General Settings

Give your network tunnel group a good meaningful name, choose a region through which it will connect to Secure Access, and choose the device
type this tunnel group will use.

@ General Settings

2 Tunnel ID and Passphrase

Tunnel Group Name

3 Routing [sfcn—mon'\turs—na( ]
Region
4 Datafor Tunnel Setup
[ China (Beijing) v
Device Type
Other v

¢ cnen [ o |

4. Click Save.

Delete a Network Tunnel Group

Once a network tunnel group is added to Cisco Secure Access, you can remove the deployed tunnel group from your
organization.
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Prerequisites

e Full Admin rolein Secure Access. For more information, see Manage Accounts.

Procedure
Delete a network tunnel group from Secure Access.

1. Navigate to Connect > Network Connections > Network Tunnel Groups.

Network Connections
Manage the connections that allow user traffic to reach private resources on your network. For information about these options, see Help 7

Network Tunnel Groups

Network Tunnel Groups 2 total

2 (] [}

Disconnected @ Warning £ Connected @

Network Tunnel Groups

Anetwork tunnel group provides a framework for establishing tunnel redundancy and high
availibility. Connect tunnels to the hubs within a network tunnel group to securely control
user access to the Internet and private resources. Help 7

Q Search ][ Region v ][ Status ~ | 2 Tunnel Groups + Add

Network Tunnel Group Status Region Primary Hub Data Center Primary Tunnels  Secondary Hub Data Center Secondary Tunnels
sfen-monitors-nat © Disconnected China (Beijing) sse-cnn-1-1-0 0 sse-cnn-1-1-1 0
trafficclient © Disconnected China (Beijing) sse-cnn-1-1-0 0 sse-cnn-1-1-1 0

rows sarpmss (10 ) < (1] >

2. Click theellipsis(...), and then choose Delete.

Network Tunnel Groups

A network tunnel group provides a framework for establishing tunnel redundancy and high
availibility. Connect tunnels to the hubs within a network tunnel group to securely control
user access to the Internet and private resources. Help 7

Q Search ][ Region v ][ Status v | 2 Tunnet Groups + Add

Network Tunnel Group Status Region Primary Hub Data Center Primary Tunnels Secondary Hub Data Center Secondary Tunnels

sfon-monitors-nat © Disconnected China (Beijing) sse-cnn-1-1-0 0 sse-cnn-1-1-1 0

Edit
trafficclient © Disconnected China (Beijing) sse-cnn-1-1-0 0 sse-cnn-1-1-1

View Details

Delete

Rows perpage [ 10~ | < (1] >

3. After the delete is completed, verify that the tunnel group is not present in the list of network tunnel groups.

Supported IPsec Parameters

Cisco Secure Access China uses the IPsec protocol for tunneling traffic. 1Psec has multiple components and one
of the core components is Internet Key Exchange (IKE). IKE manages negotiation with peers, authentication, and
certificate exchanges. IKE maintains the session by using Dead Peer Detection (DPD) as per RFC 5996. Secure
Access supports IKEv2, which is faster and more secure than IKEv1.

Secure Access supports the configuration of certain |Psec parameters to deploy a network tunnel. Even if adevice
can establish an IPsec tunnel to Secure Access, we do not guarantee that the tunnel is compatible. For example, if the
tunnel enables Perfect Forward Secrecy (PFS), you can establish atunnel, but in the event of reconnection, the tunnel
may fail to rekey and lose service. We recommend that you test the tunnel connectivity thoroughly before putting any
tunnel into production.
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4 hours)

Components IKEvV2 (Phasel) (no IKEv1 support) | ESP (Phasell)

Encryption AES-256-16 (GCM), AES-256-8 AES-256-16(GCM), AES-128-16(GCM),
(GCM), AES-128-16 (GCM), AES-256(CBC), AES-128(CBC), NULL (GCM)
AES-128-8 (GCM), AES-128(CBC), |- AES-256 GMAC, NULL(GCM) - AES-192
AES-256(CBC) GMAC, NULL(GCM) - AES-128 GMAC

NULL(CBC)

Hashing SHA256, SHA1 SHA256, SHA1

DH Group 20,19,1514 20,19, 15, 14

Authentication Pre-Shared Key (PSK) N/A

Protocol N/A ESPin UDP (NAT-T) (Port - UDP 4500)

Total Child SAs N/A 1

Supported

Lifetime Based on client settings (IKE default is | Based on client settings (Child SA default is one

hour)

Perfect Forward

N/A

Allowed (Ciphers configured with both PFS and

Number (ESN)

Secrecy (PFS) non-PFS.)
Note: If the remote end prefers to negotiate PFS,
it has to set the child rekey timer lower than the
head end and/or allow both PFS and non-PFS.
Reason: CNHE prefers non-PFS. We configured
both, but if the other side wants PFS, we can
negotiate.

DPD Timeouts 30 seconds (back_off = 2, retransmit N/A

timeout = 2, retries = 5)

| P fragmentation Not supported Not supported

IKE Fragmentation | Enabled N/A

(RFC 7383)

Extended Sequence | N/A Allowed and preferred

Recommendations are in Bold.

Note: Secure Access routing platforms are optimized for Gal ois/Counter Mode (GCM) encryption. Thus, we
recommend that you use GCM encryption for maximum throughput. Using cipher block chaining (CBC) may result
in lower throughput. Performance is subject to hardware and configurations.
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Network Tunnel Configuration

Y ou can establish an 1Psec (Internet Protocol Security) IKEv2 (Internet Key Exchange, version 2) tunnel from a
network device deployed in your environment to Cisco Secure Access. | Psec tunnels created for Secure Access accept
traffic on al ports and protocols with a throughput of 1GB.

Establish a Tunnel

Y ou can establish an IPsec IKEv2 tunnel on a supported network device to the Secure Access head end of the tunnel.
Use the tunnel passphrase credentials that you generated in Secure Access to configure the I Psec tunnel .

The network device — tunnel configuration guides describe the steps to configure tunnels from a network device to
Secure Access. The sample commandsin the guidesusethe <secur e_access_dc_i p> variable to represent the
public IP address of the Secure Access data center.

Maximum Transmission Unit (MTU) Size

IPsec tunnels for Secure Internet Access must have an MTU no larger than 1280 bytes, with an MSS no larger
than 1240 bytes. Fragmented packets in underlay or overlay are dropped. Slightly larger MTU and MSS may work
depending on your specific | Psec configuration.

Tunnel Size
Secure Access supports the following tunnel size ranges:

e The maximum concurrent load for atunnel is 1 Gbps throughput in either direction.
» There are no restrictions on throughput measured in packets per second.
e There are no restrictions on the number of users per tunnel.

If you exceed the throughput limit your tunnel may have degraded performance including increased latency and
packet loss.

Client Reachable Prefixes

Secure Access expects a private RFC 1918 address as the source I P for outbound packets. If you use non-RFC
1918 addresses, you can add them under Client Reachable Prefixes when configuring your tunnel. This overrides
the default behavior, which alows al traffic destined for RFC 1918 addresses to return through the tunnel. For
information about address allocation and private networks, see RFC 1918.

Secure Access supports the following options for client-reachable prefixes:

o Static IP addresses, which must be globally unique in the customer org; i.e. no other network tunnel group can be
configured with the same address.

» BGP-based dynamic routing. BGP dynamic routing enables advertisement of self-service (private) network
prefixesto physical network devices that support BGP such as routers, and removes the dependency on static
routes.

Note: After updating client reachable prefixes for an established tunnel, wait at least five minutes, disconnect and
shut down the tunnel for at least 10 seconds, and then reconnect the tunnel.


https://datatracker.ietf.org/doc/html/rfc1918
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Throughput and Multiple Tunnels

Each tunnel islimited to approximately 1 Gbps. To achieve higher throughput, you can establish multiple tunnels.
If you set up multiple tunnels, we recommend that you divide the traffic between the tunnels by assigning traffic
through policy-based routing.

If you set up multiple tunnels, we recommend that you divide the traffic between the tunnels either through load
balancing with ECMP (Equal-cost multi-path routing) or assigning traffic through policy-based routing. The number
of supported ECMP tunnelsis 10. For information about ECMP, see RFC 2991.

Note: To protect against aloss of connectivity, you should set up redundant tunnel headends for a network tunnel
group and monitor your 1PSec tunnels. Y ou'll need to update their local routing to send traffic to the secondary
headend when the primary is unreachable.

Configure Tunnels with Catalyst SD-WAN cEdge and vEdge

Follow these steps to connect a Cisco |0S XE Catalyst SD-WAN device through an | Psec (Internet Protocol Security)
IKEv2 (Internet Key Exchange, version 2) tunnel to Cisco Secure Access.

For more information about Cisco Catalyst SD-WAN devices and related topics, see Cisco's SD-WAN product
documentation.

Prerequisites

¢ Youmust enable NAT in the feature template that faces the internet.

* You can access the Cisco Catalyst SD-WAN (vManage) console with aweb browser. By default, the HTTPS port
is 8443, but this may vary based on how your Cisco Catalyst SD-WAN (vManage) is configured.

Note: If you get a"Not Secure" warning when accessing the link, you can ignore it. When the Cisco Catalyst SD-
WAN (vManage) login screen appears, enter your credentials.

Step 1: Add a Network Tunnel Group in Secure Access

Secure Access enables fast, reliable, and secure private network connections to your applications through 1Psec
(Internet Protocol Security) IKEv2 (Internet Key Exchange, version 2) tunnels.

Tunnels and tunnel groups are core concepts in managing connections between your data centers and Cisco Secure
Access. A network tunnel group provides the framework for establishing tunnel redundancy and high availability.
Connect tunnels to the hubs within a network tunnel group to securely control user access to the Internet and private
resources.

1. Follow the stepsin Add a Network Tunnel Group.

2. Make note of the Tunnel I D and Passphrase you enter when configuring the network tunnel group. These values
are needed when you configure your Catalyst SD-WAN tunnel.

Note: Secure Access provides the option to download a CSV file with the network tunnel group details.
3. Remember to select Static routing under routing options. Only static routing is supported.

The new network tunnel group appears in the Secure Access dashboard as Disconnected, and with the Primary
Hub and Secondary Hub status showing as Hub Down. The network tunnel group statusis updated onceit is fully
configured and connected with Catalyst SD-WAN.


https://datatracker.ietf.org/doc/html/rfc2991
https://www.cisco.com/c/en/us/support/routers/sd-wan/products-installation-and-configuration-guides-list.html
https://www.cisco.com/c/en/us/support/routers/sd-wan/products-installation-and-configuration-guides-list.html
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< Network Tunnel Groups

PHL7-Catalyst ©

Review and edit this network tunnel group. Details for each IPsec tunnel added to this group are listed including which tunnel hub it is a member of. Help .7

Summary Primary Hub Secondary Hub
© Disconnected © Hub Down © Hub Down

Region US (Pacific Northwest) [+] 0

Device Type Catalyst SOWAN Active Tunnels Active Tunnels

Routing Type Static Routing
Tunnel Group  PHL7-Catalyst@8214999-622558463- Tunnel Group ~ PHL7-Catalyst@8214999-622558462-

[} [}

IP Address Range 10.7.0.0/16 sse.cisco.com sse.cisco.com

Last Status Update Mar 01, 2024 5:20 PM DataCenter  sse-usw-2-1-1 DataCenter  sse-usw-2-1-0
IPAddress  52.228138150 IPAddress 443520156

Network Tunnels
Review this network tunnel group's IPsec tunnels. Help 7

Tunnels Peer ID Peer Device IP Address Data Center Name Data Center IP Address Status Last Status Update

No active network tunnels found.

See the Verification and Troubleshooting section for additional information about how to evaluate the network tunnel
group status.

Step 2: Configure Cisco Catalyst SD-WAN Templates
Configure a Catalyst SD-WAN tunnel to connect a Catalyst SD-WAN device to Cisco Secure Access.

In Cisco Catalyst SD-WAN Manager, all the features are configured through templates. Once the Cisco Catalyst SD-
WAN devices are registered with Cisco Catalyst SD-WAN Manager, you cannot configure anything through the CLI.

Y ou can use the Cisco Catalyst SD-WAN Manager Device and Featur e templates to establish atunnel from the
device. First define the device template and then the feature template.

In SD-WAN Manager version 20.9, the SIG templateis divided into several sections:
1. Device Type, Template Name, Description, and SIG Provider (Umbrella, Zscaler, or Generic).
Note:

In version 20.4/17.4, the only two tunnel typesthat are offered are Umbrella and Third Party. Y ou can configure
Secure Access manual tunnels (IPSec or GRE) using the Third Party option. Starting in 20.5/17.5, the three tunnel
types that are offered are Umbrella, Zscaler, and Generic. To configure I PSec or GRE Secure Accesstunnels,
choose the Generic option. Y ou can configure Secure Access manual and automatic tunnels (IPSec or GRE)
using the Generic option. Secure Access recommends you use automatic tunnelsif available.

2. Tracker: Allows you to configure custom L7 health check tracker information.

3. Configuration: Allows you to specify different tunnel type (IPSec or GRE) and other tunnel characteristics, such
as tunnel name, tracker name, tunnel source, whether the tunnel is attached to a primary or secondary data center
(which is specified or discovered later) and advanced options, like IP MTU and other tunnel settings.

4. High Availability: Allows you to choose up to 4 active tunnels or 4 active/standby tunnel pairs by choosing the
tunnels defined in the Configuration section under the Active or Backup column. Y ou can also modify traffic
ratios for the tunnels.

5. Advanced Settings (if applicable): Allows you to define primary or secondary data centers and Secure Access
location name if desired, and advanced Secure Access settings (XFF Forwarding, Enable IPS Control, etc).

Define the Feature Template

1. Loginto the Cisco Catalyst SD-WAN Manager console and navigate to Configuration > Templates.
2. Confirm that the Feature Templates tab is selected, then click Add Template.

3. Choose the device for which you are creating the template.

4. Under VPN, click Cisco Secure Internet Gateway (SIG).
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5. Under Select Services select device types, then choose VPN Interface | PSec WAN.
6. Configure Tunnel Parameters:

a.

®oooT

Q -

Choose atemplate name and description for the Tunnel interface.

Under Basic Configuration, set Shutdown to the global option and choose NO.

Choose the I nterface Name from 1 to 255. For example, i psec1l.

Configure the IPv4 address by selecting the Global attribute and set the IP.

Set the IPSec Source Interface to ge0/ 0. This must be the WAN interfacein VPN 0, which has the internet
connectivity.

Set the IPSec Destination to the closest data center).

Dead Peer Detection Value: Leave this at the default setting unless you have a specific requirement
otherwise.

7. Choose the Global Attribute to change any IKE and |PSec defaults:

a.

b.

IKE Settings

e SetthelKE Versionto 2.

e Setthe IKE Rekey Interval to 28800.

« Leavethe default Cipher Suite, which is AES-256-CBC-SHA1.
e Set the IKE DH Group to 14 2048-bit Modulus.

Tunnel ID and Passphrase Confirmed
Please copy and save your Tunnel ID and Passphrase to your device

Tunnel ID: vEdgeTEST@2207228-344302476-umbrella.com @

| Psec Settings

« LeavetheIPsec Rekey Interval & Replay Window values at their defaults.
« Usethedefault Cipher Suite AES 256 GCM
e Set the Perfect Forward Secrecy valueto "NONE".

Important: Cipher Suite Encryption

If performance is an issue with the default cipher, both AES 256 CBC SHA1 and Nul | SHA1L areaso
supported. Y ou can test these to determine whether one offers better performance for a particular platform.
Notethat Nul I SHAL isn't necessarily faster than the default AES 256 GCMbecause of the cost of the
SHAZ1 hashing. In addition, Nul | SHAL is not recommended due to security concerns of unencrypted
transport.

IPsec Rekey Interval (seconds) 9~

IPsec Replay Window 9~

IPsec Cipher Suite v  AES 256 GCM v

Perfect Forward Secrecy ~  None v

8. Click Update to save the configuration template.

Add

the IPsec Interface Template

1. Navigate to Configuration > Templates > Device and then choose the device template for the CDFW tunnel.
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2. Select Edit from the rightmost dropdown menu.

£ CONFIGURATION | TEMPLAT

© Create Template ~
Q

(O]=)

Add the VPN IPSec tunnel interfacein the VPN 0 Transport & Management VPN section. Choose the VPN
Interface |PSec that you added as part of the feature template.

£ CONFIGURATION | TEMPLATES

sasicitomaton [ NI SericeVPN  AddionalTemplates

Transport & Management VPN

Additional VPN 0 Templates
© 86P
VPN Interface VPNO_int_geo_ . e .
VPN Interf e
VPN Interface IP: 7 e © sub-Templates ~

Click Update. A success message appears.

B TAsK VIEW

Push Feature Template Configuration | @ Validation Success =

Total Task: 1| Success : 1

Initiated By: umans  From: 10.10.130.25

(0 ]=)

Configure Static Routes

After configuring atemplate, you need to add static routes from the service VPN to redirect the traffic through the
I PSec tunnel to CDFW headend.

1. Navigateto Configuration > Templates> Feature.
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2. Right-click the right most column, then edit the template to add |PSec route 0.0.0.0/0 via IPSec1 Tunnel interface.

£ CONFIGURATION | TEMPLATES

Feature

=

Template Type - Q

user1

userl 4 Apr 2019 11

user1
userl

user1

user1

user3

userl

3. Add one more IPsec Tunnel interface (for example, 1PSec2), and set that as the secondary tunnel interface.

€% CONFIGURATION | TEMPLATES IPSEC Route can be configured only on service @
VPNs
Feature
Basic Configuration DNS Advertise OMP 1Pv4 Route 1Pv6 Route Service GRE Route
[0 Mark as optional kow @
Prefi
VPN
IPSEC Interface (Maximum entries allowed: 2) o-
In this example, the default IPsec route is set to the ipsecl tunnel interface.
£ CONFIGURATION | TEMPLATES IPSEC Route can be configured only on service o
o N VPNs
Feature
Basic Configuration DNS Advertise OMP 1Pv4 Route 1Pv6 Route Service GRE Route

IPSEC ROUTE

4. Save configuration changes.

Verify Tunnel Status

1. Loginto the Cisco Catalyst SD-WAN (vManage) console and navigate to M onitor > Network > vEdge >
Device.

2. Choose adevice, then choose I nterface to check the status of the IPSec tunnel for ipsecl.

Alternatively, the following is an example of checking the tunnel status through the CLI.
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BR9-vEC1# show ipsec ike sessions | tab

IF SOURCE DEST TUNNEL
VPN NAME L OUR s PORT INITIATOR SPI -IP SUI DH GROUP UPTIME UPTIME

[:] ipsecd 2 458 s . 67.2 4580 foofffcSeBld3ceéd FfbdedefbiBeT2dé aes c-shal 14 (MODP-2048) IKE_UP_IPSEC_UP ©:80:00:00 ©0:008:00:06

Configure Tunnels with Cisco ISR

Follow the steps in this guide to connect a Cisco ISR-G2, ISR4K, or CSR router through an | Psec (Internet Protocol
Security) IKEv2 (Internet Key Exchange, version 2) tunnel to Cisco Secure Access.

Prerequisites

The following prerequisites must be met for the tunnel to work successfully.

Licensing and Hardware

» A valid Cisco Secure Access account.
» A Cisco Secure Access organization ID. For more information, see Find Y our Organization ID.
* A router (ISR-G2, ISR4K, or CSR) with a security K9 license to establish an IPsec tunnel.

Note: AnHSEC licenseisrequired to get high-throughput internet bandwidth for SLVPN tunnel setup.

Network Access

e You must select a Secure Access data center | P address when creating the | Psec tunnel. In the sample commands,
<sse_dc_i p> refersto this IP address. We recommend choosing the | P address based on the data center |ocated
closest to your device.

» Open UDP ports 500 and 4500 before connecting to the tunnel.

Cisco router (ISR-G2, ISR4K, or CSR) devices do not require public static 1Pv4 addresses configured on the interface
that connects to the public internet and Secure Access. Y ou can deploy these devices behind aNAT device. Thisis
because we can specify atext asits IKE ID. ThisID in combination with the PSK is used to successfully authenticate
the Cisco router (ISR-G2, ISR4K, or CSR) devices with Secure Access.

Text asan IKE ID also alows multiple tunnelsto be established from the same Cisco router device with asingle IP
address. This provides an opportunity to increase bandwidth by increasing the number of tunnels.

Configure Tunnels in Secure Access

1. Follow the stepsin Add Network Tunnel Group.

The new tunnel appears in the Secure Access dashboard with a status of UnEstablished. The tunnel status is updated
onceit isfully configured and connected with the Cisco ISR.

Configure ISR (G2, 4K) or CSR

Follow these steps to connect the Cisco router to Secure Access.

1. Configurethe IKEV2 proposal.

I SR routers support a default proposal and policy for IKEv2, with a predefined encryption, integrity, and DH
group. These values change across different software versions. Y ou can either use the default proposal or you

can create your own proposal. Y our proposal heeds to be attached to the policy with matching parameters. Create
an IKEv2 keyring profile and configure the peer address and pre-shared key, associate the keyring profile to the
IKEV2 profile, set the local identity as email and configure the IKE ID (email) which you get from the Tunnel
Configuration dashboard.

For example, the default IKE proposal of an ISR running 16.11.01a:

| SR-4221#sh ver
Cisco | CS XE Software, Version 16.11.01a
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| SR-4221#show crypto i kev2 proposal sse-prop
| KEv2 proposal : sse-prop
Encryption : AES- GCM 256

Integrity : none
PRF . SHA256
DH G oup : DH_GROUP_256_ECP/ Group 19 DH GROUP_384_ECP/ G oup 20

2. Definethe IKEv2 Keyring and IKEv2 profile.

Create your IKEv2 keyring and IKEv2 profile with the of the Secure Access data center closest to your location.
Then associate the IKEv2 keyring to the IKEv2 profile.

Replace [Portal_Tunnel_ID] and [Portal_Tunnel _Passphrase] with the Tunnel ID and Passphrase you configured
in section Add Network Tunnel Group.

crypto i kev2 keyring sse-kr
peer sse
address [sse_dc_ip]
pre-shared-key [sse-tunnel - psk]

I

crypto i kev2 profile sse-profile
match identity renote address 146.112.0.0
255.255.0.0
identity local email [sse-enail]
aut henti cation renote pre-share
aut hentication | ocal pre-share
keyring | ocal sse-kr
dpd 10 3 periodic

I

3. Definethe IPSec transform-set, profile, and policy.

Create the transform-set and | Psec profile. Then associate the transform-set and IKEv2 Profile with the |PSec
profile. Refer to Supported |Psec Parameters for the recommended algorithms.

crypto i psec transformset sse-ts esp-gcm 256
node tunnel

crypto ipsec profile sse
set transformset sse-ts
set ikev2-profile sse-profile

crypto i kev2 policy sse
mat ch address | ocal [ Router WAN | P
proposal sse-proposal

4. Createthe tunndl interface.

Define the static tunnel interface with the peer | P as the Secure Access VPN headend | P and associate the 1Psec
profile under the tunnel. Make sure the tunnel interface does not contain NAT related commands; traffic sent to
Secure Access should not have NAT applied.

i nterface Tunnel 1

i p unnunbered [interface-nane]

ip tcp adjust-nmss 1280

tunnel source [interface-nane]
tunnel node ipsec ipv4

tunnel destination [sse_dc_ip]
tunnel protection ipsec profile sse
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Define the traffic which needs to be tunneled to the SFCN. Based on the requirements, these ACL rules can be

modified.

The route-map needs to be associated with the LAN interface of the router where the device receives the traffic.

In the following examples, 192. 168. 20. 0/ 24 isthe LAN subnet, and G gabi t Et her net isthe LAN

interface.

i p access-list extended traffic-to-sse
permit ip [lan-ip] any

|

route-nmap sse-route-map pernit 10
match ip address traffic-to-sse

set interface Tunnel 1
1

i nterface G gabitEthernet [|an-interface-nane]
ip policy route-map sse-route-map

Test Your Configuration

Check Tunnel Status

Use the following command to verify the tunnel status on your ISR.
show crypto session detail

The output must show the tunnel status as UP-ACTIVE.

Substitute the IP address of the Secure Access data center nearest your location for [ sse_dc_i p] .

| SR#show crypto session detail
Crypto session current status

Code: C - I KE Configuration node, D - Dead Peer Detection
K - Keepalives, N - NAT-traversal, T - cTCP encapsul ation
X - I KE Extended Authentication, F - |IKE Fragnentation

R - I KE Auto Reconnect, U - |KE Dynam ¢ Route Update

Interface: Tunnel 1

Profile: sse

Uptime: 14:53:47

Session status: UP-ACTI VE

Peer: [sse_dc_ip] port 4500 fvrf: (none) ivrf: (none)
Phasel_id: [sse_dc_ip]
Desc: (none)

Session ID 1

| KEv2 SA: | ocal

10. 10. 10. 201/ 4500 renote [sse_dc_i p] /4500 Active

Capabi lities: DFNXU connid: 4 lifetime:09: 06: 13
| PSEC FLOWN permit ip 0.0.0.0/0.0.0.0 0.0.0.0/0.0.0.0
Active SAs: 2, origin: crypto map

| nbound: #pkts dec'ed O drop O Iife (KB/Sec) 4608000/ 2499
Qut bound: #pkts enc'ed 0 drop O |life (KB/Sec) 4608000/ 2499

Manually Trigger the Tunnel

Should the tunnel not come up immediately, or should it need to be manually triggered for any reason, select the
tunnel interface, and issue the shut down and no shut down commands.

I SR(config)#i nt T1
I SR(config-if)#shutdown
| SR(config-if)#no shutdown
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Verify Tunnel Status

Verify the tunnel statuswith show crypt o sessi on renote <Headend | P> det ai | . Seethe example
output.

| SR#show crypto session renpte 146.112. 66.2 detai l
Crypto session current status

Code: C - I KE Configuration node, D - Dead Peer Detection
K - Keepalives, N - NAT-traversal, T - cTCP encapsul ation
X - I KE Extended Authentication, F - |IKE Fragnentation

R - I KE Auto Reconnect, U - |KE Dynam ¢ Route Update

S - SIP VPN

Interface: Tunnel 1
Profile: sse
Uptinme: 00:39:11
Sessi on status: UP-ACTI VE
Peer: 192.0.2.0 port 4500 fvrf: (none) ivrf: (none)
Phasel id: 192.0.2.0
Desc: (none)
Session ID: 1
| KEv2 SA: local 192.0.2.0/4500 renpte 146.112.66. 2/ 4500 Active
Capabilities: DN connid:3 |ifetime:23:20: 49
| PSEC FLON permit ip 0.0.0.0/0.0.0.0 0.0.0.0/0.0.0.0
Active SAs: 2, origin: crypto map
| nbound: #pkts dec'ed O drop O Iife (KB/Sec) 4607996/ 1248
Qut bound: #pkts enc'ed O drop O life (KB/ Sec) 4607997/1248

Configure Tunnels with Cisco Adaptive Security Appliance

Follow the steps in this guide to connect a Cisco Adaptive Security Appliance (ASA) firewall through an IPsec
(Internet Protocol Security) IKEv2 (Internet Key Exchange, version 2) tunnel to Cisco Secure Access.

Prerequisites
Y ou must meet licensing, hardware, and network access prerequisites for the tunnel to work successfully.
Licensing and Hardware

» A valid Cisco Secure Access account.
» A Cisco Secure Access organization 1D. For more information, see Find Y our Organization ID.
* ASA Base or Security Plus license to establish an IPsec tunnel.

* A Cisco ASA router with a security K9 license to establish an |Psec tunnel. Other devices may work but have not
been tested.

Network Access

*  When you add a network tunnel, we recommend that you choose the | P address based on the data center located
closest to you.
«  Open UDP ports 500 and 4500.

Cisco ASA version 9.16 or lower devices require static public routable IPv4 address(es) configured on the interface
that connects to the public internet and the Cisco Secure Access data center. This static public routable |Pv4 address
must not be subject toa NAT. If NAT is present, the tunnel will fail. Thisis because Cisco ASA IKEv2 PSK
authentication automatically uses this directly configured IPv4 address asits IKE ID. This ID in combination with the
PSK is used to successfully authenticate the ASA with Secure Access.

ASA 9.17 or above supports per tunnels identity and IKEv2 FQDN identity. Now that the ASA can be behind NAT,
configure the tunnel in Secure Access as follows:
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Tunnel type: Other

Authentication: FQDN

ASA [Psec profile configuration should include the extra command with tunnel identity (set ikev2 local-identity
emai | -i d X000 E@XAOOMK-XXXKXKXX. SSE.COMm)

Note: A unique set of network tunnel credentials must be used for each | Psec tunnel. Using unique credentials for
every tunnel preventsinadvertent outages should one tunnel get re-routed to a nearby data center through Anycast
failover. Y ou can create multiple tunnels as long as each tunnel connects to a unique network/IP on your ASA.
Organizations have a default limit of 50 network tunnels. To increase this limit, contact support or your account
manager. For more information, see Throughput and Multiple Tunnels.

Configure Tunnels in Secure Access

1

Follow the stepsin Add Network Tunnel Group.

The new tunnel appears in the Secure Access dashboard with a status of UnEstablished. The tunnel statusis updated
onceit isfully configured and connected with the ASA.

Configure ASA

1

Configure the IKEV2 policy. Define the settings according to the supported | Psec parameters. Choose the policy
number based on your ASA's existing policies.

* Replace the default device name called out si de with the name configured on your device. The device name
refers to the public facing interface which the VPN uses to connect.

crypto i kev2 policy 10
encrypti on aes-gcm 256
integrity nul
group 19
lifetime seconds 86400

crypto i kev2 enabl e outside

Configure the Group Policy and Tunnel Group parameters.

« Enter the IP of a Secure Access data center.
* Replace[ Portal _Tunnel _Passphr ase] with the Passphrase you configured in the previous section,
Add Network Tunnel Group.

group-policy sse-policy internal
group-policy sse-policy attributes
vpn-tunnel - prot ocol ikev2

tunnel -group <sse_dc_i p> type ipsec-12I

tunnel -group <sse_dc_i p> general -attri butes
def aul t - group- policy sse-policy

tunnel -group <sse_dc_ip> ipsec-attributes
i kev2 renote-authentication pre-shared-key 0 [Portal _Tunnel _Passphrase]
i kev2 | ocal -aut hentication pre-shared-key 0 [Portal _Tunnel Passphrase]

Important: Validate that the command crypto isakmp identity is set to the default value "auto” to determine the
correct ID Method for ISAKMP Peers.

Configure IPsec proposal and profile parameters.
» Define the settings according to the Supported | Psec parameters.

crypto ipsec ikev2 ipsec-proposal Secure-Access-|psec-Proposal
protocol esp encryption aes-gcm 256
protocol esp integrity sha-1

crypto i psec profile Secure Access
set ikev2 ipsec-proposal Secure Access-|psec- Proposal
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! Not e: bel ow command applies for v9.17+ only
set ikev2 local-identity enail-id asav917a@®484741-576683214-sse. com

4. Create avirtua tunnel interface (VTI).

+ Enter the IP of a Secure Access data center.

* Replace the Sample IP with any non-existing IP address that is not being used for aVVLAN, subnet or existing
VLAN connection in your network.

i nterface Tunnel 1
nanei f vti
i p address x.x.x.1 255.255.255.0 **An unused range**
tunnel source interface outside
tunnel destinati on<sse_dc_i p>
tunnel node ipsec ipv4d
tunnel protection ipsec profile sse

5. Configure policy-based routing. In the following examples, the LAN subnet is192. 168. 20. 0/ 24 and the
LAN interfaceis G gabi t Et her net 1/ 2.

e Configure PBR to send the internal traffic through the tunnel interface to reach the Secure Access data center.
e SetthelPaddressin next - hop to the same subnet assigned to the VTI.

access-list ACL-sse line 1 extended permt ip 192.168.20.0 255.255.255.0
any4

route-map sse-PBR pernit 10
mat ch i p address ACL-sse
set ip next-hop x.x.x.2

i nterface G gabitEthernetl/2
policy-route route-map sse-PBR
Test and Verify
ASA CLI

Y ou can verify the ASA tunnel statusto Secure Access by using these commands:

show crypto ikev2 sa detail
show crypto i psec sa detail

ASA-SJ# show crypto ikev2 sa detail

IKEv2 SAs:
Session-id:14, Status:UP-ACTIVE, IKE count:1, CHILD count:1

Tunnel-id Local Remote Status
228339099 139.178.91.180/4500 146.112.119.8/4500 READY
Encr: AES-GCM, keysize: 256, Hash: N/A, DH Grp:19, Auth sign: PSK, Auth verify: PSK
Life/Active Time: 86400/1412 sec
Session-id: 14
Status Description: Negotiation done
Local spi: C2D34569612029AF Remote spi: 3ED38BADBACA2489
Local id: 139.178.91.188
Remote id: 146.112.119.8
Local req mess id: 140 Remote req mess id: ©
Local next mess id: 140 Remote next mess id: ©
Local req queued: 140 Remote req queued: ©
Local window: 1 Remote window: 1
DPD configured for 10 seconds, retry 2
NAT-T is detected outside
IKEv2 Fragmentation Configured MTU: 576 bytes, Overhead: 28 bytes, Effective MTU: 548 bytes
Child sa: local selector ©.0.0.8/6 - 255.255.255.255/65535
remote selector ©.0.0.8/8 - 255.255.255.255/65535
ESP spi in/out: ®x187146d4/0xa%ea5ad
AH spi in/out: @x@/0x®
CPI in/out: 0x8/0x8
Encr: AES-GCM, keysize: 256, esp_hmac: N/A
ah_hmac: None, comp: IPCOMP_NONE, mode tunnel
Parent SA Extended Status:
Delete in progress: FALSE
Marked for delete: FALSE
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ASA-S5J# show crypto ipsec sa detail
interface: vti
Crypto map tag: __vti-crypto-map-5-8-1, seq num: 65288, local addr: 139.178.91.188

local ident (addr/mask/prot/port): (0.0.0.8/8.8.8.8/8/8)
remote ident (addr/mask/prot/port): (0.0.0.8/8.8.8.8/8/8)
current_peer: 146.112.119.8

#pkts encaps: 8, #pkts encrypt: 8, #pkts digest: @

#pkts decaps: 8, #pkts decrypt: 8, #pkts verify: @

#pkts compressed: 8, #pkts decompressed: 8

#pkts not compressed: @, #pkts comp failed: 8, #pkts decomp failed: @
#pre-frag successes: B8, #pre-frag failures: 8, #fragments created: 8
#PMTUs sent: 8, #PMTUs rcvd: 8, #decapsulated frgs needing reassembly: 8
#TFC rcvd: @, #TFC sent: @

#Valid ICMP Errors rcvd: 0, #Invalid ICMP Errors rcvd: @

#pkts no sa (send): 8, #pkts invalid sa (rcv): @

#pkts encaps failed (send): 8, #pkts decaps failed (rcv): @

#pkts invalid prot (rcv): 8, #pkts verify failed: @

#pkts invalid identity (rcv): 8, #pkts invalid len (rcv): @

#pkts invalid pad (rcv): 8,

#pkts invalid ip version (rcv): 8,

#pkts replay rollover (send): 8, #pkts replay rollover (rcv): @

#pkts replay failed (rcv): @

#pkts min mtu frag failed (send): @, #pkts bad frag offset (rcv): @
#pkts internal err (send): @, #pkts internal err (rcv): @

local crypto endpt.: 139.178.91.188/4588, remote crypto endpt.: 146.112.119.8/4588
path mtu 1588, ipsec overhead 63(44), media mtu 1588

PMTU time remaining (sec): @, DF policy: copy-df

ICMP error validation: disabled, TFC packets: disabled

current outbound spi: BA9EASAD

current inbound spi : 187146D4

inbound esp sas:
spi: ©x187146D4 (410076884)
SA State: active
transform: esp-aes-gcm-256 esp-null-hmac no compression
in use settings ={L2L, Tunnel, MNAT-T-Encaps, IKEv2, VTI, }
slot: @, conn_id: 17, crypto-map: __vti-crypto-map-5-8-1
sa timing: remaining key lifetime (kB/sec): (4331528/27282)
IV size: 8 bytes
replay detection support: Y
Anti replay bitmap:
BxB0PEBEAE BxPEPEBEA1
outbound esp sas:
spi: @xBASEASAD (178169261)
SA State: active
transform: esp-aes-gcm-256 esp-null-hmac no compression
in use settings ={L2L, Tunnel, MNAT-T-Encaps, IKEv2, VTI, }
slot: @, conn_id: 17, crypto-map: __vti-crypto-map-5-8-1
sa timing: remaining key lifetime (kB/sec): (4088960/27282)
IV size: 8 bytes
replay detection support: Y
Anti replay bitmap:
BxB0PEBEAE BxPEPEBEA1

Use the following command to simulate a packet from the inside interface, with a specific source | P address and port
and a specific destination | P address and port. The response indicates whether the packet flows through the tunnel.

packet-tracer input inside tcp 192.168.20.13 3520 72.163.4.161 443 detail ed

Phase: 1
Type: ACCESS- LI ST
Subt ype:
Resul t: ALLOW
Confi g:
Inmplicit Rule
Addi tional |nformation:
Forward Fl ow based | ookup yields rule:
in id=0x7f8d35d7da90, priority=1, domai n=permnit, deny=fal se
hi t s=3848, user_dat a=0x0, cs_i d=0x0, |3 _type=0x8
src mac=0000. 0000. 0000, nmask=0000. 0000. 0000
dst mac=0000. 0000. 0000, nmask=0100. 0000. 0000
i nput i fc=inside, output_ifc=any
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Phase: 2
Type: PBR- LOOKUP
Subt ype: policy-route
Resul t: ALLOW
Confi g:
route-map sse-pbr pernmit 10
mat ch i p address pbr-sse
set ip next-hop 11.11.11.12
Addi tional |nformation
Mat ched rout e-map sse-pbr, sequence 10, permt
Found next-hop 11.11.11.12 using egress ifc vti

Phase: 3
Type: NAT
Subt ype: per-session
Resul t: ALLOW
Confi g:
Addi tional |nformation
Forward Fl ow based | ookup yields rule:
in id=0x7f8d34b62c90, priority=0, donmi n=nat - per-session, deny=fal se
hi t s=459, user_data=0x0, cs_id=0x0, reverse, use real addr, flags=0x0,
pr ot ocol =6
src ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any
dst ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any, dscp=0x0
i nput _i fc=any, output _ifc=any

Phase: 4
Type: | P-OPTI ONS
Subt ype:
Resul t: ALLOW
Confi g:
Addi tional |nformation:
Forward Fl ow based | ookup yields rule:
in id=0x7f8d35d85db0, priority=0, domai n=i nspect-ip-options, deny=true
hi t s=456, user_dat a=0x0, cs_i d=0x0, reverse, flags=0x0, protocol =0
src ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any
dst ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any, dscp=0x0
i nput i fc=inside, output_ifc=any

Phase: 5
Type: VPN
Subt ype: encrypt
Resul t: ALLOW
Confi g:
Addi tional |nformation:
Forward Fl ow based | ookup yields rule:
out id=0x7f8d35dfabc0, priority=70, donmai n=encrypt, deny=fal se
hi t s=152, user_data=0x78dc, cs_i d=0x0, reverse, flags=0x0, protocol =0
src ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any
dst ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any, dscp=0x0
i nput _i fc=any, output _ifc=vti

Phase: 6
Type: VPN
Subt ype: ipsec-tunnel -fl ow
Resul t: ALLOW
Confi g:
Addi tional |nformation
Rever se Fl ow based | ookup yields rule:
in id=0x7f8d36¢c3cd90, priority=69, domai n=i psec-tunnel-flow, deny=false
hi t s=152, user_dat a=0x84dc, cs_i d=0x0, reverse, flags=0x0, protocol=0



| Network Tunnel Configuration | 71

src ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any
dst ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any, dscp=0x0
i nput _ifc=vti, output _ifc=any

Phase: 7
Type: NAT
Subt ype: per-session
Resul t: ALLOW
Confi g:
Addi tional |nformation
Rever se Fl ow based | ookup yields rule:
in id=0x7f8d34b62c90, priority=0, donmi n=nat - per-session, deny=fal se
hit s=461, user_data=0x0, cs_id=0x0, reverse, use real addr, flags=0x0,
pr ot ocol =6
src ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any
dst ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any, dscp=0x0
i nput _i fc=any, output _ifc=any

Phase: 8
Type: | P-OPTI ONS
Subt ype:
Resul t: ALLOW
Confi g:
Addi tional |nformation:
Reverse Fl ow based | ookup yields rule:
in id=0x7f8d35e547a0, priority=0, domai n=i nspect-ip-options, deny=true
hit s=291, user_data=0x0, cs_i d=0x0, reverse, flags=0x0, protocol =0
src ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any
dst ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any, dscp=0x0
i nput _ifc=vti, output _ifc=any

Phase: 9

Type: FLOW CREATI ON

Subt ype:

Resul t: ALLOW

Confi g:

Addi tional |nformation

New flow created with id 547, packet dispatched to next nodul e
Modul e i nformation for forward flow ...
snp_fp_inspect _ip_options
snp_fp_tcp_normalizer

snp_fp_translate

snp_f p_adj acency

snp_f p_encrypt

snp_f p_fragnent

snp_fp_tracer_drop

snp_ifc_stat

Modul e information for reverse flow ...
snp_f p_i nspect i p_options

snp_fp_i psec_tunnel flow
snp_fp_translate

snp_fp_tcp_normalizer

snp_f p_adj acency

snp_f p_f ragnent

snp_fp_tracer_drop

snp_ifc_stat
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Resul t:

i nput-interface: inside
i nput-status: up

i nput-1line-status: up
out put-interface: vti
out put-status: up

out put-line-status: up
Action: all ow

Configure Tunnels with Cisco Secure Firewall

Cisco Secure Firewall isafamily of threat-focused next-generation firewalls. It can be managed centrally through
Cisco Secure Firewall Management Center or through the on-box manager Firepower Device Manager (FDM). This
guide covers the steps to configure site to site VPN between FTD devices and Secure Access through the Cisco
Secure Firewall Management Center centralized manager.

Until version 6.7, FTD only supports policy-based VPN (Crypto-map). Version 6.7+ supports Virtual tunnel interface
(VTI), version 7.1+ supports IKE identity and policy-based routing (PBR) through graphic interface.

Configure Firepower Policy-based VPN
The Firepower configuration process consists of the following steps.

Add Network Object

Add Traffic Selector ACL
Configure Site-to-Site VPN
Configure NAT Policy
Configure Access Policy

arMwbdeE

To start the configuration, log in to your Cisco Secure Firewall Management Center web interface at its | P address or
FQDN; for example, htt ps: // FMC_| P_OR_FQDN.

Configure Tunnels in Secure Access
Firepower authenticates to the Secure Access | Psec headend by using a Pre-Shared Key (PSK) and IKEV2 |P identity.
Follow the stepsin Add Network Tunnel Group to add an FTD device to Secure Access.

The new tunnel appearsin Secure Access with a status of UnEstablished. The tunnel statusis updated once the first
IKEv2 INIT message containing the tunnel identity isreceived in one of the Secure Access data centers.

Note: Secure Access does not support dynamic | P addresses for ASA and Firepower devices.

Add Network Object

Create a network object type “ Group”. You will use this object in NAT configuration as well asin the Access Control
List (ACL) inthe IKEv2 traffic selector. Using a group object simplifies the task of bypassing encryption and
provides NAT for the bypassed traffic.

Note: Public IPtraffic from SIG users will appear to come from the address ranges 146.112.0.0/16 and
155.190.0.0/16. Depending on your organization, you may be required to inform service providers that you access
through the Secure Access service of these additional | P address ranges. For example, some service providers require
prior knowledge of the IP address ranges used before allowing access to their service.

1. Navigateto Objects > Object Management > Network > Add Network > Add Group.
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2. Add the Secure Access resolvers | P address so the DNS queries are not sent through the tunnel.

Currently, if the DNS queries are sent through the tunnel it will be NATed to 146.112.0.0/16 IP range and queries
will not be linked to the user's dashboard. By bypassing the traffic to the Secure Access resolversit is possible

to add a public 1P address to the dashboard (network deployment) and retrain DNS visibility and enforcement
capabilities.

New Network Group ]

Name

UMB_BYPASS

Description

Allow Overrides

Network Objects C'
Q, Search

IPv4-Network A

Selected Networks
Q_ Search by name

208.67.222.222

o)

IPv4-Link-Local 208.67.220.220

o)

IPv4-Multicast 146.112.0.0/16

L]

| Add |

(o) (N

3. Optionally, add 146.112.0.0/16 as a network. Web traffic from endpoints with PAC file or Cisco Secure Client as
well as proxy chaining traffic can then go outside the |PSec tunnel and achieve higher throughput.

Add Traffic Selector ACL

This ACL isused in the IKEv2 security association negotiation as well as when Firepower makes decisions about
when to encrypt traffic. It does not encrypt traffic denied in the ACL when the deny statement comes before the
permit statement.

1. Navigateto Objects > Object Management > Access List > Extended > Add Extended AccessList.



2. Enter aname for the ACL and then click Add to add the Access Control Entries (ACE).

New Extended Access List Object

°

Mame

UMB_VPN_ACL

Entries (0)

Sequence Action Source Source Port Destination Destination Port

No records to display

Allow Overrides

| Network Tunnel Configuration | 74

Thefirst entry deniestraffic to the network object type group containing the Secure Access resolvers.

Optionally, trafficto the 146. 112. 0. 0/ 16 and 155. 190. 0. 0/ 16 subnets can aso be denied.

Add Extended Access List Entry o
‘Action
© Block .

Logging:
Default
Log Level.

Informaticnal -

Log Interval
Sec.

Network Port
—
Available Networks ¢

Source Networks (1) Destination Networks (1)

Q_ Search by name or value

Ll

IPv6-IPvd-Mapped e
1Pv6-Link-Local
IPvG-Private-Unique-Local-Addresses
1PvB-to-IPvd -Relay - Anycast
Tunnel A
NET_VLAN-10
NET_VLAN-20

Enter an IP address Enter an IP address

D

to negotiate the |PSec Security Association (traffic selector).

Add Extended Access List Entry

Action:

© Allow -

Logging:

Default

Log Level

Informational -

Log Interval

Network Port

Available Networks C'

Q Search

Source Networks (1)

Destination Netwerks (1)

:

by name or value

-

any =
any-ipvé

INFRA-CORE-01

Tunnel A

INFRA-TS-01

IPvd -Benchmark-Tests

IPvd-Link-Local

Enter an IP address Enter an IP address Add

i

The second entry alows traffic from any |Pv4 address to any |Pv4 address. Thisis also the entry IKEv2 uses
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3. After you have added the entries, click Save.

Edit Extended Access List Object o

Name

[ ume ven_acL

Entries (2)

Sequence Action Source Source Port Destination Destination Port

! Block ary Any UMB_BYPASS Any M
2 & Allow any Any any Any -

Allow Crverrides

Configure Site-to-Site VPN
Y ou can now configure the site-to-site VPN.

1. Navigateto Devices> VPN > Siteto Site > Add VPN > Firepower Threat Defense Device.

aliahe Firepower Management Center Overview Analysis Policies AMP Inteligence Deploy @ £ @ admin~w

cisco

Add VPN -

Firepower Device

Firepower Threat Defense Device

There are no VPN Topologies. Create  topology by adding Firepower Device (or) Firepower Threat Defense Device:

2. Enter aname for the topology. Check IKEv2 box (Secure Access supports IKEv2 only). For more information
about supported protocols, see Supported |PSec Parameters.

Create New VPN Topology @

Topology Name:*

| UMB_VPN |
Network Topology:

[Mellif(eNlells1 @l Hub and Spoke‘ Full Mesh |
| IKE Version:* [ | IKEv1 IKEv2 |

Endpoints IKE IPsec Advanced

Node A: —+
Device Name VPN Interface Protected Networks

Node B: —+
Device Name VPN Interface Protected Networks

@ Ensure the protected networks are allowed by access control policy of each device.

Cancel Save




3. Add two peers: the local peer (FTD device) and the remote peer (Secure Access).

a.
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Click Add for Node A and select the FTD device as the local peer and the interface sourcing the IPSec
connection. The IP address is automatically populated.

Under Protected Networks, select Access List (Extended), and then select the ACL you created in the

Traffic Selector ACL. Click OK.

Click Add for Node B to add the remote peer.

Select Extranet and enter a name. Select Static, and enter one of the Secure Access datacenter | P addresses.

Then select the same ACL, then click OK.

Create New VPN Topology

Topology Name:*

UMB_VPN

Network Topology:
I ot and Spoke|  Full Mesh
IKE Version:* IKEV1 IKEv2
Endpoints IKE IPsec Advanced

Node A:
Device Name VPN Interface

Device A Outside/209.165.200.224

Node B:
Device Name VPN Interface

Device B 209.165.202.130

Protected Networks

UMB_VPN_ACL

Protected Networks

UMB_VPN_ACL

@ Ensure the protected networks are allowed by access control policy of each device.

Cancel ‘ Save




| Network Tunnel Configuration | 77

Click the IKE tab to add a new IKEv2 Policy containing the desired crypto algorithms. For more information
about encryption supported by Secure Access, see Supported | Psec Parameters.

Create New VPN Topology

Topology Name:*

UMB_VPN

Network Topology:

Hub and Spoke|  Full Mesh
IKE Version:* IKEw1 IKEv2
Endpoints IKE IPsec  Advanced

IKEw1 Settings

Policy:*

Authentication Type

IKEw2 Settings

Policy:™

AES-GCM-NULL-5HA
Authentication Type Pre-shared Automatic Key

Pre-shared Key Length;* 24 Characters (Range 1

127)

New IKEv2 Folicy

Manme:*
UMB_IKEv2_Palicy

Description

Pricrity {1-65535)
Lifetime: seconds (120-2147483647)
26400

vailable Algarithms

Integrity Algorithms MD5

ETRCTy o AU O SHA

PRF Algorithms SHARTD

Diffie-Hellman Group

Selected Algorithms

SHA256 M

Enter a name for the IKEv2 policy, then select the parameters from the Supported |Psec Parameters.


https://docs.umbrella.com/umbrella-user-guide/docs/supported-ipsec-parameters#section-supported-i-psec-parameters
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After saving the IKEv2 Policy, select it. Choose Pre-shared Manual Key from the Authentication drop-down
menu and enter the key.

Topology Name:*
UMB_VPN

Network Topalogy:
[orcorom |
IKE Versian:*

Endpoints  IKE

IKEv2

Authent

Create New VPN Topology

fub and Spoke

IKEv1 IKEv2

IPsec  Advanced

Authentication Type

Full Mesh

Settings
UMB_IKEv2_Policy -
ication Type: Pre-shared Manual Key v
Key
Enforce hex-based pre-shared key only

Under | PSec Configuration, add anew | KEv2 | Psec Proposal with your crypto algorithms or select an existing
profile. Select Tunnéel for IKEv2 M ode and uncheck Enable Rever se Route | njection and Enable Perfect

Forward Secrecy.

Lif

Create New VPN Topology

Topology MNarme:®

UME_VPN
Network Topology:

AT Hub and Spoke|  Full Mesh

IKE Version:* IKEv1 IKEv2Z

Endpoints IKE IPsec Advanced

Crypto Map Type. (a) Static Drynamic
IKEv2 Mode: Turinel v

Transform Sets

IKEv1 IPsec Proposals

IKEvZ IPsec Proposals® #

AES-GCM

Enable Security Association (SA) Strength Enforcement

s& Route Injection

Enable R

Enable Perfect Forward Secrecy

etime Duration® 28800 Seco




8.
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In the Advanced tab under IKE, enable IKE Keepalive. Select ipAddress as the I dentity Sent to Peers, and

disable Peer |dentity Validation.

Create New VPN Topology (1]

Topology Name:*

LUMB_VPN
MNetwork Topalogy:
Hub and Spoke|  Full Mesh
IKE Version:= || IKEw1 IKEV2

Endpoints IKE IPsec Advanced

IKE ISAKAMP Settings
IPsac I IKE Keapalive ] Enable v I
Tunnel Threshold 10 Seconds ¢
Retry Interval 2 Seconds
Identity Sent to Peers pAddress v
Peer Identity Validation Do not check -

Enable Aggressive Mode
Enable Motification on Tunnel Disconnect

IKEv2 Security Association [SA) Settings

Cookie Challenge custom -

L]
(oo |

Under | PSec, select Enable Fragmentation Before Encryption, then click Save.

Create New VPN Topology (1]

Topology Name:*

UMB_VPN
Network Topology:
Hub and Spoke|  Full Mesh
IKE Version:* || IKEw1 IKEv2

Endpoints IKE IPsec Advanced

|Psec Settings

IKE
Enable Fragmentation Before Encryption I
Path Maximum Transmission Unit Aging
Tunnel Value Resel Interval Minutes [F




Configure NAT Policy
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If aNAT policy currently existsin the Firepower device, this policy must be changed to exempt traffic going through
the tunnel from being NATed. Secure Access requires the source of the connection to be the client’s original private
IP address — the public IPis not currently supported.

If you use the public IP in your internal network, you must NAT the traffic to a private | P address pool before sending
the traffic to Secure Access, as most of the traffic goes through the Secure Access IPSec tunnel. It is easier to create
NAT for the traffic not going through the tunnel and use no NAT for all other traffic.

In this example, the network object containing the Secure Accessresolvers |P addressisreferred to in the NAT
statement. All traffic sourced from the internal network with a destination matching the network object will have
the source IP NATed to the firewall interface address. All other traffic does not match the NAT statement, and so is
forwarded to Secure Access without being NATed.

1. In Cisco Secure Firewall Management Center, navigate to Devices > NAT > New Policy > Threat Defense NAT.
2. Enter aname, then select the FTD device to apply the policy. Click Save.

Mew Policy

Mamne
LAB-FTD-01_NAT_Poalicy

Description

Targeted Devices
Select devices to which you want to apply this policy.
Available Devices

Q, Search by name or value

INFRA-FTD-01

Selected Devices

LAB-FTD-01 v

3. Click Add Rule.
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4. Select Manual for NAT Rule, then select Dynamic for type. In I nter face Objects, choose I nside for the Sour ce
and Outside for Destination.

Add NAT Rule

MAT Rule

Manual NAT Rule

Insert

n Category

v

NAT Rules Before -

Type

Dynarmic

Enable
Description

Q, Search by name

Available Interface Ob... <

Interface Objects | Translation

PAT Pool  Advanced

Source Interface Obijects

Inside

(1} Destination Interface Obi...

i Outsade

(m

5. Under Tranglations, select a network object containing the internal subnet asthe Original Sour ce. Specify the
Secure Access bypass network object you previously created as the Original Destination.

Important:

This object contains the Secure Access resolvers' |P address, aswell as (optionally) the 146. 112. 0. 0/ 16 and
155. 190. 0. 0/ 16 networks, plus any other traffic you may want to exempt from the tunnel. Using this object
facilitates the configuration, because when hosts and subnets are added or removed from the object, both the I Psec
traffic selector and NAT statement are updated.
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6. Select Destination Interface | P asthe translated sour ce, and the same object asthe translated destination.

This ensures that the internal network is NATed to the interface | P address only when the destination is the
network object containing the resolver's | P address. Other destinations do not match the NAT statement.

Add NAT Rule °
MNAT Rule.
Manual NAT Rule -
Insert:
In Category v | | MAT Rules Before .
Type:
Dynamic .
Enable

Description:

Interface Objects  Translation  PAT Pool  Adwanced
Criginal Packet Translated Packet
Original Source:* Translated Source:
v Des on Interface IP v

Blues selected for
Original Destination Destination Interface Objects In
. nterface Objects’ tab will be ussd
Address -
T Translated Destination
UMB_BYPASS v
IMB_BYPASS v
Original Source Port:
Translated Source Port

Original Destination Port
Translated Destination Port

| o v
7. Click OK, and then click Save. The NAT policy is configured.

aluile Eranower Management Center Overview Analysis Folicies Devices Objects AMP Intelligence
cisco
—
FTD-01 You have unsaved
Enter Description
ol !
Rules
Eilter by Device + Add Rule
Original Packet Transiated Packet
“clion e Source Destination Original Original Translated N
Directio TVPE  jnierface Interface sources Destinations Destinations i
NAT Rules Before
+ Dyr Insicle Outside By Pvd-Private-209.16 3 UMB_BYPASS (@) Interfoce UMB_BYPASS Ohsfalse /W
Auto NAT Rules
NAT Rules After

Configure Access Policy

The Access Policy in Firepower combines all the other policies (SSL Decryption, DNS, Pre-filter, Identity). At a
minimum, an entry permitting inside traffic going out should exist. In production environments, you normally add
more specific access entries.
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c:\|5c|o| Firepower Management Center Overview Analysis Policies Devices Objects AMP Inteligence @ adminv
FTD-01 Analyze Hit Cour
Enter Description
| E
Prefilter Policy: De F T Pe SSL Poliey: Mo Identity Palicy: |
Rules Security Intelligence HTTP Responses Logging Advanced
—
Show Rule Conflicts @ + Ac gor + Add + Search Rules x
Mmo TN Do ewor. | Mewor.  Tme Vst melen R0 PR wme J® bessr A ORADEM o
w Mandatory - LAB-FTD-01_Access_Policy (1-1}
Permit | Insicks Outside IPvd-P Ay Any Any Ay Any iy Ay 8 A o /8
v Default - LAB-FTD-01_Access_Policy (-)
Datault Action Access Control: Block All Trafic + | @

Important: Deployment Not Automatic

A policy configured in Cisco Secure Firewall Management Center is not automatically applied to FTD devices. The
configuration must be enabled by clicking Deploy in the top configuration bar.

Configure Firepower VTI, PBR, and Per Tunnel Identity
At ahigh level, the Firepower configuration process consists of the following steps.

1. Configure Site-to-Site VPN
2. Configure Policy-based Routing
3. Configure Access Policy

To start the configuration, log in to your Cisco Secure Firewall Management Center web interface at its | P address or
FQDN; for example, htt ps: // FMC | P_OR_FQDN.

Configure Tunnels in Secure Access

From Firepower 7.1+, FTD can authenticate to Secure Access by using a Pre-Shared Key (PSK) and IP or FQDN
IKEv2 identity. If the Firepower is behind aNAT device, FQDN identity is the only possible option.

Virtual tunnel interface is available from Firepower 6.7+ with Policy Based Routing (PBR) through FlexConfig.
Firepower 7.1+ adds Per Tunnel Identity and Policy Based Routing via graphic interface.

Follow the stepsin Add Network Tunnel Group to add Firepower VTI and PBR to Secure Access.
Note: When supported by the device, FQDN is always the preferred option.

The new tunnel appearsin Secure Access with a status of UnEstablished. The tunnel statusis updated once the first
IKEV2 INIT message containing the tunnel identity is received in one of the Secure Access data centers.

Configure Site-to-Site VPN
Y ou can now configure the site-to-site VPN.

1. Navigateto Devices> VPN > Siteto Site > Add VPN > Firepower Threat Defense Device.

i . o .
1 | irepowe eme ente Overview Anal Policie Objects AMP Ineligence Deploy admin
cisco Firey ! L d g ploy F= 2 ]
1 VPN
Sadia Hode B Firepower Device
Firepower Threat Defense Device
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2. Enter aname for the topology, select Route Based (VTI), and check IKEv2 box. For more information about
supported protocols, see Supported | PSec Parameters.

Create New VPN Topology

Topology Name:*
| UMB_VPN \

) Policy Based (Crypto Map) (® Route Based (VTI)

Network Topology:
Hub and Spoke|  Full Mesh
IKE Version:* [ | IKEv1 IKEv2

3. Choose a Firepower device from the Device drop-down list for Node A and click Add to add a Virtual Tunnel

Interface.

Endpoints IKE IPsec Advanced

Node A

Device:*

| LAB-FTD-01 v |

Virtual Tunnel Interface:*

I Empty v ]0

\:\ Tunnel Source IP is Private Edit VTI

[} Send Local Identity to Peers

+ Add Backup VTI (optional)

Connection Type:*

Bidirectional v

Node B

Device:*

‘ Empty v ‘

Virtual Tunnel Interface:*

‘ Empty v ‘+

] Tunnel Source IP is Private Edit VTI

[} Send Local Identity to Peers

Connection Type:*

Bidirectional v ‘

Cancel Save



https://docs.umbrella.com/umbrella-user-guide/docs/supported-ipsec-parameters
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4. Enter anamefor the VTI, choose an existing Security Zone or create a new for the tunnel, enter a Tunnel ID and
an | P address (a/30 subnet to accommodate local device and remote IP), and select the OUT SIDE interface as
tunnel source. Then click OK.

Add Virtual Tunnel Interface o

General
—

Name:*
| UMB_VTI |

Enabled

Description:

Security Zone:
| sia v |

Priority:
o |

Tunnel ID:*
o |

IPsec Tunnel Mode:*

@) IPvd
) IPv6
IPv4 Address:*
| @
IPv6 Address:
o

Tunnel Source:*

| GigabitEtherneto/0 (OUTSIDE) v |

| 200.165.202.132 v

: Cancel |
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5. Select the VTI you just created, and under Send L ocal I dentity to Peers select Email 1D and type the previous

created tunnel FQDN.

Create New VPN Topology

Topology Name:*
UMB_VPN |

Network Topology:
Hub and Spoke Full Mesh
IKE Version:* || IKEv1 IKEv2

Endpoints IKE IPsec Advanced
Node A

Device:*

| Device-01 v ‘

Virtual Tunnel Interface:*

| umB_vTI v+

(") Tunnel Source IP is Private

| Send Local Identity to Peers |

Local Identity Configuration:*

| Email D v |

| firepower@123567-890112233- \

+ Add Backup VTl {optional)

() Policy Based (Crypto Map) (® Route Based (VTI)

Tunnel Source: OUTSIDE (IP: 192.168.100.21)Edit VTI

Node B

Device:*

‘ M ‘

Device Name*:

Endpoint IP Address*:

‘ Cancel | Save

6. Under Node B, choose Extranet as the device, enter aname and | P address of a Secure Access data center.

Node B

Device:*

| Extranet

v |

Device Name*:

| Device-02

Endpoint IP Address*:

| 209.165.201.231




Enter aname for the IKEv2 policy, then select the parameters from the list.

New IKEv2 Folicy

Manme:*

UMB_IKEvZ_Palicy

Descriptan

Priority {1-65535)
Lifetime: seconds (120-2147483647)
86400

Integrity Algorithms

vailable Algarithms
MD5

ETRC TR LT P T

PRF Algorithms

SHA
sHantd

Selected Algorithms

SHA256 i
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Diffie-Hellman Group

After saving the IKEv2 Policy, select it. Choose Pre-shared Manual Key from the Authentication drop-down
list and enter the key.

Create New VPN Topology -]
Topology Name:*
UME_VPN

Network Topalogy:

LR S LA Hub and Spoke Full Mesh

IKE Version:* IKEv1 IKEvZ

Endpoints IKE IPsec  Advanced

Authentication Type Aut K -

IKEv2 Settings

Policy:* | UMB_IKEvZ_Policy .
Authentication Type Pre-shared Manual Key -
Key:*
Confirm Key:*

Enforce hex-based pre-shared key only
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9. Under IPSec Configuration, add anew IKEv2 I Psec Proposal with your crypto algorithms or select an existing
profile. Select Tunnéel for IKEv2 M ode and uncheck Enable Rever se Route | njection and Enable Perfect

10.

Forward Secrecy.

Create New VPN Topology

Topology Name:*

UMB_VPN
Network Topology:
Hub and Spoke|  Full Mesh
IKE Version:* IKEv1 IKEv2

Endpoints IKE IPsec Advanced

Crypto Map Type. @ Static Dynamic

| IKEv2 Mode: | Tunnel v

Transform Sets:  IKEv] IPsec Proposals IKEvZ IPsec

AES-GCM

Enable Security Association (SA) Str

Proposals* #

ength Enforcement

Enable R Route Injection

nable Perfect Forward Secrecy

Lifetime Duration® 28800

Seconds (Range 120-2147483647)

‘ Cancel |m

Create New VPN Topology

Topology Name:*
UMB_VPN |

) Policy Based (Crypto Map) (® Route Based (VTI)

Network Topology:
Hub and Spoke Full Mesh
IKE Version:* [ ] IKEv1 IKEv2
Endpoints IKE IPsec Advanced
= ISAKAMP Settings
IPsec |IKE Keepalive: ‘ Enable v ‘ |
Tunnel Threshold: 10 | seconds (Range 10 - 3600)
Retry Interval: ‘ 2 | Seconds (Range 2
Identity Sent to Peers: ‘ autoOrDN v ‘
Peer Identity Validation: | Do not check v |

Enable Aggressive Mode

\:l Enable Notification on Tunnel Disconnect

IKEv2 Securitv Association (SA) Settinas

Cancel | Save

Configure Policy-based Routing

1. Navigate to Devices > Device Management and click the name of the device to edit.

2. Under Routing > Policy Based Routing, click Add to add a new policy

In the Advanced tab under IKE, enable IKE K egpalive. Select autoOr DN asthe I dentity Sent to Peers, and
disable Peer Identity Validation. Then click Save.
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Choose the Inside for the Ingress Interface (user’ s facing interface where PBR will be applied) and click Add.

Add Policy Based Route Q

A policy based route consists of ingress interface list and a set of match criteria associated to egress interfaces

Ingress Interface*

INSIDE x X w

Match Criteria and Egress Interface
Specify forward action for chosen match criteria. Add

There are no forward-actions defined yet. Start by defining the first one.

Cance
Choose the existing extended ACL, and click Add.

New Extended Access List Object Q
Name

UMB_VPN_ACL

Entries (0)

Add
Sequence Action Source Source Port Destination Destination Port Application

No records to display

Allow Overrides

| Cancel | Save

Alternatively, if you are creating a new ACL, enter aname and add Access Control Entries (ACE) matching the
traffic that should be redirected to Secure Access.

Click Save to add the access entries.
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6. Under Match ACL, choose the newly created ACL and under Send To choose | P Address. Type the IP address
in the same subnet previously used for VTI and click Save

Add Forwarding Actions o
Match ACL:* UMB_VPN_ACL v |+

Send To:* IP Address W

IPv4 Addresses 209.165.201.2

IPv6é Addresses

7. Click Saveto save the configuration and deploy.

Configure Access Policy

If not yet allowed by the access policy, add an access entry allowing traffic from inside the network to the Secure
Access tunnel.

Troubleshooting

Cisco Secure Firewall Management Center has a VPN troubleshooting tab where VPN-related events are displayed.
By default, only error messages are sent from FTD to Cisco Secure Firewall Management Center, as LINA code
(ASA) isresponsible for the IPSec tasks the same commands available for troubleshooting the ASA devices are
availablein FTD.

If you need to send VPN debug messages to Cisco Secure Firewall Management Center, change the logging level in
the Platform Settings policy. This policy is configured and added in Devices > Platform Settings. VPN logging to
Cisco Secure Firewall Management Center isin the Syslog section of the Platform Settings policy from the Logging
Setup tab. It is also possible to send logging messages to other destinations, such asthe FTD device internal buffer.

Enable Logging for Debugging

1. In Cisco Secure Firewall Management Center, navigate to Devices > Platform Settings.



2. Under Basic L ogging Settings, add alogging destination.

Add Logging Filter

logging level to Debugging.

Logging Internal Buffer v

Event Class Filtar on Saverity v debugging

Event Class Syslog Severity

Ok

Add
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Under L ogging Destinationstab, click Add, then select I nternal Buffer (or another logging destination). Set the

When logging is enabled, you can enable IKEv2 debug, SSH to FTD. Then enter typedebug crypto i kev2
pl at f or manddebug crypto i kev2 protocol . Thesetwo debugging options provide detailed

information about IKEv2 negotiation.

Cisco Fire Linux 05 v6.5.0 (build 4)

Cisco Firepower Threat Defense for vMware v6.5.0 (build 115)

debug crypto ikev2

ha debug the ikev2 ha
platform debug the ikev2 platform
protocol debug the ikev2 protocol
timers debug the ikev2 timers

debug crypto ikev2 platform
debug crypto ikev2 protocol
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4. After enabling debugging in the FTD device, return to Cisco Secure Firewall Management Center and navigate to
Devices> VPN > Troubleshooting. IKEv2 negotiation debugging information is available.

If debug destination internal buffer was configured, going back to the FTD device via SSH is aso possible. This
enables you to see debug messages in the FTD terminal.

¥ logging

g logging: enabled
Fac111ty 20
Timestamp logging: disabled
Hide Username loggwnq enabled
standby lo .disabled
Debug-trace wqg g: disabled
console logging: disabled
Monitor logging: disabled
Buffer 1uag1ng L 1T|debugging. 145 messages logged

gl vled
logging: enabled
sttorv lo disabled
DDVTC“ D:
Mail loggi
AsDM_Tlogging:_ disabled
FMC 1 Tist MANAGER_VPN_EVENT_LIST, 197 messages logged
Bytes rcv: 5 Reason: Internal Error
% 1 local-host identity:188.40.190.251 durat
: Teardown local-host outside:146 .2 duration )
: UDP request discarded from 0O to oOutside: 255

: UDP request discarded from 0.0.0.0/68 to Inside:255.255.255.255/6

1agnostic-cli
At ch1nq tn D1aqnnst1c CLI ... Press 'Ctrl+a then d' to detach.
Type help or '?' for a 1ist of available commands.

FF-FTD-01# sho r
rsion
[ FF-FTD-01. <1g local ]
Model : sco Firepower Threat Defense for vMware (75) versio
n 6.5.0 (Build 115)
UuID . ! 567ce6ed-deb6-11e9-9e95-b425¢64212f5
ersion :

Cisco Adaptive Security Appliance sof e Version 9.13(1)
SSP Operating System version 2.7(1.10

Compiled on Thu 19-sep-19 17 PDT by builders
9131-0- TSmp-= k8.bin"
config file at boot was "startup-confi

Configure Tunnels with Meraki MX

Follow these steps to connect a Cisco Meraki MX/Z4 series device to Cisco Secure Access through a Meraki Third
Party (non-Meraki) VPN Tunnel (NMVPN) configuration.

« Thetwo primary uses cases for Secure Access with Meraki Networks are secure internet access and remote access
to private applications.

e To connect to Secure Access, aNMV PN must be established to a Secure Access Network Tunnel Group (NTG).

« With this configuration in place, internet-bound traffic from Meraki branches will be secured through Secure
Access.

* The same tunnels can be used to securely connect remote users of AnyConnect VPN in the Secure Client to
private applications on Meraki networks.
Prerequisites

* A Cisco Meraki MX/Z4 device (running MX 18.107+ firmware).
» A valid Cisco Secure Access account.
* A network tunnel group configured on Cisco Secure Access; see Add a Network Tunnel Group.

Caveats and Considerations

This section discusses important caveats and considerations associated with the Meraki Third Party (non-Meraki)
VPN tunnel configuration to Secure Access.
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1. Thereisno stateful failover to a Secure Access secondary tunnel.

a. The MX only supports active/cold standby to a single headend.
b. Traffic from afailed siteisrequired to reestablish the tunnel.
2. Only static routing is supported; BGP is not supported.

3. Requirestraffic to be generated from the LAN side of an M X through the non-Meraki VPN to establish
connection.

a. Remote application access on Meraki networks through an M X is not possible until traffic isinitiated from the
application side of the MX through the non-Meraki VPN.

b. Traffic will also need to be consistently generated from the LAN side of the MX over each non-Meraki VPN
to keep the tunnel from timing out.

4. ECMP/Load balancing is not supported. Only a single IPSec tunnel is supported between a single Meraki network
and a Secure Access network tunnel group.

5. A unique public uplink IPis required for each network.

a. Thepublic uplink IPisused asthe MX peer device IP, and this cannot be changed.

6. Inthe Secure Access dashboard, the network tunnel group will display the status as War ning. Thisis because the
Meraki network cannot build a standby tunnel to the Secondary Hub in the network tunnel group that is provided
for intra-region redundancy.

Supported Use Cases and Requirements

The following sections describe supported use cases for Meraki Third Party (non-Meraki) VPN tunnel configuration
to Secure Access.

Branch-to-Branch through Secure Access

One of the following optionsis required to enable Secure Access policy enforcement to apply to branch-to-branch
communication. Otherwise, all traffic will traverse Meraki AutoV PN between Meraki networks directly.

1. Each network hosting applicationsisin a separate org; or
2. All networksarein asingle org.

Note: If thisisthe case, contact Support to have hub-to-hub communication turned off.
Secure Internet Access with Non-Meraki VPN
The following are requirements for this configuration:

*  No AutoVPN default route.
* Local route configuration 0.0.0.0/0.

Step 1: Add a Network Tunnel Group in Secure Access

Secure Access enables fast, reliable, and secure private network connections to your applications through 1Psec
(Internet Protocol Security) IKEv2 (Internet Key Exchange, version 2) tunnels.

Tunnels and tunnel groups are core concepts in managing connections between your data centers and Cisco Secure
Access. A network tunnel group provides the framework for establishing tunnel redundancy and high availability.
Connect tunnels to the hubs within a network tunnel group to securely control user access to the Internet and private
resources.

1. Follow the stepsin Add a Network Tunnel Group.

2. Make note of the Tunnel I D and Passphrase you enter when configuring the network tunnel group. These values
are needed when you configure your Meraki 1Psec tunnel.

Note: Secure Access provides the option to download a CSV file with the network tunnel group details.
3. Remember to select Static routing under routing options. Only static routing is supported.
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The new network tunnel group appears in the Secure Access dashboard as Disconnected, and with the Primary
Hub and Secondary Hub status showing as Hub Down. The network tunnel group status is updated once it isfully
configured and connected with Meraki MX.

MX-Oak-DC ¢~

Review and edit this network tunnel group. Details for each IPsec tunnel added to this group are listed including which tunnel hub it is a member of. Help 7

Summary

© Disconnected
Region
Device Type
Routing Type
1P Address Range

Last Status Update

US (Virginia)
Meraki MX

Static Routing

1921681400123, 192168132.0/23
Mar 18, 2024 12:20 PM

Network Tunnels

Review this network tunnel group's IPsec tunnels. Help

Tunnels

Peer ID

Primary Hub

© Hub Down

]

Active Tunnels

S

econdary Hub

© Hub Down

0

Active Tunnels

Tunnel Group  mxoakdc1@8174213-623717256- Tunnel Group
sse.cisco.com sse.cisco.com
DataCenter  sse-use-1-1-1 DataCenter  sse-use-1-1-0
IP Address 44217105188 1P Address 35171.214188
Peer Device IP Data Center IP
Data Center Name
Address. Address

Status.

mxoakdc1@8174213-623717257-

Last Status Update

No active network tunnels found.

See the Verification and Troubleshooting section for additional information about how to evaluate the network tunnel
group status.

Step 2: Configure a Tunnel in Meraki MX

Configure aMeraki Third Party (non-Meraki) VPN tunnel to connect a Meraki MX/Z4 series device to Cisco Secure
Access.

1

Inthe Meraki MX dashboard, navigate to the Organization > Monitor > Overview page.

If the page is not expanded by default, expand the Networ kslist by clicking the left-facing arrow at the top of the
network list.

Network
Oak DC v

Network-wide

Security & SD-WAN

Insight

Organization

>
O
[+
i o

Monitor
Overview v
Summary New
Aler
Change
Login attempts
Security center
Location analytics
Configuration templates

VPN status

Firmware upgrades

Summary report

Networks

Name
Qak DC
Cvoress Branch

Configure

Settings

APl & webhooks
Configuration sync
Administrators

Camera and sensor

License info

Create network

nventory

Policy objects

Adaptive policy

Cloud On-Ramp

Early Arraee
Early Access

New

roles
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2. Select the desired network from the networks Name list. Select only the network that will connect to the Secure
Access Network Tunnel Group.

Networks
Tag~ Split networks = 3 ~ Snetworks Over the last week: 4 clients, 210.9 MB CSV~  +

.l ©s  Name Usage Clients Tags Network type Devices Offiine devices

o Oak DC 756 MB 2 MX-Test-JM-Oak-De Combined 1 0

0 o Cypress Branch 130.9 MB 1 MX-Test-JM-Cypress Combined 1 0

) o Sierra Branch 4.4 MB 1 MX-Test-JM-Sierra Combined 1 o

] o Birch DC None 0 MX-Test-JM-Birch-DC Combined 2 0

m} Lo} Redwood Branch None 0 MX-Test-JM-Redwood Combined [ L]

5 total

3. Add aNetwork tag to the selected network. Select the Tag dropdown menu from the top left. A tag can be created
by typing into the field and then clicking Add.

Note: It isrecommended that the same name is used for the Meraki Network Tag as the Secure Access Network
Tunnel Group.

Tag ~ | Split networks « Search...

Add:

MX-Oak-DC] ‘ Add
| No results match MX-Oak-DC
Add option: "MX-Oak-DC"

Choose tags to remove Remove

4. Whilein the Meraki dashboard, navigate to Security & SD-WAN > Site-to-site VPN, and choose Hub (M esh).

Site-to-site VPN

Type @ O off
Do not participate in site-to-site VPN.

@ Hub (Mesh)
Establish VPN tunnels with all hubs and dependent spokes.

O spoke
Establish VPN tunnels with selected hubs.

5. Next, in the same section, find the VPN settings and choose Enabled for the VLANS that will use the new Secure
Access network tunnel group.

VPN settings
Local networks Name VPN mode Subnet Uplink
MGMT Disabled ~ €y 192168132.0/24  Any
IServers Enabled ~ ) 192168133.0/24  Any I
HoneyPot  Disabled ~ ) 172.26.2.0/24 Any

6. Scroll down to find Organization-wide settings to locate the Non-Meraki VPN Peer s section. Click Add a peer
and then add the tunnel 1D and tunnel passphrase that you created in Step 1: Add a Network Tunnel Group in
Secure Access.


https://documentation.meraki.com/General_Administration/Organizations_and_Networks/Organization_Menu/Manage_Tags#Creating_a_tag_combination
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7. Configure the IPsec parameter settings:

* Name—Provide a meaningful name for the tunnel.
e |IKE Version—Select IKEV2.
» | Psec policies Choose the predefined Umbrella configuration; see Supported | Psec Parameters.

Choose a Preset Umbrella
Phase 1
Encryption AES 256
Authentication SHA1
Pseudo-random Function SHA1
Diffie-Hellman group 14 v
Lifetime (seconds) 14400
Phase 2
Encryption
Authentication
PFS group Off v
Lifetime (seconds) 3600

Cancel Update

* Public | P—IP address to connect to Secure Access Network Tunnel Group Primary Data Center IP.
e Local ID—The Primary Tunnel 1D for the Network Tunnel Group.

* Remote | D—Leavethis blank.

* Private subnets—There are 2 common configurations for Private Subnets:

» If thedesired behavior is to use Secure Internet Access and Secure Private Access to access applications
on tunnel-enabled vlans/subnets, then the only entry here should be 0.0.0.0/0. Thiswill route all traffic to
Secure Access for either Secure Internet Access, Remote Access VPN, or ZTA clients.

» If only Remote Private Application accessis required, then all subnets that are used by the Secure Access
infrastructure must be entered:

a. CGNAT 100.64.0.0/10
b. RA VPN and Management |P Pool subnets.
* Preshared secret—Thisisthe Passphrase for the Network Tunnel Group created in Secure Access.
* Availability—Enter the Network tag you defined earlier for the MX appliance that builds the tunnelsto
Secure Access.

Important:

Do not leave thisfield blank. Ideally this field should match the Network tag entered in Step 3 above. Leaving
thisfield blank, "All Networks", or entering atag that is associated with multiple networks could cause one or
more tunnels to become unstable. This could lead to unexpected behavior and cause an NMVPN tunnel to not be
established.

MX-Oak-DC IKEv2 v| Umbrella 44.217195.188 mxoakdc1@8174213-62 0.0.0.0/0

Add a peer
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8. Click Save.
Upon completion of these steps, you should have a functioning tunnel routing your traffic as intended.

Verification and Troubleshooting
1. The Secure Access Network Tunnel Group will move from Disconnected Status to War ning. This change could
take several minutes and may require atest ping described in step 2 below.

« Network Tunnel Groups
MX-Oak-DC ¢~
Review and edit this network tunnel group. Details for each IPsec tunnel added to this group are listed including which tunnel hub it is a member of. Help
Summary Primary Hub Secondary Hub
A Warning © HubUp © Hub Down
Primary and secondary hubs mismatch in number of 1 0
!
tunnels. Active Tunnels © Active Tunnels
Region us (virginia)
) Tunnel Group  Mxoakdc1@8174213-623717256- Tunnel Group  mxoakdc1@8174213-623717257-
Device Type Meraki MX D sse.cisco.com 1} sse.cisco.com
Routing Type Static Routing DataCenter  sse-use-1-1-1 DataCenter  sse-use-1-1-0
1P Address Range  192168.140.0/23, 192168132.0/23 1P Address 44.217195.188 1P Address 35171214188
Last Status Update  Mar 14, 2024 5:26 PM
Network Tunnels
Review this network tunnel group's IPsec tunnels. Help 7
Peer Device IP Data Center IP
Tunnels PeerID Data Center Name Status Last Status Update
Address Address
MX »
Primary 1 327684 Uplink Public IP sse-use-1-1-1 44.217195188 © Connected Mar 14, 2024 5:27 PM

Note: Network Tunnel Group Status

The Network Tunnel Group will never move from a War ning status to Connected. This is because the Network
Tunnel Group is designed to have a Primary and Secondary tunnel connected to each Hub for failover. Traffic will
passto the Primary Hub even if the Network Tunnel Group status is War ning.

2. Run pi ng testsfrom the new VLAN to the internet. For more information, see Using the Ping Live Tool.

3. Check the status of the VPN tunnel. For more information, see VPN Status Page.

4. Follow the VPN troubleshooting procedures. For more information, see Troubleshooting Non-Meraki Site-to-site

VPN.

Note:
Cisco Meraki does not support policy based routing. It is not possible to do client side routing to determine if specific
traffic belongs inside or outside the tunnel. However, it is possible to choose if an entire VLAN istunneled to Secure

Access.

Optional Configurations
1. TocreateaVLAN for the subnet to redirect to Secure Access, see Configuring VLANSs on the MX Security

Appliance.
2. Tocreateanew SSID for the VLAN, see Configuring Simple Guest and Internal Wireless Networks.


https://documentation.meraki.com/zGeneral_Administration/Tools_and_Troubleshooting/Using_the_Ping_Live_Tool
https://documentation.meraki.com/MX/Site-to-site_VPN/VPN_Status_Page
https://documentation.meraki.com/MX/Site-to-site_VPN/Troubleshooting_Non-Meraki_Site-to-site_VPN_Peers
https://documentation.meraki.com/MX/Site-to-site_VPN/Troubleshooting_Non-Meraki_Site-to-site_VPN_Peers
https://documentation.meraki.com/MX/Networks_and_Routing/Configuring_VLANs_on_the_MX_Security_Appliance
https://documentation.meraki.com/MX/Networks_and_Routing/Configuring_VLANs_on_the_MX_Security_Appliance
https://documentation.meraki.com/MR/WiFi_Basics_and_Best_Practices/Configuring_Simple_Guest_and_Internal_Wireless_Networks
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Manage Users and Groups

Provision users and groups in Cisco Secure Access from your organization's identity provider (1dP) or by importing a
comma separated values (CSV) file with the users and groups. Once you add users and groups to Secure Access, you

can protect and monitor the traffic sent from the user devices and manage the resources that are available to the users

in your organization. Secure Access supports various methods to provision users and groups.

Provision Users and Groups

e Import Users and Groups from CSV File
» Configure and integrate an identity provider (1dP) with Secure Access. Create an identity provider access token
and configure your identity provider.

* Provision Token for Identity Provider
e Provision Users and Groups from Okta
» Provision Users and Groups from Azure
e Provision Users and Groups from Active Directory

View Users and Groups in Secure Access

* View User Details
e View Group Details

View User Details

After an administrator provisions users in Secure Access China, you can view details about the users and identify the
policy rules applied to the users.

Prerequisites

e Full Admin user role. For more information, see Manage Accounts.

Procedure
View provisioned users and groups in Secure Access China.

1. Navigateto Connect > Usersand Groups
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Click Usersto view the users provisioned in the organization.

Name—Thefirst and last names of the user.

Email—The email address of the user.

Sour ce—The method or identity provider used to provision the user.

Connectivity (VPN)—The number of connections made from virtual private networks (V PNSs).
Associated Rules—The Secure Access policy rulesthat include the user.

Sour ce—The method used to provision the user.

Users

Manage your organization's users and their devices connections and enrollments. To add new users, click Provision Users. At anytime, you
can disconnect or unenroll a user's device. HelpC

63 results Provision Users
. Associated
Name Email Source Connected(VPN) @ Enrolled(ZTNA) @ Rules
Administrator Administrator@labexample.com OnPrem 0 0 0

3. Find auser in the organization and click on the Name of the user to open the User Details.

User Details

The information about the user in the organization.

General User Details

Name—The name of the user.
Email—The email of the user.
I dentity Provider—The identity provider that manages the user information.

User Details X
General

Name Cam

Email Cam@sjc.democompany.com
Identity Provider Jonprem/ad-connector

Device Connectivity

The list of devices associated with the user.

Connection—The type of connection
| P address—The I P address of the device.
OS Version—The version of the device's operating system.



Device Connectivity 0o

No Results Found

View inactive devices —

Groups and Events

e Groups—The number of groups that include the user and the name of the groups.

» Events—The number of events created by the user and the status of the events.

Groups 1 A

Executives

Events 0o

No Results Found

TOTAL EVENTS BY STATUS

Status

Blocked 0

Allowed 0

Associated Rules

The Secure Access policy rules applied to the user.

Associated Rules 8

Rule Name

new rule

new rule (Copy 1)
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View Group Details

After an administrator provisions groups in Secure Access China, you can view the details about the groups and
identify the policy rules applied to the groups.

Prerequisites

¢ Full Admin user role. For more information, see Manage Accounts.

Procedure
View provisioned users and groups in Secure Access China.

1. Navigateto Connect > Usersand Groups and then click Groups to view the groups provisioned in the
organization.

« Name—The name of the group.
e Users—The number usersin the group.

» Associated Rules—The Secure Access policy rulesthat include the group.
» Source—The method or identity provider used to provision the group.

Groups
6 results - Refresh Provision Groups
Name Users Associated Rules Source
Directors 1 9 Jonpremfad-connector
Engineering 1 3 Jonprem/fad-connector

2. Find agroup in the organization and then click on the Name of the group to open the Group Details.

Group Details
The information about the organization's group.
General Group Details

¢ Name—The name of the group.
e Usersin Group—The number of usersin the group and the label for the group.
e Rules—The number of rulesthat include this group.

Group Details X
General
Name Mee

Users in Group

Rules 0
Users and Events

The number of usersin the group and the status of the events created by the users.
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Users 1 A

Marketing

Events 0o

No Results Found
TOTAL EVENTS BY STATUS

Status

Blocked 0

Allowed 0

Associated Rules

The number of Secure Access policy rules applied to the usersin the group.

Associated Rules 0

Provision Token for Identity Provider

Cisco Secure Access uses the System for Cross-domain Identity Management (SCIM) protocol to exchange user
and group information with various identity providers (1dPs): Azure, Okta, and other IdPs. Y ou can provision your
organization's users and groups into Secure Access through integrations with 1dPs. In Secure Access, generate a
Secure Access SCIM token and get the Secure Access |dentity URL. Then, from the 1dP add your token and AP
Identity URL to establish the integration.

Prerequisites

e Full Admin user role. For more information, see Manage Accounts.

Procedure

Generate an SCIM token for an IdP and save the token to your local system. Copy and save the Secure Access
Identity APl URL. Use the Secure Access SCIM token and URL to configure the integration with an 1dP.

1. Navigate to Connect > Usersand Groups > Usersand click Provision Usersor Connect > Usersand Groups
> Groupsand click Provision Groups.
2. For Provisioning Method, click Identity Provider.
valsioning Method

Select a provisioning method to add users to Secure Access.

Methods

@ Identity provider(ldP) = Manual Upload rz Active Directory

Provision Users and Groups though a Manually upload users and groups Connect Secur

CCess to your Active

supported identity provider (IdP) service. exported from Active Directory. d import your users and

groups.
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Choose an identity provider and then click Next.

Choose Identity Provider

( select v

Azure

Okta
Other m
Click Generate Token to create a provisioning API access token for your integration with the IdP.
Start Provisioning

To provision users to Secure Access, you must authenticate to your identity provider (IdP).
Generate a token and then use it and the listed provisioning URL to provision users through your
IdP.

Provisioning token

Once generated, copy and save this authentication token. It is required when configuring your IdP.

[ Generate Token ]

Click Copy token to copy the generated token. Save the token to your local system.
Start Provisioning

To provision users to Secure Access, you must authenticate to your identity provider (IdP).
Generate a token and then use it and the listed provisioning URL to provision users through your
1dP.

Provisioning token
Once generated, copy and save this authentication token. It is required when configuring your IdP.

For security reasons, your token will only be displayed once.
For future reference, copy this token and keep it in a safe place

Token Generated On

NGZiM2NkZDMzNWJImNGNIMGESOTAhNWRK| {7 Copy token June g, 2023

Click Copy URL to copy the Secure Access |dentity APl URL. Save the URL to your local system.

Provisioning URL

Copy and save this provisioning URL. It is required when configuring your IdP.

https://api.sse.cisco.com/identity/v2/scim ' Copy URL

Click Done.

Configure your IdP portal
Use the generated authentication token and provisioning URL to set up Secure Access in your IdP.

Once setup, you can provision users to Secure Access.HelpT?

Cancel I | Back |

Configure Identity Providers

With your Secure Access SCIM token and Identity APl URL, configure a supported |dP to provision users and groups
in Secure Access.

Provision Users and Groups from Okta
Provision Users and Groups from Azure
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Import Users and Groups from CSV File

Secure Access supports provisioning users and groups manually from a comma-separated values (CSV) file.
Y ou must export your Microsoft Active Directory (AD) users and groupsto aCSV file. We recommend using
CSVDE. EXE from adomain controller.

For each upload, the CSV file can have up to 4000 rows. An import may require ten minutes. Each subsequent CSV
file upload replaces the contents of the previous upload. For large numbers of users and groups, we recommend using
AD provisioning.

Note: To switch from AD provisioning to CSV import, you must uninstall your Secure Access AD Connectors and
delete the AD Connectorsin Secure Access. For more information, see Provision Users and Groups from Active
Directory.

Prerequisites

¢ Full Admin user role. For more information, see Manage Accounts.

CSV File Format

The CSV file must include the users and groups information in a comma delimited format.

Header row:

sn, gi venName, user Pri nci pal Nanme, mai | , menber O
Object row:

"CN=SAMLUser , CN=User s, DC=nyconpany, DC=l ocal ", | ast _nanme_1, first_name_1, sanl user @ryconpan)
The following characters are not supported:

e [{\\A-=81[]}) 7% +>

CSV File Fields
Field Required | Notes Supported Number
of Characters
DN "CN=SAMLUser,CN=Users,DC=mycompany,DC=local"| 64
sn HH The user's surname (family name or last name). 64
givenName i The user's given name (legal first name). 64
userPrincipalName | ## Theuser Pri nci pal Name correspondsto the 64
principal that Secure Access receivesin the SAML
assertion, and is often identical to the object’ s mail
attribute. However, thisis not always the case. The
user Pri nci pal Nane isconstant, but the mail
attribute may change.
Example: samluser @mycompany.com
mail HH Only valid email addresses. 256
Example: samluser @mycompany.com
memberOf "CN=Group2,CN=Users,DC=mycompany,DC=local" 1024
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A user may belong to multiple groups, which are defined in the menber OF attribute.
An example value of the nenber O field:

“CN=Gr oupl, CN=User s, DC=dcl oud, DC=Il ocal ; CN=Gr oup2, CN=User s,
DC=dcl oud, DC=l ocal ; CN=Gr oup3, CN=User s, DC=dcl| oud, DC=I ocal ;
CN=Gr oup4, CN=User s, DC=dcl oud, DC=I ocal "

Procedure
Import users into Secure Access from a comma-separated values (CSV) file.

1. Navigate to Connect > Usersand Groups > Usersand click Provision Usersor Connect > Usersand Groups
> Groupsand click Provision Groups.
2. For Provisioning Method, click Manual Upload to provision users or groups in your organization.

Provisioning Method

Sal,

Select a previsioning method 1o add users to Secure Access
Methods
[E Identity provider{ldP) & Manual Upload rz Active Directory
Pravision Users and & though a Manually upload users and groups Connect Secura Accass 1o your Active Directory

supported identity pr F) service. exported from Active Directory. and import your users ar

3. Click Download to save the Secure Access import template to your local system. The templateisa CSV file that
supports the following format:

For example:

sn, gi venNane, user Pri nci pal Nane, mai | , mrenber O

| ast _nanel, first_nanel, enp20@i sco. com enp20@i sco. com adni nG oup

| ast _nane2, first_nane2, enp2@i sco322. onni cr osoft. com enp2@i sco322. onmi crosoft.com ad
| ast _nane3, first_nane3, user 5@vai dya. com user 5@vai dya. com admi nG oup

| ast _nane4, first_nane4, enpl oyeel@onpany. com enpl oyeel@onpany. com adm nG oup

| ast _nane5, first_nanme5, denouser @onpany. com denpuser @onpany. com adnm nG oup

4. Add usersor groups to the Secure Access CSV template file, and then upload the CSV file to Secure Access.
Provision Users and Groups

To add users to Secure Access, provision users through one of Secure Access's supported methods. Help™

Manual Upload

Manually provision users and groups by adding them to Secure Access's CSV file and then uploading this file to Secure Access. Helpl

1.Download the template
Add your users and groups to this CSV file.

¥, Download

2.Upload your CSV File

1, This CSV file will replace any previously uploaded CSV file.

1+

-

Drag and drop file here or click to select it.

5. Click Done.
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View Provisioned Users and Groups in Secure Access

1. Navigateto Connect > Usersand Groupsto view the users and groups provisioned in your organization.

a. SeeView User Details
b. SeeView Group Details

Provision Users and Groups from Okta

Cisco Secure Access supports the provisioning of users and groups from Okta. With your Secure Access System
for Cross-domain Identity Management (SCIM) token, configure the Cisco User Management for Secure Access
app on the Okta portal. Once you add users and groups in the app, Okta begins to exchange the user and group
information with Secure Access.

Note: You do not need to deploy an on-premises Secure Access Active Directory (AD) Connector.

Prerequisites

Full Admin user role. For more information, see Manage Accounts.

A valid Okta subscription.

A valid SCIM token generated in Secure Access. For more information, see Provision Token for Identity Provider.
No concurrent provisioning of the same users or groups from on-premises AD and Okta. If you are using the
on-premises Secure Access AD Connector to import users and groups and choose to import the same users and
groups from Okta, ensure that the on-premises Secure Access AD connector is switched off or that the Cisco
Active Directory service on the connector machine is stopped.

For 1P-to-user mapping deployments, you must use an on-premises Secure Access AD connector. Okta does not
store the private [P to AD user mappings.

Limitations

Secure Access supports provisioning a maximum of 200 groups from Okta. Any groups beyond this number that
are in scope are not provisioned. Secure Access does not restrict the number of users that you can provision from
Okta

To ensure that all users are provisioned, assign the Ever yone group to the Cisco User Management for Secure
Access app. Y ou can push other additional groups for group-based Secure Access policy enforcement.

Okta does not support nested groups.

If you previously imported groups from on-premises AD and push the same groups from Okta, the groups from
Okta do not overwrite the groups imported from the on-premises AD. Y ou must reassign any group-based Secure
Access policy rulesto the groups imported from Okta.

Provisioning large numbers of users and groups to Secure Access may take several hours.

After theinitial provisioning of users and groups, it can take up to one hour for subsequent changes to users and
groupsto reflect in Secure Access.

Concurrent synchronization of the same users and groups from the Secure Access AD Connector and the Cisco
User Management for Secure Access app is not supported and#l eads to inconsistent policy enforcement.

Supported Features

The following Okta provisioning features are supported:

Create Users—New users created in Okta are also created in Secure Access.

Update User Attributes—Updates to a user's profile through Okta are pushed to Secure Access.
Deactivate User s—Deactivating a user through Okta deactivates the user in Secure Access.
Group Push—Groups in Okta are pushed to Secure Access.
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Import the ObjectGUID Attribute from Okta to Secure Access

The on-premises Secure Access AD Connector and the Cisco Secure Client rely on the obj ect GUI D attribute for
user and group identification. Ensure that the obj ect GUI D attribute of usersis synchronized from Oktato Secure
Access only if either of the following conditions are true:

* You have previously imported AD users to Secure Access using the on-premises Secure Access AD connector,
are now importing the same user identities from Okta, and want the previously imported identities to be persisted
for policy or reporting purposes.

* You have endpoints that authenticate against on-premises AD and run the Cisco Secure Client.

Note: Before setting up the import of the obj ect GUI D, ensure that the on-premises Secure Access AD Connector

that synchronizes these users and groups is switched off or that the Cisco Active Directory service on the connector
machine is stopped.

The Okta Active Directory agent does not synchronize the#obj ect GUI D attribute of users from#on-premises# AD to
Okta by default.

1. Navigate to the Provisioning tab on the Cisco Secure Access User M anagement app in Okta.
2. From Settings> To App, navigate to Profile Editor.

General Mobile Provisioning Import Assignments Push Groups

Settings

e okta - <

To Okta

Integration
Provisioning to App Cancel
Create Users Enable

Creates or links a user in Cisco User Management for Secure Access when assigning the app to a user in Okta.
The default username used to create accounts is set to Okta username.

Update User Attributes Enable
Okta updates a user's attributes in Cisco User Management for Secure Access when the app is assigned. Future

attribute changes made to the Okta user profile will automatically overwrite the corresponding attribute value in
Cisco User Management for Secure Access.

Deactivate Users Enable

Deactivates a user's Cisco User Management for Secure Access account when it is unassigned in Okta or their
Okta account is deactivated. Accounts can be reactivated if the app is reassigned to a user in Okta.
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3. For Okta Attribute Mappings, click Add Attribute to create a custom attribute of string type called

obj ect GUI D.
objectGUID
Data type string
Display name @ objectGUID

Variable name @

Description

Enum

Attribute Length

Attribute required

User permission

Source priority @

user.objectGUID

Define enumerated list of values

Between v min and

Yes

Read Only v

Inherit from profile source

max

4. For Cisco User Management for Secure Access User Profile Mappings, create anew User Profile Mapping
for your AD domain that maps the Okta User appuser . ext er nal | d totheuser. obj ect GUI D .

5. For Okta Attribute Mappings, do a Force Sync of attributes to ensure that the obj ect GUI D attribute for users

isimported from AD.

Configure the Cisco Secure Access App

Configure the Cisco User Management for Secure Access app on the Okta portal.

Note: The To Okta setting is nhot supported on the Cisco User Management for Secur e Access app.

Step 1 — Add the App to Okta

1. Signinto Oktaand add the Cisco Secure Access User M anagement app to your instance of Okta.
Step 2 — Add the Secure Access SCIM Token to the App

1. Navigateto the Provisioning tab on the Cisco Secure Access User Management app in Okta.

2. From Settings > Integration, select Enable API Integration, and then add the base URL (http://
api.ciscosecureaccess.cn/identity/v2/scim) and Secure Access SCIM API token.


http://api.ciscosecureaccess.cn/identity/v2/scim
http://api.ciscosecureaccess.cn/identity/v2/scim
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3. Click Test API credentials, to confirm that you can use your Secure Access SCIM token to connect the Secure
Access APl with Okta, and then click Save.

General Mobile Provisioning Import Assignments Push Groups

Settings

Integration

Cisco User Management for Secure Access: Configuration Guide

Provisioning Certification: Okta Verified
This provisioning integration is partner-built by Cisco

Contact partner support: umbrella-support@cisco.com

Cancel

Cisco User Management Connector was verified successfully!

Enable APl integration

Enter your Cisco User Management Connector credentials to enable user import and provisioning features.

Base URL https://api.ciscosecureaccess.cn/identity/v2/scim

API Token

40084000000 0000000000080000000000 00000000000 000s000s00

Test API Credentials

Step 3 — Configure the Required User Options

1. Navigate to the Provisioning tab on the Cisco Secure Access User Management app in Okta.
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2. From Settings> To App, enable the Create Users, Update User Attributes, and Deactivate Users options. Y ou
must select these options to provision users or groups.

General Mobile Provisioning Import Assignments Push Groups
Settings
To App kt
okta -
To Okta
Integration
Provisioning to App Cancel
Create Users Enable

Creates or links a user in Cisco User Management for Secure Access when assigning the app to a user in Okta.

The default username used to create accounts is set to Okta username.

Update User Attributes Enable

Okta updates a user's attributes in Cisco User Management for Secure Access when the app is assigned. Future
attribute changes made to the Okta user profile will automatically overwrite the corresponding attribute value in
Cisco User Management for Secure Access.

Deactivate Users Enable

Deactivates a user's Cisco User Management for Secure Access account when it is unassigned in Okta or their
Okta account is deactivated. Accounts can be reactivated if the app is reassigned to a user in Okta.

3. Verify that the following attributes are chosen for synchronization to Secure Access. Other attributes are not
reguired. Secure Access does not list the Given name and Family name attributes for users. Secure Access only
lists the Display name and User name attributes.

e Username

« Given#name
e Family name
« Display name
e Primary email



Step 4 — (Optional) Add a New Attribute and Create the User Profile Mapping
1
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If you need to import the obj ect GUI D attribute for users, add a new attribute and map the attributes in the
profile mapping.

Add Attribute

sco U ella User

Data type string

Display name @ nativeObjectld

Variable name @ nativeObjectld

External nams @ nativeObjectld

External namespace @ urn:igtf:params:scim:schemas:extension:ciscoumbrellz

Description

Enum Define enumerated list of values

Attribute Length Between

and
Attribute required Yes
Scope @ User personal
m Save and Add Another Cancel

a. Navigate to the Provisioning tab on the Cisco Secure Access User M anagement app in Okta

b. From Settings > To App, navigate to Profile Editor.
c. Click Add Attribute.

« Set Display name, Variable name, and External nameto nati ve(hj ect | d.

» For Scope, click User personal.
e Set External namespace to

urn:ietf:parans: sci mschenmas: ext ensi on: ci scounbrel |l a: 2. 0: user

d. Click Save.
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Add the new user profile mapping.

a. Navigate to the Provisioning tab on the Cisco Secure Access User M anagement app in Okta.

b. From Settings> To App, navigate to Profile Editor.

¢. For Cisco User Management for Secure Access User Profile Mappings, create anew Okta User Profile
that maps the Okta User to the Cisco User Management for Secur e Access user. The profile must map the
user . obj ect GUl Dtonat i veCbj ect | d.

d. Click Save Mappings to save the profile mapping. Select the option to Apply the Mappingsto All Users
with this Profile.

Cisco User Management for Secure Access User Profile Mappings

Cisco User Management for Sec... Okta User to Cisco User Mana...

Okta User User Profile Cisco User Management for Secure
okta )
user Access User Profile
appuser
Username is set by Cisco User Management for Secure Access userName
user . firstName v v givenName
user . lastName v v familyName
user.email v v email
user .displayName v v displayName
user .objectGUID v v nativeObjectId

© Preview Save Mappings Cancel

Step 5 — Assign Users and Groups in the App

Once you complete the provisioning configuration, assign usersin the Cisco User M anagement for Secure Access
app.

1

Navigate to the Assignments tab on the Cisco Secure Access User Management app in Okta.

You can assign individua users or specific groups to the app.#To assign all users, assign theEver yone group to
the app.

Note: Assigning groups to the app does not provision these groups to Secure Access. Okta only provisions users
that are members of the assigned groups.# Do not manually change the value of thenat i veCbj ect | d field
when assigning any groups and users.

Once users and groups are assigned, these users automati cally#begin to provision to Secure Access. Wait for all
users to show up in Secure Access before starting to push groups.#This can takettti mettdepending on the number of
users provisioned. Confirm that all users are provisioned to Secure Access.

Navigate to the Push Groups tab on the Cisco Secure Access User M anagement app in Okta.
Provision groups and group membership to Secure Access.

Pushing a group does not sync any users and only provisions the group to Secure Access.

Note: Okta does not recommend pushing groups that are assigned to the app. If you have assigned the Everyone
group to the app, you should not push the same group.
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Step 6 — View Logs in the App
1. Navigateto View L ogs on the Cisco User Management for Secure Access app in Okta.

The app displays the progress of the provisioning.

Cisco User Management for Secure Access

(@
View Logs Monitor Imports

View Provisioned Users and Groups in Secure Access

1. Navigateto Connect > Usersand Groupsto view the users and groups provisioned from Okta.
a. SeeView User Details
b. SeeView Group Details

Refresh SCIM Token

Secure Access recommends that you refresh the SCIM token at least once every 180 days. Refresh the tokenin
Secure Access and immediately copy the new token to the Cisco Secure Access app on Okta so that provisioning
is not impacted. Refreshing the SCIM token isthe full responsibility of the administrator. Secure Access does not
perform this action.

Provision Users and Groups from Azure

Cisco Secure Access supports the provisioning of users and groups from Azure Active Directory (Azure AD).

With your Secure Access System for Cross-domain Identity Management (SCIM) token, configure the Cisco User
Management for Secure Access app on the Azure portal. Once you add users and groups in the app, Azure beginsto
exchange the user and group information with Secure Access.

Note: You do not need to deploy an on-premises Secure Access Active Directory (AD) Connector.

Prerequisites

e Full Admin user role. For more information, see Manage Accounts.

* A valid Azure AD subscription with a premium Azure AD license.

» No concurrent provisioning of the same user or group identities from on-premises AD and Azure AD. If you are
using the on-premises Secure Access AD Connector to import users and groups and choose to import the same
users and groups from Azure, ensure that the on-premises Secure Access AD connector is switched off or that the
Cisco Active Directory service on the connector machine is stopped.

« For IP-to-user mapping deployments, you must use an on-premises Secure Access AD connector. Azure does not
store the private |P to Active AD user mappings.

e Import the Obj ect GUI D attribute from Azure AD to Secure Access. The on-premises Secure Access AD
Connector and Cisco Secure Client rely on the Cbj ect GUI D attribute for user identification. If all of your
endpoints are running the Cisco Secure Client, you do not have to import the Obj ect GUI D attribute from Azure.

» Beforeyou set up theimport of the Cbj ect GUI D attribute, ensure that the on-premises Secure Access AD
Connector that is synchronizing these identities is switched off or that the Cisco Active Directory service on
the connector machine is stopped.

* Toensure that the Obj ect GUI D attribute for usersis synchronized from Azure AD to Secure Access, your
endpoints must authenticate against on-premises AD and run the Cisco Secure Client.

» If you previously configured a policy against groups imported from on-premises AD, and then choose to import
the same groups from Azure, you must reconfigure the policy to map it to the Azure groups instead of the on-
premises AD groups. In a policy, on-premises AD group names are displayed with the domain name preceding the
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group name, for example: Domain\ADGroupl. For Azure, only group names are displayed on the policy page,
for example: ADGroupl.

Limitations

« You can provision no more than 200 groups from Azure to Secure Access. Secure Access supports the
provisioning of an unlimited number of users from Azure.

» Concurrent synchronization of the same users and groups from the Secure Access AD Connector and the Cisco
Secure Access Azure app is not supported and leads to inconsistent policy enforcement.

* Toensurethat al users are provisioned, create a dynamic All User s group and assign this group to the Cisco
Secure Access app. For more information, see Dynamic Membership Rules for Groups in Azure Active Directory.
Y ou can assign additional groups as required for group-based policy rule enforcement.

« Provisioning large numbers of users and groups to Secure Access may take several hours.

« Azure does not support nested group memberships for group-based assignment to any SaaS application.

Configure the Cisco User Management for Secure Access App

With your Secure Access SCIM token and API Identity URL, set up the Cisco Secure Access app in Azure AD and
provision users and groups. For more information, see Tutorial: Configure Cisco Secure Access User Management for
automatic user provisioning.

1. Navigateto the Cisco User Management for Secure Access app in Azure AD.

Cisco User Management

for Secure Access
@ Cisco Systems, Inc.

D

2. Add your Secure Access SCIM API token to the Secret Token field.
Add the Secure Access API Identity URL to the Tenant URL field.

4. Click Test Connection to confirm that you can use your Secure Access SCIM token to connect the Secure Access
APl with Azure AD.

Home > ciscoazuresandbox | Enterprise applications > Enterprise applications | All applications > Browse Microsoft Entra Gallery > Cisco User Management for Secure Access | Provisioning > Cisco User Management for Secure Access | Overview >

w

Provisioning

Automatic ~

Use Microsoft Entra to manage the creation and synchronization of user accounts in Cisco User Management for Secure
Access based on user and group assignment.

A Admin Credentials

Admin Credentials

Microsoft Entra needs the following information to connect to Cisco User Management for Secure Access's API
and synchronize user data.

Tenant URL* O

Secret Token

View Provisioned Users and Groups in Secure Access
1. Navigateto Connect > Usersand Groupsto view the users and groups provisioned from Azure.

a. SeeView User Details
b. SeeView Group Details


https://docs.microsoft.com/en-us/azure/active-directory/enterprise-users/groups-dynamic-membership#create-an-all-users-rule
https://docs.microsoft.com/en-us/azure/active-directory/saas-apps/cisco-umbrella-user-management-provisioning-tutorial
https://docs.microsoft.com/en-us/azure/active-directory/saas-apps/cisco-umbrella-user-management-provisioning-tutorial

Refresh SCIM Token

Secure Access recommends that you refresh the SCIM token at least once every 180 days. Refresh the token in
Secure Access and immediately copy the new token to the Cisco Secure Access app on Azure so that provisioning
is not impacted. Refreshing the SCIM token is the full responsibility of the administrator. Secure Access does not
perform this action.
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Provision Users and Groups from Active Directory

Provisioning users and groups from Active Directory (AD) to Cisco Secure Access requires the deployment of

a Cisco AD Connector in your environment. The AD Connector securely retrieves non-sensitive user and group
information from your instance of Microsoft AD and integrates the identities with Secure Access. Once your users
and groups are provisioned in Secure Access, you can create and enforce AD group-based Access rules and view AD
user-based reports.

Next Steps

1. Review the requirements for setting up the AD components and Cisco AD Connector in your environment. For
more information, see Prerequisites for AD Connectors.

2. Review how to connect multiple AD domains. For more information, see Connect Multiple Active Directory
Domains.

Manage the AD components with Secure Access. For more information, see Manage AD Components.
Manage the AD Connectors. For more information, see Manage AD Connectors.
View theinstalled AD components. For more information, see View AD Components in Secure Access.

Troubleshoot the AD deployments. For more information, see AD Connector Communication Flow and
Troubleshooting.

o gk w

Prerequisites for AD Connectors

To integrate your organization's identities from Microsoft Active Directory (AD) with Cisco Secure Access, deploy
the Cisco AD Connector in your environment.

This guide describes the Windows Server, user account in the AD domain, and network requirements to deploy the
AD Connector. Y ou must meet these requirements before you deploy the AD Connector.

Connector Server
Y ou must configure a server that is a member of the AD domain with the following environment:

* Windows Server 2012, 2012 R2, 2016, 2019, or 2022 with the latest service packs and 100MB free hard disk
drive space.

Note: Windows Server Service packs prior to SP2 are not supported.

* .NET Framework 4.5 or above.

» If alocd anti-virus application is running, allow the CiscoAuditClient.exe and CiscoAuditService.exe processes
to run on the system.

Y ou can deploy the AD Connector directly on the domain controller. In this case, the domain controller must meet
all prerequisites for the Connector server. Only one AD Connector is required to provision identities from an AD
domain. If you require high-availability of the AD Connector, deploy a second AD Connector.
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Outbound Network Access to Secure Access

The server where you install the AD Connector requires outbound access on certain domains and URLSs. If you are
using atransparent HTTP web proxy, ensure that these domains and URLs on port 80/443 are excluded from the
proxy, and not subject to authentication.

» For syncing, allow traffic on 443 (TCP) to api.sse.cisco.com.

» For Windows to perform Certificate Revocation List and Code-Signing checks, allow access to additional URLs
on port 80/443 (TCP). For acomplete list of ports, see AD Connector Communication Flow and Troubleshooting.

« For downloading upgrades, allow traffic on 443 (TCP) to disthost.umbrella.com.

Connector Account
To deploy the AD Connector, create a new user account in the AD domain. This account should have:

* Thelogon name (SAM AccountName) set to Cisco_Connector. Y ou can use a custom username, but you must
configureit with the required permissions.
» Select Password never expires.

Note: Passwords can not include backslashes, quotations (single or double), greater-than or less-than chevron
brackets (< >), or colons.
« Assign Read and Replicating Directory Changes permissions.

Alternatively, you can make the AD Connector account a member of the built-in Enter prise Read-only Domain
Controllersgroup, which will automatically assign these permissions.

The AD Connector does an initial synchronization of the AD structure to Secure Access. After this, it detects
changes to the AD structure and communicates these changes only. The detection of changes requires the
Replicating Directory Changes permission. The AD Connector cannot function without this permission.

The Replicating Directory Changes permission is different from the Replicating Directory Changes All
permission, which enables the retrieval of password hashes. The AD Connector does not read password hashes.
Thus, the AD Connector does not require the Replicating Directory Changes All permission.

Connect Multiple Active Directory Domains

To import users and groups from multiple Active Directory (AD) domains or multiple AD forests, register adomain
controller or domain in Cisco Secure Access for each AD domain that needs to integrate with Secure Access. We
recommend that you deploy a separate Cisco AD Connector for each AD domain. For more information, see Connect
Active Directory to Secure Access.

If you wish to use the same Cisco AD Connector to provision users and groups from multiple AD domains, ensure
that the connector account is created with the same sAM AccountName name and password across all of your
domains.

Thisfeature is not enabled by default. Contact Support to have the feature enabled.

Note: If you have groupsin an AD domain that have member usersin another AD domain, Secure Access requires
that you deploy a single Cisco AD Connector for multiple AD domains.

Manage AD Components

The Cisco Active Directory (AD) Connector integrates Cisco Secure Access with your instance of Microsoft AD.
After you add the AD Connector and the AD components—AD domain controllers and AD domains—in your
environment, you can manage these AD componentsin Secure Access.

This guide describes how to add, remove, and view AD components, and manage Sites for your deployed AD
components.
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Add AD Components in Secure Access China

Theintegration of Active Directory (AD) with Cisco Secure Access Chinarequires that you add the AD components
—AD domains and domain controllers—in the organization's environment and register these AD componentsin
Secure Access China

This guide describes the steps to add domain controllers or domains in Secure Access China and configure the
communications between the domain controllers and the AD Connector.

Prerequisites

e Full Admin user role. For more information, see Manage Accounts.
« For information about the requirements for deploying the AD Connector, see Prerequisites for AD Connectors.

Support for Multiple AD Domains and AD Forests

To integrate multiple AD domains or AD forests with Secure Access China through integrations with domain
controllers, deploy an AD Connector (with an additional AD Connector for redundancy) for each AD domain that
integrates with Secure Access China.

Procedure

Add your AD domain controllers or domains to Secure Access China. After you add the AD components you can
view them in Secure Access China.

* Verify Auditing of Logon Events on Domain Controllers

» Download the Windows Configuration Script for Domain Controllers
¢ Run the Configuration Script on the Domain Controllers

e Add aDomain Controller in Secure Access China

* AddaDomain in Secure Access China

Verify Auditing of Logon Events on Domain Controllers
The AD integration with domain controllers requires each domain controller to audit logon events.

1. On each domain controller (excluding read-only domain controllers), enable the Audit account logon eventsto
include Success and Fai | ureif itissettoNo Audi ti ng.

By default, this group policy isset to log Success logon events and you should not modify it. Secure Access China
reguires the Audit account logon events setting so that it knows whether a user has logged in successfully and can
then compare that login to subsequent events generated by that user.

If the Audit Policy is not set, the Windows Configuration Script for Domain Controller displaysthis error
message:

"ERROR: "

Your Group Policy for this Domain Controller is set to NOT audit successful
| ogon events!

You MUST edit the following Goup Policy for all DCs:

Conmput er Configuration\Policies\Wndows Settings\Security Settings\Local
Pol i ci es\Audit Policy\Audit |ogon events
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Define that policy to audit Success attenpts, gpupdate, and re-run this
scri pt!

Download the Windows Configuration Script for Domain Controllers
The Windows Configuration Script automates the permissions for the Cisco_Connector user.

In Secure Access China, download the Windows Configuration Script for Domain Controller to the domain
controllersin your environments.

1. Navigateto Connect > Usersand Groups> Users, click Provision Users, and then click Active Directory.

After aninitial AD deployment, navigate to Connect > Usersand Groups > Users, click Configuration
management, and expand Active Directory.
2. For Windows Configuration Script for Domain Controller, click Download.

Active Directory

Components Delete
Active Directory Connector & Download
Windows Configuration Script for Domain Controller & Download

3. Download and save the configuration script to alocation on the machine where you plan to run it.

Note: The configuration script iswritten in Visual Basic Script and isin plain text.

Run the Windows Configuration Script for the Domain Controllers

Run the Windows Configuration Script for Domain Controller on all of the domain controllers at each site,
(excluding read-only domain controllers (RODCs)) for each domain that will integrate with Secure Access China.
The configuration script prepares the domain controllers to communicate with the AD Connector.

1. Asan administrator, open an elevated command prompt.

Important: Before running the script, you must create the Cisco_Connector. Also, there are several Group
Policies that affect system operation that may need manual configuration. The script displays the status of these
settings and, if needed, provides instructions on how to change them.

2. Locate the Windows Configuration Script for Domain Controller file and run the script in the command
prompt.

Note: Substitute the Windows configuration script filename (including the.wsf#file extension) in
thecscr ipt#command.

cscript forcenonva=true <W ndows Configuration Script filename with
extension> or cscript forcenonva=true <W ndows Configuration Script
filename with extension> --usernane <sAMAccount Nane for custom user>

Important: The script displays your current configuration, then offers to auto-configure the domain controller. If
the auto-configure steps are successful, the script offers to registers the domain controller with Secure Access China.
Registration only occurs if you accept this offer.

Repeat the steps to add your domain controllersin Secure Access China. It is essentia that each domain controller in
each AD domain environment has the configuration script run on it in order for the service to work as expected, both
for high availability and overal reliability.

Add a Domain Controller in Secure Access China

Choose the domain controller component type and set up the domain controller to sync with Secure Access China.
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For LDAP or LDAPS AD queries, AD integration requires that you register an AD domain controller or AD domain
in Secure Access China. The Cisco AD Connector performs an LDAP sync against this domain controller or domain
to retrieve the Users and Groups. The Cisco AD Connector server communicates with the domain controller on port

389 over TCP for LDAP sync or port 636 over SSL for LDAP.

The Cisco AD Connector can only retrieve users and groups from a single domain controller. If you register multiple
domain controllersin Secure Access China, the Cisco AD Connector only attempts to perform an LDAP sync against
the first domain controller in the list. Ensure that the domain controller you are registering is not subject to any

AD replication delays. Read-only Domain Controller (RODC) registrations are supported for retrieval of users and
groups.

If you need to periodically bring down your domain controller for maintenance or updates or your domain controllers
are behind aload balancer that does not support LDAP queries, we recommend that you register the domain instead.

1. Navigateto Connect > Usersand Groups> Users, click Provision Users, and then click Active Directory.

After aninitial AD deployment, navigate to Connect > Usersand Groups > Users, click Configuration
Management, and expand Active Directory.

2. Click Next.
3. Choose Domain Controller to register the AD domain controller in Secure Access China.

" Register component
Register Component

Select the component type to be configured for syncing with Secure Access. Add data to sync with a specific domain

(2) Install Connector controller or domain. If you select Domain, the Active Directory Connector Service syncs with any available Active

S B

- Directory. Help C7

Domain does not support virtual appliances, except in the case of Windows Event Log Collector deployments
(® Domain Controller () Domain

4. Enter the hostname, internal | P address, and domain of the domain controller.
5. For Active Directory tag, choose a Site to associate with the AD component.
Domain does not support virtual appliances, except in the case of Windows Event Log Collector deployments
(® Domain Controller () Domain

Hostname

[ J

Internal IP address
Domain

l J

Active Directory tag

® v

Use Active Directory tags to identify and filter your components.

Cancel m

6. Click Next, and then follow the instructions to install the AD Connector.

Add a Domain in Secure Access China

1. Choose Domain to register the AD domain component.
2. For Domain, enter the domain name.
3. For Active Directory tag, choose a Site to associate with the AD component.
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4. Click Next, and then follow the instructions to install the Cisco AD Connector.

Domain does not support virtual appliances, except in the case of Windows Event Log Collector deployments

ain Gontroller (@) Domain

Manage Sites for AD Components

The Cisco Active Directory (AD) Connector and the organization's AD domains and domain controllers integrate
Cisco Secure Access with your instance of Microsoft AD. After you add an AD component in Secure Access, you can
select a Secure Access Site for the AD Component.

This guide describes how to manage your Secure Access Sites for the deployed AD components in your organization.
Prerequisites

* Full Admin user role. For more information, see Manage Accounts.
« For information about the requirements for deploying the Cisco AD Connector, see Prerequisites for AD
Connectors.

Procedure
Manage a Site for an AD component that is deployed in your on-premises environment.
e EditaSite

Edit a Site
Choose a Site for the AD component in the organization on Secure Access.

1. Navigate to Connect > Usersand User Groups, click Configuration management, and then expand Active
Directory.

2. For Active Directory components, locate an installed AD component, and then click the ellipsis(...).

3. Click Edit Site.

Name Internal IP Site Type Status Version
@ sse-test.sse-test.com 10.128.135.65 vmware Domain Run a month ago
Controller
WIN-JOJBMVOUQAT .sse- New Sit Installeq Edit Site
QA1.sse 10.128.135.65 ew site AD Connector nstafie
test.com renamed ago
Delete

4. Choose a Site for the AD component, and then click Save.

i, Edit Active Directory Site

Choose an Active Directory site to edit. To add a new site, start typing within
the pull-down field and then choose Add.

Active Directory site

1 Site ® v

Cancel



| Provision Users and Groups from Active Directory | 123

View AD Components in Secure Access China

Theintegration of Active Directory (AD) with Cisco Secure Access requires that you add the organization's AD
components on Secure Access Chinaand integrate a Cisco AD Connector. Once these AD components are added, you
can view them in Secure Access China. Y ou can also view the AD Connector deployments in Secure Access China.

This guide describes how to view the AD components that you registered with Secure Access China and the AD
Connectors, which you deployed in your environments.

Prerequisites

e Full Admin user role. For more information, see Manage Accounts.
« For information about the requirements for deploying the AD Connector, see Prerequisites for AD Connectors.

Procedure

In Secure Access China, view the AD components and AD Connectors that you deployed.

View AD Components in Secure Access China

It can take up to four hours for large numbers of AD user and group objects to synchronize for the first time.

Seeing your groups listed means the domain controllers have automatically synchronized user and computer group
memberships with Secure Access Chinathrough the AD Connector successfully. Any subsequent changes should also
sync successfully.

Note: If the AD Connector does not appear in Secure Access China and you have met the network requirements,
check that the AD Connector server is not missing the DigiCert CA. If a certificate error is presented, download and
install the latest DigiCert Global Root CA#from DigiCert#and restart the Cisco Active Directory Service. If it does not
appear, contact Cisco Secure Access Support.

1. Navigateto Connect > Usersand User Groups, click Configuration management, and then expand Active
Directory.

Provisioning Add users and groups to Secure Access through a supported IdP. HelpC? Provision users and groups

Current AD user configurations include the following.

‘ Active Directory ]

2. For Active Directory components, view the properties of the installed AD components.

« Name—The hostname of the Windows computer where you installed the AD Component.

e Internal IP—Theinternal IP address of the AD component.

» Site—The unique label that identifies the Site associated with the AD component.

e Type—Thetype of AD component, either Domain Controller, Domain, or AD Connector.
e Status—The state of the AD component.

* Version—The version of the AD component.

Active Directory components

Name Internal IP Site Type Status Version
Domain
(D sse-test.sse-test.com 10.128.135.65 vmware Run a month ago
Controller
WIN-JOJEMVIUQA1.ss8~ New Site Installed a month
@ 10.128.135.65 AD Connector 1.13.8
test.com renamed ago

Rows perpage 2 ~ < 2 3 .11 >
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Delete AD Components

After you register the Active Directory (AD) components in Secure Access, you can delete a single AD component or
remove all AD components for the organization. When the AD components (Cisco AD Connector, and AD domain
or domain controller) are deleted, you can no longer protect and monitor the users and groups in the organization that
you provisioned from AD.

This guide describes the steps to remove asingle AD component that you added to Secure Access or the integration
of AD (al AD components) with Secure Access.

Prerequisites
e Full Admin user role. For more information, see Manage Accounts.
Procedure

Remove asingle AD component for the organization or delete all AD components that you registered with Secure
Access.

* Deletean AD Component
* Remove All AD Components

Delete an AD Component
Delete asingle AD component that was added in Secure Access.

1. Navigate to Connect > Usersand User Groups, click Configuration management, and then expand Active

Directory.
2. For Active Directory components, locate an installed AD component, and then click the ellipsis(...).
3. Click Delete.
Name Internal IP Site Type Status Version
@® sse-test.sse-test.com 10.128.135.65 vmware Domain Run a month ago
Controller
- - i Edit Si
WIN-JOJEMVOUQA1 .sse 10.128.135.65 New Site AD Connector Installe it Site
test.com renamed ago Delete

4. Click Delete to confirm the removal of the AD component in Secure Access.

Remove All AD Components
Remove al AD components for the organization in Secure Access.

1. Navigate to Connect > Usersand User Groups, click Configuration Management > Configurations, and then
expand Active Directory.

2. For Active Directory components, click Delete.

Are you sure you want to delete all Active Directory
s usersand groups?

Note: You must turn off the on-premise AD connector before deleting AD users

and groups.

3. Click Delete, to confirm the removal of al registered AD componentsin Secure Access and remove the users and
groups that were provisioned for AD.
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Manage AD Connectors

The Cisco Active Directory (AD) Connector integrates Cisco Secure Access with your instance of Microsoft Active
Directory (AD). Before you can provision users and groups from AD to Secure Access, complete the setup of the AD
components, register the AD Componentsin Secure Access, and install the Cisco AD Connector in the organization's
environment.

How to Connect Active Directory to Secure Access

The deployment of the AD Connector has various components and configuration settings. Y ou can configure the
Cisco AD Connector to provision users and groups from Microsoft AD using LDAP or LDAPS (domain controller or
domain), or LDAP Interchange Format (LDIF) sourcefiles.

1. Add domain controllers or domainsin Secure Access for LDAP or LDAPS deployments. For more information,
see Add AD Components to Secure Access.

2. (Optional) Configure authentication for the AD Connectorsin your environment. For more information, see
Configure Authentication for AD Connectors.

3. (Optional) Configure updates for the AD Connectorsin your environment. For more information, see Configure
Updates on AD Connectors.

4. Download the AD Connector software package and install it on your AD server. For more information, see
Connect Active Directory to Secure Access.

5. (Optional) Configure the provisioning of users and groups with LDIF source files. For more information, see
Deploy LDIF Filesfor AD Connector.

6. (Optional) Change the AD Connector account password. For more information, see Change the Connector
Account Password.

7. View theinstalled AD componentsin Secure Access and verify that users and groups begin to sync with Secure
Access. For more information, see View AD Components in Secure Access.

Configure Authentication for AD Connectors

Cisco Secure Access communicates with the deployed Cisco Active Directory (AD) Connectorsin your
environments. Secure Access makes software syncs and health checks to the AD Connectors and requires that AP
reguests from the AD Connectors use authentication. For information about deploying the Cisco AD Connector, see
Connect Active Directory to Secure Access.

To manage the authentication of the communications from the AD Connectors to Secure Access, we recommend that
you configure API key credentials for your AD Connector deployments. Your API key credentials apply to al AD
Connectors that are deployed in your environment.

How to Set Up Your API Credentials

1. First, create the Secure Access Key Admin API key and secret.

2. Then, use your Secure Access Key Admin API key credentials to generate your Secure Access client APl key and
secret. Your Secure Access client APl key credentials are stored in the AD Connectors that are deployed in the
organization.

Important:
Secure Access client API key credentials are valid for 90 days.

AD Connectors use the organization's Secure Access client API key credentials to generate an OAuth 2.0 access
token, which authorizes API requests from the AD Connectorsto Secure Access. The accesstoken isincluded in
every API request from the AD Connector to Secure Access.

Prerequisites

e Full Admin user role. For more information, see Manage Accounts.
» Cisco AD Connector version 1.14.4 or newer.
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Procedure

Create a Secure Access Key Admin API key and secret. Use the Secure Access Key Admin API credentials to
generate your Secure Access client APl key credentials.

The Secure Access client API key and secret are stored in the AD Connectors that you deploy in your environments.
The generated API credentials (key and secret) apply to all AD Connectorsin the organization.

e Step 1 —Create the Key Admin APl Key Credentials
e Step 2 —Add the Key Admin API Key Credentials

Step 1 — Create the Key Admin API Key Credentials
1. Create a Secure Access Key Admin API key. For more information, see Add Key Admin APl Keys.
Select each type of permission for the key.

Permissions
Select the areas of Secure Access API Key functionality that this key is allowed to

manage.

List API Keys Read-
Only

Create API Keys Write
Update API Keys Write
Refresh API Keys Write
Delete API Keys Write

Note: Save your Key Admin API key and secret and use these credential s to configure the authentication for the
AD Connectors in the organization.

Step 2 — Add the Key Admin API Key Credentials

Add the Secure Access Key Admin APl key and secret to the AD Connector in Users and Groups > Configuration
Management > APl Authentication. Then, generate a Secure Access client API key and secret.

1. Navigate to Connect > Usersand User Groups > Configuration Management.

Users and User Groups

Manage your organization's users and user groups. To add new users and user groups, provision them through a supported identity provider.

Once added, users and user groups can then be added to an access rule. HelpCh

Users Groups & Configuration management

2. Click Advanced Settings.

< Users and Groups

Configuration Management

Select how you want to connect users to Secure Access. HelpT

Configurations  Advanced Settings
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3. For Key Admin API Key, add the Key Admin APl key, and for Key Admin Key Secret, add the Key Admin
API key secret. For information about creating the Key Admin API key, see Step 1 — Create the Key Admin API
Key Credentials.

Generate a Secure Access Client AP| Key Pair

A Secure Access API key pair is required to generate a Client APl and Secret key pair. To generate a
Secure Access API Key Pair, navigate to Admin > APl KeysCH

Key Admin APl Key (O Admin Key Secret (O

4. After you add the Key Admin API key and secret, click Generate Client APl Key Pair.
5. Savethe Secure Access client API key and secret.

Secure Access updates the client API key and secret automatically every 90 days.

Key Admin API Key API Authentication
secescscssscee @ 0O October 8th, 2024 4:00 AM UTC
API Client Key Key expiration

Auto-refreshes in 90 days

ssssssssssssss 1O ﬁl Refresh

C' Reset Client API Key ]

Refresh Client API Key and Secret
Refresh your Secure Access client APl key and secret.

1. Navigate to Connect > Usersand User Groups > Configuration M anagement.

Users and User Groups

Manage your organization’s users and user groups. To add new users and user groups, provision them through a supported identity provider.

Once added, users and user groups can then be added to an access rule. HelpCh

Users Groups & configuration management

2. Click Advanced Settings.
3. Click Refresh.

Secure Access refreshes the client API key and secret.

Key Admin API Key API Authentication

0

cessssssscsncs ®

October 8th, 2024 4:00 AM UTC

API Client Key Key expiration

® O Auto-refreshes in 90 days
o Refresh C' Reset Client API Key

4. For Refresh Client Keys, check the box to confirm the deletion of the client API key and secret.

i, Refresh Client Keys

Are you sure you want to reset keys? You'll have to set it up again. This action
cannot be undone

¢ This key has been used at least once in the last 0 days.
¢ Regenerating client keys may break or interrupt an integration.

O | understand all of the implications and would like to proceed

Cancel

5. Click Refresh.
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Reset Client APl Key
Delete your Secure Access Key Admin API key and Secure Access client API key.
Important:

After you delete the Key Admin APl key and client APl key, existing AD Connector deployments may continue to
use the stored Secure Access client APl key and secret for up to 90 days.

1. Navigateto Connect > Usersand User Groups > Configuration M anagement.

Users and User Groups

Manage your organization’s users and user groups. To add new users and user groups, provision them through a supported identity provider.
Once added, users and user groups can then be added to an access rule. HelpCy

Users Groups & Configuration management

2. Click Advanced Settings.
3. Click Reset Client API Key.

Key Admin APl Key API Authentication

-------------- ® [J  October 8th, 2024 4:00 AM UTC

API Client Key Key expiration

- Auto-refreshes in 90 days
-------------- © O Refresh C' Reset Client API Key

4. For Reset Client Keys, check the box to confirm the deletion of both the Key Admin API key and client API key
for the AD Connectors in the organization.

i, Reset Client Keys

Are you sure you want to reset keys? You'll have to set it up again. This action
cannot be undone

* This key has been used at least once in the last 0 days.
¢ Regenerating client keys may break or interrupt an integration.

O | understand all of the implications and would like to proceed

Cancel

5. Click Reset.

Configure Updates on AD Connectors

Y ou can schedule the date and time that Cisco Secure Access updates the Active Directory (AD) Connector software
on your deployed Cisco AD Connectors. When scheduled, Secure Access checksif an AD Connector has the latest
version of the software. If anew version is available, Secure Access removesthe installed AD Connector software
from your systems and deploys the latest version of the AD Connector.

Prerequisites

e Full Admin user role. For more information, see Manage Accounts.
« Deploy an AD Connector in your environment. For more information, see Connect Active Directory to Secure
Access.

Procedure
Select the day and time to update your deployed AD Connectors automatically.

1. Navigate to Connect > Users and Groups > Configuration Management.
2. For Provisioning, expand Active Directory.
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3. Navigate to Active Directory Connector Auto-Upgrades, and then click Edit.

Active Directory Connector Auto-Upgrades
Schedule regular upgrades for your Active Directory connectors.

Day Time Range
Tuesday 6:00am - 10:00am (PST) & Edit

4. For Day, choose the day of the week to update the AD Connector software.

Note: The default Day is Any day—On every day of the week, if a software update is available, Secure Access
attempts to redeploy the AD Connectors with the latest version of the software.

Active Directory Connector Auto-Upgrades
Schedule regular upgrades for your Active Directory connectors.

Day Time Range
[Tuesdav ~ ] [6:00am-1o:00am (PST) v] Save
Any day
onents

Sunday
Monday ernal IP AD Tag Type Status Version
Tuesday ssesite Domain ——-
Wednesday

Default Site Domain —
Thursday
Friday Rows perpage 2 v < 2 3 .. 13 >
Saturday

5. For Time Range, choose the four-hour time period to update the AD Connectors on the scheduled day.
Note: Thedefault Time Rangeis2:00 am - 6:00 am PST.

Active Directory Connector Auto-Upgrades
Schedule regular upgrades for your Active Directory connectors.

Day Time Range

[Tuesday v ] [6:00am-10:00am (PST) A~ ] Save

-

12:00am - 4:00am (PST)
Active Directory compo
1:00am - 5:00am (PST)

Name Inte 2:00am - 6:00am (PST) ype Status Version

@ ssedemol.com 3:00am - 7:00am (PST) domain -
4:00am - 8:00am (PST)

© test147 domain ---
5:00am - 9:00am (PST)

6:00am - 10:00am (PST) 2 - ([I] 2 3 .. 13 >

7:00am - 11:00am (PST)

6. Click Save.
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Connect Active Directory to Secure Access

The Cisco Active Directory (AD) Connector integrates Cisco Secure Access with your instance of Microsoft Active
Directory (AD). Before you can provision users and groups from AD to Secure Access, register the AD Components
in the environment (domain controller or domain) to Secure Access. Then, download the Cisco AD Connector
software package and install the AD Connector in the organization's environment.

This guide describes the steps to install the Cisco AD Connector for LDAP or LDAPS, and provision users and
groups from your instance of Microsoft AD to Secure Access.

Prerequisites

e Full Admin user role. For more information, see Manage Accounts.

*  Set up the AD Connector server, user account, and environment for deploying the AD Connector. For more
information, see Prerequisites for AD Connectors.

* Addthe AD componentsin Secure Access. For more information, see Add AD Componentsin Secure Access.

e (Optiona) Configure Authentication for AD Connectors. For more information, see Configure Authentication for
AD Connectors.

* (Optional) Configure software updates on the AD Connector. For more information, see Configure Updates on
AD Connectors.

Procedure
Download the software package for the Cisco AD Connector and install an AD Connector in your environment.

e Step 1 —Download the Active Directory Connector
* Step 2-—Ingtall the Active Directory Connector

Step 1 — Download the Active Directory Connector
Download the Cisco AD Connector from Secure Access to your server.

Note: When you download the Cisco AD Connector software package, and if you did not configure API key
credentials for the AD Connectors, Secure Access displays awarning message. We recommend that you configure
API keysfor your AD Connectors. For more information, see Configure Authentication for AD Connectors.

1. Configure a server to run the Cisco AD Connector, and then sign in to Secure Access on that server.

2. Navigate to Connect > Usersand Groups > Usersand click Provision Users, or navigate to Connect > Users
and Groups > Groups and click Provision Groups.

3. #ForProvisioning Method, click Active Directory or expand Active Directory.

4. For Active Directory Connector, click **#Download** to save the Cisco AD connector software package to the
server. The deployment package is named: CiscoAuditClient_vX.X.X.zip.

Active Directory

Components 1 Delete

Active Directory Connector & Download

Windows Configuration Script for Domain Controller & Download

Note: You must download the ZIP file to the local machine where you plan to run it, or copy it locally from another
machine. We do not recommend that you install the Cisco AD Connector from a network drive or run the setup.msi
directly from the compressed file.

Step 2 - Install the Active Directory Connector

As an administrator, extract the contents of the Cisco AD Connector ZIP file to afolder on the server, and then
navigate to that folder.
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Note: If you runthe AD Connector installer from the root directory of your server, you may encounter installation
errors.

1. Runsetup.msi, and then in the Cisco AD Connector Setup wizard, click Next.

'f:'-'s'c'g' Welcome to the Cisco AD Connector

) Setup Wizard
Cisco
AD Connector
The Setup Wizard will install Cisco AD Connector on your

computer. Click Next to continue or Cancel to exit the Setup
Wizard.

Destination Folder .|||,|||.
Click Next to install to the default folder or dick Change to choose another. clsco

Install Cisco AD Connector to:

|C:¥Program Files (x86)\Cisco\
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3. Confirm that you permit your AD Users and Groups to sync to Secure Access from the Cisco AD Connector.

i Cisco AD Connector Setup [ ==

e
CISCO

Attention: Synchronization of AD data to Cisco

All your AD groups, users and computers (except built-in groups) will be
synchronized to Cisco

If you wish to synchronize only a specific set of AD groups, cancel this installation and
first create a file C:\CiscoADGroups.dat that contains the Distinguished Name of each
AD group that needs to be synchronized. Any sub-groups for these AD groups will
automatically be induded. Run this Setup again after you have created this file.

Check Cisco documentation for more details.;

If you have already specified the list of groups in C:\CiscoADGroups.dat file or wish to
synchronize your entire AD tree to Cisco, you can ignore this message.

| Back || Next | | Cancel |

4. Addyour Active Directory credentials. Enter the User name of the Connector user (Cisco_Connector or custom
username) and the Passwor d.
5. Follow the remaining prompts in the setup, and when finished click Finish.

(Optional) Specify AD Groups in Selective Sync File

Y ou can specify the AD Groups for the purpose of creating Access rules in Secure Access. Users and computers
belonging to these Groups synchronize to Secure Access.

Rename Selective Sync File After Upgrading to AD Connector v1.14.4

If you use selective sync and upgrade the Cisco AD Connectorsto v1.14.4 or later, you must rename the current
selective sync file C:\CiscoUmbr ellaADGr oups.dat to C:\CiscoADGroups.dat.

Note: The selective sync file—previously named CiscoUmbr ellaADGr oups.dat—is not recognized by the Cisco
AD Connector v1.1.4.4 or |ater.

After you rename the selective sync file, Secure Access automatically reads the selective sync file (C:
\CiscoADGr oups.dat) and syncs the Usersin the specific Groups from AD to Secure Access. You are hot required to
restart the AD Connector service.

Create AD Groups in a Selective Sync File
1. Identify the AD Groups of interest. Users and computers belonging to these Groups synchronize to Secure Access.

For each sub-tree, only the parent group needs to be specified. All AD groups, users, and computers that are part
of this parent group are automatically included.

Note: If you enabled Selective Sync, AD Users and Computers that are#not#members of Groups specified in
CiscoADGroups.dat or their subgroups are not synchronized to Secure Access and are completely exempt from
Secure Access access rules and reports.

Note: When configuring Selective Sync for Cisco AD Connector, do not use top-level built-in groups such as
Domain Users or Domain Computer sin the group filter. These built-in primary groups typically include most

or al identities in the domain. In multi-domain environments, their use may result in users and computers from all
domains being synchronized unintentionally. To maintain precise and predictable control over which identities are
synchronized, create and use dedicated custom groups for selective sync instead.
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2. Create aCiscoADGroups.dat filein the C:\ drive of each machine where the connector isinstalled.

The connector only reads the C:\CiscoADGroups.dat file. If thefile isincorrectly named or is not present in the
C:\ drive, all groups areimported to Secure Access.

3. Listthe AD groups that need to be synchronized in di st i ngui shed namne (DN) format in thisfile.
4. Ensurethat there are no blank lines anywhere in the file.

Note: Note: If you are running multiple AD Connectors, the fileC:\CiscoADGr oups.dat#should be present on
each system running the AD Connector and should be identical on each system.

Supported Organizational Units

CN=EMy G oup, QU=Or gani zati onal Unit, DC=sanpl e, DC=Il ocal
Unsupported Organizational Units

OUE=My QU, QU=0r gani zat i onal Unit, DC=sanpl e, DC=I ocal
Sample File Entries

CN=ENgi neeri ng, CN=Bui | ti n, DC=ci scounbr el | a, DC=com
CN=Sal es, CN=Bui | ti n, DC=ci scounbrel | a, DC=com

CN=Mar ket i ng, CN=Bui | ti n, DC=ci scounbr el | a, DC=com

Total Number of Groups Selected for Synchronization

Groups specified in the selective sync file and al of their subgroups should not exceed 15,000. Also, these Groups
should not be nested within more than five OU levels. Selective synchronization failsin both cases.

Note:

If you can not meet either of these requirements, we recommend that you do not use the selective sync file. Instead,
you can do afull AD tree synchronization.

Deploy LDIF Files for AD Connector

The Cisco Active Directory (AD) Connector integrates with Cisco Secure Access to provision the organization's users
and groups from AD. You can install and configure the AD Connector to provision users and groups using LDAP
Interchange Format (L DIF) source files. Once you deploy the LDIF files on your server, the AD Connector syncs the
users and groups in your organization with Secure Access.

For information about deploying the AD Connector with LDAP or LDAPS, see Connect Active Directory to Secure
Access.

Best Practices for LDIF Source Deployments
« Do not combine manually provisioned (CSV file) users and groups with L DIF-based sourcing deployments.

If you use both deployment methods, you may add duplicate users and groups in your organization.
e To migrate from the manually provisioned users and groups to L DIF-based sourcing, delete the CSV file with the
users and groups that you uploaded to Secure Access.

< If you have multiple Active Directory deployments and choose to manually provision users and groups, we
recommend that you deploy the AD Connector with LDIF source files.

« Onceyou provision users and groups with L DIF-based sourcing, we do not recommend that you delete the
deployment and provision the users and groups using another deployment method.

» LDIF-based sourcing does not require Secure Access Domain Controllers.
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Requirements
Requirements for deploying LDIF source files on your server:

e LDIF can support multiple domains.
* Createthe LDIF filesin the Text document format.

Known Limitations

» No support for selective groups-only sync.
« No support for incremental sync.

Prerequisites

e Full Admin user role. For more information, see Manage Accounts.

« For information about network requirements, and connector user account and server prerequisites, see
Prerequisites for AD Connectors.

» Cisco AD Connector version 1.14.4 or newer.

Procedure
Download, install, and configure the Cisco AD Connector. Then, deploy the LDIF sourcefiles.

e Step 1 —Download the Active Directory Connector
e Step 2 —Install the Cisco AD Connector
e Step 3—Deploy the LDIF Source Files

Step 1 — Download the Active Directory Connector
Download the Cisco AD Connector from Secure Access to your server.

Note: When you download the Cisco AD Connector software package, and if you did not configure API key
credentials for the AD Connectors, Secure Access displays awarning message. We recommend that you configure
API keysfor your AD Connectors. For more information, see Configure Authentication for AD Connectors.

1. Configure aserver to run the Cisco AD Connector, and then sign in to Secure Access on that server.

2. Navigate to Connect > Usersand Groups > Usersand click Provision Users, or navigate to Connect > Users
and Groups > Groups and click Provision Groups.

3. #ForProvisioning Method, click Active Directory or expand Active Directory.

4. For Active Directory Connector, click **#Download** to save the Cisco AD connector deployment package to
the server. The deployment package is named: CiscoAuditClient_vX.X.X.zip.

Active Directory

Components Delete

Active Directory Connector & Download

Windows Configuration Script for Domain Controller & Download

Note:

Y ou must download the ZIP file to the local machine where you plan to run it, or copy it locally from another
machine. We do not recommend that you install the Cisco AD Connector from a network drive or run the setup.msi
directly from the compressed file.
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Step 2 — Install the Cisco AD Connector

As an administrator, extract the contents of the ZIP file that you downloaded to afolder and then navigate to that
folder.

If you run the Cisco AD Connector installer files from the root directory of your device, you may encounter
installation errors.

1
2.

3.

Runsetup.msi.

Enter the username of the Connector user (Cisco_Connector or custom username) and the password. For more
information, see Prerequisitesfor AD Connectors.

Select Local LDIF fileslookup, and then click Next.

Follow the promptsin the setup, and then click Finish.

13 Cisco AD Connector Setup | = o [l

TIr
CISCO

Provisioning of AD data to Cisco

How do you want to provision identities to Cisco?

(O AD Lookup (using LDAP/LDAPS)
(®) Local LDIF files lookup

For AD lookup, the AD Connector will perform a LDAP lookup of the Domain Controller or
Domain registered in the same site.

For LDIF files lookup, the AD Connector will look in the local root (C:\) folder for the
Cisco-AD-Connector-LDIF. zip file.

Back || Next | | Cancel

Step 3 — Deploy the LDIF Source Files

Deploy the LDIF source files on your server. For more information, see Best Practices for LDIF Source Deployments
and Requirements.

1

Navigate to the C:\ drive on your server.
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2. Generate the LDIF files for the users and groups in your organization, and zip the filesinto afile. Name the file
Cisco-AD-Connector -L DIF.zip.

» Base-64 encode the value of the objectGUID fields.
« Usetwo colons (::) to separate the object GUID fields.
» For users, create an ** UserStruct.Idif ** file. The supported fields are:

e dn, objectGUID, sAM AccountName, user PrincipalName, member Of, and primaryGroupl D.
« For groups, create a GroupStruct.ldif file. The supported fields are:

e dn, objectGUID, sAM AccountName, user PrincipalName, member Of, and primaryGroupT oken.

3. Onceyou create the ZIP file, the AD Connector automatically syncs the users and groups with Secure Access.
Syncs occur every five minutes.

« v 4 ‘aa > ThisPC > Local Disk (C:) v O
Name Date modified Type Size
s Quick access

. ADC-testing-neworg 7/9/2024 8:18 AM File folder

Cisco o -
OpenDNSAuditClient_v1.12.0 File folder
I Desktop Perflogs File folder
¥ Downloads Program Files File folder
| Documents Program Files (x86) File folder
&= Pictures setups File folder
OpenDNS test-debug-1674 File folder

test-manual-upgrade File folder

enhanced-debug-tl

. test-vikram-repro-1665 File folder
existing

Users File folder

fallbackissue Windows File folder

setups ¢ Cisco AD Connector.zip

Compressed (zipp

DATFile

I This PC 7] CiscoUmbrellaADGroups.dat

[Z] compile_and_run bat Windows Batch File

J 3D Objects

DATFile

Config - Copy.dat

I Desktop Config.dat
5] Documents [ debug_1674.ps1
¥ Downloads | EventLogReaderProgram.cs
J‘\ Music = New.vhd
=] Pictures ¢ OpenDNSAuditClient_v1.12.0.zip
B Videos §5) Orca-x86_en-us.msi
]5] Setup.msi

“im Local Disk (C:)
1':1# Setup-1.13.5-logging.msi

New Vol E:
= New Volume (£) ﬁjwmsdksetup‘exe 6/7/2024 6:14 Al

= New Volume (E:) ¢ Cisco-AD-Connector-LDIF zip 7/10/2024 8:31 AM
Cisco LDIFS 7/10/2024 8:32 AM
OpenDNS

Troubleshooting
Various configuration conditions of the AD Connector with LDIF source files can result in provisioning errors.
Scenario 1

* You uploaded an Cisco-AD-Connector-L DIF.zip file with users and groups in a particular set of domains. Later,
you uploaded another Cisco-AD-Connector-L DI F.zip file (with a different set of domains) and expected only the
identities from these domains to be present. However, the identities from the domain of the previous upload were
retained and not removed.

Possible Cause: This configuration is not supported.
Solution: Raise arequest with Cisco Support.
Scenario 2

The Cisco-SSE-AD-Connector -L DIF.zip fileis not found. The Cisco AD Connector can not sync the users and
groups with Secure Access.

Solution: Ensure that the Cisco-AD-Connector-L DIF.zip file islocated under the C:\ drive on the server.
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Scenario 3

If one or both of the LDIF source files (User Struct.ldif and GroupStruct.ldif) are not present or empty, then the
Cisco AD Connector can not sync the users and groups with Secure Access.

Solution: Verify the contentsin the Cisco-AD-Connector-L DIF.zip file and upload the file to the C:\ drive on the
server.

Scenario 4

Ensurethat all fieldsin the LDIF source files are valid with no inappropriate values. The dn field is required and
should contain appropriate val ues.

Analyze Logs

Y ou can find the Cisco AD Connector logs on the server in the C:\Program Files (x86)\Cisco\CiscoAD Connector
\v1.14.4 folder. Thelog files are:

» For errors—CiscoAuditClient.error.log.
» For all events—CiscoAuditClient.log.

Change the Connector Account Password

For regulatory compliance, you may need to change the password of the Cisco Active Directory (AD) Connector
account. Y ou can modify this password without impacting the functionality of the Cisco AD Connector.

Changing the password on the Cisco AD Connector ensures that the AD connector can communicate with Microsoft
AD using the new credentials. If the AD Connector account password is not correct, the Cisco AD Connector is
unable to subscribe to login events and AD changes.

Note: If the password is not changed, Secure Access cannot accurately identify Web requests with the AD users or
groups, and cannot sync user and group changes from AD.

Prerequisites

* Administrative privileges on the server where you will install the AD Connector.
* Install and set up the AD Connector on a server in your organization. For more information, see Connect Active
Directory to Secure Access.

Procedure

1. Signinto the account from any system that is a member of the domain and then set the new password.
2. Stop the Cisco AD Connector service.

3. Navigate to C:\Program Files (x86)\Cisco\CiscoADConnector and run the file CiscoPasswor dM anager .exe. If
you see any errors, you may need to run this utility as an administrator.

4. When prompted, add your new password.
Start the Cisco Active Directory Service service.
6. Repeat steps 2 and 3 for each deployed AD Connector.

o

AD Connector Communication Flow and Troubleshooting

The Cisco Active Directory (AD) Connector isaWindows application and service that communicates with Cisco
Secure Access Chinaand AD domain controllers. The Cisco AD Connector only syncs the required AD User and
Group attributes with Secure Access China.

The following information describes the communication flow between a Cisco AD Connector and AD domain
controllers, the attributes that sync between AD, the AD Connector, and Secure Access China, and the steps that you
can take to troubleshoot your Cisco AD Connector deployment.

The diagram includes the deployment of the Secure Access China Virtual Appliance.
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Site

443TCP api.ciscosecureaccess.cn
——
disthost.ciscosecureaccess.cn
Cisco AD Connector ocsp.digicert.com
< soTCP crl3.digicert.com
- —
m D — crld.digicert.com

crl.comodoca.com
80/UDPTCP

ocsp.comodoca.com

crl.usertrust.com
135 TCP

L
Domain
ontrollers
e

89, 636, 1024-65535 TCP

ocsp.usertrust.com

Communication Flow

1. The Cisco AD Connector first attempts to communicate to the AD domain controller over secure lightweight
directory access protocol (LDAPS) on port 646. If unsuccessful, the Cisco AD Connector falls back to
communicating over LDAP on port 389 using first Kerberos authentication and if that does not succeed, NTLM
authentication (Windows NT LAN Manager) over LDAP.

2. The Cisco AD Connector retrieves the AD Users and Groups details only.

Note: If there are updates, the Cisco AD Connector sends the AD data every five minutesusing an HTTPS
connection on TCP port 443. However, it can take an hour or longer for changes to reflect in Secure Access
China.

Secure Access China stores these required attributes from each object:

¢ sAMAccount Name—The username that you use to sign into the Cisco AD Connector.

e dn—Thedistinguished name.

e user Princi pal Nanme—The user's principa name.

« menber OF —The groups that include the user.

e 0bj ect GUI D—The group ID of the object. This property is sent to Secure Access China as a hash.
e primryG oupl d—The primary group ID that is available for Users and Groups.

e primaryG oupToken—The primary group token that is available only for Groups. Passwords or password
hashes are not retrieved. Secure Access Chinausesthe pri mar yGr oupToken datain the access policy and
configuration and reporting. This datais also required for each user or per-computer filtering.
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3. The Cisco AD Connector storesthe AD User and Group datalocally in .Idif files.

Thelocal AD User and Groups data is contained within thisfolder: C: \\ Program Fi | es (x86)\\ G sco\
\ G scoADConnect or\\ ADSync.

Review thefilesin the .Idif filesin the ADSync directory to confirm that the Cisco AD Connector synchronized
the AD Users and Groups data to Secure Access China.

Note: When you install the Cisco AD Connector, you have the option to turn off the local storageof . | di f files.

15 Cisco AD Connector Setup |L|£-

Ninir
CISCO

Provisioning of AD data to Cisco

How do you want to provision identities to Cisco?

(® AD Lookup (using LDAP/LDAPS)
(O Local LDIF files lookup

For AD lookup, the AD Connector will perform a LDAP lookup of the Domain Controller or
Domain registered in the same site.

For LDIF files lookup, the AD Connector will look in the local root (C:\) folder for the
Cisco-AD-Connector-LDIF.zip file.

Back || Next | | Cancel

Troubleshooting
Recommendations for troubl eshooting the communications with the Cisco AD Connector.
Network Requirements

The Cisco AD Connector communicates with Secure Access China and the deployed domain controllers. Ensure
that you allow certain domains and services on your firewalls. For more information, see Network Requirements for
Secure Access China.

Table 1:
Port and Protocol Source Destination Note
443/TCP AD Connector api.ciscosecureaccesscn [+ Initial registration with
. . the Secure Access
disthost.ciscosecur eaccess.¢n .
China

» Automatic updates

e Health status reporting
in Secure Access China




Port and Protocol

Source

Destination

Note

80/TCP

AD Connector

ocsp.digicert.com
crl3.digicert.com

crl4.digicert.com

Check for certificate
revocations through the
Online Certificate Status
Protocol (OCSP) and
certificate revocation lists
(CRLS).

389/TCP
636/TCP

AD Connector

Domain controller or
domain

Sync with LDAP/LDAPS

Note: The Digicert domains resolve to various | P addresses based on a CDN and are subject to change.

If you experience any issues communicating with Secure Access China, we recommend that you check for any
Layer-7 application proxies, which may block or drop data sent to Secure Access China. A common case isthe
inspect feature on Cisco devices that communicate on HTTP, or HTTPS. For more information, see Cisco Security
Appliance Command Line Configuration Guide, Version 7.2.

Restart the Active Directory Connector

Y ou can restart the Cisco AD Connector service on the AD Connector server. Restarting the Cisco AD Connector
triggers afull synchronization of the AD Users and Groups, not only the changes from the previous sync to Secure

Access China.

If your Cisco AD Connector is not in the Okay state, contact Support.



https://www.cisco.com/c/en/us/td/docs/security/asa/asa72/configuration/guide/conf_gd/inspect.html
https://www.cisco.com/c/en/us/td/docs/security/asa/asa72/configuration/guide/conf_gd/inspect.html
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Configure Integrations with SAML Identity Providers

Cisco Secure Access enables you to connect securely to the internet, web resources in private and public clouds,

your organization's on-premises private resources, and Software as a Service (SaaS) applications. To create more
granular policy rules and to enable Secure Access to authenticate users connecting from networks or network tunnels,
you must integrate a Security Assertion Markup Language (SAML) identity provider (1dP) with Secure Access. The
SAML IdP provides single sign-on (SSO) authentication. Secure Access establishes atrust relationship with the [dP.

Secure Access supports Security Assertion Markup Language (SAML) for single sign-on (SSO) authentication of
users. Secure Access integrates with various SAML 2.0 IdPs: Azure Active Directory (Azure AD), Duo, Okta, Ping
Identity, Active Directory Federation Services (AD FS), and OpenAM.

Once usersin your organization are configured to use SSO, the SAML I1dP manages all authentication requests. A
user authenticates to the SSO 1dP, automatically signsin to Secure Access, and is authorized to connect to certain
resources.

Use Cases

Secure Access uses SAML authentication to provide seamless connections to web resources and private resources
from user devices.

Secure Internet Access—Networks and Network Tunnels

« Secure web gateway—The Cisco Secure Access secure web gateway (SWG) uses SAML to authenticate and
authorize web requests from user devices sent over networks and network tunnels. Internet traffic is protected by
the Secure Access Web security layers. The Secure Access SWG is not an open proxy. Secure Access must trust
the source that forwards web traffic to it, whether the source is a network or network tunnel.

e SAML uses acookie surrogate. When a browser sends an HT TP request, Secure Access checks if the request
contains the HTTP Cookie header. If the cookie is not set, Secure Access can not authenticate the user.

*  Web Security SAML Data Flow

Organization Secure ACCess Internet
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Configure Identity Providers for SAML Authentication

» Configure Azure AD for SAML

» Configure Oktafor SAML

e Configure AD FSfor SAML

e Configure PinglD for SAML

» Configure Duo Security for SAML
« Configure OpenAM for SAML

Prerequisites for SAML Authentication

To configure the integration of a Security Assertion Markup Language (SAML) identity provider (1dP) with Cisco
Secure Access, you must meet certain requirements.

Secure Access Service Provider Metadata

e Secure Access China Entity ID— saml.id.ciscosecur eaccess.cn
» Secure Access Entity URL—fg.id.ciscosecur eaccess.cn/gw/auth/acs/r esponse

Requirements

» |If your organization integrates with AD FS, we recommend that you bypass web traffic to the
id.ciscosecur eaccess.cn domain on the Secure Access secure web gateway (SWG). Otherwise, send
id.ciscosecur eaccess.cn reguests to the SWG, not directly to the internet. For more information about bypassing
domains and Secure Access Web security, see Manage Internet Security.

* Provision users and groups from your organization in Secure Access. The users and groups must match the
identities obtained from SAML. For more information, see Manage Users and Groups.

» Download your identity provider's SAML metadata filein XML format.

e The SAML metadata must have a signing key.

e The SAML identity provider (IdP) must support SAML 2.0 POST profiles.

» Enable cookies for your browser. For more information, see your browser's documentation.

Enable SAML and HTTPS Inspection in the Web Profile

« To obtain the user identity of adevice through SAML, you must enable SAML and HTTPS inspection in the Web
profile. For more information, see Manage Web Profiles.

e HTTPS Inspection enables Secure Access to read the SAML cookie in the Cookie HTTP request header. The
SAML cookie acts as the authentication token or surrogate.

e Youmustinstall the Cisco Secure Access root certificate on all client machines egressing from networks or
network tunnels where SAML is enabled. For more information, see Manage Certificates.

Configure Azure AD for SAML

Cisco Secure Access uses Security Assertion Markup Language (SAML) to authenticate and authorize web requests
from user devices on networks and network tunnels with Web security enabled. To support SAML authentication and
authorization, you must configure the integration of an SAML identity provider (IdP) in Secure Access.

Configure the Azure AD SAML IdP with Secure Access by uploading the Azure AD XML metadatafile to Secure
Access, or aternatively add the Azure AD metadatain Secure Access manually.

For information about provisioning an organization's users from Azure AD in Secure Access, see Provision Users and
Groups from Azure.

Prerequisites

e Full Admin user role. For more information, see Manage Accounts.
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* Provision users and groups from your organization in Secure Access. The users and groups must match the
identities obtained from SAML. For more information, see Manage Users and Groups.

» Send id.ciscosecur eaccess.ch requests to the Secure Access secure web gateway (SWG), not directly to the
internet. For more information about domains and the SWG, see Manage Internet Security.

« Ensurethat traffic to your 1dP URL is bypassed on the SWG to avoid an authentication loop. For more
information, see Manage Internet Security.

e Configure SAML with an identity provider (1dP) that supports SAML 2.0 POST profiles.

» Enable SAML in the Secure Access Web profile. For more information, see Manage Web Profiles.

» Download your |dP's metadata filein XML format.

e TheldP SAML XML metadata file must have a signing key.

« Enable cookies on the browsers on user devices. For more information, see your browser's documentation.

» Enable HTTPS Inspection in the Secure Access Web profile. Secure Access must inspect the Cookie HTTP
header to read the SAML cookie. The SAML cookie acts as the authentication token or surrogate. For more
information, see Manage Web Profiles.

* Youmust install the Cisco Secure Access root certificate on al client machines egressing from networks or
network tunnels where SAML is enabled. For more information, see Manage Certificates.

Bypass Domains from SSL Decryption

We recommend that you bypass certain domains on the secure web gateway. For more information, see Manage
Internet Security.

To exclude adomain from Secure Access SSL Decryption, add the following domain names to the list of bypassed
domains:

* login.livecom

* login.microsoftonline.com
¢ msauth.net

* msftauth.net

Procedure

e Step 1 — Choose an Authentication Method
e Step 2 —Add an Identity Provider
e Step 3 —Configure the Identity Provider's SAML Metadata

Step 1 — Choose an Authentication Method

1. Navigate to Connect > Usersand Groups and click Configuration M anagement.

Users & Groups

Wiew your provisioned Users and Groups, which you can start protecting by adding to a
policy. Te add new Users and Groups, provision them through a supported identity
provider. Helpt?

Users Groups

{& Configuration management
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2. Navigate to SSO authentication and click Configure.

SSO
authentication

Connect to any SAML and supported ID Providers.

3. For Authentication Method, choose Security Assertion Markup Language (SAML), and then click Next.

Configure SSO Authentication

Manage how users are authenticated to Secure Access and log in. Help®

Authentication Method Authentication Method

SAML Select an authentication method for single-sign (SS0).
@ Identity Provider Select the authentication type
@ Configuration (8] Security Assertion Markup Language (SAML)
Authenticate SSO through SAML

¢ cance' m

Step 2 — Add an Identity Provider

1. For Identity Provider, choose Azure. Secure Access supports various 1dPs.
SAML Provider Authentication
Configure how your IdP authenticates to Secure Access.

Select Identity Provider

You must complete the IdP's prerequisites before configuring it.Help®

ADFS
Azure
Duo Security intity ID to authentiate Secure Access to your IdP.
Okta 3
Entity ID &
OpenAM . e
ML for multiple organizations that use the same IdP.
PinglD
Other

2. (Optional) Enable an organization-specific entity ID.

« Organization-specific Entity | D—Choose this option when you have multiple Secure Access Orgs and need
to configure SAML authentication for Secure Access Internet Security for these Orgs against the same |dP.
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The Secure Access SAML default common Ent i t yI Dissaml.id.ciscosecur eaccess.cn. Secure Access
allows you to override the default Secure Access SAML EntitylD on a per-Org basis.

3. For Entity ID URL, click Copy URL to make alocal copy of the Secure Access Entity ID URL. The Secure

Access SAML default common Ent i t yI Dissaml.id.ciscosecur eaccess.cn.

Entity ID

Use Secure Access's entity ID to authentiate Secure Access to your IdP.
Organization-specific Entity ID

Enable to configure SAML for multiple organizations that use the same IdP.
(B Disabled

Entity ID URL

Copy and save this Entity URL. It is required when configuring your IdP.

3 Copy URL

4. Choose atimeinterval when auser must authenticate with Secure Access, or select Never.

Thetimeintervals are:

o Daily
* Weekly
e Monthly

IdP authentication frequency

Chose how often Secure Access verifies web proxy users by re-authenticating them.

Select v

5. Click Next.

Step 3 — Add the Identity Provider's SAML Metadata to Secure Access

Download the Secure Access Metadata XML file and use the service provider file to configure your instance of Azure
AD. The Secure Access Metadata XML file includes the Secure Access root certificate.

Note:

Azure AD (Microsoft Entra) does not provide the option to directly upload the Secure Access metadata XML file.
Y ou must manually enter the Secure Access service provider metadata. For more information on configuring your
IdP, exporting your 1dP metadata, obtaining your IdP details, or downloading your 1dP's signing certificate, refer to
your vendor's documentation.
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Step 3a — Download the Secure Access Service Provider XML File

1. Check Manual Configuration, and then click Download service provider XML fileto savethe
Cisco_SSE_SP_Metadata XML fileto your local device.

d. UPIUEU LT SR VICE DIUVIOED AL T W yOu 1.

o Configuration b. From your IdP, create and download a IdP Security Metadata XML File

g 3. Upload your IdP Security Metadata XML file

Click or drag a file to this area to upload

.Q Manual Configuration. ’ ‘

\
< Cance'

2. OpentheCisco SSE_SP_Metadata XML file.

3. Copy the certificates from the Cisco_ SSE_SP_Metadata XML fileto anew file and save. Use the certificate file
in the next step when you create the app integration in Azure.

Step 3b — Add Secure Access Service Provider Metadata to Azure AD
Add the Secure Access service provider metadata to your instance of Azure AD.

Y ou must configure Secure Access as ageneric SAML 2.0 application within Azure. Azure does not

provide a method to upload Secure Access metadata for automatic configuration. Extract the Entityl D and
AssertionConsumer Ser vice values from the Secure Access metadata file and add these to the applicable fieldsin
Azure. Contact Microsoft for assistance.

1. Signinto Azure and navigate to Azure services > Enterprise Applications.

Azure services

1] % — =
]
+ B & v B @ — < -
Create a Enterprise Managed Quickstart Virtual App Services Storage SQL databases  Azure Cosmos More services
resource applications applications Center machines accounts DB

2. Select New Application.

Home > Enterprise applications

zzz Enterprise applications | All applications

Default Directory - Microsoft Entra 1D for workfo
+ Mew application () Refresh L Download (Export) O rreviewinfo == Columns = Preview features 57 Got feedback?

3. Select Create your own Application.

Home > Enterprise applications | All applications >

Browse Microsoft Entra Gallery

—+ Create your own application 27 Got feedback?
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4. Givethe new application a meaningful name, select I ntegrate any other application you don't find in the
gallery (Non-gallery), and then click Create.

Create your own application X

,O\'j Got feedback?

If you are developing your own application, using Application Proxy, or want to integrate an
application that is not in the gallery, you can create your own application here.

What's the name of your app?

‘ test app SAML for Cisco Secure Access v

What are you looking to do with your application?
O Configure Application Proxy for secure remote access to an on-premises application
O Register an application to integrate with Microsoft Entra ID (App you're developing)

@ Integrate any other application you don't find in the gallery (Non-gallery)

5. Navigate to Getting Started, and then click Set up single sign on.

w 1. Assign users and groups 2. Set up single sign on

oA 9 group o) p single sig
Provide specific users and groups access Enable users to sign into their application
to the applications using their Microsoft Entra credentials
Assign users and groups Get started

[(:::’j 3. Provision User Accounts L 4. Conditional Access
Automatically create and delete user Secure access to this application with a
accounts in the application customizable access policy.
Get started Create a policy

(C 5. Self service

Enable users to request access to the
application using their Microsoft Entra
credentials

Get started
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6. Click SAML to select the sign-on method.

Select a single sign-on method  Help me decide

® Disabled {3 SAML
Single sign-on is not enabled. The user Rich and secure authentication to

won't be able to launch the app from applications using the SAML (Security
My Apps. Assertion Markup Language) protocol.

7. For Basic SAML Configuration, click Edit.

Set up Single Sign-On with SAML
An 550 implementation based on federation protocols improves security, reliability, and end user experiences and is easier to
implement. Choose SAML single sign-on whenever possible for existing applications that do not use OpenlD Connect or OAuth. Learn

more.

Read the configuration guide I for help integrating test app SAML for Cisco Secure Access.

o Basic SAML Configuration 7 Edit
Identifier (Entity ID) Required
Reply URL (Assertion Consumer Service URL) Required
Sign an URL Optional
Relay State (Optional) Optional
Logout Url (Optional) Optional

a. For Identifier (Entity ID) (Microsoft EntralD), click Add identifier and enter saml.id.ciscosecur eaccess.cn
in the text area.

b. For Reply URL (Assertion Consumer Service URL), click Add reply URL and enter https://
fg.id.ciscosecur eaccess.cn/gw/auth/acs/r esponse.

Identifier (Entity ID)* @
The unique 1D that identifies your application to Microsoft Entra ID. This value must be unique across all applications in your
Microsoft Entra tenant. The default identifier will be the audience of the SAML response for IDP-initiated SSO.

Add identifier

Reply URL (Assertion Consumer Service URL) * ©
The reply URL is where the application expects to receive the authentication token. This is also referred to as the “Assertion
Consumer Service” (ACS) in SAML.

Add reply URL


https://fg.id.ciscosecureaccess.cn/gw/auth/acs/response
https://fg.id.ciscosecureaccess.cn/gw/auth/acs/response

8. For SAML Certificates, click Edit.

SAML Certificates

Token signing certificate
Status

Thumbprint

Expiration

Notification Email

App Federation Metadata Url

Certificate (Base64)
Certificate (Raw)
Federation Metadata XML

Verification certificates (optional)
Required

Active

Expired
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Active
ABEDB77DA95EBD98610F7866F4241B90FE4C4325
3/6/2029, 12:03:32 PM

kbhawkey@verizon.net

& Edit

https://login.microsoftonline.com/eb3d65d9-d814...

No

Cisco SSE_SP_Metadata XML file.

Import certificate

Upload a certificate with the private key and the pfx credentials, the type of this file should be .pfx and using RSA for

the encryption algorithm

Certificate: Select certificate with private and public k... | &

PFX Password: l Enter the password for the pfx

Cancel

D

& Edit

a. Click Import Certificate to upload the root certificate that you downloaded from the

9. Download the Federation M etadata XML file. Use thefile to upload the configured Azure SAML attributes to

Secure Access.

Step 3c — Add the Azure SAML Metadata to Secure Access

Complete the manual configuration of Azure in Secure Access. Enter your Azure SAML metadata for the following
Secure Access settings:

Entity ID—A globally unique name for an identity provider.
Endpoint—The URL used to communicate with your identity provider.
Signing Keys—Y our identity provider’s x.509 certificate that is used to sign the authentication request.
Signed Authentication Request (optional)—Choose whether to sign the authentication request for the 1dP.
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(® Manual Configuration.

Download Service Provider XML file
@ Identity Provider

Azure , Re-Authenticate Users Daily

. . [ Download service provider XML file ]
Configuration

Entity ID &

This XML file contains metadata required to configure your IdP.

|Z
Endpoint @
|.

Signing Keys ©

Type or paste your keys here

¢ cancel

1. On Azure, copy the value of Microsoft Entra | dentifier. Navigate to Secure Access and and enter the valuein
**Entity 1D **,

2. On Azure, copy the value of Login URL. Navigate to Secure Access and enter the value in Endpoint.

3. On Azure, Copy the value of Signing Certificate. Navigate to Secure Access and enter the value in Signing
Keys.

4. (Optional) Navigate to Secure Access and choose whether to sign the authentication request.

5. On Secure Access, click Done.

Test the Identity Provider Integration

To complete the integration of the SAML IdP with Secure Access, evaluate the single sign-on authentication through
the I1dP. For more information, see Test SAML Identity Provider Integration.

View the SAML Certificates in Secure Access

Once you have completed the integration of an SAML IdP in Secure Access, you can manage the root certificates
used in SAML authentication for Secure Access (service provider) and the SAML IdP. For more information, see
Manage Certificates.

Configure Okta for SAML

Cisco Secure Access uses the Security Assertion Markup Language (SAML) to authenticate and authorize web
reguests from user devices on networks and network tunnels with Web security enabled.

To support SAML authentication and authorization, you must configure the integration of an SAML identity provider
(IdP) in Secure Access. Configure Oktafor SAML authentication with the Secure Access service provider metadata
and then add your Okta SAML metadata to Secure Access.

For information about provisioning users from Oktato Secure Access, see Provision Users and Groups from Okta.

Prerequisites

e Full Admin user role. For more information, see Manage Accounts.

» Send id.ciscosecur eaccess.cn requests to the Secure Access secure web gateway (SWG), not directly to the
internet. For more information about domains and the SWG, see Manage Internet Security.
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» Ensurethat traffic to your 1dP URL is bypassed on the SWG to avoid an authentication loop. For more
information, see Manage Internet Security.

« Configure SAML with an identity provider (1dP) that supports SAML 2.0 POST profiles.

» Enable SAML in the Secure Access web profile. For more information, see Manage Web Profiles.

e TheldP SAML metadata must have a signing key.

» Enable cookies on the browsers on user devices. For more information, see your browser's documentation.

« Enable HTTPS Inspection in the Secure Access Web profile. Secure Access must inspect the Cookie HTTP
header to read the SAML cookie. The SAML cookie acts as the authentication token or surrogate. For more
information, see Manage Web Profiles.

* Youmust instal the Cisco Secure Access root certificate on all client machines that connect on networks or
network tunnels where SAML is enabled. For more information, see Manage Certificates.

Procedure

e Step 1 — Choose an Authentication Method
e Step 2—Add an Identity Provider
e Step 3 — Configure the Identity Provider's SAML Metadata

Step 1 — Choose an Authentication Method

1. Navigate to Connect > Usersand Groups and click Configuration M anagement.

Users & Groups

Wiew your provisioned Users and Groups, which you can start protecting by adding to a
policy. To add new Users and Groups, provision them through a supported identity
pravider.Help

Users Groups

& Configuration management

2. Navigate to SSO authentication and click Configure.

SSO
authentication

Connect to any SAML and supported ID Providers.



3. For Authentication Method, choose Security Assertion Markup Language (SAML), and then click Next.
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Configure SSO Authentication

Manage how users are authenticated to Secure Access and log in. HelpC

@ Authentication Method Authentication Method

SAML Select an authentication method for single-sign (SS0).
@ Identity Provider Select the authentication type
@ Configuration [9] Security Assertion Markup Language (SAML)
Authenticate SSO through SAML

< Cancel

Step 2 — Add an Identity Provider

1. For Identity Provider, choose Okta. Secure Access supports various |dPs.

SAML Provider Authentication

Configure how your IdP authenticates to Secure Access.

Select Identity Provider

You must complete the IdP's prerequisites before configuring it.Helpl

Select v

ADFS

Azure

Duo Security :ntity ID to authentiate Secure Access to your IdP.
Okta .
Entity ID ®

OpenAM . . .
WML for multiple organizations that use the same IdP.

PinglD

Other

2. (Optional) Enable an organization-specific entity 1D.

Organization-specific Entity | D—Choose this option when you have multiple Secure Access Orgs and need
to configure SAML authentication for Secure Access Internet Security for these Orgs against the same IdP.
The Secure Access SAML default common Ent i t yl Dissaml.id.ciscosecur eaccess.cn. Secure Access
allows you to override the default Secure Access SAML EntitylD on aper-Org basis.
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3. For Entity ID URL, click Copy URL to make alocal copy of the Secure Access Entity ID URL. The Secure
Access SAML default common Ent i t yI Dissaml.id.ciscosecur eaccess.cn.

Entity ID

Use Secure Access's entity ID to authentiate Secure Access to your IdP.

Organization-specific Entity ID
Enable to configure SAML for multiple organizations that use the same IdP.

(D Disabled

Entity ID URL
Copy and save this Entity URL. It is required when configuring your IdP.

(1 Copy URL

4. Choose atimeinterval when auser must authenticate with Secure Access, or select Never.

Thetimeintervals are:

e Daily
* Weekly
e Monthly

IdP authentication frequency

Chose how often Secure Access verifies web proxy users by re-authenticating them.

Select v

5. Click Next.

Step 3 — Configure the Identity Provider's SAML Metadata

Download the Cisco SSE_ SP_Metadata XML file from Secure Access and use the service provider metadata to
configure your instance of Okta.

The Secure Access service provider metadata includes the service provider Issuer 1D, the assertion consumer endpoint
URL, and the SAML request signing certificate from Secure Access. The Secure Access metadatais required when
configuring your IdP.

Y our 1dP must send the Cisco Secure Access User principal namein the Namel D attribute in the SAML assertion.

Note: Okta does not provide the option to directly upload the metadata XML file. Y ou must manually enter
the Secure Access service provider metadata. For more information on configuring your |dP, exporting your
|dP metadata, obtaining your 1dP details, or downloading your |dP's signing certificate, refer to your vendor's
documentation.
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Step 3a — Download the Secure Access Service Provider XML File

1. Check Manual Configuration, and then click Download service provider XML fileto savethe
Cisco_SSE_SP_Metadata XML fileto your local device.

o Configuration |

W yuu p.
IdP Security Metadata XML File

M, 3.Upload your IdP Security Metadata XML file

‘ () Manual Configuration. |

< Cancel Back

2. OpentheCisco SSE_SP_Metadata XML file.
3. Copy thecertificatesfrom the Cisco SSE_SP_Metadata XML fileto anew file and save. Use the certificate file
in the next step when you create the app integration in Okta.

Step 3b — Add Secure Access Service Provider Metadata to Okta

Y ou can find the following steps described in the Okta Help. For more information, see Create a Basic Custom
SAML Application Using SP Metadata File.

Y ou must configure Secure Access as a generic SAML 2.0 application within Okta. Okta does not provide a method
to upload Secure Access metadata for automatic configuration. Extract the Entityl D and AssertionConsumer Service
values from the Secure Access metadata file and add these to the applicable fields in Okta. Contact Okta for
assistance.

1. Signinto your instance of Okta, then navigate to Applications > Create a new app integration.

x X
Create a new app integration

Sign-in method QIDC - OpenlID Connect
Learn More [2 Token-based OAuth 2.0 authentication for Single Sign-On (SS0)
through API endpoints. Recommended if you intend to build a

custom app integration with the Okta Sign-In Widget.

O samL2.0
XML-based open standard for SSO. Use if the Identity Provider for
your application only supports SAML.
SWA - Secure Web Authentication
Okta-specific SSO method. Use if your application doesn't support
OIDC or SAML.

API Services
Interact with Okta APIs using the scoped OAuth 2.0 access tokens
for machine-to-machine authentication.

Cancel Next

2. Click SAML 2.0, and then click Next.
3. For General Settings, add a name for the app integration, and then click Next.


https://support.okta.com/help/s/article/How-to-create-a-basic-custom-SAML-application-using-SP-metadata-file?language=en_US
https://support.okta.com/help/s/article/How-to-create-a-basic-custom-SAML-application-using-SP-metadata-file?language=en_US
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For SAML Settings > General, enter the values from the service provider metadata file that you downloaded in
Step 3a— Download the Secure Access Service Provider XML File.

For Single sign-on URL, add the value of the L ocation attribute for the md: AssertionConsumer Service
element. The value should be something like: ht t ps: //f g. i d. ci scosecur eaccess. cn/ gw aut h/
acs/ response.

For Audience URI (SP Entity I1D), add the value of the entityl D element.

The value should be something like: sam . i d. ci scosecur eaccess. cn.

A SAML Settings

General
Single sign-on URL @ saml.fg.id.sse.cisco.com

Use this for Recipient URL and Destination URL
Audience URI (SP Entity ID) @ saml.fg.id.sse.cisco.com

Click Show Advanced Settings.
For Signature Certificate, upload the root certificate that you downloaded from the Cisco SSE_SP_Metadata
XML file. Click Preview the SAML Assertion to show the created metadatafile, and then click Next.

Click I'm an Okta customer adding an internal app, and then click Finish.

3 Help Okta Support understand how you configured this application
Are you a customer or partner? I'm an Okta customer adding an internal app

I'm a software vendor. I'd like to integrate my app with
Okta

= =

Step 3c — Add the Okta SAML Metadata to Secure Access

Complete the manual configuration of Oktain Secure Access. Enter your Okta SAML metadata for the following
Secure Access settings:

@ Identity Provider .
Tt ML file conta etadata rec to configure your Id
Azure , Re-Authenticate Users Daily his XML file contains metadata required to configure your IdP.
: ) [ Download service provider XML file ]
Configuration
Entity ID @
Endpoint ©

Entity ID—A globally unique name for an identity provider.

Endpoint—The URL used to communicate with your identity provider.

Signing Keys—Y our identity provider’s x.509 certificate that is used to sign the authentication request.
Signed Authentication Request (optional)—Choose whether to sign the authentication request for the 1dP.

@ Manual Configuration.

Download Service Provider XML file

Signing Keys ©

Type or paste your keys here

< Cancel



1. On Okta, navigate to Sign on > Settings > M etadata details.

Metadata details

Metadata URL

@ Hide details

Sign on URL

Sign out URL

Issuer

Signing Certificate

© Certificate fingerprint

N o A~®DdN

https://trial-
9012151.0kta.com/app/exkccfxbhpUMgldJig97/sso/sa
mi/metadata

= Copy

https://trial-9012151.0kta.com/app/trial-
9012151_secureaccesssamlauthenticationapp_1/exkec
fxbhpUMaldJig97/sso/saml

2 Copy

https:/ftrial-9012151.0kta.com

[ Copy

http://www.okta.com/exkecfxbhpUMgldJig97

[ Copy

| & Download k= Copy

Test the Identity Provider Integration
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On Okta, copy the value of M etadata URL . Navigate to Secure Access and and enter the value in Entity 1D.
On Okta, click More Details.
On Okta, copy the value of Sign on URL. Navigate to Secure Access and enter the value in Endpoint.

On Okta, copy the value of Signing Certificate. Navigate to Secure Access and enter the valuein Signing Keys.
(Optional) Navigate to Secure Access and choose whether to sign the authentication request.

On Secure Access, click Done.

To complete the integration of the SAML IdP with Secure Access, evaluate the single sign-on authentication through
the I1dP. For more information, see Test SAML Identity Provider Integration.

View the SAML Certificates in Secure Access

Once you have completed the integration of an SAML IdP in Secure Access, you can manage the root certificates
used in SAML authentication for Secure Access (service provider) and the SAML 1dP. For more information, see

Manage Certificates.

Configure AD FS for SAML

Cisco Secure Access uses Security Assertion Markup Language (SAML) to authenticate and authorize web requests
from user devices on networks and network tunnels with Web security enabled. To support SAML authentication and
authorization, you must configure the integration of an SAML identity provider (IdP) in Secure Access.

Configure Active Directory Federation Services (AD FS) with Secure Access by uploading the AD FS XML
metadata file to Secure Access, or alternatively add the AD FS metadata in Secure Access manually.
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For information about provisioning users from AD FSto Secure Access, see Provision Users and Groups from Active
Directory.

Prerequisites

e Full Admin user role. For more information, see Manage Accounts.

* Werecommend that you bypass web traffic to the id.ciscosecur eaccess.cn domain on the Secure Access secure
web gateway (SWG). For more information about domains and the SWG, see Manage Internet Security.

» Ensurethat traffic to your IdP URL is bypassed on the SWG to avoid an authentication loop. For more
information, see Manage Internet Security.

» Configure SAML with an identity provider (IdP) that supports SAML 2.0 POST profiles.

« Enable SAML in the Secure Access web profile. For more information, see Manage Web Profiles.

* Download your |dP's metadatafilein XML format.

e TheldP SAML XML metadata file must have a signing key.

« Enable cookies on the browsers on user devices. For more information, see your browser's documentation.

« Enable HTTPS Inspection in the Secure Access Web profile. Secure Access must inspect the Cookie HTTP
header to read the SAML cookie. The SAML cookie acts as the authentication token or surrogate. For more
information, see Manage Web Profiles.

* Youmustinstall the Cisco Secure Access root certificate on all client machines egressing from networks or
network tunnels where SAML is enabled. For more information, see Manage Certificates.

Procedure

e Step 1 — Choose an Authentication Method
e Step 2 —Add an Identity Provider
e Step 3—Add the Identity Provider's SAML Metadatato Secure Access

Step 1 — Choose an Authentication Method

1. Navigate to Connect > Users and Groups and click Configuration M anagement.

Users & Groups

Wiew your provisioned Users and Groups, which you can start protecting by adding to a
policy. Te add new Users and Groups, provision them through a supported identity
pravider. Helpt?

Users Groups

& Configuration management

2. Navigate to SSO authentication and click Configure.

§s0
authentication

Connect to any SAML and supported ID Providers.
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3. For Authentication Method, choose Security Assertion Markup Language (SAML), and then click Next.
Configure SSO Authentication

Manage how users are authenticated to Secure Access and log in. Helpt

Authentication Method Authentication Method

SAML

Select an authentication method for single-sign (SS0)

@ Identity Provider Select the authentication type

@ Configuration E‘] Security Assertion Markup Language (SAML)
Authenticate SSO through SAML

¢ Cancel m

Step 2 — Add an Identity Provider

1. For Identity Provider, choose ADFS. Secure Access supports various 1dPs.
SAML Provider Authentication
Configure how your IdP authenticates to Secure Access.

Select Identity Provider

You must complete the IdP's prerequisites before configuring it.Help™

ADFS
Azure
Duo Security intity ID to authentiate Secure Access to your IdP.
Okta 3
Entity ID &
OpenAM . N
ML for multiple organizations that use the same IdP.
PinglD
Other

2. (Optional) Enable an organization-specific entity ID.

* Organization-specific Entity | D—Choose this option when you have multiple Secure Access Orgs and need
to configure SAML authentication for Secure Access Internet Security for these Orgs against the same IdP.
The Secure Access SAML default common Ent i t yI Dissaml.id.ciscosecur eaccess.cn. Secure Access
allows you to override the default Secure Access SAML EntitylD on a per-Org basis.
3. For Entity ID URL, click Copy URL to make alocal copy of the Secure Access Entity ID URL. The Secure
Access SAML default common Ent i t yI Dissaml.id.ciscosecur eaccess.cn.

Entity ID

Use Secure Access's entity ID to authentiate Secure Access to your IdP.
Organization-specific Entity ID

Enable to configure SAML for multiple organizations that use the same IdP.

(D Dpisabled

Entity ID URL
Copy and save this Entity URL. It is required when configuring your IdP.

0 Copy URL
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4. Choose atimeinterval when auser must authenticate with Secure Access, or select Never.

Thetimeintervals are:

« Daily
e Weekly
e Monthly

IdP authentication frequency

Chose how often Secure Access verifies web proxy users by re-authenticating them.

Select v
cancel

5. Click Next.

Step 3 — Add the Identity Provider's SAML Metadata to Secure Access

Download the Secure Access Metadata XML file and use the service provider file to configure your instance of AD
FS. The Secure Access Metadata XML file includes the Secure Access root certificate. For more information about
setting up the service provider metadatain AD FS, see Configure Active Directory Federation Services.

Then, either upload the AD FS SAML metadata XML file to Secure Access or add the SAML metadata directly in
Secure Access.

e Step 3a— Upload the Identity Provider's SAML Metadata XML File
e Step 3b— Add the Identity Provider's SAML Metadata

Step 3a — Upload the Identity Provider's SAML Metadata XML File

Download the Secure Access Metadata XML file, configure the SAML 1dP, and then upload the |dP's metadata XML
file to Secure Access.

1. Check SAML Metadata XML Configuration.

Configuration

Select the configuration method to complete the SAML authentication process
for your IdP. Help™

(® SAML Metadata XML Configuration. ~

% 1. Download Service Provider XML file

This XML file contains metadata required to configure your IdP.

[ Download service provider XML file ]

© 2. Generate IdP Security Metadata XML File
a. Upload the Service provider XML file to you Idp.

b. From your IdP, create and download a IdP Security Metadata
XML File

T, 3. Upload your IdP Security Metadata XML file
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2. Click Download service provider XML file to save the Secure Access service provider XML metadatafile to
your local system.

The Secure Access service provider (SP) metadata includes the service provider Issuer ID, the assertion consumer
endpoint URL information, and the SAML request signing certificate from Secure Access. The Secure Access
metadata is required when configuring your 1dP.

Y our 1dP must send the Cisco Secure Access User principal namein the Namel D attribute in the SAML
assertion. For more information on configuring your 1dP, exporting your |dP metadata, obtaining your 1dP details,
or downloading your IdP's signing certificate, refer to your vendor's documentation.

3. Configure your AD FSinstance with the Secure Access SAML metadata. Follow the stepsin Configure Active
Directory Federation Services.

4. Upload the configured 1dP Metadata XML file to Secure Access, and then click Done.

The |dP's Metadata XML file contains the IdP's root certificate, which is required to integrate the 1dP with Secure
Access.

a 3. Upload your IdP Security Metadata XML file

Click or drag a file to this area to upload

Step 3b — Add the Identity Provider's SAML Metadata

Note: If you uploaded your 1dP's SAML Metadata XML file to Secure Access, you do not have to complete the
following steps.

Download the Secure Access Metadata XML file, configure the SAML 1dP, and then add the IdP's metadatain Secure
Access.

1. Check Manual Configuration.

4. UPIUEU UIE JEIVICE PIUVIUET AMIL T WU YUU Iug.

o Configuration b. From your IdP, create and download a IdP Security Metadata XML File

X 3. Upload your IdP Security Metadata XML file

T

—

Click or drag a file to this area to upload

'Z':Z' Manual Configuration. ‘

O oo

2. Click Download service provider XML file to save the Secure Access service provider XML metadatafile to
your local system.

The Secure Access service provider (SP) metadata includes the service provider Issuer ID, the assertion consumer
endpoint URL information, and the SAML request signing certificate from Secure Access. The Secure Access
metadata is required when configuring your 1dP.

Y our 1dP must send the Cisco Secure Access User principal namein the Namel D attribute in the SAML
assertion. For more information on configuring your 1dP, exporting your |dP metadata, obtaining your 1dP details,
or downloading your 1dP signing certificate, refer to your vendor's documentation.

3. Configure your AD FSinstance with the Secure Access SAML metadata. Follow the stepsin Configure Active
Directory Federation Services.



| Configure Integrations with SAML Identity Providers | 161

4. Enter the identity provider's metadata, and then click Done.

* Entity ID—A globally unique name for an identity provider.

« Endpoint—The URL used to communicate with your identity provider.

e Signing Keys—Your identity provider's x.509 certificate that is used to sign the authentication request.

« Signed Authentication Request (optional)—Choose whether you can sign the authentication request for the
IdP.

@ Manual Configuration. ~

Download Service Provider XML file

@ Identity Provider . .
A 7 ridr.
Azure , Re-Authenticate Users Daily This XML file contains metadata required to configure your IdP.

e Configuration | [ Download service provider XML file ]

Entity ID @

[ ]

Endpoint ©

[ J

Signing Keys ©

Type or paste your keys here

< Cancel

Configure Active Directory Federation Services
1. Loginto AD FS and navigate to Server Manager > Tools > AD FS Management.

Tools View Help

Active Directory Administrative Center

Active Directory Domains and Trusts

Active Directory Module for Windows PowerShell
Active Directory Rights Management Services
Active Directory Sites and Services

Active Directory Users and Computers

AD F5 Magagement
ADSI Edit "%

Component Services

Computer Management

[ & o LA [
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2. Inthe AD FS Manager, right-click on Trust Relationships and navigate to Relying Party Trusts> Add Relying
Party Trust and select Start.

§i File Action View Window Help

== BE

] ADFS

b [ Service

4 [ Trust Relationships
| Claims Provider Trusts
] Relying Party: Teucse
| Atribute Ste Add Relying Party Trust... |

b [ Authentication Add Non-Claims-Aware Ratﬁng Party Trust...

Display Name

View »
MNew Window from Here

Refresh
Help

3. Choose Import data about the relying party from a file and browse for the metadata.xml file downloaded
from Secure Access.

Select an option that this wizand will use to obtain data about this relying pary:

@ Walcome
) Import data about the relying party published online or on a local network

. e Lsa this option to import the nacessary data and cenfficates from a relying party arganization that publishes
@ Configure Muiifactor its federation metadata online or on a local netwark.

Authentication Now?
Federation metadaia address fhost name or URL):

@ Choose lssuance
Authorization Rules

@ Ready to Add Trust Examgle: fs contoso com or hitps://www contoso.com/app

@ Finish Import data about the rehang party from a file
thiz aption to import the necessary data and cenfficates from a relying party organization that has

exported its federation metadata to a file. Ensure that this file is from a trusted source.  This wizard will not
validate the source of the file.

Federation metadata file location:

) Enter data about the relying party manually
Lise this option to manually nput the necessary data about this refying party organization.
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4. For Display name, provide a meaningful name for the trust connection, and then click Next.

Entter the display name and ary optional notes for this relying party.

Display name:
|Secure Access SAML

Notes:
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5. Select | do not want to configure multi-factor authentication settings for thisrelying party trust at thistime

and click Next.

Steps

@ Welcome

@ Select Data Source
@ Specify Display Name

@ Configure Multifactor
Authentication Now?

@ Choose lssuance
Authorization Rules

@ Readyto Add Trust
@ Finish

Configure multifactor authentication settings for this relying party trugt. Multifactor authentication is required i
there is a match for any of the specfied requirements.

Multifactor Authentication

Global Settings

Requirements

Users,/Groups
Device
Location

Not configured
Mot configured
Not configured

(®) | do not want to configure multifactor authentication settings for this relying party trust at this time.

() Configure multifactor authertication settings for this relying party trust,

You can also configure multi-factor authenticabion setiings for this relying party trust by navigating to the
Authentication Policies node. For maore information, see Configunng Authentication Policies,
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6. Select Permit all usersto accessrelying party and click Next.

Choose Issuance Authorization Rules

Steps

@ Welcome

@ Select Data Source
@ Specify Display Name

@ Configure Multifactor
Authentication Now?

@ Choose lssuance

Authorization Rules
@ Readyto Add Trust
@ Finish

Ready to Add Trust

Steps

@ Welcome

@ Select Data Source
@ Specify Display Name

@ Configure Multi-factor
Authentication Now?

@ Choose lssuance
Authorization Rules

@ Readyto Add Trust
@ Finish

lssuance authonzation nules determine whether a user is permitted to receive claims for the refying party.
Choose one of the following options for the initial behawvior of this relying party's issuance authorzation rules

®) Permit all users to access this relying party

The izsuance authorzation nules will be configured to pemi all users to access this relying party. The relving
party sarvice or apphcation may still deny the user access.

) Deryy all users access to this relying pary

The izsuance authorization nules will be configured to deny all users access to this relying party. You must
later add issuance authonzation rules to enable any users to access this relying party.

‘You can change the issuance authorzation rules for this relying party trust by selecting the relying party trust
and dlicking Eﬂﬂdm Rules in the Actions pane.

7. Verify settingsand click Next.

The refying party trust has been configured. Heumﬁ’lefolown‘lg:dh‘lg: and then click Next to add the
relying party trust ta the AD FS corfiguration database

Monitoring | dentifiers | Encryption | Signature | Accepted Claims | Organization | Endpoints | Neté < | >
Specify the monioring settings for this refying party trust.

Relying party's federation metadata URL:

|

[] Monitor refying party

| | Automatically updale relying party

This relying party's federation metadata data was last checked on:

< Mever >

This rehying party was last updated from federation metadata on:
< never >
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8. Right-click on the recently created relaying party and select Edit Claim Rules.

Select Rule Template

S Select the template for the claim rule that you want to create from the following list. The descption provides
@ Choose Rule Type details about each claim ule template.
@ Configure Claim Rule Claim rule template:

| 5end Claims Using a Custom Fule v

Claim rule template description:

Using & custom rule, you can create nules that can't be created with a rule template, Custom rules are
written in the AD FS claim rule language. Capabilties that require custom niles include:

* Sending claims from a SQL attibute store

* Sending claims from an LDAF attrbute store using & custom LDAP filker

+ Sending claims from a custom attrbute store

* Sending claims only when 2 or more incoming claims are present

+ Sending claims only when an incoming claim value matches a complex pattem
* Sending claims with complex changes to an incoming claim value

+ Creating claims for use only in later rules

|':F‘re'f-3us I Next > || foes |

9. Under Issuance Transform Rules, click Add Rule, then choose Send Claims Using a Custom Rule with the
following configuration:

c:[Type == "http://schemas. m crosoft.confws/2008/06/identity/clains/
wi ndowsaccount nane", |ssuer == "AD AUTHORI TY"]
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=> issue(store = "Active Directory", types = ("http://schemas. xm soap. org/
ws/ 2005/ 05/i dentity/cl ai ms/ emai | address"), query = ";userPrinci pal Nane;
{0}", param = c. Val ue);

(% Add Transform Claim Rule Wizard .
Configure Rule

Steps You can corfigure a cusiom claim rule, such as a rule that requires multiple incoming claims or that exdracts

@ Choose Aule Type claims from a S5QL attribube store. To configure a custom rule, type one or more optional conditions and an
issuance statement using the AD FS claim rule language

@ Configure Claim Rule

Claim rule name:

UPN to Email Address|

Rule template: Send Clamms Using a Custom Rule

Custom rule:
c: [Iype ==
"http://schemas.microgoft. comfws/2008/06/identity/claims/windowsaccount
name”, Isayuer == "AD AUTHORITY"]
=» issue(store = "Active Directory”, types =
{"http://achemas.xmlsoap.org/wa/2005/05/1identicy/claims/emailaddreas™),
query = ";userPrincipalName;{0}", param = c.Value);

< Previous | Finigh || Cancel

10. Repeat step 7 with the following configuration.

c:[Type == "http://schemas. xnl soap. or g/ ws/ 2005/ 05/ i dentity/ cl ai ns/
emai | addr ess"]

=> issue(Type = "http://schemas. xnl soap. or g/ ws/ 2005/ 05/ i denti ty/ cl ai ns/
nanei dentifier", Issuer = c.lssuer, Oiginallssuer = c.Oiginallssuer,
Val ue = c. Val ue, Val ueType = c. Val ueType, Properties["http://



schenmas. xm soap. or g/ ws/ 2005/ 05/ i denti ty/ cl ai nproperties/format"] =
:emai | Addr ess");

"urn:oasis:nanes:tc: SAM.: 1. 1: nanei d- f or mat
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(v Add Transform Claim Rule Wizard
Configure Rule
Steps

issuance statement using the AD FS daim rule language
@ Configure Claim Rule

Claim rule name:

You can configure a custom claim rule, such as a rule that requires multiple incoming claims orthat exdracts
8 Choose Aule Type claims from a SQL attribute store. To configure a custom rule, type one or more optional conditions and an

Email to Malne!D

Flule template: Send Claims Lising a Custom Rule

Custom rule:

e: [Type ==
=> issue(Iype =
ValueType = c.Valuelype,
Propertiss

ol

"htip://schemas.zmlscap.org/ws/2005/05/identity/claims/emailaddress™]
"http://schemas.xzmlsocap.org/ws/2005/05/identity/claims/nameidentifier”,
Iasuer = c.lssuer, Originallssuer = c.0riginallssuer, Value = c.Value,
["http://schemas.xmlscap.org/ws/2005/05/identity/ claimproperties/fommat

= ™urn:oasis:names:tc:SAML:1.1:nameid-format:emaillddress™);

< Previous | Finish | Cancel

11. Download the AD FS metadata XML file and save the file on your local system.

Test the Identity Provider Integration

To complete the integration of the SAML IdP with Secure Access, evaluate the single sign-on authentication through
the 1dP. For more information, see Test SAML Identity Provider Integration.

View the SAML Certificates in Secure Access

Once you have completed the integration of an SAML IdP in Secure Access, you can manage the root certificates
used in SAML authentication for Secure Access (service provider) and the SAML IdP. For more information, see

Manage Certificates.

Configure Duo Security for SAML

Cisco Secure Access uses Security Assertion Markup Language (SAML) to authenticate and authorize web requests
from user devices on networks and network tunnels with Web security enabled. To support SAML authentication and
authorization, you must configure the integration of an SAML identity provider (IdP) in Secure Access.

Configure the Duo Security SAML 1dP with Secure Access by uploading the Duo Security XML metadatafile to
Secure Access, or aternatively add the Duo Security metadatain Secure Access manually.

Prerequisites

e Full Admin user role. For more information, see Manage Accounts.
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e Send id.ciscosecur eaccess.ch requests to the Secure Access secure web gateway (SWG), not directly to the
internet. For more information about domains and the SWG, see Manage Internet Security.

« Ensurethat traffic to your 1dP URL is bypassed on the SWG to avoid an authentication loop. For more
information, see Manage Internet Security.

» Configure SAML with an identity provider (IdP) that supports SAML 2.0 POST profiles.

« Enable SAML in the Secure Access web profile. For more information, see Manage Web Profiles.

* Download your |dP's metadatafilein XML format.

e TheldP SAML XML metadata file must have a signing key.

« Enable cookies on the browsers on user devices. For more information, see your browser's documentation.

« Enable HTTPS Inspection in the Secure Access Web profile. Secure Access must inspect the Cookie HTTP
header to read the SAML cookie. The SAML cookie acts as the authentication token or surrogate. For more
information, see Manage Web Profiles.

e Youmustinstall the Cisco Secure Access root certificate on all client machines egressing from networks or
network tunnels where SAML is enabled. For more information, see Manage Certificates.

Procedure

e Step 1 — Choose an Authentication Method
e Step 2—Add an Identity Provider
e Step 3—Add the Identity Provider's SAML Metadatato Secure Access

Step 1 — Choose an Authentication Method

1. Navigate to Connect > Usersand Groups and click Configuration Management.

Users & Groups

Wiew your provisioned Users and Groups, which you can start protecting by adding to a
policy. Te add new Users and Groups, provision them through a supported identity
provider. Helpt?

Users Groups

{& Configuration management

2. Navigate to SSO authentication and click Configure.

Sso
authentication

Connect to any SAML and supported ID Providers.



3. For Authentication Method, choose Security Assertion Markup Language (SAML), and then click Next.
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Configure SSO Authentication

Manage how users are authenticated to Secure Access and log in. HelpC

@ Authentication Method Authentication Method

SAML Select an authentication method for single-sign (S50).
@ Identity Provider Select the authentication type
@ Configuration [9] Security Assertion Markup Language (SAML)
Authenticate SSO through SAML

< Cancel

Step 2 — Add an Identity Provider

1. For Identity Provider, choose Duo Security. Secure Access supports various |dPs.

SAML Provider Authentication

Configure how your IdP authenticates to Secure Access.

Select Identity Provider
You must complete the IdP's prerequisites before configuring it.HelpC

ADFS
Azure
Duo Security ‘ntity ID to authentiate Secure Access to your IdP.
Okta 3
Entity ID @
OpenAM ) -
ML for multiple organizations that use the same IdP.
PinglD
Other

2. (Optional) Enable an organization-specific entity 1D.

Organization-specific Entity | D—Choose this option when you have multiple Secure Access Orgs and need
to configure SAML authentication for Secure Access Internet Security for these Orgs against the same IdP.
The Secure Access SAML default common Ent i t yl Dissaml.id.ciscosecur eaccess.cn. Secure Access
allows you to override the default Secure Access SAML EntitylD on a per-Org basis.
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3. For Entity ID URL, click Copy URL to make alocal copy of the Secure Access Entity ID URL. The Secure
Access SAML default common Ent i t yI Dissaml.id.ciscosecur eaccess.cn.

Entity ID

Use Secure Access's entity ID to authentiate Secure Access to your IdP.

Organization-specific Entity ID

Enable to configure SAML for multiple organizations that use the same IdP.
(D Disabled

Entity ID URL
Copy and save this Entity URL. It is required when configuring your IdP.

0 Copy URL

4. Choose atimeinterval when auser must authenticate with Secure Access, or select Never.

Thetimeintervals are:

e Daily
* Weekly
e Monthly

IdP authentication frequency

Chose how often Secure Access verifies web proxy users by re-authenticating them.

cance'

5. Click Next.

Step 3 — Add the Identity Provider's SAML Metadata to Secure Access

Download the Secure Access Metadata XML file and use the service provider file to configure your instance of Duo
Security. The Secure Access Metadata XML file includes the Secure Access root certificate.

Then, either upload the Duo Security SAML metadata XML file to Secure Access or add the SAML metadata directly
in Secure Access.

e Step 3a— Upload the Identity Provider's SAML Metadata XML File
e Step 3b— Add the Identity Provider's SAML Metadata

Step 3a — Upload the Identity Provider's SAML Metadata XML File

Download the Secure Access Metadata XML file, configure the SAML 1dP, and then upload the |dP's metadata XML
file to Secure Access.
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1. Check SAML Metadata XML Configuration.

Configuration

Select the configuration method to complete the SAML authentication process
for your IdP. Help™

(® SAML Metadata XML Configuration. ~

c“a 1. Download Service Provider XML file
This XML file contains metadata required to configure your IdP.

[ Download service provider XML file ]

© 2. Generate IdP Security Metadata XML File
a. Upload the Service provider XML file to you Idp.

b. From your IdP, create and download a IdP Security Metadata
XML File

M, 3. Upload your IdP Security Metadata XML file

2. Click Download service provider XML file to save the Secure Access service provider XML metadatafile to
your local system.

The Secure Access service provider (SP) metadata includes the service provider Issuer ID, the assertion consumer
endpoint URL information, and the SAML request signing certificate from Secure Access. The Secure Access
metadata is required when configuring your I1dP.

Y our 1dP must send the Cisco Secure Access User principal namein the Namel D attribute in the SAML
assertion. For more information on configuring your 1dP, exporting your |dP metadata, obtaining your 1dP details,
or downloading your IdP's signing certificate, refer to your vendor's documentation.

3. Configure Duo Security for SAML.

Extract the Entityl D and AssertionConsumer Service URLSs from the Secure Access metadata file and add these
to the applicable fields in Duo Security. For more information, see Configure the Duo Security Single Sign-On
Application.

4. Upload the configured 1dP Metadata XML file to Secure Access, and then click Done.

The IdP's Metadata XML file contains the IdP's root certificate, which is required to integrate the 1dP with Secure
Access.

M 3. Upload your IdP Security Metadata XML file

Click or drag a file to this area to upload

Step 3b — Add the Identity Provider's SAML Metadata
Note:

If you uploaded your 1dP's SAML Metadata XML file to Secure Access, you do not have to complete the following
steps.

Download the Secure Access Metadata XML file, configure the SAML 1dP, and then add the IdP's metadatain Secure
Access.
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1. Check Manual Configuration.

d. UPIUEU LT SR VICE DIUVIOED AL T W yOu 1.

o Configuration b. From your IdP, create and download a IdP Security Metadata XML File

3. Upload your IdP Security Metadata XML file

[=

+

-

Click or drag a file to this area to upload

'Q Manual Configuration. . ‘

\
< Cance'

2. Click Download service provider XML fileto save the Secure Access service provider XML metadatafile to
your local system.

The Secure Access service provider (SP) metadata includes the service provider Issuer ID, the assertion consumer
endpoint URL information, and the SAML request signing certificate from Secure Access. The Secure Access
metadata is required when configuring your 1dP.

Y our 1dP must send the Cisco Secure Access User principal name in the Namel D attribute in the SAML
assertion. For more information on configuring your 1dP, exporting your |dP metadata, obtaining your |dP details,
or downloading your 1dP signing certificate, refer to your vendor's documentation.

3. Configure Duo Security for SAML.

Extract the Entityl D and AssertionConsumer Service URLSs from the Secure Access metadata file and add these
to the applicable fieldsin Duo Security. For more information, see Configure the Duo Security Single Sign-On
Application.

4. Enter the identity provider's metadata, and then click Done.

e Entity ID—A globally unique name for an identity provider.

e Endpoint—The URL used to communicate with your identity provider.

e Signing Keys—Y our identity provider’s x.509 certificate that is used to sign the authentication request.

e Signed Authentication Request (optional)—Choose whether you can sign the authentication request for the
IdP.

@ Manual Configuration.

Download Service Provider XML file

Identity Provider
Azure , Re-Authenticate Users Daily

R i [ Download service provider XML file ]
Configuration

Entity ID ©

Endpoint @

[

Signing Keys ©

This XML file contains metadata required to configure your IdP.

Type or paste your keys here
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Configure the Duo Security Single Sign-On Application

1. Signin to the Duo admin portal and navigate to Applications > Protect an Application.
2. Search for Generic Service Provider and select 2FA with SSO hosted by Duo.

3. For Entity I D, enter saml.id.ciscosecur eaccess.cn and for Assertion Consumer Service (ACS) URL, enter
" fg.id.ciscosecur eaccess.cn/gw/auth/acs/r esponse.

Entity ID * saml.lg.id.sse.cisco.com

The unigue identifier of the Service provide:

Assertion Consumer Sarvice fg.id.sse.cisco.com/gw/auth/acs/response
(ACS) URL *

4, Enter an email addressin the Namel D attribute field.

NamalD attribute * X <Email Address>
5. Configure the Map attributes with the following data

« Display name—Enter the name you want to display.
e Email Address—Enter an email address.

¢ First Name—Enter the first name.

e Last Name—Enter the last name.

e Username—Enter the user name.

Map attributes IdP Attribute SAML Response Attribute
X <Display Name> displayMName
X <Email Address> mail
X <First Name: givenName
X <Last Name> sn
X <lUsername:> sAMAccountName:
6. Click Save.

7. Click Download certificate to download the certificate, and then click Download XML to download the SAML
Metadata file.

Downloads
Certificate Download certificate
SAML Metadata Download XML

Test the Identity Provider Integration

To complete the integration of the SAML IdP with Secure Access, evaluate the single sign-on authentication through
the IdP. For more information, see Test SAML Identity Provider Integration.

View the SAML Certificates in Secure Access

Once you have completed the integration of an SAML IdP in Secure Access, you can manage the root certificates
used in SAML authentication for Secure Access (service provider) and the SAML IdP. For more information, see
Manage Certificates.
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Configure Ping Identity for SAML

Cisco Secure Access uses Security Assertion Markup Language (SAML) to authenticate and authorize web requests
from user devices on networks and network tunnels with Web security enabled. To support SAML authentication and
authorization, you must configure the integration of an SAML identity Provider (IdP) in Secure Access.

Configure the Ping Identity SAML IdP with Secure Access by uploading the Ping Identity XML metadatafile to
Secure Access, or aternatively add the Ping Identity metadatain Secure Access manually.

Prerequisites

e Full Admin user role. For more information, see Manage Accounts.

» Send id.ciscosecur eaccess.cn requests to the Secure Access secure web gateway (SWG), not directly to the
internet. For more information about domains and the SWG, see Manage Internet Security.

« Ensurethat traffic to your 1dP URL is bypassed on the SWG to avoid an authentication loop. For more
information, see Manage Internet Security.

e Configure SAML with an identity provider (1dP) that supports SAML 2.0 POST profiles.

« Enable SAML in the Secure Access web profile. For more information, see Manage Web Profiles.

* Download your |dP's metadatafilein XML format.

e TheldP SAML XML metadata file must have a signing key.

« Enable cookies on the browsers on user devices. For more information, see your browser's documentation.

« Enable HTTPS Inspection in the Secure Access Web profile. Secure Access must inspect the Cookie HTTP
header to read the SAML cookie. The SAML cookie acts as the authentication token or surrogate. For more
information, see Manage Web Profiles.

e Youmustinstall the Cisco Secure Access root certificate on all client machines egressing from networks or
network tunnels where SAML is enabled. For more information, see Manage Certificates.

Procedure

¢ Step 1 — Choose an Authentication Method
e Step 2—Add an Identity Provider
e Step 3—Add the Identity Provider's SAML Metadata to Secure Access

Step 1 — Choose an Authentication Method

1. Navigateto Connect > Usersand Groupsand click Configuration M anagement.

Users & Groups

Wiew your provisioned Users and Groups, which you can start protecting by adding to a
policy. Te add new Users and Groups, provision them through a supported identity
provider. Helpt?

Users Groups

{& Configuration management
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2. Navigate to SSO authentication and click Configure.

SSO
authentication

Connect to any SAML and supported |D Providers.

3. For Authentication Method, choose Security Assertion Markup Language (SAML), and then click Next.
Configure SSO Authentication

Manage how users are authenticated to Secure Access and log in. Help®

@ Authentication Method Authentication Method

SAML

Select an authentication method for single-sign (SS0).

@ Identity Provider Select the authentication type
@ Configuration @ Security Assertion Markup Language (SAML)
Authenticate S5O through SAML

Step 2 — Add an Identity Provider
1. For Identity Provider, choose Pingl D. Secure Access supports various |dPs.
SAML Provider Authentication

Configure how your IdP authenticates to Secure Access.

Select Identity Provider

You must complete the IdP's prerequisites before configuring it.Helpt

ADFS
Azure
Duo Security intity ID to authentiate Secure Access to your IdP.
Okta )

Entity ID ©
OpenAM R L

WML for multiple organizations that use the same IdP.
PinglD

Other
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2. (Optional) Enable an organization-specific entity ID.

* Organization-specific Entity | D—Choose this option when you have multiple Secure Access Orgs and need

to configure SAML authentication for Secure Access Internet Security for these Orgs against the same IdP.
The Secure Access SAML default common Ent i t yI Dissaml.id.ciscosecur eaccess.cn. Secure Access
allows you to override the default Secure Access SAML EntitylD on a per-Org basis.

3. For Entity ID URL, click Copy URL to make alocal copy of the Secure Access Entity ID URL. The Secure
Access SAML default common Ent i t yI Dissaml.id.ciscosecur eaccess.cn.

Entity ID

Use Secure Access's entity ID to authentiate Secure Access to your IdP.
Organization-specific Entity ID

Enable to configure SAML for multiple organizations that use the same IdP.

(B Disabled

Entity ID URL
Copy and save this Entity URL. It is required when configuring your IdP.

3 Copy URL

4, Choose atimeinterval when auser must authenticate with Secure Access, or select Never . The time intervals are:

o Daily
* Weekly
e Monthly

IdP authentication frequency

Chose how often Secure Access verifies web proxy users by re-authenticating them.

S —
Select v
cance'

5. Click Next.

Step 3 — Add the Identity Provider's SAML Metadata to Secure Access

Download the Secure Access Metadata XML file and use the service provider file to configure your instance of Ping

Identity. The Secure Access Metadata XML file includes the Secure Access root certificate.

Then, either upload the Ping Identity SAML metadata XML file to Secure Access or add the SAML metadata directly

in Secure Access.

e Step 3a— Upload the Identity Provider's SAML Metadata XML File
e Step 3b—Add the Identity Provider's SAML Metadata

Step 3a — Upload the Identity Provider's SAML Metadata XML File

Download the Secure Access Metadata XML file, configure the SAML IdP, and then upload the 1dP's metadata XML

file to Secure Access.
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1. Check SAML Metadata XML Configuration.

Configuration

Select the configuration method to complete the SAML authentication process
for your IdP. Help™

(® SAML Metadata XML Configuration. ~

c“a 1. Download Service Provider XML file
This XML file contains metadata required to configure your IdP.

[ Download service provider XML file ]

© 2. Generate IdP Security Metadata XML File
a. Upload the Service provider XML file to you Idp.

b. From your IdP, create and download a IdP Security Metadata
XML File

M, 3. Upload your IdP Security Metadata XML file

2. Click Download service provider XML file to save the Secure Access service provider XML metadatafile to
your local system.

The Secure Access service provider (SP) metadata includes the service provider Issuer ID, the assertion consumer
endpoint URL information, and the SAML request signing certificate from Secure Access. The Secure Access
metadata is required when configuring your I1dP.

Y our 1dP must send the Cisco Secure Access User principal namein the Namel D attribute in the SAML
assertion. For more information on configuring your 1dP, exporting your |dP metadata, obtaining your 1dP details,
or downloading your IdP's signing certificate, refer to your vendor's documentation.

3. Configure Ping Identity for SAML.

Y ou must configure Secure Access as a generic SAML 2.0 application within Ping Identity. Ping Identity does
not provide a method to upload Secure Access metadata for automatic configuration. Extract the Entityl D and
AssertionConsumer Service URL s from the Secure Access metadata and add these to the applicable fields in
Ping Identity. Contact Ping Identity for assistance.

4. Upload the configured 1dP Metadata XML file to Secure Access, and then click Done.

The IdP's Metadata XML file contains the IdP's root certificate, which is required to integrate the 1dP with Secure
Access.

M 3. Upload your IdP Security Metadata XML file

Click or drag a file to this area to upload

Step 3b — Add the Identity Provider's SAML Metadata
Note:

If you uploaded your 1dP's SAML Metadata XML file to Secure Access, you do not have to complete the following
steps.

Download the Secure Access Metadata XML file, configure the SAML 1dP, and then add the IdP's metadatain Secure
Access.
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1. Check Manual Configuration.

d. UPIUEU LT SR VICE DIUVIOED AL T W yOu 1.

o Configuration b. From your IdP, create and download a IdP Security Metadata XML File

g 3. Upload your IdP Security Metadata XML file

+

-

Click or drag a file to this area to upload

.\:“. Manual Configuration. ‘

\
< Cance'

2. Click Download service provider XML fileto save the Secure Access service provider XML metadatafile to
your local system.

The Secure Access service provider (SP) metadata includes the service provider Issuer ID, the assertion consumer
endpoint URL information, and the SAML request signing certificate from Secure Access. The Secure Access
metadata is required when configuring your 1dP.

Y our 1dP must send the Cisco Secure Access User principal namein the Namel D attribute in the SAML
assertion. For more information on configuring your 1dP, exporting your |dP metadata, obtaining your 1dP details,
or downloading your 1dP signing certificate, refer to your vendor's documentation.

3. Configure Ping Identity for SAML.

Y ou must configure Secure Access as ageneric SAML 2.0 application within Ping Identity. Ping Identity does
not provide a method to upload Secure Access metadata for automatic configuration. Extract the Entityl D and
AssertionConsumer Service URLs from the Secure Access metadata and add these to the applicable fieldsin
Ping Identity. Contact Ping Identity for assistance.

4. Enter the identity provider's metadata, and then click Done.

e Entity ID—A globally unique name for an identity provider.

e Endpoint—The URL used to communicate with your identity provider.

e Signing Keys—Y our identity provider’s x.509 certificate that is used to sign the authentication request.

e Signed Authentication Request (optional)—Choose whether you can sign the authentication request for the
IdP.

@ Manual Configuration.

Download Service Provider XML file
@ Identity Provider

Azure , Re-Authenticate Users Daily

R i [ Download service provider XML file ]
Configuration

Entity ID ©
Endpoint @

[

Signing Keys ©

This XML file contains metadata required to configure your IdP.

Type or paste your keys here
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Test the Identity Provider Integration

To complete the integration of the SAML IdP with Secure Access, evaluate the single sign-on authentication through
the IdP. For more information, see Test SAML Identity Provider Integration.

View the SAML Certificates in Secure Access

Once you have completed the integration of an SAML IdP in Secure Access, you can manage the root certificates
used in SAML authentication for Secure Access (service provider) and the SAML IdP. For more information, see
Manage Certificates.

Configure OpenAM for SAML

Cisco Secure Access uses Security Assertion Markup Language (SAML) to authenticate and authorize web requests
from user devices on networks and network tunnels with Web security enabled. To support SAML authentication and
authorization, you must configure the integration of an SAML identity provider (IdP) in Secure Access.

Configure the OpenAM SAML IdP with Secure Access by uploading the OpenAM XML metadata file to Secure
Access, or dternatively add the OpenAM metadata in Secure Access manually.

Prerequisites

e Full Admin user role. For more information, see Manage Accounts.

» Send id.ciscosecur eaccess.cn requests to the Secure Access secure web gateway (SWG), not directly to the
internet. For more information about domains and the SWG, see Manage Internet Security.

« Ensurethat traffic to your 1dP URL is bypassed on the SWG to avoid an authentication loop. For more
information, see Manage Internet Security.

» Configure SAML with an identity provider (1dP) that supports SAML 2.0 POST profiles.

» Enable SAML in the Secure Access web profile. For more information, see Manage Web Profiles.

» Download your |dP's metadata filein XML format.

e TheldP SAML XML metadata file must have a signing key.

» Enable cookies on the browsers on user devices. For more information, see your browser's documentation.

» Enable HTTPS Inspection in the Secure Access Web profile. Secure Access must inspect the Cookie HTTP
header to read the SAML cookie. The SAML cookie acts as the authentication token or surrogate. For more
information, see Manage Web Profiles.

* Youmust install the Cisco Secure Access root certificate on al client machines egressing from networks or
network tunnels where SAML is enabled. For more information, see Manage Certificates.

Procedure

e Step 1 — Choose an Authentication Method
e Step 2-—Add an Identity Provider
e Step 3 —Add the Identity Provider's SAML Metadata to Secure Access
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1. Navigate to Connect > Usersand Groups and click Configuration M anagement.

Users & Groups

Wiew your provisioned Users and Groups, which you can start protecting by adding to a
policy. Te add new Users and Groups, provision them through a supported identity

provider. Helpt?

Users Groups

2. Navigate to SSO authentication and click Configure.

ssoO
authentication

Connect to any SAML and supported ID Providers.

{& configuration management

3. For Authentication Method, choose Security Assertion Markup Language (SAML), and then click Next.

C SS0

Manage how users are authenticated to Secure Access and log in. Help©

Authentication Method Authentication Method

SAML Select an authentication method for single-sign (SSO).

() dentity Provider Select the authentication type
@ Configuration (3] Security Assertion Markup Language (SAML)
Authenticate $SO through SAML

< Cancel

Step 2 — Add an Identity Provider

1. For Identity Provider, choose OpenAM . Secure Access supports various IdPs.

SAML Provider Authentication

Configure how your IdP authenticates to Secure Access.

Select Identity Provider

You must complete the IdP's prerequisites before configuring it.Help®

ADFS
Azure
Duo Security intity ID to authentiate Secure Access to your IdP.
Okta

Entity ID &
OpenAM R .

WML for multiple organizations that use the same IdP.
PinglD

Other
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2. (Optional) Enable an organization-specific entity ID.

* Organization-specific Entity | D—Choose this option when you have multiple Secure Access Orgs and need
to configure SAML authentication for Secure Access Internet Security for these Orgs against the same IdP.
The Secure Access SAML default common Ent i t yI Dissaml.id.ciscosecur eaccess.cn. Secure Access
allows you to override the default Secure Access SAML EntitylD on a per-Org basis.

3. For Entity ID URL, click Copy URL to make alocal copy of the Secure Access Entity ID URL. The Secure
Access SAML default common Ent i t yI Dissaml.id.ciscosecur eaccess.cn.

Entity ID

Use Secure Access's entity ID to authentiate Secure Access to your IdP.

Organization-specific Entity ID
Enable to configure SAML for multiple organizations that use the same IdP.

(B Disabled

Entity ID URL
Copy and save this Entity URL. It is required when configuring your IdP.

3 Copy URL

4. Choose atimeinterval when auser must authenticate with Secure Access, or select Never.

Thetimeintervals are:

o Daily
* Weekly
e Monthly

IdP authentication frequency

Chose how often Secure Access verifies web proxy users by re-authenticating them.

Select v

5. Click Next.

Step 3 — Add the Identity Provider's SAML Metadata to Secure Access

Download the Secure Access Metadata XML file (service provider file) to configure your instance of OpenAM. The
Secure Access Metadata XML file includes the Secure Access root certificate.

Then, either upload the OpenAM SAML metadata XML fileto Secure Access or add the SAML metadata directly in
Secure Access.

e Step 3a— Upload the Identity Provider's SAML Metadata XML File
e Step 3b—Add the Identity Provider's SAML Metadata

Step 3a — Upload the Identity Provider's SAML Metadata XML File

Download the Secure Access Metadata XML file, configure the SAML IdP, and then upload the 1dP's metadata XML
fileto Secure Access.
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1. Check SAML Metadata XML Configuration.

Configuration

Select the configuration method to complete the SAML authentication process
for your IdP. Help™

(® SAML Metadata XML Configuration. ~

c“a 1. Download Service Provider XML file
This XML file contains metadata required to configure your IdP.

[ Download service provider XML file ]

© 2. Generate IdP Security Metadata XML File
a. Upload the Service provider XML file to you Idp.

b. From your IdP, create and download a IdP Security Metadata
XML File

M, 3. Upload your IdP Security Metadata XML file

2. Click Download service provider XML file to save the Secure Access service provider XML metadatafile to
your local system.

The Secure Access service provider (SP) metadata includes the service provider Issuer ID, the assertion consumer
endpoint URL information, and the SAML request signing certificate from Secure Access. The Secure Access
metadata is required when configuring your I1dP.

Y our 1dP must send the Cisco Secure Access User principal namein the Namel D attribute in the SAML
assertion. For more information on configuring your 1dP, exporting your |dP metadata, obtaining your 1dP details,
or downloading your IdP's signing certificate, refer to your vendor's documentation.

3. Configure your OpenAM instance with the Secure Access SAML metadata.
4. Upload the configured 1dP Metadata XML file to Secure Access, and then click Done.

The IdP's Metadata XML file contains the IdP's root certificate, which is required to integrate the 1dP with Secure
Access.

M 3. Upload your IdP Security Metadata XML file

Step 3b — Add the Identity Provider's SAML Metadata
Note:

If you uploaded your 1dP's SAML Metadata XML file to Secure Access, you do not have to complete the following
steps.

Download the Secure Access Metadata XML file, configure the SAML 1dP, and then add the IdP's metadatain Secure
Access.
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1. Check Manual Configuration.

o Configuration | b. From you

M, 3.Upload your IdP Security Metadata XML file

v prov v oy
, create and download a IdP Security Metadata XML File

&

Click or drag a file to this area to upload

() Manual Configuration. |

< Cancel Back

2. Click Download service provider XML file to save the Secure Access service provider XML metadatafile to
your local system.

The Secure Access service provider (SP) metadata includes the service provider Issuer ID, the assertion consumer
endpoint URL information, and the SAML request signing certificate from Secure Access. The Secure Access
metadata is required when configuring your 1dP.

Y our |dP must send the Cisco Secure Access User principal name in the Namel D attribute in the SAML
assertion. For more information on configuring your 1dP, exporting your |dP metadata, obtaining your |dP details,
or downloading your 1dP signing certificate, refer to your vendor's documentation.

3. Enter theidentity provider's metadata, and then click Done.

e Entity ID—A globally unique name for an identity provider.
* Endpoint—The URL used to communicate with your identity provider.
« Signing Keys—Y our identity provider’s x.509 certificate that is used to sign the authentication request.

e Signed Authentication Request (optional)—Choose whether you can sign the authentication request for the
IdP.

(® Manual Configuration.

Download Service Provider XML file
(%) dentity provider

This XML file cor data re to configul r Id|
erurs . e futhentcate Users Dally is XML file contains metadata required to configure your IdP.

© cortigurtion | Download service provider XML file

Entity ID ©
(

Endpoint O

¢ Cancel

Test the Identity Provider Integration

To complete the integration of the SAML IdP with Secure Access, evaluate the single sign-on authentication through
the I1dP. For more information, see Test SAML Identity Provider Integration.

View the SAML Certificates in Secure Access

Once you have completed the integration of an SAML IdP in Secure Access, you can manage the root certificates
used in SAML authentication for Secure Access (service provider) and the SAML IdP. For more information, see
Manage Certificates.
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SAML Certificate Renewal Options

A SAML identity provider (IdP) may require the verification of a service provider's request signing certificate. When
you integrate a SAML IdP with Secure Access, you may have to import the Secure Access certificate information in
to your 1dP platform.

Note:

Many IdPs do not validate SAML request signatures and therefore these steps are not required. We recommend that
you contact your IdP for confirmation.

There are two options for importing the certificate information into your IdP: Automatic Configuration and Manual
Import.

Known Limitations

If you have multiple Secure Access organi zations and use the Secure Access multiple-Org SAML EntityID, then
you must not use the URL -based metadata update mechanism. The Multiple-Org SAML Entity 1D only appliesif
you have multiple Secure Access organizations linked to the same IdP. In this scenario you should manually add the
Secure Access request signing certificate to each 1dP configuration.

Automatic Configuration Through the Fixed Metadata URL

This option is the preferred configuration method for |dPs that support automatic updates of metadata through an
URL. Thisincludes popular 1dPs such as AD FS and Ping Identity. The benefit is that the IdP automatically imports a
new Secure Access certificate each year without manual intervention.

Prerequisites

e An IdP that supports automatic updates of a service provider's metadata from a URL, for example: AD FS and
Ping Identity.
e Your IdP platform can read the Secure Access metadata URL :

e https://api.ciscosecureaccess.cn/adm n/v2/sam sp/certificates/
Ci sco_SSE SP_Met adat a. xni

e Your IdP platform can read the associated Certificate Authority URLS:

e http://r3.0.lencr.org
e http://r3.i.lencr.org

e Your IdP platform must support TLS 1.2 in order to connect to the Secure Access metadata URL securely. If
the 1dP application utilizes .NET framework 4.6.1 or earlier this may require some further configuration. See
Microsoft's documentation.

Manual Import of the Secure Access Signing Certificate

This option isfor IdPs that do not support automatic updates of the SAML metadata. Y ou must import the new Secure
Access signing certificate each year in to your identity provider.

Test SAML Identity Provider Integration

After you integrate an SAML identity provider (IdP) with Cisco Secure Access, you can test whether a user in Secure
Access can authenticate with the configured I1dP.

Prerequisites

e Full Admin user role. For more information, see Manage Accounts.
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Procedure

1. Navigate to Connect > Usersand Groups and click Configuration M anagement.

Users & Groups

Wiew your provisioned Users and Groups, which you can start protecting by adding to a
policy. Te add new Users and Groups, provision them through a supported identity
provider. Helpt?

Users Groups

{& configuration management

2. Navigate to SSO authentication.

850 Connect to any SAML and supported IdP to configure $50 authentication. Help 2
authentication Current S50 authentications include the following.

SWG, Zero Trust (Browser-based and Client-based)

3. Click Test Configuration to confirm that a user in Secure Access can authenticate with the integrated IdP. Secure
Access redirects you to sign in to your identity provider.

My IDP Configuration @ Enabled

General Test Configuration [ Delete
Information

identity Provider Organization-specific Entity Id @

Okta Disabled

Re-authenticate Web Proxy Users Entity Id

Daily

IP Surrogate @

a Disabled

Delete SAML Identity Provider Integration

After you integrate an SAML identity provider (IdP) with Cisco Secure Access, you can delete the IdP integration.

Prerequisites

e Full Admin user role. For more information, see Manage Accounts.

Procedure

1. Navigate to Connect > Users and Groups and click Configuration M anagement.

Users & Groups

Wiew your provisioned Users and Groups, which you can start protecting by adding to a
policy. Te add new Users and Groups, provision them through a supported identity
provider.Helpt?

Users Groups

{& Cconfiguration management

2. Navigate to SSO authentication.

850 Connect to any SAML and supported IdP to configure SSO authentication. Help 7
authentication Current S50 authentications include the following.

SWG, Zero Trust (Browser-based and Client-based)
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3. Click Delete to remove the integration between the 1dP and Secure Access.

" ~
My IDP Configuration @ Enabled ~
General Test Configuration @ Delete
Information
Identity Provider Organization-specific Entity Id 0]

Okta Disabled

Re-authenticate Web Proxy Users Entity Id

Daily
IP Surrogate @
(D Dpisabled
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Manage End-User Connectivity

Secure Access provides secure connectivity to the internet and your digital resources. To route network traffic from
endpoints securely, you can:

* Manage client | P address ranges and profiles used by virtual private networks (VPNs)
» Protect or bypass traffic to certain internet resources
« Configure comprehensive endpoint internet security settings

Virtual Private Networks Settings and Profiles

Configure VPN settings and profiles. For more information, see Manage Remote Access Virtual Private Networks.

Internet Security

Steer traffic from endpoints to Secure Access or directly to the internet. For more information, see Manage Internet
Security.
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Manage DNS Servers

Add DNS serversto resolve DNS requests to internet resources.

Prerequisites

e Full Admin user role. For more information, see Manage Accounts.

Procedure

Add an IP address or address range for a DNS server. Your DNS traffic routes through the DNS servers managed by
Secure Access China.

1. Navigate to Connect > End User Connectivity and click Manage DNS Servers.

End User Connectivity
End user connectivity lets you define how your organization's traffic is steered from
endpoints to Secure Access or to the internet. Help 7
Virtual Private Network Internet Security
2. Click Add.
DNS Servers

o DNS resolution will be implemented in the order the DNS servers are setup. Help 7

+ Add

Name DNS Server 1 DNS Server 2 (optional) Actions
Test 10.0.0.0 soe
China 10.2.3.4 10.34.56.7 soe

3. Enter alabel for DNS server in Name and for DNS Server 1 provide the |P address of the primary DNS server. If
you have a secondary DNS server, add an |P address for DNS Server 2.



4. Click Save and then click Close.
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Manage Remote Access Virtual Private Networks

A remote access virtual private network (VPN) allowsindividual usersto connect to a network from aremote
location using a computer or other supported devices connected to the Internet. This allows mobile workers to
connect from their home networks or a public Wi-Fi network, for example.

Manage the settings and profiles of your virtual private networks (VPNSs) registered with Cisco Secure Access. See
the following topics for more information related to Virtual Private Networks:

FQDNSs for Network Connections

A fully qualified domain name (FQDN) refers to the complete and unique address of an internet presence. It consists
of the host name and the domain, and is used to locate specific hosts online and access them using name resolution.

FQDN adds an extralayer of flexibility and precision when you create VPN profiles and access rules, providing
enhanced security and simplifying network management. Secure Access offers arobust set of features to safeguard
your infrastructure, and among them is the fully qualified domain name (FQDN) feature.

In the context of Secure Access remote access VPNs, FQDN enables you to create VPN profiles based on domain
names rather than just | P addresses. This introduces a more flexible approach to controlling network traffic, as it
allowsfor profilesto be defined based on specific services or applications hosted on those domains even when
associated | P addresses change dynamically.

About Fully Qualified Domain Names (FQDNSs)

“Fully qualified” refersto the unique identification that guarantees that all of the domain levels are specified. The
fully qualified domain name consists of three or more labels: The top level domain, the domain names, optional
subdomains, and the host name. If adomain name doesn’t specify al of the labels that are required for the FQDN,
then thisis called a“Partially Qualified Domain Name” (PQDN). This often means that only the host nameis given.
The generic name or the FQDN and its IP addressis the “ Fully Qualified Host Name” (FQHN).

The structure of an FQDN is predefined by the domain name system (DNS). The names of theindividual levelsin the
domain name area are called “labels’ and are separated from one another by dots. Each label must consist of 1 to 63
characters and the total FQDN may not exceed 255 charactersin total. Only letters, numbers, or dashes can be used.
Each label hasto have either aletter or anumber at the beginning.

The benefits of using FQDN include:

« FQDNSs offer morereliability because they don't change when the underlying I P addresses change, such as traffic
that’ s routed through load balancers. This can help to reduce downtime and improve the reliability of your cloud
workloads.

* FQDNSs are more human-readable and easier to remember than IP addresses. This can make your VPN profiles
and policies more readable and easier to maintain.

» FQDNSs can help to improve the security of your applications by making it more difficult for DNS spoofing
attacks.

Secure Access FQDN objects can be used within hierarchical, global, and regional network VPN policies to regulate
traffic to or from specific domains, as discussed in the following sections.
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Secure Access Global FQDN

Y our Secure Access org is assigned a global FQDN available to copy and paste as needed. Navigate to Connect >
End User Connectivity > Virtual Private Network to find the global FQDN.

Secure Access Regional FQDNs

Regional FQDNSs let you create and enforce consistent VPN profiles across al subnetworks within aregion in your
Secure Access network. These profiles contain settings that can determine how VPN traffic traverses your network,
including destination exceptions and DNS mode.

When creating a VPN profile, you can opt to automatically add a region-specific FQDN to the hostname, which

provides flexibility to clients when connecting to their VPN headend; see Step 1 — General Settings of the Add VPN
Profilestopic.

Y our Secure Access regional FQDNSs are also available to copy and paste as needed. Navigate to Connect > End
User Connectivity > Virtual Private Network and click Regional FQDNSs from the global FQDN card to view the
available regional FQDNs.

End User Connectivity

End user connectivity lets you define how your organization's traffic is steered from
endpoints to Secure Access or to the internet. Help 7

Virtual Private Network Internet Security
FQDN Secure Access VPN FQDN
Use the FQDN listed here when configuring your branch firewall headend.
Global: 3ef8.vpn.ciscosecureaccess.cn Copy list-3ef8.vpn.ciscosecureaccess.cn Copy

Secure Access VPN Headend FQDN

Y our Secure Access org isassigned aVPN FQDN to use when configuring your branch firewall headend. This
FQDN is available to copy and paste as needed. Navigate to Connect > End User Connectivity > Virtual Private
Network to find the Secure Access VPN FQDN card.

Manage IP Pools

Manage your organization's sets of 1P address pools that are used to secure the request and response traffic of your
remote access VPN profiles. An |P address pool is a sequentia range of | P addresses within a certain network. Y ou
can have multiple pool configurations.

VPN profiles require | P addressing poolsin order to be fully-functional. In addition, control plane traffic such as
RADIUS is sourced from the Secure Access | P address pools.

See the following topics for more information related to |P pools:
e Addan IP Pool

Add an IP Pool

VPN profiles require | P addressing pools in order to be fully-functional. In addition, control plane traffic such as
RADIUS is sourced from the Secure Access China IP address pools.
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Prerequisites

e Full Admin user role. For more information, see Manage Accounts.

Procedure

Add an IP pool that is used to manage a set of |P addresses for your VPN profile. Optionally, add a RADIUS group
for VPN profiles.

Add an IP Pool
To configure the VPN IP Pool, complete the following steps:

1. Navigateto Connect > End User Connectivity > Virtual Private Network.
2. Under Regions and I P Poals, click Manage.

The IP Pools page opens. Each region must have a unique IP pools configured. These |P pools are used to assign
I P addresses to endpoint devices connecting via remote access VPN. Proper configuration ensures that VPN
clients receive unique | P addresses from the pool associated with their region, preventing | P address conflicts and
enabling efficient routing and management of remote access VPN connections.

Take the following actions to manage | P pools.

» Click Add IP Pool to open adialog for creating a new 1P pool.
» Click an existing IP pool's region name to view the | P pool detailed infor mation pane.
» Click the pencil icon to edit an IP pool.

3. Click Add IP Poal.
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4. Configure IP pool Parameters :

Add IP Pool X

Add an IP pool that is used to manage a set of IP addresses for your VPN profile.
Help 7

Parameters

Edit this IP pool's parameters including its mapped region, DNS servers, and IP
addresses

Region

[ Select a region v ]

Display name

[ ]

DNS Server

C] DDNS Servers updates

System IP Pool ®

0.0.0.0/28, 0.0.0.0/21

IP Pools

Add the IP pools this region will use. You can add a maximum of 25 IPV4 and 25 IPV6
subnets per IP pool. Help &

No IP pools added

Add IP Pool

RADIUS Groups (optional)

Associate one RADIUS group per AAA method to this IP pool.

No RADIUS groups created

Add RADIUS Group

Cancel

e Select an available Region.

» Enter aDisplay nhame.

e Select aDNS Server pair from the dropdown, or click + Add to create anew DNS pair.

« DDNS Serversupdates (optional): Check the box to select an existing DDNS server, or click + Add to create
anew DDNS pair.

e System IP pool (optional): Add up to five subnets with 1P ranges from /28 to /21 to grant Secure Access
permission to obtain | P addresses for administrative connections to customer data centers. Subnets added as
system I P pools count against the total number of |P pools available in the next step.
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5. 1P pools: Add the IP pools this region will use. Y ou can add a maximum of 25 IPV4 and 25 IPV6 Subnets per IP
pool.
< Add IP Pool X
Add up to 25 subnets per protocol to this IP pool. The number of connections

available here is set by the number of subnets added to the System IP Pools field

IP pool name

IPv4 subnets ®

0.0.0.0/28, 0.0.0.0/16

4

Supports private and public IP addresses with ranges from /16 to /28. Use a comma separated list to
add subnets.

IPv6 subnets ©

Supports private and public IP addresses with ranges from /112 to /124. Use a comma separated list
to add subnets.

Cancel

e Enter an IP pool name.
e AddIPV4 subnets for remote access VPN user connections. Each user endpoint will receive an |Pv4 address
from the IP pooal. Y ou may add multiple comma-separated ranges from /28 to /16.
« AddIPv6 subnets (optional) for remote access VPN user connections. If configured, each user endpoint will
receive an |Pv6 address from the | P pool. Y ou may add multiple comma-separated ranges from /124 to /112.
The IPv6 user connection count must be greater than or equal to the IPv4 user connection count configured for
this IP pool.
» Click Save & Add IP Pool to finish configuring a new IP pool.
6. RADIUS Groups (optiona): Select an existing RADIUS group or click Add RADIUS Group to associate a
RADIUS group with this IP pool.
7. Click Save when you are done.

Add a RADIUS Group (optional)

This section describes how to configure a RADIUS group and add servers to the group. This RADIUS group can be
applied to the Management | P pool being configured and mapped to other I P poals.

1. Navigateto Connect > End User Connectivity > Virtual Private Network.
2. Click Add IP Pool. The Regions and | P Pools page appears
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3. Click Add IP Pool and scroll down to RADIUS Groups (optional).

RADIUS Groups (optional)

Associate one RADIUS group per AAA method to this IP pool.

No RADIUS groups created

Add RADIUS Group

Cancel

4. Click Add RADIUS Group to configure the RADIUS group and enter ameaningful Group Name.

< Add RADIUS Group X
Add group of RADIUS servers, which will be used to control access to your VPN
profiles

General A

Group Name

AAA method

) Authentication

D Authorization

() Accounting

[ Settings v ]

RADIUS Servers

No RADIUS servers added

Add RADIUS Server

Cancel
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5. Choose the AAA methodsto apply to this RADIUS Group. Choose at |east one method.
Note: If both the Authentication and Authorization methods are selected, the same port number must be used.
a. Authentication - Enter the RADIUS authentication Port number. The valid rangeis from 1 to 65535.
The default is 1812.

Check Microsoft CHAPV2 to use Microsoft Challenge Handshake A uthentication Protocol Version 2 asthe
authentication method.

AAA method
Authentication

Port

[ 1812

[ Microsoft CHAPv2
[ Authorization

D Accounting

b. Authorization- Enter the RADIUS authorization Port number. The valid rangeisfrom 1 to 65535.
The default is 1812
When you check Authorization mode only, no common password is required.

When you check Change of authorization (CoA) mode, the RADIUS server group will be registered for CoA
notification. If you enable CoA, the listening port for RADIUS CoA requests uses the default of 1700. The
ACL Redirect displays the number of rules defined for ACL redirect. Click View rulesto view the rules, and
Edit rulesto edit the rules. Select the Change of authorization (CoA) mode option when using this server
group for ISE Policy Enforcement in remote access VPNSs.

Authorization

Port

[ 1812 ]

Both the Authentication and Authorization methods, when selected, must use the

same port.
Authorization mode only (D

Change of authorization (CoA) mode ()

CoA Port: 1700

ACL Redirect: My_Redirect ACL 5 Viewrules | Editrules

f:] Accounting
¢. Accounting- Enter the RADIUS accounting Port number. The valid rangeisfrom 1 to 65535. The default is
1813.

Select the Accounting mode, either Single or Simultaneous. In single mode, accounting datais sent to only
one server. In simultaneous mode, accounting datato all serversin the group.

For Accounting update, select I nterim accounting update to enable the periodic generation of RADIUS
interim-accounting-update messages.

Accounting

Port

| 1813 |

Accounting mode
Single
@ Simultaneous

Accounting update
(] Interim accounting update
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6. Configure the method (Reactivation mode) by which failed serversin a group are reactivated:

a. Setthe Max failed attemptsto specify the maximum number of failed AAA transactions with aRADIUS
server in the group before trying the next server. Therangeisfrom 1 and 5. The default is 3.

b. Choose Depletion, Dead time to reactivate failed servers only after all of the serversin the group are inactive.

Thisisthe default reactivation mode. Specify the amount of time, between 0 and 1440 minutes, that elapses
between the disabling of the last server in the group and the subsequent reenabling of all servers.

Deadtime applies only if you configure fallback to the local database; authentication is attempted locally until

the deadtime elapses. The default is 10 minutes.

¢. Choose Timed to reactivate failed servers after 30 seconds of down time.
d. Setthe Serverstimeout setting. Enter the number of secondsto wait for aresponse from a RADIUS server (in
seconds). The default is 10 seconds.

Settings

Max failed attempts

(3

Reactivation mode

@ Depletion
Dead time

[‘IO

minute(s)

Timed

Servers timeout

(10

second(s) ]

7. Scroll downto RADIUS Serversand click Add RADIUS Server.
Y ou can add up to eight serversto each RADIUS group.

RADIUS Servers

No RADIUS servers added

Cancel

8. Enter ameaningful Server name, an | P Address, and a Secr et K ey/Password combination and click Save &

Add server.
Add RADIUS Server

Server name

RG-01

IP Address

101.1.2

Password type
Secret Key

Show ]

Show ]

Cancel

Save & Add server @
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9. Click Save when you are done adding serversto complete the RADIUS Group.

RADIUS Servers

You can add up to 8 servers in each group

Assign servers

[ RG-01 X v | + Add
# Server Name IP Address
1 RG-01 10.1.1.2

Manage VPN Profiles

A remote access virtual private network (VPN) allowsindividual usersto connect to a network from aremote
location using a computer or other supported devices connected to the Internet. This allows mobile workersto
connect from their home networks or a public Wi-Fi network, for example.

See the following topics for more information related to VPN profiles:
e Add VPN Profiles

Add VPN Profiles

A virtual private network (VPN) connection establishes a secure tunnel between endpoints over a public network
such as the Internet. This section describes how to create VPN profiles to allow for configuration of remote user
connections through a VPN.

The following topics explain how to configure remote access VPN profiles.

Prerequisites

e Full Adminrolein Secure Access. See Manage Accounts.

Step 1 — General Settings
Enter a name and configure the general settings that this VPN profile will use.

1. Navigateto Connect > End User Connectivity > Virtual Private Network.
2. Inthe VPN Profiles pane, click +VPN profile.

VPN Profiles
A VPN profile allows for configuration of remote user connections through a VPN. Help

~

Q + Machine tunnel + VPN profile
Authentication, Authorization Secure Client Download

Display General Traffic Steering Profile URL

Name 5 Eari
name & Accounting Configuration XML

Connect 't to Secure
Certificates Access 12 Settings
5 Exception(s)

monitorsCertPr cisco.com
ofile TLS, IPSec (IKEv2)

3ef8.upn.ciscosecureacces

Y
s.cn/monitorsCertProfile =

3. Enter ameaningful VPN Profile name for this profile.
4. Configure the General settingsfor this VPN profile;

5. Optionally, enter a Display name for this profile. Thisis a customizable and flexible |abel that is displayed to
end-users of the Cisco Secure Client for ease-of-selection when choosing the appropriate profile.

6. Enter the Default Domain.
7. Choose aDNS Server from the drop-down, or click Add to add anew DNS server pair.

The DNS server mapped through the Manage | P Pool page is set as the default server. Selecting another DNS
server overwritesthis default server.
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8. Under Profile Settings, review the following settings and choose the options appropriate for this profile:

e Check Include machine tunnel for this profile to allow a client device to connect to Secure Access before
auser initiates alogin. Click + Add Machine Tunnel to configure a machine tunnel if one does not exist for
this profile; see Manage Machine Tunnels for information.

* Check Includeregional FQDN to add a region-specific FQDN to the hostname, which provides flexibility to
clients when connecting to their VPN headend.

9. Select the protocol that this VPN profile will use:

e TLS/DTLS
* |IKEV2

At least one protocol must be selected. If both TLS/DTL S and | KEv2 are selected, choose the primary
protocol from the Primary drop-down.
10. Optionally, choose a Connect time postur e from the drop-down.

VPN Profile

© conssonns General settings
Default Domain

ONS Server

Protacel

Cannect time posture

11. Click Next.

Step 2 — Authentication, Authorization, and Accounting

Choose a configuration method from the ** Protocol s ** drop-down to compl ete the authentication process for this
VPN profile. Authentication isthe way a user isidentified before being allowed access to the network and network
resources. Authentication requires valid user credentials, a certificate, or both. Y ou can use authentication alone, or
with authorization and accounting.

Choose from:

« SAML
« RADIUS
¢ Certificate

SAML
Use this option to authenticate users with SAML.



Authentication, Authorization, and Accounting

Choose a configuration method to complete the SAML authentication process for this VPN profile.Help 7

Authentication  Authorization  Accounting

Protocols

SAML
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() Authenticate with CA certificates
Select to use CA certificates to authenticate this VPN profile.

SAML Configuration
I:I External browser authentication

Forced re-authentication (i

(®) SAML Metadata XML Configuration

Y3 1. Download Service Provider XML file

This XML file contains metadata required to configure your 1dP.

Download service provider XML file

{8} 2. Generate IdP Security Metadata XML File
a. U Service Provider XML file

oy 3.Upload IdP security metadata XML file

@ File 'GooglelDPMetadata| 1).xml’ uploaded. [ Delete

Cancel

SAML Configuration

(] 3

When you choose SAML, each user is authenticated using the SAML single sign-on server.

« External browser authentication—Select this option to have Secure Client use alocal browser for
authentication. When selected, Secure Client can support other SAML -based web authentication options, such
as Single Sign On, biometric authentication, or other enhanced methods that are unavailable with an embedded

browser.

« Forced re-authentication—Select this option to force a re-authentication whenever a VPN connection is
initiated. Forced re-authentication is related to the Session Timeout setting; see Cisco Secure Client Configuration.

For more information about Secure Access and SAML, see Configure Integrations with SAML Identity Providers.
SAML authentication for remote access VPNs supports SAML, SAML + Single CA certificate, and SAML +

Multiple CA Certificates.
SAML Metadata XML Configuration

1. Clickthe SAML Metadata XML Configuration option, provide your Service Provider XML file and follow the

guidelines to complete your Identity Provider (IdP) setup.

2. Upload your IdP Security Metadata XML file to Secure Access. Y ou can drag-and-drop the file or click the

upload icon to browse and select thefile.

Manual Configuration

1. Click the Manual Configuration option complete the form with information obtained from your Service Provider

(SP) and Identity Provider (IdP).
2. Download the SP Certificate.
3. Obtain the following from the SAML 1dP:

a. ldentity Provider Entity ID URL.
Sign-in URL.

Sign-out URL.

IdP Certificate.

Request Signature.

®oooT
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RADIUS
Use this option to authenticate users on a RADIUS server.

When you choose RADIUS, each user is authenticated using RADIUS group servers. RADIUS authentication

for remote access VPNs supports RADIUS, RADIUS+ Single CA certificate, and RADIUS+ Multiple CA
Certificates.

Map authentication groups to regions

Selact one group for all regions

+ Group
oSG P pools Groups
RADIUS-Group-1 21.10
@ 31.10.230 tasssssst
21 N

Jpl
Cancel Back
Certificate

Use this option to authenticate users with trusted certificate authorities (CAS).

Authentication, Authorization, and Accounting
Choose a configuration method to complete the SAML authentication process for this VPN profile.Help 7

Authentication  Authorization ~ Accounting

Protocols

Certificate v

Authenticate with CA certificates
Select to use CA certificates to authenticate this VPN profile.

Single Certificate
CA Certificates
View 1 CA certificate (7 &, Upload a new CA Certificate

Type

@ Single Certificate O Multiple Certificates

Single Certificate Authentication is accomplished differently per operating system. By default, Windows user certificate store is used. The certificate store can be
changed in the step 4 of Cisco Secure Client Configuration > Certificate tab.

Primary field to authenticate

Common Name v

Secondary field to authenticate

Email v

Cancel m

When you choose Certificate, each user is authenticated with a client certificate. The client certificate must be
configured on VPN client endpoints. By default, the user name is derived from the client certificate fields CN and

OU. If the user name is specified in other fields in the client certificate, use the Primary field to authenticate and
Secondary field to authenticate field to map appropriate fields.

Select M ultiple Certificates authentication to authenticate the VPN client using the machine and user certificates.
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When Multiple Certificates authentication is enabled, you can select one of the following certificates to map the
username and authenticate the VPN user:

» First Cert—Select this option from the User certificate drop-down list, to map the username from the machine
certificate sent from the VPN client.

» Second Cert—Select this option from the User certificate drop-down list, to map the username from the user
certificate sent from the client.

Note: Multiple certificate authentication utilizing a machine certificate requires that the Windows cer tificate store
override option is enabled, and the Client Certificate Store option is set to All in Step 4 — Cisco Secure Client
Configuration of the VPN profile configuration. See The Cisco Secure Client Profile Editor for complete information.

Note: If you do not enable multiple certificate authentication, the user certificate (second certificate) is used for
authentication by default.

Step 3 — Traffic Steering (Split Tunnel)

For Traffic Steering (Split Tunnel), you can configure a VPN profile to maintain afull tunnel connection to Secure
Access, or configure the profile to use a split tunnel connection to direct traffic through the VPN only if necessary.

1. For Tunneél Mode, choose either:

« Connect to Secure Access to direct al traffic through the tunnel; or,

Tunnel Mode

Connect to Secure Access

All traffic is steered through the tunnel.

A 0D G0

» Bypass Secure Accessto direct all traffic outside the tunnel.
Tunmel Mode
Bypass Secure Access

All traffic is steered cutside the tunnel,

5-OD

2. Depending on your selection, you can Add Exceptions to steer traffic inside or outside the tunnel. Y ou can enter
commarseparated | Ps, domains, and network spaces.

3. For DNS Mode, you can accept the default DNS or choose to Tunnel all DNS traffic.
4. Click Next to configure the Cisco Secure Client.

Step 4 — Cisco Secure Client Configuration

Y ou can modify a subset of Cisco Secure Client settings based on the needs of a particular VPN profile.


https://www.cisco.com/c/en/us/td/docs/security/vpn_client/anyconnect/Cisco-Secure-Client-5/admin/guide/b-cisco-secure-client-admin-guide-5-1/anyconnect-profile-editor.html?bookSearch=true
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1. Click the Session Settings tab to modify session-specific settings:

+ End User Connectivity
VPN profile

A VPN profile allows for configuration of remate user connections through a VPN. Help ¢

VPN Profile name

VPNTI849

o) i
) General settings

() Authentication, Authorization,
and Accounting

( f) Traffic Steering (Split Tunnal)
"~ Connect to Secure Access |1
e

@ ) Cisco Secure Client Configuration

<

Session Settings (7

Cisco Secure Client Configuration
Select various settings to configure how Cisco Secure Client operates.Help ¢

Client Settings (13 Client Certificate Settings | 4 ¢t Download XML

Banner Message

Require user to accept a bannes message post authentication

»

Session Timeout

[ | -

Session Timeout Alert

| =0 | minutes before

Idle Timeout @

[ =0 | -

Idle Timeout Alert (optional)

| | minutes before

Maximum Transmission Unit @

1380

Cancel | Back \ m

« Banner Message—Configure a banner message for the user to accept after Secure Client authentication.
» Session Timeout—Configure atime window after which the Secure Client session will end. The default is 4

hours.

e Session Timeout Alert—Configure the number of minutes before the session timeout to alert the user. The
default is 30 minutes.

« |dle Timeout—Configure atime window for an idle Secure Client session, after which the session will end.
« ldle Timeout Alert—Configure the number of minutes before the idle session timeout to alert the user. The

default is 1 minute.

e Maximum Transmission Unit (M TU)—Configure the largest packet size that can be transmitted through the
VPN tunnel before fragmentation. Accepts a value between 576 and 1390.
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2. Click the Client Settings tab then click Edit to modify client-specific sessions. See The Cisco Secure Client
Profile Editor for complete information about Cisco Secure Client settings.

a. Modify General client settings as needed.

Client Settings

General

B Use Start before Logon
u Minimize on connect
-

o Local lan access

B Autoreconnect
Auto reconnect behavior

Connect and resume

] Suspend Secure Client during suspended standby

administrator Settings

b. -Modify Administrative Settings as needed.

Administrator Settings

Windows Logon Enforcement

Single Local Logon -
Linux Logon Enforcement
Single Local Logon -

Clear SmartCard PIN

WP Pritocol Supported

Proxy Settings

Mative
Allow local proxy cannections

(O anow optimal gateway selection

Authentication Timeout

c. Click Save.

‘Windows VPN Establishment

Local Users Only

Linux VPN Establishment

Local Users Only

([ Automatic VPM Policy (Windows and macOS only)

() captive Portal Remediation Browser Failover

B User controliable
I User controliable
[0 User controliable

& User controllable

) user controlable

e (3

) User controllable

(O user controliable

Y-


https://www.cisco.com/c/en/us/td/docs/security/vpn_client/anyconnect/Cisco-Secure-Client-5/admin/guide/b-cisco-secure-client-admin-guide-5-1/anyconnect-profile-editor.html?bookSearch=true
https://www.cisco.com/c/en/us/td/docs/security/vpn_client/anyconnect/Cisco-Secure-Client-5/admin/guide/b-cisco-secure-client-admin-guide-5-1/anyconnect-profile-editor.html?bookSearch=true
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3. Modify any Client Certificate Settings as needed.

Note: When the Multiple Certificates option is selected in Step 2 — Authentication, Authorization, and
Accounting of the VPN profile configuration, enable the Windows certificate store override option, and set the
Client Certificate Store option to All. See The Cisco Secure Client Profile Editor for complete information.

Clsco Secure Client Configuration

gs (3 Client Settings (13 Cient Certificate Settings (& s Download XML

Certificate Operating System

Mac 05 Linuox

Certificate Pinning

4. Click Save to complete the VPN Profile.

Manage Machine Tunnels

A Secure Access VPN machine tunnel ensures connectivity to the corporate network whenever the client system is
powered up, not just when a VPN connection is established by the end user. Y ou can perform patch management

on out-of-the-office endpoints, especially devices that are infrequently connected by the user, via VPN, to the office
network. Endpoint OS login scripts that require corporate network connectivity also benefit from this feature. For this
tunnel to be created without user interaction, certificate-based authentication is used.

The Secure Access machine tunnel allows administrators to have the Cisco Secure Client connected without user
intervention prior to when the user logs in. Secure Access machine tunnel is triggered when the endpoint is off-
premise and disconnected from a user-initiated VPN. The Secure Access VPN machine tunnel is transparent to the
end user and disconnects automatically when the user initiates VPN.

About the VPN Machine Tunnel

The Secure Client VPN agent service is automatically started upon system boot-up. It detects that the machine
tunnel featureis enabled (viathe VPN profile), therefore it launches the management client application to initiate a
machine tunnel connection. The management client application uses the host entry from the VPN profile to initiate
the connection. Then the VPN tunnel is established as usual, with one exception: no software update is performed
during a machine tunnel connection since the machine tunnel is meant to be transparent to the user.

The user initiatesa VPN tunnel viathe Secure Client, which triggers the machine tunnel termination. Upon machine
tunnel termination, the user tunnel establishment continues as usual.

The user disconnects the VPN tunnel, which triggers the automatic re-establishment of the machine tunnel.

For information about viewing connection events filtered by machine tunnel, see View the Remote Access Log
Report.

Limitations

* A machine tunnel user with the email address machine@sse.com needs to be provisioned. For more information,
see What to do Next.

» User interaction is not supported.

» Certificate-based authentication through Machine Certificate Store (Windows) is only supported.

» Strict Server Certificate checking is enforced.

« A private proxy is not supported.


https://www.cisco.com/c/en/us/td/docs/security/vpn_client/anyconnect/Cisco-Secure-Client-5/admin/guide/b-cisco-secure-client-admin-guide-5-1/anyconnect-profile-editor.html?bookSearch=true
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« A public proxy is not supported (ProxyNative value is supported on platforms where Native Proxy settings are not
retrieved from the browser).

» Secure Client Customization Scripts are not supported.

Configure the VPN Machine Tunnel

This section describes how to configure the Secure Access as the VPN gateway to accept connections from Secure
Client through the VPN machine tunnel.

The following procedure explains how to add and configure the remote access VPN machine tunnel.

Prerequisites

e Full Admin rolein Secure Access. See Manage Accounts.

Step 1 — General Settings

Configure the general settings, including the domain and the protocols this machine tunnel will use.

1. Navigate to Connect > End User Connectivity > Virtual Private Network.

2. Inthe VPN Profiles pane, click + Machine Tunndl.

Name

s for configuration of remate user connections through a VPN. Help

Display
name

Authentication, Authorization

& Accounting

Secure Client
Configuration

+ Machine tunnel + VPN profile

Download

Profile URL XML

monitorsCertPr
ofile

3. Configure the network and protocol settings for the machine tunnel:

a
b.

Certificates.

TLS, IPSec (IKEv2)

Enter the Default Domain.
Choose a DNS Server from the drop-down, or click Addto add a new DNS server pair.

12 Settings

3ef8.vpn.ciscosecureacces

S
scnfmonitorsCertprofie O =

The DNS server mapped through the Manage | P Pool page is set as the default server. Selecting another DNS
server overwrites this default server.

Select the protocol that this machine tunnel will use:

« TLSDTLS
« IPSec (IKEv2)

At least one protocol must be selected.

Optionally, check Include protocol to enforce client bypass protocol.

< End User Connectivity

Machine tunnel

A machine tunnel establishes a secure session to a device when the user is not signed in. This allows for the
mapping of drives and secure connections at startup before a user signs into the system. Help (7

o General settings

General settings

Select and configure the network and protocol that this Machine tunnel will use.

Default Domain

((eg. domain.com

DNS Server @

[ Use region configuration

\/] + Add

DNS servers mapped to regions View more

Tunnel Protocol
TLS/DTLS

(] 1PSec (IKEv2)

Client Bypass Protocol ®

(] Include protocol

Cancel
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Step 2 — Authentication for Machine Certificate

The machine tunnel is transparent to the end user and disconnects automatically when the user initiates a VPN
session. For thistunnel to be created without user interaction, certificate-based authentication is used.

1. Choose CA certificates from the list, or click Upload CA certificates, which can then be used by the machine
tunnel as a machine certificate to authenticate devices.

< End User Connectivity
Machine tunnel

A machine tunnel establishes a secure session to a device when the user is not signed in. This allows for the
mapping of drives and secure connections at startup before a user signs into the system. Help .7

@ e . Authentication for Machine Certificate
eneral settings

Default Domain: example.com | DNS Upload a CA certificate which can then be used by this machine tunnel as a machine certificate to authenticate devices.

Server: - | Protocol: TLS / DTLS
° Authentication for Machine Upload CA certificates

Certificate

Selecta CA Certificate
Issued to Issuer Serial number Expiration Date
P i 048- 1565 Sep1,2034
sha384.cisco.com
<

2. Click Next to configure the Traffic Steering.

Step 3 — Traffic Steering (Split Tunnel)

For Traffic Steering (Split Tunnel), you can configure a machine tunnel to maintain afull tunnel connection to
Secure Access, or configure it to use a split tunnel connection to direct traffic through the VPN only if necessary.

1. For Tunnel Mode, choose either:

» Connect to Secure Accessto direct al traffic through the tunnel; or,

Tunnel Mode
Connect to Secure Access

All traffic is steered through the tunnel.

S ¢p @O

. e
Sgcure Y

ACCRess

« Bypass Secure Accessto direct al traffic outside the tunnel.

Tunmnel Mode

Bypass Secure Access

All traffic is steered cutside the tunnel,

-0

2. Depending on your selection, you can Add Exceptionsto steer traffic inside or outside the tunnel. Y ou can enter
comma-separated |1Ps, domains, and network spaces.

3. For DNS Mode, you can accept the default mode or choose to Tunnel all DNS traffic.
4. Click Next to configure the Cisco Secure Client.
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Step 4 — Cisco Secure Client Configuration
Y ou can modify a subset of Cisco Secure Client settings based on the needs of a particular VPN machine tunnel.

1. Review the options presented on the Cisco Secur e Client Configuration tab.

5 3 secure session 10 a device when the user is not signed in. This allows for the
¢ connections at startup before a user signs into the system. Help (3

Cisco Secure Client Configuration
Configure how the Cisco Secure Client operates for this machine tunnel.

@ Authentication for Machine [J Local LAN Access ¢ Download XML
Certificate

[[] pisable Captive Portal Detection

[C) Suspend Secure Client during suspended standby

[ captive Portal Remediation Browser Failover

(©) cisco Secure client 18 Atow local proxy connections
Configuration

Automatic VPN Policy (Windows and macQS only)
Trusted Network Palicy
| Disconnect |
Untrusted Network Policy

Connect

Trusted DNS Domains
Trusted DNS Servers
Adding all DNS servers in use Is recommended with Trusted Network Detection

Distinguished Name ©

Maximum 10 asowed

Name Pattern Wildcard Operator Match Case Actions
&
< o c

2. Configure the options that are specific to your machine tunnel:

e Local LAN Access—Allows the user complete access to the local LAN connected to the remote computer
during the VPN session to Secure Access.

Note: Enabling local LAN access can potentially create a security weakness from the public network through
the user computer into the corporate network.

» Disable Captive Portal Detection—When Cisco Secure Client receives a certificate with a common name
that does not match the Secure Access name, a captive portal is detected. This behavior prompts the user to
authenticate. Some users using self signed certificates may want to enable connection to corporate resources
behind an HTTP captive portal and should thus mark the Disable Captive Portal Detection checkbox. The
administrator can also determine if they want the option to be user configurable and mark the checkbox
accordingly. If user configurable is selected, the checkbox appears on the Preferences tab of the Cisco Secure
Client Ul.

» Suspend Secure Client during suspended standby— (Windows Only) Available only for devices that
support Connected Standby. During Connected Standby, the operating system throttles system process, which
can impact how packets are processed. With this option, you can disable VPN traffic when the system enters
Connected Standby mode. The feature is disabled by default.

e Captive Portal Remediation Browser Failover—Allows the end user to use an external browser (after
closing the Cisco Secure Client browser) for captive portal remediation.

e Allow Local Proxy Connections—BY default, Cisco Secure Client lets Windows users establish aVPN
session through atransparent or non-transparent proxy service on the local PC. Uncheck this parameter if you
want to disable support for local proxy connections. Some examples of elements that provide a transparent
proxy service include acceleration software provided by some wireless data cards, and network components on
some antivirus software.

e Automatic VPN Policy (Windows and macOS only)—Enables Trusted Network Detection allowing Cisco
Secure Client to automatically manage when to start or stop a VPN connection according to the Trusted
Network Policy and Untrusted Network Policy. If disabled, VPN connections can only be started and stopped
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manually. Setting an Automatic VPN Policy does not prevent users from manually controlling a VPN
connection.

Trusted Network Policy—Action Cisco Secure Client automatically takes on the VPN connection when
the user isinside the corporate network (the trusted network).

» Disconnect (Default)—Disconnects the VPN connection upon the detection of the trusted network.

e Connect—Initiates a VPN connection upon the detection of the trusted network.

¢ Do Nothing—Takes no action in the untrusted network. Setting both the Trusted Network Policy and
Untrusted Network Policy to Do Nothing disables Trusted Network Detection.

e Pause—Cisco Secure Client suspends the VPN session instead of disconnecting it if auser entersa
network configured as trusted after establishing a VPN session outside the trusted network. When the
user goes outside the trusted network again, Cisco Secure Client resumes the session. Thisfeature is
for the user’ s convenience because it eliminates the need to establish anew VPN session after leaving a
trusted network.

Untrusted Networ k Policy—Cisco Secure Client starts the VPN connection when the user is outside the

corporate network (the untrusted network). This feature encourages greater security awareness by initiating

a VPN connection when the user is outside the trusted network.

» Connect (Default)—Initiates the VPN connection upon the detection of an untrusted network.

» Do Nothing—Takes no action in the trusted network. This option disables Always-On VPN. Setting
both the Trusted Network Policy and Untrusted Network Policy to Do Nothing disables Trusted
Network Detection.

Trusted DNS Domains—DNS suffixes (a string separated by commas) that a network interface may have
when the client isin the trusted network. For example: ".cisco.com.

Note: Wildcards ("*') are not supported for DNS suffixes.

Trusted DNS Server s—DNS server addresses (IP addresses separated by commas) that a network
interface may have when the client isin the trusted network. For example: 192.168.1.2, 2001:DB8::1.

Note: Wildcards (*') are not supported for DNS server addresses.
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3. Distinguished Name—Specifies distinguished names (DNSs) for exact match criteriain choosing acceptable client
certificates. When you add multiple Distinguished Names, each certificate is checked against all entries, and all of
them must match.

4. Click Save to complete the VPN machine tunnel.

Note: A maximum of 10 distinguished names are allowed.

Name—The distinguished name (DN) to use for matching:

CN—Subject Common Name
C—Subject Country

DC—Domain Component
DNQ—Subject Dn Qualifier
EA—Subject Email Address
GENQ—Subject Gen Qualifier
GN—Subject Given Name
|—Subject Initials

L—Subject City

N—Subject Unstruct Name
O—Subject Company

OU—Subject Department
SN—Subject Sur Name
SP—Subject State

ST—Subject State

T—Subject Title

| SSUER-CN—Issuer Common Name
ISSUER-DC—Issuer Component
ISSUER-SN—Issuer Sur Name

| SSUER-GN—Issuer Given Name

| SSUER-N—Issuer Unstruct Name
| SSUER-I—Issuer Initials

| SSUER-GENQ—Issuer Gen Qualifier
| SSUER-DNQ—Issuer Dn Qualifier
| SSUER-C—Issuer Country
ISSUER-L—Issuer City
|SSUER-SP—Issuer State

| SSUER-ST—Issuer State

| SSUER-O—Issuer Company

| SSUER-OU—Issuer Department
ISSUER-T—Issuer Title

| SSUER-EA—Issuer Email Address

What to do Next

Y ou need to associate the machine tunnel with remote access VPN users. Thisis done by provisioning a machine
tunnel user with a specific email (machine@sse.com) from your organization's identity provider (IdP), such as Active
Directory. Secure Access supports various methods to provision users and groups.

Add the New Machine Tunnel User
Prerequisites

Full Admin user role. For more information, see Manage Accounts.
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* Anidentity provider (IdP) configured and integrated with Secure Access. For more information, see Manage
Users and Groups.
» A configured machine tunnel applied to a VPN profile.

Procedure

To add the new machine tunnel user, provision the user through your supported identity provider (1dP). This example
shows amanual upload of aCSV file.

1. Navigate to Connect > Usersand Groups > Usersand click Provision Users.
2. For Provisioning M ethod, click Manual Upload to provision the new machine tunnel user in your organization.

Provisioning Method

Select a provisioning method to add users 1o Secure Access.
Methods
& @ Manual Up £z Active Directo!
Manually upl Connect Secure to your Active Directory
exported fro and import y

3. Click Download to save the Secure Access import template to your local system. The templateisa CSV file that
supports the following format:

DN, sn, gi venNan®e, user Pri nci pal Nane, mai | , nenber O

Note that DN and member OF are not required. For complete information, see CSV File Format.

4. Add the machine tunnel user to the Secure Access CSV template file, and then upload the CSV file to Secure
Access.

Provision Users and Groups

To add users to Secure Access, provision users through one of Secure Access's supported methods. Helpc

Manual Upload

Manually provision users and groups by adding them to Secure Access's CSV file and then uploading this file to Secure Access. Helpd

1.Download the template
Add your users and groups to this CSV file.

2.Upload your CSV File

&, This CSV file will replace any previously uploaded CSV file.

T

L)

Drag and drop file here or click to select it.

For example:

DN, sn, gi venNane, user Pri nci pal Nane, mai | , nenmber O
machi neUser, 6, machi ne@se. com nachi ne@se. com admi nG oup

5. Click Done.

Once added, users and user groups can then be added to an accessrule.

Users

ices connections and enrollments. To add new users, click Provision Users. At anytime, you

Name Email Source Connected(VPN) ® Enrolled(2TNA) © Associated Rules

machineUser 6 machine@sse.com manual 0 0 1
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View Provisioned Users and Groups in Secure Access
1. Navigateto Connect > Usersand Groupsto view the users and groups provisioned in your organization.

a. SeeView User Details
b. SeeView Group Details
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Manage PAC Files

When configuring Cisco Secure Access Internet Security, you have severa choices asto how you can send web
traffic to Secure Access. One of those choicesisto integrate a proxy auto-config (PAC) file URL for the browsers
that you use to reach web resources.

After you integrate a PAC file on adevice, al traffic through the browser is redirected to the Secure Access secure
web gateway (SWG).

What is a PAC file?
A proxy auto-config (PAC) fileis used by browsers to select the correct proxy server that can fetch arequested URL.

Known Limitations

As an administrator, you can download and deploy the Secure Access PAC file only if you are on a network that has
been added as a Registered Network to Secure Access. PAC files are not supported for other connection mechanisms.

Recommendations

For the most part, integrating the Secure Access PAC file into your system so that all browser-based traffic is proxied
is straightforward. However, you may have to customize the PAC file before integrating it into your system.

Note: Microsoft has deprecated PAC file support for the file:// and ftp:// protocolsin Windows 10 on Edge. Hosting
the PAC file on the local machine will not work on this browser. For more information, see Windows 10 does not
read a PAC file referenced by afile protocol.

We recommend that you bypass the following domains directly to allow al traffic with TCP on ports 80 and 443:

e ocsp.int-x3.letsencrypt.org

e isrg.trustid.ocsp.identrust.com

e *.cisco.com

e * opendns.com

e *.ssecom

e *.umbrella.com

e *.oktacom

e *.oktacdn.com

e * pingidentity.com

» secure.aadcdn.microsoftonline-p.com

Deploy the Secure Access PAC File for Windows

The Cisco Secure Access secure web gateway (SWG) requires that you deploy a proxy auto-config (PAC) file URL
on a browser to successfully reach web resources. If you're behind afirewall, you may also need to deploy the Secure
Access's PAC file on the browser so that it points to the correct proxy server. A PAC fileis only used with Secure
Access Internet Security.


https://support.microsoft.com/en-us/help/4025058/windows-10-does-not-read-a-pac-file-referenced-by-a-file-protocol
https://support.microsoft.com/en-us/help/4025058/windows-10-does-not-read-a-pac-file-referenced-by-a-file-protocol
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After an organization's administrator adds internal domainsin Secure Access, the Secure Access PAC file contains
thelist of configured internal domains. Web traffic to internal domainsis not sent to the SWG. For more information
about internal domains, see Manage Internet Security.

Prerequisites

e Full Admin user role. For more information, see Manage Accounts.

* Todownload and use the Secure Access PAC file, add your network's egress | P to Secure Access as a Registered
Network.

Secure Access only allows the PAC file to download from atrusted network. PAC files are not supported for other
connection mechanisms. For more information, see Manage Registered Networks.

Procedure

Note: We have attempted to provide you with the latest information about how to configure your operating system
(OS) and browsers to use Secure Access's PAC file. However, as OS and browser functionality can change at any
time, we cannot guarantee that these third-party procedures will remain accurate. For more information on deploying
aPAC file URL to your browser, see your OS and browser's Help.

Copy the Secure Access PAC File URL

1. Navigateto Connect > End User Connectivity > Internet Security.
2. Copy the Secure Access PAC file URL and save to your system.

Deploy the Secure Access PAC File URL for Chrome and Edge Browsers

In Windows, navigate to Start > Settings > Network & internet > Proxy.
For Automatic proxy setup, click Set up.

Set Use setup script to On.

For Script Address, paste the Secure Access PAC file URL.

Click Save.

o wbdheE

Deploy the Secure Access PAC File URL for Firefox
1. InFirefox, navigate to Settings, scroll to Network Settings, and then click Settings.

Network Settings

# Extensions & Themes Configure how Firefox connects to the internet. Learn more Settings...

@ Firefox Support

2. Select Automatic Proxy Configuration URL and paste the Secure Access PAC file URL.
3. Click OK.

Deploy the Secure Access PAC File for macOS

The Cisco Secure Access secure web gateway (SWG) requires that you deploy a proxy auto-config (PAC) file URL
on abrowser to successfully reach web resources. If you're behind afirewall, you may also need to deploy the Secure
Access's PAC file on the browser so that it points to the correct proxy server. A PAC fileis only used with Secure
Access Internet Security.

After an organization's administrator adds internal domains in Secure Access, the Secure Access PAC file contains
thelist of configured internal domains. Web traffic to internal domainsis not sent to the SWG. For more information
about internal domains, see Manage Internet Security.
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Prerequisites

e Full Admin user role. For more information, see Manage Accounts.

» To download and use the Secure Access PAC file, add your network's egress | P to Secure Access as a Registered
Network. Secure Access only allows the PAC file to download from atrusted network. PAC files are not
supported for other connection mechanisms. For more information, see Manage Registered Networks.

Procedure

Note: We have attempted to provide you with the latest information about how to configure your operating system
(OS) and browsers to use Secure Access's PAC file. However, as OS and browser functionality can change at any
time, we cannot guarantee that these third-party procedures will remain accurate. For more information on deploying
aPAC file URL to your browser, see your OS and browser's Help.

Copy the Secure Access PAC File URL

1. Navigateto Connect > End User Connectivity > Internet Security.
2. Copy the Secure Access PAC file URL and save to your system.

Deploy the Secure Access PAC File URL to Chrome

1. Inyour Chrome browser, navigate to chrome://settings/system and click Open your computer's proxy settings.

System

Use hardware acceleration when available [ ]

&

Open your computer's proxy settings
2. Enable Automatic proxy configuration and paste the Secure Access PAC file URL.

Auto proxy discovery

Automatic proxy configuration [ @)
Proxy configuration file
URL https://proxy.pac.swg.prod-02.ciscosecureaccess.cn

If your network administrator provided you with the address of an
automatic proxy configuration (.pac) file, enter it above.

3. Click OK and then Apply.

Deploy the Secure Access PAC File URL to Firefox

1. Open your Firefox browser, navigate to Firefox > Preferences, scroll to Network Settings, and click Settings.

Network Settings

% Extensions & Themes Configure how Firefox connects to the internet. Learn more Settings..

@ Firefox Support

2. Check Automatic Proxy Configuration URL and paste the Secure Access PAC file URL.
3. Click OK.
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Deploy the Secure Access PAC File URL to Safari
1. Open your Safari browser, navigate to Safari > Settings > Advanced, and then click Change Settings.

&g

Advanced

Smart Search Field: Show full website address

Accessibility: Never use font sizes smaller than
Press Tab to highlight each item on a webpage
Option-Tab highlights each item.

v Show color in compact tab bar

Reading List: Save articles for offline reading automatically
Style sheet: None Selected <
Default encoding: Western (ISO Latin 1) S

Proxies: Change Settings...

2. Enable Automatic proxy configuration and paste the Secure Access PAC file URL.

Auto proxy discovery

Automatic proxy configuration [ @)
Proxy configuration file

URL https://proxy.pac.swg.prod-02.ciscosecureaccess.cn

If your network administrator provided you with the address of an
automatic proxy configuration (.pac) file, enter it above.

3. Click OK and then Apply.

Customize the Secure Access PAC File

After an organization's administrator adds internal domainsin Cisco Secure Access, the Secure Access PAC file
contains the list of configured internal domains. Web traffic to internal domainsis not sent to the secure web gateway
(SWG). For more information about internal domains, see Manage Internet Security.

To bypass additional internal domains on the SWG, you can customize the Secure Access PAC file. Using the Secure
Access PAC File URL, download and edit the PAC File, and then add any other internal domains to the PAC File.

If you require any manual editing of the PAC file, you must host the PAC file on aweb server in your own
environment. For more information about hosting a PAC file, see your web server’ s documentation.

Secure Access supports | P-based domains. However, you must enter the I[P in the browser’ s address bar as the domain
portion of the URL. For example, htt ps: // 1. 2. 3. 4/ URLpat h/ . The PAC file does not resolve adomain to IP
before matching an I1P-based domain for bypass.

Prerequisites

e Full Admin user role. For more information, see Manage Accounts.

* Todownload the Secure Access PAC file, add your network'’s egress | P to Secure Access as a Registered
Network. Secure Access only allows the PAC file to download from atrusted network. For more information, see
Manage Registered Networks.

Procedure
Copy the Secure Access PAC File URL, and then download and edit the PAC File.
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Copy the Secure Access PAC File

1. Navigateto Connect > End User Connectivity > Internet Security.
2. Copy the Secure Access PAC file URL.

Download the Secure Access PAC File

1. Paste the copied PAC URL into a browser's address bar and then press Enter or Return to download the PAC
file.

® https://proxy.pac.swg.prod-02.ciscosecureaccess.cn/8094936hb5de7c66e20051ce31bf67e6/proxy.pac

Edit the PAC File

1. Open the downloaded PAC file with atext editor.
2. Addtheinterna domains that should should be bypassed, and then save the PAC file.

Note: Provide acomma-delimited list of domain name and surround each domain name in the list with
quotation marks. The wildcard character asterisk * is supported and treated as any value of any length.

Use extreme caution when using this wildcard as well as periods. For example, * .example.com bypasses
www.example.com, mail.example.com, and c.23.example.com. *example.com bypasses www.example.com as
well as phishingexample.com.

L L T Customer Section-----------------onooo--
// Add your internal domains within quotations marks |ike

"wwwi n. acne. cont
/lafter the right parenthesis below Please renove the two exanples
/I bel ow and add your own internal domains.

var dont_proxy_customer |ist = new Array(
"wwi n. exanpl e. org",
"* exanpl e.org"

)

[ IVWarning to Admi nistrators: Touching any section after this point mght
[/ af fect your users browsi ng experience and | ead to consi derabl e nunber
/1 of issues and | oadi ng your custonmer support.

N R T End Custoner Section-----------------------


http://www.example.com
http://www.example.com
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Manage Internet Security

Y ou can manage the Cisco Secure Access Internet Security settings in Secure Access to protect the user devicesin
your organization.

Note: User devices must have the Cisco Secure Client deployed with the Umbrella Roaming Security module or
deploy a PAC file for the browsersin the environment.

Download Cisco Secure Client or Copy Secure Access PAC File URL

To deploy the Secure Access Internet Security on user devices, first download and install the software package for the
Cisco Secure Client or copy the URL for the Secure Access PAC file from Secure Access.

You can asoinstall custom PAC filesin your environment. For more information about deploying PAC files, see
Manage PAC Files.

Add Bypass Domains and Set Up Internet Security

Onceyou install and deploy the Cisco Secure Client or the Secure Access or custom PAC filesin the environment,
add bypass domainsin Secure Access. Then, configure DNS and web security settings for the user devicesin the
organization.

Next Steps

e Set Up Internet Security on User Devices
* Manage Internet Security Bypass
» Configure Cisco Secure Client Settings

Set Up Internet Security on User Devices

Before you add web security in Cisco Secure Access for end users, deploy the Cisco Secure Client or the Secure
Access or custom PAC filesin your environment. User devices with the Cisco Secure Client installed must also
deploy the Umbrella Roaming Security module.

This guide describes the steps to download the software package for the Cisco Secure Client or copy the URL for the
Secure Access PAC file to your environment.

To complete the setup, we recommend that you provision users and groups from the organization in Secure Access.
For more information, see Manage Users and Groups.
Prerequisites

e Full Admin user role. For more information, see Manage Accounts.
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Visibility of User Identities in Policy Rules

» Deploy the Secure Access Active Directory (AD) Connector. For more information, see Connect Active Directory
to Secure Access.

» Provision users and groups in Secure Access. For more information, see Provision Users and Groups from Active
Directory.

Procedure

Download the Secure Access Orglnfo.json file for the organization or copy the Secure Access PAC file URL. Use the
deployment configuration files to set up the Cisco Secure Client or browsers on the user devices.

For more information about deploying PAC files with Secure Access, see Manage PAC Files.

Download the Orginfo.json File

1. Navigateto Connect > End User Connectivity > Internet Security.
2. For Cisco Secure Client, click Download profile.

Download the Secure Access Orglnfo.json file to the user devices where you have deployed the Cisco Secure
Client. For more information about deploying the Orglnfo.json file, see Download the Orginfo.json File.

Cisco Secure Client ®

Download the Orginfo.json profile to deploy the
Internet Security module. Help (7

& Download profile

Copy the PAC File URL

1. Navigateto Connect > End User Connectivity > Internet Security.

2. For Secure Access PAC file, click Copy to get the Secure Access PAC file URL. For more information about the
Secure Access PAC file and deploying custom PAC files, see Manage PAC Files.

Secure Access PAC file ®
https://proxy.prod.pac.sse.cisco.co... [ Copy

[ View custom PAC files ]

Manage Internet Security Bypass

Y ou can configure certain destinations in Cisco Secure Access to bypass internet security for end users. Add a
destination—an | P address, CIDR block, or domain—and manage how Secure Access resolves DNS requests to the
destination. Traffic on a destination can bypass the Secure Web Gateway.

About Internet Security Bypass

Internet security bypassis supported on user devices with the Cisco Secure Client (formerly known as AnyConnect)
deployed or browsers in the environment with a configured Secure Access or custom PAC file. User devices must
have the Cisco Secure Client deployed with the Umbrella Roaming Security module.

« |f you bypassinternet security in Secure Access, the organization'slocal DNS servers resolve the DNS requests.
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Set Up Internet Security Bypass

e Add adestination in Secure Access to bypass internet security. For more information, see Add Destinations for
Internet Security Bypass.

« Edit adestination in Secure Accessthat is configured to bypass internet security. For more information, see Edit
Destination for Internet Security Bypass.

» Delete adestination in Secure Access that is configured to bypass internet security. For more information, see
Delete Destination for Internet Security Bypass.

Add Destinations for Internet Security Bypass

Y ou can configure certain destinationsin Cisco Secure Access Chinato bypass internet security for end users. To
bypassinternet security on a destination, add an IP address, CIDR block, or domain in Secure Access China. After
you add a destination to bypass internet security, you can view, edit, or delete the destination.

This guide describes the steps to add destinations in Secure Access China where DNS requests for the destinations
bypass the Secure Web Gateway.

Prerequisites

* Full Admin user role. For more information, see Manage Accounts.

*  User devices must have the Cisco Secure Client deployed with the Umbrella Roaming Security module or deploy
aPAC file on the browsers in the environment.

Procedure

Add destinations in Secure Access Chinato bypass internet security. Traffic for destinations that are added in Secure
Access China bypass the Secure Web Gateway only.

If you configure DNS requests to bypass the SWG, the queries are sent to the organization's local DNS resolvers.
Steer Traffic to Secure Access China or Bypass Domains

1. Navigateto Connect > End User Connectivity > Internet Security , and then click Add Destination.

Internet security bypass

Access requests to destinations listed here bypass Secure Access. Requests instead use local DNS resolvers or directly access the Internet without

Help 7
using the web proxy. elp

Add Destination



2. Choose Bypass Secur e Access to bypass the Secure Access SWG.

a. For Destination, enter adomain name.
b. (Optional) For Description, enter text that describes this domain.
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c. For Applies To, choose the Secure Access China Sites for all devices that should bypass the domain.

Add Destination
Requests to access destinations added here will bypass Secure Access.
Traffic steering intent

@ Bypass Secure Access Bypass web proxy only

@ Domains defined here will bypass Secure Access web proxy and
DNS servers. They will be resolved by the local DNS server.

Destination

[ example.com

Description (optional)

Applies To

All Devices [ 2 Sites ® \/]

3. Choose Bypassweb proxy only to bypass the Secure Web Gateway (SWG) only.

a. For Destination, enter adomain name.
b. (Optional) For Description, enter text that describes this destination.

Add Destination
Requests to access destinations added here will bypass Secure Access.
Traffic steering intent

Bypass Secure Access (@) Bypass web proxy only

o Destinations defined here will bypass Secure Access web proxy.
Domains will still be resolved by Secure Access DNS servers.

Destination

[ Enter a domain, IP or CIDR ]

Description (optional)

Applies To
Domain Hosted PAC, AnyConnect

P AnyConnect

4, Click Save.

View Destinations for Internet Security Bypass

After you add the destinations in Secure Access Chinato bypass internet security, you can view the details about the

destinations.
1. Navigateto Connect > End User Connectivity > Internet Security.
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2. View the domains that you added to the bypass internet security list in Secure Access China.

* Domain Name—The name of the domain.

« Description—The text that describes the domain.

* Intent—Thetype of domain, for example: Bypass Secur e Access.

« Appliesto—The name of a Site or the location of the Secure Access China Virtual Appliance (VA)
deployment where the domain is bypassed.

» Actions—The actions taken to manage the destination in Secure Access China.

Domain Name Description Intent Applies to Actions

RFC-1918 Nen-publicly routable address Bypass Secure Access All Devices
spaces used only for reverse
DNS on internal

local All *local domains Bypass Secure Access All Devices

10.in-addrarpa Bypass Secure Access All Devices

Edit Destinations for Internet Security Bypass

After you add a destination to bypass internet security in Cisco Secure Access China, you can edit the internet
security bypass information for the destination.

This guide describes the steps to edit destinations in Secure Access Chinathat are configured to bypass internet
security. Y ou can modify the internet security information for destinations that bypass the Secure Access Secure Web
Gateway (SWG).

Prerequisites

* Full Admin user role. For more information, see Manage Accounts.

* User devices must have the Cisco Secure Client deployed with the Umbrella Roaming Security module or deploy
aPAC file on the browsers in the environment.

Procedure
Edit a destination that is configured to bypass internet security in Secure Access China.

1. Navigateto Connect > End User Connectivity > Internet Security.

2. Navigate to I nternet security bypass, navigate to a destination in the internet security bypass table, and then click
thedlipsis(...).

3. Click Edit to modify the bypass information for the destination.

internal.com Bypass Secure Access All Devices

internaldomain.com Bypass Secure Access All Devices, All Sites Edit
Delete

nnn.com Bypass Secure Access All Devices

4. Navigateto Traffic steering intent.
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5. Choose Bypass Secur e Access to bypass the Secure Access Secure Web Gateway.
Note: DNS requests for the destination are resolved by the organization'slocal DNS servers.

a. For Destination, enter a domain name.
b. (Optional) For Description, enter text that describes this domain.
c. For Applies To, choose the Sitesin Secure Access Chinafor all devices that should bypass the domain.

Add Destination
Requests to access destinations added here will bypass Secure Access.
Traffic steering intent

@ Bypass Secure Access Bypass web proxy only

@ Domains defined here will bypass Secure Access web proxy and
DNS servers. They will be resolved by the local DNS server.

Destination

[ example.com

Description (optional)

Applies To

All Devices [ 2 Sites ® \/]

6. Choose Bypassweb proxy only to bypass the Secure Web Gateway only.
7. Click Save.

Delete Destination for Internet Security Bypass

After you add a destination to bypassinternet security in Cisco Secure Access China, you can remove the destination.
Asaresult of removing the destination, the DNS requests for the destination will resolve to their local organization
DNS resolvers.

Prerequisites

e Full Admin user role. For more information, see Manage Accounts.

Procedure
Remove a domain that is configured for internet security bypassin Secure Access China.

1. Navigate to Connect > End User Connectivity > I nternet Security.

2. Navigate to I nternet security bypass, navigate to a destination in the internet security bypass table, and then click
thedlipsis(...).
3. Click Delete.

internal.com Bypass Secure Access All Devices
internaldomain.com Bypass Secure Access All Devices, All Sites Edit
. Delete
nnn.com Bypass Secure Access All Devices
4. Click Deleteto confirm the removal of the destination.

i, Delete Destination

Are you sure you want to delete this destination?
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Configure Cisco Secure Client Settings

Y ou can configure the Cisco Secure Access Internet Security in Secure Access for end users.

Note: User devices must have the Cisco Secure Client deployed with the Umbrella Roaming Security module or
deploy aPAC file for the browsers in the environment.

This guide describes the steps to enable the DNS and web security settings and advanced internet security settingsin
Secure Access for the end user devices in the organization.
Prerequisites

e Full Admin user role. For more information, see Manage Accounts.

Procedure

Configure the Cisco Secure Client internet security settings. The advanced internet settings contains several fields that
provide additiona control over user authentication, traffic bypass, and VPN compatibility.

Configure Security Settings
e Configure DNS and Web Security
Configure Advanced Security Settings

« UseActive Directory for Access Policy
e Third Party VPN compatibility

» Configure Cisco Secure Client Settings
*  Secure Web Gateway Backoff Settings

Configure Web Security
Configure web security settings for the Cisco Secure Client.

The Cisco Secure Client with the Umbrella Roaming Security module steers web traffic on ports 80/443 to the Secure
Web Gateway (SWG). All web traffic is evaluated against the organization's policy and Internet Access ruleswhen a
VPN connection is not established.

Note: Y ou can override this option on individual roaming devices.
« Enablethe Web Security (port 80/443 traffic only) toggle button.

Web Security

Web Security (port 80/443 traffic only)

port 80/443—through Secure Access. All web traffic is evaluated against Interet Access policy rules when VPN connection is not established.

Use Active Directory for Access Policy

Enable the Cisco Secure Client to synchronize users and groups identities with the Secure Access Active Directory
(AD) Connector. Secure Access applies Access rules for user identities, which are associated with devices that have
deployed the Cisco Secure Client.

« Enablethe Use Active Directory for Access Policy toggle button.

Advanced

Use Active Directory for Access Policy 22 @




Third Party VPN Compatibility

Improve compatibility for third-party VPN clients on Windows 10 only, or if thelocal DNS is not resolving
resources.

The Cisco Secure Client with the Umbrella Roaming Security module works with most VPN software. However, the

Cisco Secure Client with the Umbrella Roaming Security module and other VPN profiles may not resolve local DNS

queries correctly on a VPN connection with Windows 10. The local LAN may bind above the VPN, failing to resolve
local DNS requests over the tunnel. Select this setting to apply the legacy binding order behavior.

» Enablethe Third Party VPN Compatibility toggle button.

Third party VPN compatibility 25 @&

@D cnabled

Enable to improve compatibility for third party VPN clients—Windows 10 only—or if the local DNS is not resolving.

Secure Web Gateway Backoff Settings
» Sdlect Do not backoff to disable secure web gateway backoff.

Secure Web Gateway backoff settings 25 @&
Block the forwarding of Web traffic to Secure Access when the following selections are detected.
@ Do not backoff

Backoff (Advanced)

» Select Backoff (Advanced).

Note: The AnyConnect Trusted Network Detection (TND) and Y our trusted network options are only
supported with user devices that have version 5.1.3.62 or higher of the Cisco Secure Client with the Umbrella
Roaming Security module deployed. For information about downloading the Cisco Secure Client software
packages, see Cisco Secure Client Version 5.1.3.62.

Bypass Web traffic from Secure Access for the following contexts:

e Seect AnyConnect Trusted Network Detection (TND) to disable web traffic forwarding from an endpoint to
Secure Accessif the network is trusted. This setting requires that you have the Trusted Network Detection (TND)
setting enabled in the AnyConnect VPN profile for the user devices.

e Sdect Your Trusted network to enable endpoints to detect an organization's trusted network, which isidentified
by the Trusted server and Trusted server SHA256 hash fields. When the endpoint detects trusted networks,
traffic from the endpoints bypass Secure Access and the endpoints rely on the network protections.

e For Trusted server, enter the URL (<domai n>: <port >) of the trusted network server, which hosts the
trusted server certificate.

This option disables redirects to Secure Access when on the trusted network identified by the trusted network
server.

e For Trusted server SHA256 hash, enter the SHA256 hash for the trusted network server's certificate.
The ID of the trusted network server's certificate must match the configured SHA256 hash.

Secure Web Gateway backoff settings =& [

Block the forwarding of Web traffic to Secure Access when the following selections are detected.
Do not backoff

(® Backoff (Advanced)

[__J AnyConnect Trusted Network Detection (TND) ©®

(7] Your trusted network ©
Trusted server

Trusted server SHA256 hash


https://software.cisco.com/download/home/286330811/type/282364313/release/5.1.3.62
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Manage Resources

Items under the Resources menu are reusable components (sometimes known as "objects") that can be used as sources
or destinations when configuring access rules.
Resource menu items that can be used as sources in access rules:
¢ Registered Networks
¢ [Internal Networks
* Roaming Devices
Resource menu items that can be used as destinations in internet access rules:
Internet and SaaS resources include:

e Destination Lists
e Application Lists
e Content Category Lists
e Tenant Control Profiles

Resource menu items that can be used as destinations in private access rules:

* Private Resources

Additional resources

Not all source and destination components are configured under the Resources menu. For example, Users and Groups
can also be used as sources but are configured elsewhere.
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Manage Registered Networks

A resourceis an internet capable entity that is managed by your organization. After you add a resource to Cisco
Secure Access, your resource is protected against threats and attacks through security configurations defined in policy
rules. Secure Access can support high-level entities within your organization—for example, registered or internal
networks —or very granular entities—for example, a single user logged into Microsoft 0365. For more information
about policy rules, see Manage the Access Policy.

A Registered Network resource represents a single public static or dynamic |P address, or arange of |P addresses.
Cisco Secure Access supports | Pv4 static 1P addresses and dynamic | P addresses over 1Pv4. In Secure Access, al
traffic originating from the public IP space is identified as coming from that network. The public IP space or IP range
defines the scope of the network resource.

To start protecting the networks in your organization, see Add Network Resources.

Add Network Resources

A Registered Network resource represents a single public static or dynamic IP address, or arange of 1P addresses.
Cisco Secure Access China supports |Pv4 for both static | P addresses and dynamic | P addresses. In Secure Access
China, all traffic originating from the public IP space isidentified as coming from that network. The public IP space
or | P range defines the scope of the network resource.

To start protecting your public networks managed by your organization, add network resources to Secure Access
China. Once you've configured and added a network resource, build policy rulesto extend Secure Access China's
protection to any device that connects to the internet from behind that network. For more information about Secure
Access policy rules, see Manage the Access Palicy.

Note: The Secure Access policy supports the use of PAC files with a public static network. For more information
about PAC files, see Manage PAC Files.

Prerequisites

e Full Admin user role. For more information, see Manage Accounts.
e Your network's |P address is unique within Secure Access.
» Determineif you have a dynamic | P address. For more information, see Dynamic |P Address—IPv4 Only.

Dynamic IP Address—IPv4 Only

Secure Access China supports dynamic | P addresses only over [Pv4. Most home, small school, and small business
networks are provisioned typically by Internet Service Providers (1SPs) with a dynamic IP address (1Pv4) when
defining each unique internet network.

If you have adynamic | P address, the public IP of your network changes over time when the lease for that | P address
changes. An internet service provider (ISP) provides adynamic | P address to your device temporarily. Y our 1P may
stay the same for some time period, but the lease eventually expires and is given to another customer of your ISP.
When your | P address registered with Secure Access China changes, Secure Access's security settings no longer
apply. These settings no longer match your account information and you must update the network resource's | P.
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To automatically maintain the IPv4 dynamic | P address of your network resource, install the Cisco Dynamic IP
Updater on at least one computer within the network. Once installed, the device registers the network information
with the Cisco Dynamic IP Updater. The Cisco Dynamic IP Updater automates the discovery and registration of a
network's | P address to your Secure Access China account whenever the dynamic I P address changes. If you do not
register your |Pv4 dynamic | P address through the Cisco Dynamic | P Updater, you must manually reenter your IP
address each time it changes.

Note: Most Dynamic DNS (DDNS) clients work toward keeping your network updated. Secure Access China does
not support third-party DDNS clients.

Download the Cisco Dynamic IP Updater
Download the Cisco Dynamic IP Updater for your system.

* Windows Dynamic IP Updater
* Mac Dynamic IP Updater

Install the Cisco Dynamic IP Updater
Install the Cisco Dynamic IP Updater on one of the devices on your dynamic | P network.

« Ensurethat the device where you install the Cisco Dynamic |P Updater is stationary to the network and not a
laptop (only used in the network on which you are configuring Secure Access China).
« Ensurethat the device is always powered on or turned on before any other devices sign on to the network.

Procedure
Add a network resource where the network has a public static |P address or |P address range, or adynamic |P address.

Note: We recommend that you register all of your organization's networks with Secure Access China at the same
time. Pre-registering networks ensures that all |P spaces that belong to your organization are added to Secure Access
China. If you have more than one public egress IP in your organization, configure a network resource for each |P
address.

e Step 1 — Select the Network

« Step 2 — Configure the Network Resource

e Step 3 — Change the DNS Settings on Y our Relevant Network Device
e Step 4 —Apply aPolicy Rule to the Network Resource

e Step5-—Test Your Network

Step 1 — Select the Network
First, determine the I P address of your network.
1. Go to http://www.whatismyip.com.

Y our |Pv4 address and location are displayed.
2. In Secure Access China, navigate to Resour ces > Registered Networks.

The public IP address of your network is listed at the top of the page.

Note: Depending on your package, if you attempt to add a network other than the one currently being used to access
Secure Access China, Secure Access Chinamay prompt you to contact Support for manual verification. If this occurs,
you'll al'so need manual verification from Support for IPv4 ranges larger than a/29 network. Verification cases are
created automatically and you'll receive an update as soon asit's reviewed. For more information about your current
package, see Determine Y our Current Package.


https://www.opendns.com/download/windows/
https://www.opendns.com/download/mac/
http://www.whatismyip.com
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Step 2 — Configure the Network Resource

Before you begin, determine if you have an IPv4 dynamic | P address. Secure Access China only supports dynamic
IP addresses for Pv4. Most home, small school, and small business networks are provisioned typically by Internet
Service Providers (1SPs) with a dynamic I P address (1Pv4) when defining each unique internet network.

Note: If possible, add the network resource from the I P address used to sign into Secure Access China. Otherwise,
Secure Access China sends an email to the user account and requires that you visit alink from the | P address of the
network that you are registering.

1. Navigateto Resources > Registered Networksand click Add.
2. Giveyour network resource a descriptive Network Name.

Add a new network

Start by pointing your network's DNS to our servers. Help .7
IPv4: 208.67.220.220 and 208.67.222.222

IPv6: 2620:119:35::35 and 2620:119:53::53

Network Name

® Ipva only IPv6 only Mixed IPv4 & IPv6

IPv4 Address
0.0.0.0 / | Select... v

This network has a dynamic IP address.

3. Choose an internet protocol: 1 Pv4, | Pv6, or Mixed |Pv4 & | Pv6.

Select a protocol based on the | P address where you have configured your router.
4. Add the network's | P address and choose a subnet mask.
For IPv4 only, if you have adynamic IP address, check This network hasa dynamic | P address.
6. Click Save.

o

Once Secure Access China validates your | P address, the network resourceis listed at Resour ces > Registered
Networks. Initially, Secure Access China lists the status of your network as I nactive. When Secure Access China
receives DNS traffic from the network, the network resource's status changes to Active.

Name & P Address Dynamic Status

Bdg 1 Network 192.10.10.0 Inactive
Bldg 25 Network 178.10.0.0/29 Inactive
Building 25 Networks 172.40.0.0/29 Active
EC2-35.165.115.142 35.165.115.142 Active

Step 3 — Change the DNS Settings on Your Relevant Network Device

Y ou only need to change the DNS settings on your edge DNS equipment, typically a DNS or DHCP server, or a
router—a DSL router or cable modem if that's the only router in your network.

Note: The device where you test the network must have retrieved a new set of DNS servers from the DNS/DHCP
server or router, or you must change the device's DNS settings manually before verifying the configuration of the
network resource.
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Step 4 — Apply a Policy Rule to the Network Resource

Add the network resource to an existing Secure Access policy rule or create anew policy rule and apply the rule
to the network resource. If you do not add the network resource to a policy rule, Secure Access China appliesthe
Default policy ruleto protect the network resource.

Step 5 — Test Your Network

Verify that your network's DNS connections are routed through Cisco Secure Access China's global network.

Note: You may need to restart your client's network interface or your device.

Update a Network Resource

Once you add a Registered Network resource—a public static or dynamic I P network—to Cisco Secure Access, you
can update the resource.

Prerequisites

¢ Full Admin user role. For more information, see Manage Accounts.

Edit the Registered Network Resource Name

1. Navigateto Resources> Registered Networks.
2. Click the pencil icon to edit the Network resource Name.
3. Enter a descriptive name for the network and then click Save.

Update the Registered Network Resource

1. Navigateto Resources > Registered Networks.
2. Hover over anetwork resource and click the + to open the configuration dialog.

The + icon does not appear until you hover over the Network resource.

Name & P Address Dynamic Status

Bdg 1 Network 192.10.10.0 Inactive
Bldg 25 Network 178.10.0.0/29 Inactive
Building 25 Networks 172.40.0.0/29 Active

EC2-35.165.115142 35.165.115.142 Active



| Manage Registered Networks | 237

3. Follow the stepsin Add Network Resources to update the Registered Network resource.

Update a new network

Start by pointing your network's DNS to our servers. Help (7
IPv4: 208.67.220.220 and 208.67.222.222
IPv6: 2620:119:35::35 and 2620:119:53::53

Network Name

Bldg 25 Network

IPv4 Address
178.10.0.0 /| setect.. v

() This network has a dynamic IP address.

IPv6 Address
0:0:0:0:0:0:0:0 / ‘Select“. v

Delete a Network Resource

Once you add a Registered Network resource—a public static or dynamic I P network—to Cisco Secure Access, you
can remove the Network resource from Secure Access. After you delete a Network resource, you can no longer apply
apolicy rule to the resource and the network is not protected by Secure Access.

Prerequisites

e Full Admin user role. For more information, see Manage Accounts.

Procedure

1. Navigate to Resour ces > Register ed NetworKks.
2. Hover over anetwork resource and click the trash can icon (Delete).

Note: The trash can icon does not appear until you hover over the Network resource.

S &

&

3. Click Deleteto confirm.

The Network resource is deleted from Secure Access and is removed from any policy rules.

Confirm Network Deletion

Are you sure you want to delete the network "Building 25 Networks"?
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Manage Internal Networks

A resourceis an internet capable entity that is managed by your organization. After you add a resource to Cisco
Secure Access, your resource is protected against threats and attacks through security configurations defined in policy
rules. Secure Access can support high-level entities within your organization—for example, registered or internal
networks —or very granular entities—for example, a single user logged into Microsoft 0365. For more information
about policy rules, see Manage the Access Policy.

An Internal Network resource represents a private address space of |P addresses. Internal networks are managed by

your organization and are non-routable. Some examples of internal networks are: local area networks (LANSs) found
in branch or residential offices. Internal Network resources use networks or network tunnelsto forward DNS traffic
from your organization's internal network to Secure Access.

To start protecting the internal networks in your organization, see Add Internal Network Resources.

Add Internal Network Resources

An Internal Network resource represents a private address space of |P addresses. Internal networks are managed by
your organization and are non-routable or RFC1918 compliant. Y ou must configure an Internal Network resource
with either a Network or Network Tunnel resource. The associated network or network tunnel forwards DNS traffic
from devices on your organization'sinternal network to Secure Access China

To start protecting an internal network, add an Internal Network resource to Cisco Secure Access China. Once added,
you can apply an existing policy rule to the internal network resource or add a new policy rule to protect the resource.
Build policy rulesto extend Secure Access's protection to any device that connects to the internet from behind the
internal network. For more information about Secure Access policy rules, see Manage the Access Policy.

In Secure Access China, all traffic originating from that | P space isidentified as coming from that internal network.
The private IP space or |P range defines the scope of the resource. The traffic sent from user devices on your
organization'sinternal network is visiblein the Secure Access China Activity Search report.

Prerequisites

e Full Admin user role. For more information, see Manage Accounts.

Procedure

1. Navigate to Resources > Internal Networks and click Add.
Internal Networks

The Internal Metworks identity defines a subnet that's non-routable (or RFC1918 compliant) to which you can then
apply a policy. To create an Internal Networks identity, define a subnet that's non-routable or RFC 1918 compliant.

Q, Search Internal Metworks
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2. Give adescriptive internal network name for Name.

Add a New Internal Network

Name

@ IPv4 Only O Ipv6 Only O Mixed IPv4 and IPv6
IPv4 Address
‘ |1 ‘ 32(11P) v
Internal Network Association
@ site O Network O Network Tunnel Group
Sites
Select a Site v

CANCEL

3. Choose IP address version according to the | P address version defined in your network. Enter the | P address and
choose the | P address range for the network in the respective fields..

4. For Internal Network Association, choose Site, Network, or Network Tunnel Group.

a. Expand Sites, and then select the Site to associate with the Internal Network.
b. Expand Network, and then select the Network resources to associate with the Internal Network resource. The
Network radio button appears only when the | Pv4 Only option is chosen.

¢. Expand Network Tunnel Group, and then select the Network Tunnel Groups to associate with the Internal
Network resource. The Network Tunnel Group radio button appears for the | Pv4 Only and | Pv6 Only
networks.

5. Click Save.

Update an Internal Network Resource

Once you add Internal Network resources to Cisco Secure Access, you can you can update the resource.

Prerequisites

e Full Admin user role. For more information, see Manage Accounts.

Procedure

1. Navigate to Resources > Internal Networks.
2. For an Internal Network resource, click the ellipsis (...) and choose Edit to open the Internal Network resource.

Building 25 Internal iTu Bldg 25 Network 10.20.10.0/24 .
dit
myint — 10123.2.12/32

new network & Bldg 25 Network 10.0.0.20/32

ProdSecTest1<script> i Bldg 25 Network 10.1.1.0/28
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3. Follow the stepsin Add Internal Network Resources to update the Internal Network resource.

Edit an Internal Network

Name

[ int_nw_obj_sfcn-monitors-nat ‘

@ IPv4 Only (@) (@)

IPv4 Address

[192.168.0.0 ‘ / ‘16(64KIPS) v‘

Internal Network Association
O (@) @ Network Tunnel Group

Tunnel Groups

sfen-monitors-nat v ‘

=

4, Click Save.

Delete an Internal Network Resource

Once you add Internal Network resources to Cisco Secure Access, you can remove an Internal Network resource from
Secure Access. After you delete an Internal Network resource, you can no longer apply a policy rule to the resource
and the internal network is not protected by Secure Access.

Prerequisites

e Full Admin user role. For more information, see Manage Accounts.

Procedure

1. Navigate to Resources > I nternal Networks.
2. For an Internal Network resource, click the ellipsis (...) and choose Delete.

Building 25 Internal sT: Bldg 25 Network 10.20.10.0/24 i
dit
myint — 10123.2.12/32
Delete
new network 11 Bldg 25 Network 10.0.0.20/32
ProdSecTest1<script> i Bldg 25 Network 1011.0/28

3. Click Delete to remove the internal network resource from Secure Access.

Confirm Internal Network Delete

Are you sure you want to delete the Internal Network Bdg 1 Subnet 27
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Manage Destination Lists

A destination list is acollection of domains, URLSs, 1Pv4 addresses, and CIDRs to which you want to apply the same
internet accessrules.

You can alow or block destination lists based on the policies that are applied to the identities in your organization.

Important: Large destination lists can impact Secure Access performance. We recommend that you set alimit of no
more than 100 destinations per list.

Note: Internet access rules specify how traffic to internet destinations should be handled. The rules apply to traffic
from managed devices to public internet sites and applications, including public cloud applications of which your
company is atenant.

Y ou can add a destination list to Secure Access at any time. However, the destination list has no effect until you have
added it to an internet access rule.

How to Format Your Destination List
Always enter domainsin thisformat: donai n. comNot: ww. dormai n. com

Using the correct format ensures that* . donai n. comisincluded in your destination list (awildcard isimplicit).
However, if you only want to block subdomain.domain.com, you must be more specific when you define the entry.

Note: Destination lists accept domain names that are encoded in Punycode. For more information, see Add Punycode
Domain Name to Destination List.

Add a Destination List

Cisco Secure Access China enables administrators to manage destinations grouped by destination lists. Destination
lists either allow or block access to destinations: domains, URLS, CIDRs, and IPs. Add a destination list with
destinations and then apply the destination list to various policy rules.

Prerequisites

e Full Admin rolein Secure Access China. See Manage Accounts.
» For supported destination types and guidelines, see Manage Destination Lists.
» If youwant to upload alist of destinations from afile, see Upload Destinations from a File.

Procedure

1. Navigate to Resour ces > I nternet and SaaS Resour ces > Destination Lists
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2. Click Add.

Internet and SaaS Resources

Configure groups of resources ta simplify specifying destinations when creating access rules. You can also specify settings for certain web-based applicaticns. Help [7'

Destination Lists Application Lists Content Category Lists Tenant Controls Al Generated Content

jomains, UALS, IPv4 addresses and CIDRS to which
s rules. Help (7

5K Domain DL List 000 N 0 Jun 20, 2023 v

3. IntheList Namefield, enter a descriptive name.

New Destination List

List Name

New Destination List

No destinations have been added to this list 0 total

Mo destinations found

Page: 1  Results perpage: 10 ~  1-0of 0

CANCEL | SAVE

4. Inthe next field, enter adomain, URL, IPv4 address or CIDR.
5. Click Add.

Tip: You can upload destinations in bulk from atext file, but you must first save and edit the destination list. For
more information, see Upload Destinations from a File.

6. Click Save.

The destination list is now available as a destination when you add an internet accessrule.

Upload Destinations From a File

Y ou can import destinationsin bulk from atext file into an existing destination list.
Note: Supported files for upload

Files must be text files and must include only one destination per line. Before uploading, review your list for extra-
space characters, commas, and so on. Exceptions to the format of a single destination per line can result in errors.

Prerequisites

e Full Admin rolein Secure Access China. See Manage Accounts.

» For supported destination types and guidelines, see Manage Destination Lists.
Procedure

1. Navigate to Resources > Internet and SaaS Resour ces > Destination Lists.
2. If you are uploading destinations to an existing list, navigate to the list and click the caret to expand the list.
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3. If thelist you want to upload the file to does not yet exist:

a. Addadestination list. You don't need to add any destinations.
b. Savethenew list.
c. Click the caret in the table row to expand the new list.

Destination List- Upload destinations
1 0 0 Jan 27, 2025

List Name

Destination List- Upload destinations

‘ Upload ‘

Download

Destination Type Comment

disney.com Domain & Add a comment

1-10f1 ‘T\

| Delete | Close

4. Click Upload.

The current uploader supports text and CSV filesin the format of one destination per line. Excel files are not
supported.

Destination List- Upload destinations
1 0 [ Jan 27, 2025

Add destination from file

1

fu

Note: We accept .txt and .csv files. The file must have one
destination per line, and can only have a maximum of 5000
destinations.

| cancel |

5. Select or drag and drop a .txt file or csv file that contains your destinations.

If you want to remove the file and choose a different file, click Replace.
6. Click Add destinations.

Supported destinations in the file are added to your destination list.

If your bulk upload includes unsupported destinations, the upload does not fail, but only supported destinations are
added.

7. Immediately after uploading the destinations, look for a pop-up at the bottom of your browser. If the file contained
unsupported destinations, this pop-up is displayed.

Destination List- Upioad destinations

| © b cosaions oot o plodod worpropay o, Wev atchod s corain ek desaions ot pleoded oo it hrs

8. To download a spreadsheet that you can use to determine which destinations failed and why, click thelink in the
pop-up.
9. Click Save.

Edit a Destination List

A destination list can be edited at any time. If adestination list is part of an enabled internet access rule, changes are
effective immediately.
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Prerequisites

e Full Admin user role. For more information, see Manage Accounts.

Procedure

1. Navigate to Resources > Internet and SaaS Resour ces > Destination Lists.
2. Expand adestination list.

Internet and Saa$S Resources

Configure groups of resources ta simplify specifying destinations when creating access rules. You can also specify settings for certain web-based applicaticns. Help [7'

Destination Lists Application Lists Content Category Lists Tenant Controls Al Generated Content

n of domains, URLS, IPvd addresses and GIDRs to which
cess rules. Help (7

5K Domain DL List 5000 o 0 Jun 20, 2023 e

3. Make your changes.

Tip: You can upload destinations in bulk from atext or CSV file. For more information, see Upload Destinations
fromaFile.

Destination List- Upload destinations
s o o Jan 27,2025

List Name

Destination List- Upload destinations.

Upload

Download

Destination Type Comment t
test.com Domain & Add a comment
test1.com Domain & Add a comment t

4, Click Save.

Download Destinations to a CSV File

After you've added a destination list to Secure Access, you can download a CSV-formatted list of destinations.
Having a CSV fileis useful for when you need to update destinations or to show others which destinations your are
allowing and blocking without having to give others access to your Secure Access dashboard.

Y ou can remove or add entries and then bulk upload it to the destination list. For more information, see Upload
Dedtinations from a File.

Prerequisites

e Full Admin user role. For more information, see Manage Accounts.

Procedure

1. Navigate to Resources > Internet and SaaS Resour ces > Destination Lists.
2. Expand adestination list and click Download.

Destination List- Upload destinations
8 0 0 Jan 27,2025

List Name

Destination List- Upload destinations

[ uptoad |

Download

Destination Type Comment
test.com Domain & Add a comment

test1.com Domain & Add a comment



| Manage Destination Lists | 247

Control Access to Custom URLS

Adding custom URL s to a destination list allows Secure Access to extend a domain in adestination list to encompass
full URLs. Thisalows you to control accessto aweb site's pages based on the full URL of that portion of the web
site pages.

Prerequisites

e Install aroot certificate to support SSL decryption of URLS.

» The custom URL destination list is protocol-agnostic. This means that Secure Access does not expect that it's
possible to know which protocol aweb site will use in advance. Therefore, adding a protocol in front of a URL
is not required when defining a destination list. Instead, with SSL decryption enabled, Secure Access can block
aURL whether it's HTTP or HTTPS and thus minimize the difficulty of creating a destination list. For more
information, see Manage Certificates.

Block a URL
To block a URL, you can add it to a blocked destination list or create a new blocked destination list for URLS.
To add a URL to an existing blocked destination list:

1. Navigateto Secure > Access Palicy.
2. Expand adestination list

3. AddaURL.

4, Click Save.

Note: It isimportant to specify the URL correctly so that what's in your policy rule matches what the user is
trying to access and is controlled correctly by access settings (block, allow, or warn—depending on the policy

type).

URL Normalization

URL s normalize automatically using the following criteria:

URL Normalization

Protocol Schema (the protocol should be stripped) hxxp://xyz.com/test # xyz.com/test
Username: Password (should be stripped) user:pass@xyz.com # xyz.com
Ports (should be stripped) Xyz.com:8080/abc # xyz.com/abc
Trailing slashes (stripped from the end of the URL) xyz.com/abc/ # xyz.com/abc

URL Normalization for Destination Lists

URL filtering conforms to URL normalization standards. Certain guidelines must be followed to ensure that the URL
you are entering is what you want to block or allow. These can sometimes mean that the way a URL isdisplayed in
the browser's address bar is not how it should be specified in adestination list. Thisis not done automatically. Y ou
must format the URL using the guidelines listed here for it to be blocked or allowed as intended. For guidelines, see
URL Normalization.
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Troubleshooting Unblocked URLs

If the Secure Access block page does not display when navigating to a URL you expect to be blocked, ensure that the
policy rule with the destination list enabled is higher in order than other rules that the enrolled resources may be part
of.

Wait up to five minutes before testing again after any changes are made to ensure that enough time has passed for the
changes to be replicated throughout Secure Access.

If problems persist, clear the local browser cache on your machine. Alternatively, clear your machine's DNS cache—
areboot will accomplish this.

Also, check to seeif you have alocal—on-premise—proxy that isinterfering.

Additionally, confirm that you have installed certificates. For more information, see Manage Certificates.

Reporting for Blocked URLs
The Secure Access Activity Search report supports the use of URLs as a search filter.

All Requests
Domain Requests (DNS)
URL Requests

IP Requests

After you'vefiltered for URLS, add another filter to show the custom block URL s that belong to your destination lists.

Examples

The following examples show a single URL and what you can and cannot enter to have a block of that URL enforced.
Thelist of URLsis built out from a single example, modifying a single parameter to show whether the URL "//a.co/
€x/15195/100/setup_1848x19m.exe?z=z& super=bad& test=yes" would be blocked based on a URL.

In these examples, the protocol is stripped as it would be by the interface.

If you wanted to block this URL a.co/cx/15195/100/setup 1848x19m.exe?z=z& super=bad& test=yes the following
logic would apply.

URL Blocked? Reason

a.co/cx/15195/100/ Yes The full URL isentered.
setup_1848x19m.exe?
z=z& super=bad& test=yes

a.co/cx/15195/100/ Yes "&" isadelimiter; therefore, it's
setup_1848x19m.exe? added as another level to the URL
super=bad& test=yes& z=z after the word "yes'.
a.co/cx/15195/100/ No "?" isadelimiter so the URL till
setup_1848x19m.exe? would begin at the "yes" and any

super=bad& test=yes enforcement would happen after that.
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URL Blocked? Reason
a.co/cx/15195/100/ No Giventhe"?", it still means
setup_1848x19m.exe? only characters after "yes' will

be enforced; therefore, adirect
download of thisfile would be

allowed.
a.co/cx/15195/100/ No We will still only block any paths
setup_1848x19m.exe after "yes"; therefore, adirect
download of this file would be
allowed.

If you want to block this URL g.conva/d, the following logic applies.
Note: These are only examples of destination list entries that would and would not block the URL g. com a/ d.

URL Blocked? Reason

g.com/ald Yes The full URL isentered.

g.com/ald?g Yes Delimits the path with the query "g"
but still just adelimiter thus this will
be enforced.

g.com/ald? Yes URL + the"?" delimiter.

g.com/al No The URL ends with "/d" so anything
before "/d" would not be enforced.

g.com/al?a No The URL ends with "/d" so anything
before "/d" would not be enforced.

If you want to block this URL d.co/cx/15195/100, the following applies.

Note: These are only examples of which destination list entries would block the URL "d.co/cx/15195/100" and
which would not.

URL Enforced Reason

d.co/cx/15195/100 Yes The full URL is entered.

d.co/cx/15195/100/? Yes Everything after the delimited "/"
after 100 would be blocked.

d.co/cx/15195/100/ Yes Everything after the delimited "/"
after 100 would be blocked.

d.co/cx/15195/100 Yes Everything after the delimiting "/"
after 100 would be blocked.

d.co/cx/15195/10 No The delimiter is only for paths after

the"/" so any changesto the final
path of /100/ would be ignored.

d.co/cx/15195/1000 No The delimiter is only for paths after
the"/" so any changesto the final
path of /100/ would be ignored.

d.co/cx/15195/ No The delimiter is only for paths after
the"/" so any changesto thefinal
path of /100/ would be ignored.
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URL Enforced Reason

d.co/cx/15195 No The delimiter is only for paths after
the"/" so any changesto thefinal
path of /100/ would be ignored.

Note: There are normalization rules that most administrators never encounter. If you find that a URL is not being
properly filtered and you've confirmed that all criteria are met, see the URL Normalization RFC.

Troubleshooting

If you encounter issues with the custom URL feature, contact Support and include the output of the following
commands:

macOS

di g proxy.opendnstest.com

di g debug. opendns. com t xt
Windows

nsl ookup proxy. opendnstest.com

nsl ookup -type=txt debug. opendns. com

Wildcards in Destination Lists
Wildcards support top-level domains (TLDs) to alow broad allows or blocks for destination lists.

Every domain in ablock or allow destination list has an implied left-side and right-side wildcard.

Note: Asterisks (*) are not supported.

Destination List Entry Implied Wildcard

domain.com * domain.com/*

com *.com/*

www.domain.com * [www.domain.com/\]
(http://www.domain.com/\)\*

It is not possible to use an asterisk in awildcard to navigate to adifferent part of the domain. For example, the
following wildcards will not work:

e * domain.com

e subdomain.*.com
e sub*.com

e domain.*

Adding domain.com to a destination list results in requests to domain.com or its subdomains, such as
www.domain.com or www.domain.com/path.

Use caution asadding a TLD to an alow list may open your network to malware threats, and addinga TLD to a
block list may block more than expected due to CNAMEs and CDNs.


https://tools.ietf.org/html/rfc3986
http://www.domain.com
http://www.domain.com/path
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Note: Regular Expressions Not Supported

Regular expressionsin URL paths are not supported.

Add Punycode Domain Name to Destination List

To block suspicious destinations and prevent phishing attacks, you can add a domain name that is encoded in
Punycode to destination lists.

What is Punycode?

Punycode is away to represent domain names that use characters outside of the standard ASCII set. The domain
name system (DNS) accepts a subset of ASCII characters for domain name labels. Because Punycode uses characters
that look similar, Punycode can be used to mislead unsuspecting users to malicious content.

In phishing attacks, a malicious actor may replace certain ASCII charactersin a domain name with Unicode
characters. A browser or mobile client displays the altered domain name (as Unicode) which closely resembles an
authentic domain name. For example, biicher.com and bucher.com look similar but are different domains.

To prevent phishing attacks and block malicious domain names, encode a domain name that contains Unicode
characters in Punycode. Once encoded, add the Punycode string to a destination list. For more information about
Punycode, see RFC 3429.

Note: Y ou must add Punycode-encoded domain names to adestination list one at atime.

Examples of Unicode and Punycode Encoded Strings

Unicode Punycode Description

a a Only one ASCII character.

# Xn--n28h Only one emoji character.

# mxa Only one Greek character.

star#fucks.com xn--starucks-hpd.com Domain name with a Unicode
character.

ad#das.de http://xn--addas-o4a.de/ Domain name with a Unicode
character.

Troubleshoot Destination Lists

When you add a malformed destination or unsupported type of destination to a destination list, you may encounter
an error condition. In most cases, Secure Access displays an error message that describes the reasons for the error
condition.

Destination lists support the following destination types:
e Fully-qualified domain name (FQDN)

e |Paddress
« URL

For more information about destination lists, see Add a Destination List.


https://www.rfc-editor.org/rfc/rfc3492.txt
http://xn--addas-o4a.de/

Destination Lists and Common Error Conditions
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Action

Error Message

Additional Information

Added aURL to an alow list.

URLsin alow lists are not currently
supported. Consider adding the
domain only instead.

Remove the URL and replace it
with the domain for that URL.

Entered a destination that does not
match the type and format expected
by the destination list.

Invalid Domain, Invalid URL,
Invalid IP

Check the format and type of the
destination that you added.

Enter the correct format of the
destination.

Added a URL that has an error in the
domain, path, or query.

Check to confirm that the URL was
entered correctly.

Secure Access requires that
URLs follow RFC-3986 Uniform
Resource Identifier (URI):
Generic Syntax.

Check the charactersin the URL.
Check the composition of the
URL.

Y ou can add apartial URL to
leverage right-side wildcarding.
For more information, see
Control Accessto Custom URLSs.

Added a URL that isfound in a high-
volume domain list.

The URL belongs to adomain

that does not present a security
concern, but if proxied may impact
Secure Access performance. Instead,
consider adding only the domain.

If you do not trust the destination,
consider blocking the domain.
Generally, high-volume domains
do not present a security risk

and do not require additional
inspection.

Added adestination that is found in
the protected allow list.

The supplied destination matches the
Secure Access global alow list and
cannot be saved.

Destinationsin the protected
alow list either host services
other than HTTP or are critical to
Secure Access operations. Secure
Access only proxies services that
use HTTP.

If the error occurs when you add
aURL and you don't trust the
destination, consider blocking the
domain.

If you are not sure why the
destination is considered
protected, contact support.

Entered a URL that contains non-
ASCII characters.

Invalid URL.

Try percent-encoding the URL or
block the domain.

Uploaded alist of destinationsin
which at least one of the URLs or
domains contains an error.

There was an issue with one or more
of the destinations in the uploaded
list.

A bulk upload error message.
Secure Access provides alink to
thelist of destinations that were
not added from the uploaded
destination list.
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Action

Error Message

Additional Information

Correct or remove the
destinations from your bulk
upload list and try again.
Secure Access does not add
destinations from an uploaded
destination list unless al of the
destinations are accepted.

Entered a destination that is not
accepted by Secure Access.

Invalid destination.

A generic error message.
Entered a destination that is not
accepted by Secure Access.

Y ou have encountered an

error condition that is not
categorized by Secure Access.
We recommend that you contact
Support.

Entered a destination that matches a
destination in an existing destination

list.

This destination aready existsin the
destination list.

Secure Access does not add a
destination that already appearsin
adestination list.
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Manage AAA Servers

The authentication, authorization and accounting (AAA) server isanetwork server that is used for access control.
Authentication identifies the user. Authorization implements policies that determine which resources and services
an authenticated user may access. Accounting keeps track of time and data resources that are used for billing and
analysis.

If you want to use an external AAA server, you must first create a AAA server group for the protocol that the external
server uses, and add the server to the group. Y ou can create more than one group per protocol, and separate groups for
al protocols that you want to use. Each server group is specific to one type of server or service.
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Manage Application Lists

Secure Access organizes application-based resources into categories based on the type of processes or services
provided, for example: shopping, education, or human resources. Y ou can add applications or entire application
categories to an application list. Once saved, application lists are available to choose as destinations in al of your
accessrules.

Use application lists to ssimplify destination management and apply access rules consistently. However, you can also
choose individual applications and entire application categories directly in internet access rules.

For certain applications, you can alow access to the application but restrict uploads, downloads, and posting to the
application. See Advanced Application Controls. Y ou will configure these controls directly in the internet access rule
when the destination includes an application that offers those controls.

When a new application is added to a category, Secure Access automatically adds that application to all configuration
settings that include that entire category. For each application list, the new application will use the same default action
asthat applies to the Application category as awhole.

Note: It isnot possible to search for an application with fewer than three lettersin its name—for example, "QQ" or
"YY". These applications must be manually picked from the tree under their respective categories or wildcarded in
search—for example, "QQ*". This behavior is by design.

Add an Application List

Cisco Secure Access China application lists organize application-based destinations into categories based on the
type of processes or services provided, for example: shopping, education, or human resources. To control traffic to
applications, add application categoriesto an Application list and then select thelist in apolicy rule. Y ou can reuse
application listsin multiple policy rules.

Prerequisites

e Full Admin user role. For more information, see Manage Accounts.

Procedure

1. Navigateto Resources> Internet and SaaS Resour ces > Application Listsand click Add.
Internet and SaaS Resources

Configure groups of resources to simplify specifying destinations when creating access rules. You can also specify settings for certain web-based applications. Help (]

Destination Lists Application Lists Caontent Category Lists Tenant Controls Al Generated Content
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2. Giveyour application list adescriptive List Name.

Add Application List
List name
New Application List
Applications
Q  Search by application name

> Ad Publishing

> Anonymizer

> Application Development and Testing

> Backup & Recovery

> Business Intelligence

> Cloud Carrier

> Cloud Storage

3. Search for applications and then select applications, or expand each application category and choose individual
applications within the category. When you select only afew apps within a category, the category is marked with
adash. When you select an entire category, it is marked with a check.

Add Application List

New Application List

Applicati

> Ad Publishing

~ Anonymizer
TabTight

Zend2

» For information about the available categories, see Application Categories.
Note: About New Applications Added to a Category

When anew application is added to a category, Secure Access China automatically adds that application to all
configuration settings that include that entire category. For each application list, the new application will use the
same default action as that applies to the Application category as awhole.

4. Click Save.

Thisnew Application list is now available as a destination when you add an internet access rule.

(Optional) To allow access to an application but block uploading, downloading, posting, or sharing, configure the
Advanced Application Controls section directly in an internet access rule. Not all applications support this feature.
For details, see Advanced Application Contrals.

Application Categories

The system is capable of discovering thousands of apps; these are divided into categories for ease of reference.
Categorization of discoverable appsis conducted by ateam of researchers, and based on similarities among apps as
well as anumber of other quantitative application feature sets.

Category Descriptions
Discovered apps are assigned to the following categories:

« Ad Publishing—Applications that enable publishers and ad networks to manage ad serving and trafficking.

e Anonymizer—Services that provide an anonymous proxy tool that attempts to make activity on the Internet
untraceable.
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Application Development and Testing—A pplications suited for application development and testing cycles, or
for building integration applications in the cloud and within the enterprise.

Application Protocols —Application layer protocols that govern how datais transmitted and received over a
network, enabling different services such as web browsing, email, file transfer, and online transactions as well as
allowing software applications to communicate with each other. These include SSH, FTP, SMTP and other such
applications.

Backup and Recovery—Applications for backup and recovery of file systems and raw data stores on servers and
desktop systems.

Business | ntelligence—Applications for analytics such as dashboards, reporting systems, scenario modeling, and
data analysis.

Cloud Carrier—Intermediary that provides connectivity and transport of cloud services between cloud
consumers and cloud providers through a network, telecommunication, and other access devices.

Cloud Storage—Applications that offer massively scalable storage capacity that can be used for applications, and
file storage.

Collabor ation—A pplications that enhance communication and collaboration in workgroups, within enterprises,
and across enterprises.

Compute—Fundamental computing resources for running cloud-based systems that can be dynamically
provisioned and configured as needed.

Content Delivery Network (CDN)—A pplications that store content and files to improve the performance and
cost of delivering content for web-based systems by offering alarge distributed system of servers deployed in
multiple data centers across the Internet.

Content M anagement—A pplications for managing the production of and access to content, enforcing document
production workflows, and providing workspaces for groups or enterprises to find and access documents.
Customer Relationship Management (CRM )—A pplications that manage interactions with current and future
customers, including organization and automation across sales, marketing, and customer service functions.
Database M anagement—A pplications offering scal able data management solutions for structured or
unstructured data, relational database solutions or scalable non-SQL datastores.

E-Commer ce—Applications that facilitate the buying and selling of products or services.
Education—Applications that provide educational or training courses, general learning opportunities or specific
employee training independent of their location.

Enter prise Resour ce Planning (ERP)—A pplications that manage operations or management of a business;
which can include internal and external resources, including tangible assets, financial resources, materials, and
human resources.

Financial Services—Applicationsfor managing financial processes and information.
Games—Online and mobile games.

Generative Al—Applications that enable access to large language models (LLM) and artificial intelligence (Al)
tools.

Healthcare—Applications that provide access to health, medical, and personal fitness systems.

Hosting Services—Applications that enable corporate or individual websites or other content to be accessible
over theinternet.

Human Resour ces—Applications for managing human resources and HR functions.

IT Service Management—Applications that support specific IT functions to plan, deliver, operate and control IT
services.

L egal—Applications that provide access to legal documents and public records and support legal content.
Marketing & Sales—Applicationsthat are specificaly designed for marketing and sales functions.
M edia—Applications that host or stream media as a service.

Office Productivity—Applications for producing information and other standard office-oriented tasks such as
documentation, presentations, project management, and so on.

Other s—Used for those services where no existing categorization would fit.
P2P—Peer to Peer torrents like apps and protocols.
Sear ch—Web or app-based search.



Security—Applications that support security activities to ensure adherence to regulatory compliance rules and
protect information, data applications, and infrastructure.

Service M anagement—A pplications that support general operational activities outside of the IT function.
Shopping—Web or app-based basic online shopping.

Social Networ king—A pplications that establish and maintain a connection among users that are tied in one or
more specific types of interdependency.

Softwar e Repositor y—Software repositories.

Support—Applications that provide access to customer support services.

Travel—Applications that provide travel management services.

Web Content—Mostly app-based services that provide content. It can be through alogin or paid portal.
Website—An online platform accessible via web browsers that provides information, services, or functionalities
to users, often requiring a URL for access.

For some applications, you can allow access to the application but block activities such as uploads, downloads, or
posting. For more information and alist of applications that support these blocks, see Advanced Application Controls.

Delete an Application List

After you create an application list, you can delete the list from Secure Access.

Prerequisites

Full Admin user role. For more information, see Manage Accounts.

Procedure

1
2.
3.

Navigate to Resour ces > Internet and SaaS Resour ces > Application Lists.
Expand an application list, and then click Delete.

If thelistisused in any rules, you will see alist of those rules. Y ou cannot delete the list if it isused in rules.
Delete the list from the rules or delete the rules, then try again.
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Manage Content Category Lists

Secure Access classifies internet destinations using content-based categories. Examples of content categories are:
gambling, socia networking, and alcohol.

To speed rule creation and to apply rules consistently to groups of categories, you can create content category lists.
For example, you can create alist of categories that you want to block, and another list that you will usein rules with
the Warn action.

Then, when you select a destination in an internet access rule, you can select one or more content category lists. You
can also select individual categories.

Available Content Categories

Y ou can use the following content categories as destinations in internet access rules. Web sites that Cisco Talos
classifies as belonging to a category destination are handled by therule.

Adult—Directed at adults, but not necessarily pornographic. May include adult clubs (strip clubs, swingers clubs,
escort services, strippers), general information about sex, non-pornographic in nature, genital piercing, adult
products or greeting cards, information about sex not in the context of health or disease.
Advertisements—Banner and pop-up advertisements that often accompany a web page, other advertising
websites that provide advertisement content. Advertising services and sales are classified as Business and
Industry.

Alcohol—Alcohol as a pleasurable activity, beer and wine making, cocktail recipes, liquor sellers, wineries,
vineyards, breweries, acohol distributors. Alcohol addiction is classified as Health and Medicine. Bars and
restaurants are classified as Dining and Drinking.

Animals and Pets—Information about domestic animals, livestock, service animals, pets and their care.
Veterinary services, medicines, and animal health. Pet and animal training, aquariums, zoos, and animal shows.
Includes animal shelters, humane societies, animal centric charities, and sanctuaries, bee keeping, training, and
animal husbandry; dinosaurs and extinct animals.

Arts—Galleries and exhibitions, artists and art, photography, literature and books, performing arts and theater,
musicals, ballet, design, architecture. Cinema and television are classified as Entertainment.
Astrology—Astrology, horoscope, fortune telling, numerology, psychic advice, tarot.

Auctions—Online and offline auctions, auction houses, and classified advertisements.

Business and I ndustry—Marketing, commerce, corporations, business practices, workforce, human resources,
transportation, payroll, security and venture capital, office supplies, industrial equipment (process equipment),
machines and mechanical systems, heating equipment, cooling equipment, materials handling equipment,
packaging equipment, manufacturing: solids handling, metal fabrication, construction and building, passenger
transportation, commerce, industrial design, construction, building materials, shipping and freight (freight
services, trucking, freight forwarders, truckload carriers, freight and transportation brokers, expedited services,
load and freight matching, track and trace, rail shipping, ocean shipping, road feeder services, moving and
storage).

Cannabis—Websites that focus on the recreational and medicinal consumption of cannabis. Sites may include
marketing, discussions about legal and regulatory issues, growth and production, paraphernalia, research, and
investment in the cannabis industry. Dispensaries, cannabinoid (CBD oil, THC, etc.) based products are also
included.
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Chat and Instant M essaging—Web-based instant messaging and chat rooms.
Cheating and Plagiarism—Promoting cheating and selling written work, such as term papers, for plagiarism.

Cloud and Data Center s—Platforms used to serve cloud infrastructure or data center hosting to support an
organization's applications, services, or data processing. Due to the de-centralized nature of these domains and |P
addresses, a more specific category cannot be applied based on content or ownership.

Computer Security—Offering security products and services for corporate and home users.

Computersand | nter net—Information about computers and software, such as hardware, software, software
support, information for software engineers, programming and networking, website design, the web and Internet
in general, computer science, and computer graphics. Freeware and Shareware is a separate category.
Conventions, Conferences, and Trade Shows—Seminars, trade shows, conventions and conferences themed
around a particular industry, market, or common interest. May include information about acquiring tickets,
registration, abstract or presentation proposal guidelines, workshops, sponsorship details, vendor or exhibitor
information, and other marketing or promotional material. This category includes academic, professional, as well
as pop-culture events, all of which tend to be a short-lived or annual event.

Cryptocurrency—Online brokerages and websites that enable usersto trade cryptocurrencies; information
regarding cryptocurrencies including analysis, commentary, advice, performance indexes, and price charts.
General information about cryptomining and mining businesses are included in this category but domains and |P
addresses directly involved in mining activities are categorized as Cryptomining.

Dating—Dating, online personals, matrimonial agencies.

Digital Postcar ds—Enabling sending of digital postcards and e-cards.

Dining and Drinking—Eating and drinking establishments, restaurants, bars, taverns, and pubs, restaurant guides
and reviews.

DIY Projects—Guidance and information to create, improve, modify, decorate and repair something without the
aid of experts or professionals.

Dynamic and Residential—IP addresses of broadband links that usually indicates users attempting to access their
home network, for example for a remote session to a home computer.

Education—Education-related, such as schools, colleges, universities, teaching materials, and teachers' resources,
technical and vocational training, online training, education issues and policies, financial aid, school funding,
standards and testing.

Entertainment—Details or discussion of films, music and bands, television, celebrities and fan websites,
entertainment news, celebrity gossip, entertainment venues. Compare the Arts category.

Extreme—Material of asexually violent or criminal nature, violence and violent behavior, tasteless, often gory
photographs, such as autopsy photos, photos of crime scenes, crime and accident victims, excessive obscene
material, shock websites.

Fashion—Clothing and fashion, hair salons, cosmetics, accessories, jewelry, perfume, pictures and text relating to
body modification, tattoos and piercing, modeling agencies. Dermatological products are classified as Health and
Medicine.

File Transfer Services—File transfer services with the primary purpose of providing download services and
hosted file sharing.

Filter Avoidance—Promoting and aiding undetectable and anonymous web usage, including cgi, php and glype
anonymous proxy Services.

Finance—Primarily financial in nature, such as accounting practices and accountants, taxation, taxes, banking,
insurance, investing, the national economy, personal finance involving insurance of all types, credit cards,
retirement and estate planning, loans, mortgages. Stock and shares are classified as Online Trading.

Freewar e and Sharewar e—Providing downloads of free and shareware software.

Gambling—Casinos and online gambling, bookmakers and odds, gambling advice, competitiveracingin a
gambling context, sports booking, sports gambling, services for spread betting on stocks and shares. Websites
dealing with gambling addiction are classified as Health and Medicine. Government-run lotteries are classified as
Lotteries.

Games—Various card games, board games, word games, and video games, combat games, sports games,
downloadable games, game reviews, cheat sheets, computer games and Internet games, such as role-playing
games.
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Government and L aw—Government websites, foreign relations, news and information relating to government
and elections, information relating to the field of law, such as attorneys, law firms, law publications, legal
reference material, courts, dockets, and legal associations, legislation and court decisions, civil rightsissues,
immigration, patents and copyrights, information relating to law enforcement and correctional systems, crime
reporting, law enforcement, and crime statistics.

Hacking—Discussing ways to bypass the security of websites, software, and computers.

Hate Speech—Websites promoting hatred, intolerance, or discrimination on the basis of social group, color,
religion, sexual orientation, disability, class, ethnicity, nationality, age, gender, gender identity, sites promoting
racism, sexism, racist theology, hate music, neo-Nazi organizations, supremacism, Holocaust denial.

Health and M edicine—Health care; diseases and disabilities; medical care; hospitals; doctors; medicinal drugs;
mental health; psychiatry; pharmacology; exercise and fitness; physical disabilities; vitamins and supplements; sex
in the context of health (disease and health care); tobacco use, alcohol use, drug use, and gambling in the context
of health (disease and health care).

Humor—Jokes, sketches, comics and other humorous content. Adult humor likely to offend is classified as Adult.
Hunting—Professional or sport hunting, gun clubs and other hunting related sites.

Illegal Activities—Promoting crime, such as stealing, fraud, illegally accessing telephone networks, computer
viruses, bombs, and anarchy, websites depicting murder and suicide as well as explaining ways to commit them.
Illegal Downloads—Providing the ability to download software or other materials, serial numbers, key
generators, and tools for bypassing software protection in violation of copyright agreements. Torrents are
classified as Peer File Transfer.

Illegal Drugs—Information about recreational drugs, drug paraphernalia, drug purchase and manufacture.
Infrastructure and Content Delivery Networ ks—Content delivery infrastructure and dynamically generated
content, websites that cannot be classified more specifically because they are secured or otherwise difficult to
classify.

I nter net of Things—Domains used to monitor the general health, activity, or aid in the configuration of Internet
of Things (10T) and other network-aware electronics. Additionally these sites may provide software or firmware
updates or allow remote access to administer the device. 10T exists in both consumer and professional segments,
in products such as printers, televisions, thermostats, system monitoring, automation, and smart appliances.
Internet Telephony—Telephonic services using the internet.

Job Sear ch—Career advice, resume writing and interviewing skills, job placement services, job databanks,
permanent and temporary employment agencies, employer websites.

Lingerieand Swimsuits—Intimate apparel and swimwear, especially when modeled.

L otteries—Sweepstakes, contests, and state-sponsored lotteries.

Military—Muilitary, such as the armed forces, military bases, military organizations, anti-terrorism.

M obile Phones—Short Message Services (SMS); ringtones and mobile phone downloads. Cellular carrier
websites are included in the Business and Industry category.

M useums—Museums and exhibits, both online and physical, dedicated to preserving information regarding
subjects that could be of general interest or highly specialized. Subjects could range from art, history, science, or
be of cultural importance.

Nature and Conservation—Sites related to natural resources; ecology and conservation; forests; wilderness;
plants; flowers; forest conservation; forest, wilderness, and forestry practices; forest management (reforestation,
forest protection, conservation, harvesting, forest health, thinning, and prescribed burning); agricultural practices
(agriculture, gardening, horticulture, landscaping, planting, weed control, irrigation, pruning, and harvesting);
pollution issues (air quality, hazardous waste, pollution prevention, recycling, waste management, water quality,
and the environmental cleanup industry).

News—News, headlines, newspapers, television stations, magazines, weather, ski conditions.

Non-gover nmental Organizations—Non-governmental organizations such as clubs, lobbies, communities, non-
profit organizations and labor unions.

Non-sexual Nudity—Nudism and nudity, naturism, nudist camps, artistic nudes.

Not Actionable—Sites that have been inspected but are unreachable or do not have enough content to be assigned
acategory.

Online Communities—Affinity groups, special interest groups, web newsgroups, message boards. Excludes
websites classified as Professional Networking or Social Networking.
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Online Document Sharing and Collabor ation—Cloud-based software used to create, convert, or edit
documents. Collaboration and sharing features may be available with access permissions typically configured by
the author. Documents may be stored online or available to download.

Online M eetings—Online meetings, desktop sharing, remote access and other tools that facilitate multi-location
collaboration.

Online Storage and Backup—Offsite and peer-to-peer storage for backup, sharing, and hosting.

Online Trading—Online brokerages, websites that enable the user to trade stocks online, information relating
to the stock market, stocks, bonds, mutual funds, brokers, stock analysis and commentary, stock screens, stock
charts, IPOs, stock splits. Services for spread betting on stocks and shares are classified as Gambling. Other
financia services are classified as Finance.

Organizational Email—Websites used to access business email (often via Outlook Web Access).

Par anor mal—UFOs, ghosts, cryptid, telekenesis, urban legends and myths.

Parked Domains—Websites that monetize traffic from the domain using paid listings from an ad network, or are
owned by 'squatters hoping to sell the domain name for a profit. These also include fake search websites which
return paid ad links.

Peer File Transfer—Peer-to-peer file request websites. This does not track the file transfers themsel ves.
Personal Sites—Websites about and from private individuals, personal homepage servers, websites with personal
contents, personal blogs with no particular theme.

Personal VPN—Virtual private network (VPN) sites or tools that are typically for personal use,and, may or may
not be approved for corporate usage.

Photo Sear ch and | mages—Facilitating the storing and searching for, images, photographs, and clip-art.
Palitics—Websites of politicians, political parties, news and information on poalitics, €lections, democracy, and
voting.

Por nography—Sexually explicit text or depictions. Includes explicit anime and cartoons, general explicit
depictions, other fetish material, explicit chat rooms, sex simulators, strip poker, adult movies, lewd art, web-
based explicit email.

Private | P Addresses as Host—Private | P addresses which are used as the host part of a URL. Private IP
addresses are meant for internal use behind border routers only, so they are not publicly routable.

Professional Networking—Social networking for the purpose of career or professional development. See also
Socia Networking.

Real Estate—Information that would support the search for real estate, office and commercial space, rea estate
listings, such as rental's, apartments, and homes, house building.

Recipes and Food—Sites dedicated to sharing or discussing information about cooking, recipes, and food or non-
alcoholic beverages; cultural aspects of cuisine and food; diet descriptions and adherence tips, general nutrition
information about foods. Use and instruction on cooking appliances and utensils. Food celebrity, lifestyle, and
enthusiast blogs.

Reference—City and state guides, maps, time, reference sources, dictionaries, libraries.

Regional Restricted Sites (Germany)—URLsthat are restricted in Germany due to content which may be
unlawful as determined by the regiona government.

Regional Restricted Sites (Great Britain)—URLsthat are restricted in Great Britain due to content which may
be unlawful as determined by the regional government.

Regional Restricted Sites (Italy)—URLsthat are restricted in Italy due to content which may be unlawful as
determined by the regional government.

Regional Restricted Sites (Poland)—URLs that are restricted in Poland due to content which may be unlawful as
determined by the regional government.

Religion—Religious content, information about religions, religious communities.

SaaS and B2B—Web portals for online business services.

Safefor Kids—Directed at, and specifically approved for, young children.

Science and Technology—Science and technol ogy, such as aerospace, electronics, engineering, mathematics,
and other similar subjects, space exploration, meteorology, geography, energy (fossil, nuclear, renewable),
communications (tel ephones, telecommunications).

Sear ch Engines and Portals—Search engines and other initial points of access to information on the Internet.
Sex Education—Factual websites dealing with sex, sexual health, contraception, pregnancy.
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» Shopping—Bartering, online purchasing, coupons and free offers, general office supplies, online catalogs, online
malls.

» Social Networ king—Socia networking. See also Professional Networking.

» Social Science—Sciences and history related to society, archaeology, anthropology, cultural studies, history,
linguistics, geography, philosophy, psychology, women's studies.

e Society and Culture—Family and relationships, ethnicity, social organizations, genealogy, seniors, child-care.

» Software Updates—Websites that host updates for software packages.

e Sportsand Recreation—All sports, professional and amateur, recreational activities, fishing, fantasy sports,
public parks, amusement parks, water parks, theme parks, spas.

* Streaming Audio—Real-time streaming audio content including Internet radio and audio feeds.

« Streaming Video—Real-time streaming video including Internet television, web casts, and video sharing.

e Terrorism and Violent Extremism—Terrorist or extremist websites that promote death or violence as part of
their ideology. Sites may contain graphic or disturbing images, videos, and text. Some sites may not advocate
terrorism but share first-hand material of a violent nature.

» Tobacco—Pro-tobacco websites, tobacco manufacturers, pipes and smoking products (not marketed for illegal
drug use). Tobacco addiction is classified as Health and Medicine.

e Transportation—Personal transportation, information about cars and motorcycles, shopping for new and used
cars and motorcycles, car clubs, boats, airplanes, recreational vehicles (RVs), and other similar items. Note, car
and motorcycleracing is classified as Sports and Recreation.

e Travel—Business and personal travel, travel information, travel resources, travel agents, vacation packages,
cruises, lodging and accommodation, travel transportation, flight booking, airfares, car rental, vacation homes.

» Uncategorized—Any site (domain, URL, or IP address) that has not been categorized—that does not match a
security or content category—is blocked. Note that Cisco Talos does not categorize P addresses as content, only
domains, and URLSs. | P addresses found to be malicious are placed into arelevant security category. If a URL
does not resolve to a content category, Umbrellalooks for the URL's domain for a category. If the domain is not
categorized then Umbrella treats the URL as uncategorized.

Note: Use caution when enabling this category asit will match any domain or URL that has not been categorized
by Cisco Talos. This may have unintended results, blocking access to sites not meant to be blocked. Before
enabling this setting, we recommend that you first monitor your "Uncategorized" traffic through the Activity
Search report. Thiswill help you determine what type of impact that enabling the Uncategorized content category
will have on your organization. For more information about monitoring uncategorised traffic, see Activity Search
Report.

* URL Shortener—Domains used to shorten long URLSs, brand URLS, or may obscure the final destination of a
hyperlink.

*  Weapons—Information relating to the purchase or use of conventional weapons such as gun sellers, gun auctions,
gun classified ads, gun accessories, gun shows, and gun training, general information about guns, other weapons
may be included. Government military websites are classified as Military.

e Web Cache and Archives—Cached or archived web content often stored for preservation or to decrease load
times.

*  Web Hosting—Website hosting, bandwidth services.

*  Web Page Trandation—Translation of web pages between languages.

*  Web-based Email—Public web-based email services. Websites enabling individuals to access their company or
organizations email service are classified as Organizational Email.

To make arequest to categorize an uncategorized destination:

1. Loginto talosintellgence.com with your cisco.com credentials.
2. Click My Account .
3. Submit arequest to recategorize the domain.

Add a Content Category List

Content category lists alow you to speed rule creation and apply rules consistently to groups of categories.


https://talosintelligence.com/
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Prerequisites

e Full Admin user role. For more information, see Manage Accounts.

Procedure

1. Navigate to Resources > I nternet and SaaS Resour ces > Content Category Lists.
2. Click Add.
Internet and SaaS Resources

Configure groups of resources to simplify specifying destinations when creating access rules. You can also specify settings for certain

web-based applications. Help ﬂ'

Destination Lists Application Lists Content Category Lists Tenant Controls Al Generated Content

Cisco categorizes websites based on the type of content they provide.
You can define acceptable use by creating internet access rules to
control access to URLs that belong to the categories you specify. To
easily create access rules for a group of categories, create a content
category list. Help |'_’,'

3. Giveyour configuration adescriptive List Name.

Destination Lists Application Lists Content Category Lists Tenant Controls Al Generated Content

Cisco categorizes websites based on the type of content they provide.
You can define acceptable use by creating internet access rules to
control access to URLs that belong to the categories you specify. To
easily create access rules for a group of categories, create a content
category list. Help (7

List Name

New Content List

Copy From Existing

None N

4. Select the content categories you want to add to the list.
5. Click Save.

The new Content Category list is now available as a destination in internet accessrules.

Request a Category for an Uncategorized Destination

Y ou can contact your sales representative to request categorization of an uncategorized destination.

Dispute a Content Category

Secure Access uses the content categories that are maintained by Technical Assistance Center (TAC). If you disagree
with a destination's content-category classification, you can dispute it by contacting your sales representative.

View Content Categories in Reports

Y ou can view information about content categories, such as requests that Secure Access China blocked because of
content categories.

Prerequisites

e A minimum user role of Read-only. For more information, see Manage Accounts.



View Content Categories in Activity Search Report

1. Navigateto Monitor > Activity Search.

2. Scroll down to Content Categories and select your desired filters.

Content Categories

O
O
O
O
O
O Arts
O
O

Adult

Advertisements

Adware
Alcohol
Animals and Pets

Astrology
Auctions

O
[0 Proxy/Anonymizer
[0 Radio

[ Religious

Portals

[J Research/Reference
[ Search Engines

O Sexuality

O

-

et

Content Categories (Legacy) select All

Software/Technology

Select All

Y our filtered categories appear at the top of the report.

@, Search by domain, identity, or URL

CONTENT CATEGORIES  Computer Security, SaaS and B28 X

CONTENT CATEGORIES (LEGACY)

Advanced~ |  CLEAR

Business Services, Software/Technology X
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The Categories column of the report displays both legacy and new Talos content categories.

Categories

Software/Technology (Legacy),

Software/Technology (Legacy),

Software/Technology (Legacy),

Software/Technology (Legacy),

Software/Technology (Legacy),

Software/Technology (Legacy),

Software/Technology (Legacy),

Software/Technology (Legacy),

Software/Technology (Legacy),

Software/Technology (Legacy),

Business Services (Legacy),

Business Services (Legacy),

Business Services (Legacy),

Business Services (Legacy),

Cloud and Data Centers

Cloud and Data Centers

SaaS and B2B

Computers and Internet

Computers and Internet

Saa$ and B2B

Computer Security, Saa$S and B2B

Computer Security, SaaS and B2B

Computer Security, Saa$S and B2B

Computer Security, SaaS and B2B




View Content Categories in Top Threats Report

1. Navigateto Monitor > Top Threats> Top Malicious Domains.

Top Malicious Domains

Domaln Name Category Allowed

blinkroast.... Malwa_re’ =
Advertisernents

Malware, Web
Hosting

elisbe002t...

llegal
Downloads,
Potentially
Harmful
Malware, File
m9c.net Transfer
Services
Malware,
Business and
Industry,
Business
Services
(Legacy)

videodow...

a0550192...

VIEW ALL IN ACTIVITY SEARCH

Blocked Total
5541 5541
4493 4493

361
137 137
94 94
1-50f 100

View Content Categories in Total Requests Report

1. Navigateto Monitor > Additional Reports > Total Requests.
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2. Filter by content categories. Click Apply.

Content Categories

Adult
Advertisements
Adware

Alcohol

Animals and Pets
Arts

Astrology
Auctions

B o o o o R A

Portals
Proxy/Anonymizer
Radio

Religious
Research/Reference
Search Engines
Sexuality
Software/Technology

lo0o0oo0oo0ooooo

Ernarte

Select All

Content Categories (Legacy) select All

The graph displays data for the selected Talos content categories.

P r—

CONTENT CATEGORIES  Business and Industry X

TRAFFIC TYPE

RESPONSE

@ Alowed

© Blocked

Q Search fiters

Identity Type Select All
O =2 Roaming Computers
O & Network Devices

O & Networks

O © sites

O & Apple Devices

O @ Chromebook Users.
O = Network Tunnels

O = Android Devices

Security Categories. Select Al

anz

‘CONTENT CATEGORIES (LEGACY)  Business Services X

ANzs 27

© Business and Industry @ Business Services

Nz

Stack Categories
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View Content Categories in Activity Volume Report

1. Navigateto Monitor > Additional Reports> Activity Volume.

The table displays data for both the Talos content categories.
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Requests

Name

® Security
Categories
Categories (Legacy)
Destination Lists
Permitted

Total

Allowed Blocked

8,465 1

294

0

0 0
257,994

266,459 305

Total

8,476

257,994

266,764

% of Total

3.18%

0.11%

0.00%

0.00%

96.71%

100%

View Content Categories in Top Destinations Report

1. Navigateto Monitor > Top Destinations.

2. Filter by content categories.

Content Categories

O
[0 Advertisements
O
O
O
[0 Arts
O
O

Adult

Adware
Alcohol
Animals and Pets

Astrology
Auctions

O
[ Proxy/Anonymizer
[ Radio

O
O
O
[ Sexuality

Portals

Religious

Research/Reference

Search Engines

[ Scftware/Technology

M St

Select All

Content Categories (Legacy) select All

The category column of the report displays the Talos content categories.

47990.xc.zhongguohao123.com

dl.dell.com

47992 .xc.zhongguohao123.com

Malware, Business and Industry, Business
Services (Legacy)

Computers and Internet,
Ecommerce/Shopping (Legacy),
Infrastructure, Software/Technology
(Legacy), Business Services (Legacy)
Malware, Business and Industry, Business
Services (Legacy)




View Content Categories in Top Categories Report

1. Navigateto Monitor > Top Categories.

The category column of the report displays the Talos content categories.

Top Categories By DNS Requests

Category Type Activity

Business Services (Legacy) Content 384,751 DNS Requests
Business and Industry Content 378,887 DNS Requests
SaaS and B2B Content 109,235 DNS Requests
Infrastructure Content 84,429 DNS Requests
Computer Security Content 84,057 DNS Requests
Application Application 9,726 DNS Requests
Software/Technology (Legacy) Conitent 7,767 DNS Requests

Newly Seen Domains

3,612 DNS Requests

2. Click acategory to seeits details.
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If you scroll down toTop Domains, in the Other Categories column, you can see the Talos content categories

among the categories.

Top Domains

VIEW FULL LIST 1-
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Manage Tenant Control Profiles

Secure Access tenant controls allow you to provision connectivity for usersto certain SaaS applications in the cloud.
When configured, access is limited to only those resources that are approved for your organization. The result is that
your organization is protected and secure when users and devices reach resources in the cloud that are running on
shared domain names.

Secure Access supports tenant controls for the following platforms:

* Microsoft 365

» Google G Suite
+ Slack

» Dropbox

Y ou create tenant control profiles for one or more applications.

To use atenant control profilein an access rule, see Use Tenant Controlsin Access Rules.

Add a Tenant Controls Profile

Secure Access tenant controls allow you to provision connectivity for usersto the following SaaS applications and
suitesin the cloud:

« Dropbox

» Google G Suite
e Microsoft 365

o Slack

Y ou configure tenant controls as profiles that you can use in one or more internet-access rules. Each tenant-controls
profile can include more than one type of application or suite. For example, you can create a single profile that
includes configurations for both Microsoft Office 365 and Slack.

Prerequisites

* Full Admin role. For more information, see Manage Accounts.

Thefollowing datais required to configure tenant controls and allow access to cloud-based applications and suites:

» Dropbox—Tenant Name and Team ID.

« Google G Suite—Domains. Scroll to "Use aweb proxy server to block accounts' in G Suite Admin Help.

e Microsoft 365—Tenant Domain and Tenant Directory | D. See also, Azure Active Directory documentation.
» Slack—Workspace ID. For more information, see Approve Slack workspaces for your network.

For more information, see the application's documentation or contact the application's Support.

Procedure

1. Navigateto Resources> Internet and SaaS Resour ces.
2. Click Tenant Controls.


https://support.google.com/a/answer/1668854?hl=en
https://docs.microsoft.com/en-us/azure/active-directory/manage-apps/tenant-restrictions
https://slack.com/intl/en-ca/help/articles/360024821873-Approve-Slack-workspaces-for-your-network
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3. Click the default Global Tenant Controls profile.
a. Alternatively, click Add.

Global Tenant Controls

G Suite K £ Jate Modified "
Dafault 0 Tenants 0 Domains 0 Workspaces 0 Teams Jun 22, 2023
New Tenant Control Profile
Select the cloud app or suite to which you want to approve access. Help o
Profile Name Select the account types allowed access to Microsoft 365 apps and
N services.
New Tenant Control Profile
Enterprise Accounts ~
Allows access to all Microsoft 365 apps and services.
Tenants
23 Dropbox
% Dropbox for Enterprise
Provide a list of tenants. In most cases, these are your enterprise's domains or Azure tenant ids.
'~ Google G Suite Help &
9 Gmail, Hangouts, Calendar, Drive, Docs, Sheets, and more
Tenant Domain/ID
BN vicrosoft 365 ]
e ADD
B onebrive, Word, PowerPoint, Excel, Outiook, and more Mycompany.com
=0. Siack No domains have been added
“05° Slack for Enterprise
To track Microsoft 365 access in Azure Reports, add a Tenant Directory ID. Find your Tenant
Directory ID through the Azure portal.
Tenant Directory ID
Personal Accounts o

Allows access to only personal Microsoft 365 apps and services.

CANCEL




6.
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In the right pane, add specific data and domain information to grant access to those tenants from within your
organization.

Note: If you aren't sure what information to enter for atenant, see the application's documentation or contact the
application's Support.

» Dropbox—Tenant Name and Team ID.

New Tenant Control Profile

Select the cloud app or suite to which you want to approve access. Help of

Profile Name

New Tenant Control Profile

Add a team name and associated ID that you want to allow access to a Dropbox account

Tenants Help 7

23 Dropbox Team Name

% Dropbox for Enterprise [ ]
7~ Google G Suite

I Gmail, Hangouts, Calendar, Drive, Docs, Sheets, and more. Team ID

W wmicrosoft 365 [ ]
B oneDrive, Word, PowerPoint, Excel, Outlook, and more

0. slack ADD TEAM

Slack for Enterprise

No team name and ID added.

CANCEL | SAVE

* Microsoft 365—Tenant Domain and, optionally, Tenant Directory I1D. See also, Azure Active Directory
documentation.

New Tenant Control Profile
Select the cloud app or suite to which you want to approve access. Help ¢

Profile Name Select the account types allowed access to Microsoft 365 apps and
] services.

[ New Tenant Control Profile

Enterprise Accounts

. ~
Tenants Allows access to all Microsoft 365 apps and services.
*e
33 Dropbox
Drophox for Enterprise
Provide a list of tenants. In most cases, these are your enterprise's domains or Azure tenant ids.
£~ Google G Suite Help &
S Grmai, Hangouts, Calendar, rive, Docs, Sheets, and more
Tenant Domain/ID
HE wicrosoft 365 Mycompany.com ADD
B oneDrive, Word, PowerPoint, Excel, Outlook, and more
0. Slack No domains have been added
“07 iack for Enterprise
To track Microsoft 365 access in Azure Reports, add a Tenant Directory ID. Find your Tenant
Directory ID through the Azure portal
Tenant Directory ID
Personal Accounts
~

Allows access to only personal Microsoft 365 apps and services.

CANCEL | SAVE

* Google G Suite—Domain. Scroll to "Use aweb proxy server to block accounts® in G Suite Admin Help.


https://docs.microsoft.com/en-us/azure/active-directory/
https://docs.microsoft.com/en-us/azure/active-directory/
https://support.google.com/a/answer/1668854?hl=en
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New Tenant Control Profile

Select the cloud app or suite to which you want to approve access. Help o

Profile Name

New Tenant Control Profile

Provide a list of domains. In most cases, these are your enterprise domains. Help c?

Tenants

Domain
33 oo [Hyeorwanroon ] aoo
Dropbox for Enterprise

£~ Google G Suite No domains have been added
&F Gmail, Hangouts, Calendar, Drive, Docs, Sheets, and more

B wicrosoft 365

BT oneDrive, Word, PowerPoint, Excel, Outiook, and more

=le slack

05" Slack for Enterprise

CANCEL E
» Slack—Workspace ID. See also, Approve Slack workspaces for your network.

New Tenant Control Profile

Select the cloud app or suite to which you want to approve access. Help &7

Profile Name

[ New Tenant Control Profile ]
Control access to a Slack account by only adding Slacks Orgs and Workspace IDs that you want
Tenants to access that Slack account. Provide a Requester ID—eithe: ck Enterprise Grid o
Business+ account ID—and t d a list of allowed Slack Orgs and Workspace IDs. Help Cf
23 Dropbox For a list of Slack Orgs or Workspace IDs, contact your Slack Customer Success manager or
@ Dropbox for Enterprise Slack Support
£~ Google G Suite Requester ID
J Gmail, Hangouts, Calendar, Drive, Docs, Sheets, and more [ Slack Requester ID ]
BE wvicrosoft 365
OneDrive, Word, PowerPoint, Excel, Outlook, and more
Slack Workspace IDs
0o Slack
Sla Works
0 ook for Enterprise [ Slack Org or Workspace D ] ADD

No Slack Workspace IDs have been added.

7. After you've configured access to applications, click Save.

Result: The new tenant-control profileis now available for selection in the Security Controls section when you add an
internet access rule. For rule requirements specific to tenant controls, see Use Tenant Controlsin Access Rules.

Control Cloud Access to Dropbox

The Secure Access tenant controls profile manages access to the cloud-based application Slack.

Prerequisites

Dropbox requires the following data to configure tenant controls for access to the cloud-based application:
e Tenant Name

e TeamID

Procedure

1. Navigate to Resources > Internet and SaaS Resour ces.


https://slack.com/intl/en-ca/help/articles/360024821873-Approve-Slack-workspaces-for-your-network

2. Select Tenant Controls.

3. Click Add or expand the default Global Tenant Controls profile.
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Note: Tenant controlsis enabled by default for arule. A rule uses the default global tenant controls profileif no
other tenant controls profile is configured for that rule.

Global Tenant Controls
Dafaul 0 Tenants 0 Domains

4. Giveyour configuration a good descriptive Profile Name and select Dropbox.

0 Workspaces

5. To grant access to Dropbox from within your organization:

a. Enter aTenant NameandaTeam ID.

New Tenant Control Profile

Select the cloud app or suite to which you want to approve access. Help 7

Profile Name

New Tenant Control Profile

Tenants

23 Dropbox
% Dropbox for Enterprise

=, Google G Suite

a Gmail, Hangouts, Calendar, Drive, Docs, Sheets, and more
1

|

Microsoft 365
OneDrive, Word, PowerPoint, Excel, Outlook, and more

=0 siack
057 Slack for Enterprise

6. Click Save.

Add a team name and associated ID that you want to allow acces:

Help &

Team Name

Jun 22, 2023

[

Team ID

(

No team name and ID added

ADD TEAM

CANCEL | SAVE ‘

The new Tenant Controls profileis now available when you add an internet access rule. For rule requirements

specific to tenant controls, see Use Tenant Controls in Access Rules.

Control Cloud Access to Google G Suite

The Secure Access tenant control s profile manages access to the cloud-based application Google G Suite. Once
added, you can select this profile in an internet access rule.

Prerequisites

The following Google G Suite specific datais required to configure Tenant Controls settings and alow accessto to

the cloud-based suite Google G Suite:

 Domains

For more information about this data and how to acquire it, scroll to "Use aweb proxy server to block accounts®

in G Suite Admin Help.

Procedure

1. Navigate to Resources > Internet and SaaS Resour ces.

2. Select Tenant Controls.


https://support.google.com/a/answer/1668854?hl=en
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3. Click Add or expand the default Global Tenant Controls profile.
Note: Tenant controlsis enabled by default for arule. A rule uses the default global tenant controls profileif no
other tenant controls profileis configured for that rule.

Global Tenant Controls
Jefaul 0 Tenants 0 Domains 0 Workspaces 0 Teams Jun 22, 2023

4. Giveyour configuration agood descriptive Profile Name and select Google G Suite.
New Tenant Control Profile

Select the cloud app or suite to which you want to approve access. Help o

Profile Name

New Tenant Control Profile

rovide a list of domains. In most cases, these are your enterprise domains. Help cf
Tenants
Domain

23 Dropbox Mycompany.com
% Dropbox for Enterprise

#~ Google G Suite
9 Gmail, Hangouts, Calendar, Drive, Docs, Sheets, and more
|

Microsoft 365
OneDrive, Word, PowerPoint, Excel, Outlook, and more

=0o Siack
05 Slack for Enterprise

CANCEL | SAVE

5. To grant access to Google G Suite from within your organization:
a. Add an enterprise domain and click Add.

Note: You can add multiple domains.
6. Click Save.

This new Tenant Controls setting is now available for selection when you add an internet access rule. For rule
reguirements specific to tenant controls, see Use Tenant Controlsin Access Rules.

Control Cloud Access to Microsoft 365

Use a tenant-control profile to manage access to the cloud-based application Microsoft 365. Once added, you can
select the profile in an internet-access rule.

Prerequisites

Microsoft 365 requires the following data to configure tenant controls for access to the cloud-based application:

e Tenant Domain
e Tenant Directory ID

For more information about this data and how to acquire it, see Azure Active Directory documentation.

The Microsoft 365 Compatibility feature exempts Microsoft 365 traffic from inspection and policy enforcement,
allowing it to pass through Secure Access unaltered. When you configure tenant controls for Microsoft 365,
Secure Access decrypts these Microsoft login domains (login.micr osoftonline.com, login.micr osoft.com, and
login.windows.net) for the purpose of tenant enforcement.

For more information, see the official Microsoft documentation and Microsoft 365 Compatibility.

Note: Microsoft 365 tenant restrictions do not block personal or consumer accounts, such as Hotmail or Outlook.

Procedure

1. Navigateto Resources> Internet and SaaS Resour ces.


https://docs.microsoft.com/en-us/azure/active-directory/manage-apps/tenant-restrictions
https://docs.microsoft.com/en-us/azure/active-directory/manage-apps/tenant-restrictions
https://docs.umbrella.com/umbrella-user-guide/docs/manage-global-settings#section-microsoft-365-compatibility
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2. Select Tenant Controls.
3. Click Add or expand the default Global Tenant Controls profile.

Note: Tenant controlsis enabled by default for arule. A rule uses the default global tenant controls profileif no
other tenant controls profile is configured for that rule.

Global Tenant Controls o
Default 0 Tenants 0 Domains 0 Workspaces 0 Teams Jun22, 2023

4. Giveyour configuration a descriptive Profile Name and select Microsoft 365.
New Tenant Control Profile

Select the cloud app or suite to which you want to approve access. Help

Profile Name Select the account types allowed access to Microsoft 365 apps and
] services

[ New Tenant Control Profile

Enterprise Accounts
Allows access to all Microsoft 365 apps and services.

Tenants
*e
23 Dropbox
% Dropbox for Enterprise
Provide a list of tenants. In most cases, these are your enterprise's domains or Azure tenant ids.
2

£~ Google G Suite Help O

J Gmail, Hangouts, Calendar, Drive, Docs, Sheets, and more
Tenant Domain/ID

= Microsoft 365 Mycompany.com ADD

OneDrive, Word, PowerPoint, Excel, Outiook, and more.
0. Siack No domains have been added
“05° Slack for Enterprise

To track Microsoft 365 access in Azure Reports, add a Tenant Directory ID. Find your Tenant
Directory ID through the Azure portal

Tenant Directory ID

Personal Accounts
Allows access to only personal Microsoft 365 apps and services.

CANCEL | SAVE

5. To grant access to Microsoft 365 from within your organization:
a. Add your organization's Microsoft 365 Tenant Domain and click Add.

Note: You can add multiple Tenant Domains.
b. Optionally, add your organization's Tenant Directory ID for Microsoft 365.

This D isused to track Office 365 accessin Azure Reports.

Note: For more information about how to acquire the Tenant Directory 1D, see Microsoft's documentation or
contact Microsoft Support.
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6. Optionally, expand Per sonal Accounts and click the toggle to block access to Personal Microsoft 365 accounts.

Personal Accounts
Allows access to only personal Microsoft 365 apps and services.

Allow or block access to personal Mi

services. Enable to block access. Dis

M Block Personal Microsoft 365 Account Access

CANCEL SAVE

Result: The new Tenant Controls profile is now available for selection when you add an internet access rule. For
rule requirements specific to tenant controls, see Use Tenant Controls in Access Rules.

7. Click Save.

Control Cloud Access to Slack

The Secure Access tenant control s profile manages access to the cloud-based application Slack.

Prerequisites
Slack requires the following data to configure tenant controls for access to the cloud-based application:

* Workspace D
« Requester 1D (for Business+ or Enterprise Slack Workspace | D)

For more information about this data, see Approve Slack workspaces for your network.

Procedure

1. Navigate to Resources > Internet and SaaS Resour ces.
2. Select Tenant Controls.
3. Click Add or expand the default Global Tenant Controls profile.

Note: Tenant controlsis enabled by default for arule. A rule uses the default global tenant controls profileif no
other tenant controls profileis configured for that rule.

Global Tenant Controls
Defaul 0 Tenants 0 Domains 0 Workspaces 0 Teams Jun 22, 2023


https://slack.com/intl/en-ca/help/articles/360024821873-Approve-Slack-workspaces-for-your-network
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4. Giveyour configuration a descriptive Profile Name and select Slack.
Add Tenant Control Profile

Select the cloud app or suite to which you want to approve access. Help

Profile Name

New Tenant Control Profile 1

Tenants

BN Microsoft 365
. OneDrive, Word, PowerPoint, Excel, Outlook, and more

Google G Suite
\7 Gmail, Hangouts, Calendar, Drive, Docs, Sheets, and more

s 05 Slack
] Slack for Enterprise

>
b4 Dropbox
> Dropbox for Enterprise

5. To grant access to Slack from within your organization:

a. Enter aRequester 1D and aWorkspace ID. You can add multiple workspace I Ds.

Profile Name
New Tenant Control Profile 2

Help 7
Tenants D

BN vicrosoft 365

| OneDrive, Word, PowerPoint, Excel, Outlook, and more Requester D

~ Google G Suite

S Gmail, Hangouts, Calendar, Drive, Docs, Sheets, and more
Slack Workspace IDs
0. Slack
‘l Slack for Enterprise ADD
23 Oropbox
>

Dropbox for Enterprise

CANCEL SAVE

6. Click Save.

The new tenant controls profile is now available when you add an internet access rule. For rule requirements
specific to tenant controls, see Use Tenant Controls in Access Rules.

Use Tenant Controls in Access Rules

To use tenant controls in internet-access rules:

» Add tenant control profiles for the applications that require such controls.
» Decryption must be enabled for the rule. Make sureit is enabled in the web profile selected in the rule.
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» The option to select atenant control profile appears in the Security Controls section of the rule (after you choose
destinations and then click Next.)

« |If you enable Microsoft 365 Compatibility in Global Settings:
Microsoft 365 Compatibility is compatible with Tenant Controls. However, when Tenant Controls are
configured for Microsoft 365, Secure Access decrypts three Microsoft login domains (login.microsoftonline.com,
login.microsoft.com, and login.windows.net) for the purpose of tenant enforcement. The domain is detected by
analyzing the SNI (Server Name Indication) TL S extension. Some applications may not send SNI information in
which case the exclusion does not apply.

For more information about Microsoft 365 Compatibility, see Global Settings for Access Rules.

Review Tenant Controls Through Reports

Use the Activity Search report to view identity activity when you're tracking attempts to access cloud-based
applications that are controlled by the tenant-controls profile.
Prerequisites

e A minimum role of Read-only. For more information, see Manage Accounts.

Procedure

1. Navigateto Monitor > Activity Search.

2. Inthe Responsefilter, select Allowed or Blocked.
Response Select All
O @ Allowed % Advanced
(J @ Blocked

3. Under Event Type, select Tenant Contrals.

- @ (D
Activity Search & \=/  Bliastaopavs ¥
Schedule  Export CSV/
Q_ search by domain, identity, or URL Advanced ¥ CLEAR BB Customize Columns All v

RESPONSE  Allowed, Blocked X EVENTTYPE  Tenant Controls X

. fewing activity from Dec 15, 2024 12:00 AM to Jan 13, 2025 5 -
@ Search fiters OTotal () Viewing activity from Dec 15, 2024 12:00 AM to Jan 13, 2025 5:12 AM Page: 1 Results per page: 50 1-00f0
Response Select None

© Allowed 1+ Advanced

© Blocked No Results Found

Change filters or expand the time parameters of your search

n Page Behavior Select All
ned

[
)

© Accesse d After Warn

Isolate

O ©lsolated

IPS Signature Select Al
) © Log Only
O © Would Bloct
) ©Blocked

Protocol Select Al
O & HTTP
O & HTTPS

Event Type Select All

[ Any Content Category
[ Cisco AMP Disposition is Malicious

s
[ Certificate and TLS Errors
O Data Loss Prevention

O Geolocations

Note: Since the blocking of tenants occurs at the vendor level, Secure Access displays tenant controls as Allowed
in Activity Search.
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4. To access detailed information about a tenant-control event, from the Action menu, choose View Further Details.

login.windows.net
by NYC
Apr 23, 2021 at 6:53 PFM

Identity
NYC

Identity Typa
Metwork Tunnels

User ldentity Source

Hostname

loginwindows.net

Policy/Rule
Employees Full Control = All Locations

Intarmal IF
208.165.200.23

External IP

Destination
hitp: ) flogin.windows.net/

Rafarar

Usaer Agent
python-requests/2.24.0

Status Code
302

Content Typa
Tatal Size in Bytes
237

Action
@ Alliowed (Tenant Controls)

Categories

Software/Technology

Application Name
Office 365

Application Catsgory

Office Productivity

File Name

File Extension

File Action (Remote Browser ksolation)
SHA2EE Hash

Cisco AMP Result

Antivirus Result

Potentially Unwanted Applications

SUGGEST SECURITY CATEGORIZATION

e3blc4a298fc1c149afbf4c8996/b02427 204 12464 009 34cad 3599 1b7E520EE5

x
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Manage Roaming Devices

Cisco Secure Access Roaming Devices represent user devices that have deployed the Cisco Secure Client with

the Umbrella Roaming Security module. The Cisco Secure Client syncs with Secure Access Chinato manage the
Web security on the device. As part of the sync, aRoaming Device resource is added to Secure Access China. An
administrator of the organization can apply policy rules to the Roaming Device resource. For more information about
the Cisco Secure Client with the Umbrella Roaming Security module, see Manage Internet Security on Cisco Secure
Client.

In Secure Access China, you can view the Roaming Devices in the organization, edit the Internet Security settings for
certain devices or al devices, override the Internet Security settings for the devices, and delete a Roaming Device.

View Internet Security Settings for Roaming Devices

A Roaming Device resource represents a user device that has deployed the Cisco Security Client with the Umbrella
Roaming Security module.

The Cisco Secure Client Umbrella Roaming Security module enables secure internet access on user devices. The
Umbrella Roaming Security module includes:

*  Web security

Once deployed, the Cisco Secure Client registers the user device with Secure Access China. Cisco Secure Access
China adds the device to the list of Roaming Device resources managed by the organization. Cisco Secure Client
syncs with Secure Access China periodically and the device's web traffic is protected by the organization's policy
rules. As an administrator, you can override, enable, or disable the internet security settings for the roaming devicesin
the organization.

Prerequisites

e Full Admin user role. For more information, see Manage Accounts.

Procedure

1. Navigate to Resour ces > Roaming Devices.
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2. Click a device name to open the Roaming Device resource.

Roaming devices

The Roaming Devices page lists all roaming devices protected by Cisco Secure Client's
Internet Security module. To add a roaming device to Secure Access, navigate to End UserEnd User
Connectivity Connectivity, install the Cisco Secure client, and the profile for the Internet Security

module.
{ Search ] = Filters 7 total
0 ti
(] Name parating Status Last Sync
System
D demo Windows 10 @ Offline 24 days ago
D EC2AMAZ-S8507UT Windows 10 @ Offline 5 months ago

3. The Roaming Device resource displays the device's internet security details.
Host Information

* Name—name of the device

* Hosthame—hostname of the device

¢ Original Hostname—origina hostname of the device

* Operating System—operating system and version

* Last Synced—Iast date when Cisco Secure Client received a sync from Secure Access China
*  Web Security—specifies whether Cisco Secure Client has internet security deployed

serenity X
Name serenity
Hostname serenity

Original Hostname serenity
Operating System Windows 11
Last Synced 22 minutes ago

Web Security Web Security
Security Information — IPv4

» Status—specifies whether the device is protected by Secure Access internet security.
» Last Active Policy—specifies the name of the last active Secure Access policy.

Security Information - IPv4

Status @ Protected by VA
DNS Layer ® Encrypted
Encryption

Last Active Policy 3rd Party Umbrella Policy
118785
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Edit Internet Security Settings for Roaming Devices

The Cisco Secure Client Umbrella Roaming Security module enables secure internet access on user devices. The
Umbrella Roaming Security module includes:

*  Web security

Y ou must activate the Secure Web Gateway (SWG) internet security settings in your instance of Secure Access
China.

Secure Access China has various options to configure the Internet Security settings on Roaming Devices:

» Always enable the Secure Web Gateway settings for all Roaming Devices
« Always Override the Secure Web Gateway settings for all Roaming Devices
» Usethe Secure Web Gateway settings in the default policy rule

Prerequisites

e Full Adminrolein Secure Access China. For more information, see Manage Accounts.

Procedure

Y ou can override the internet security settings globally or disable the Cisco Secure Client Umbrella Roaming Security
module on individual Roaming Devices. Unless configured, all devices follow the global settings for internet security
in the Cisco Secure Client Umbrella Roaming Security module settings.

For example, in a scenario where there are 100 Roaming Devices and internet security is enabled globally, you have
the option to override any of those 100 devicesto disable internet security. However, if Secure Access Chinainternet
security is disabled globally, the devices that are enabled through the override remain enabled.

Edit the Auto-Delete Interval for Roaming Devices

1. Navigateto Resources > Roaming Devices.
2. Click Settingsto set the auto-delete interval setting.

Roaming devices

The Roaming Devices page lists all roaming devices protected by Cisco Secure Client's

Internet Security module. To add a roaming device to Secure Access, navigate to End User End User
Connectivity Connectivity, install the Cisco Secure client, and the profile for the Internet Security
module.
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3. From the dropdown, choose Do not delete or the time period that the roaming devices must sync with Secure
Access China before the devices are deleted from the organization, and then click Save.

Settings

Auto-Delete Inactive Roaming Computers

Automatically deletes all roaming devices that have not synced with Secure
Access within the specified time period.

[ 180 days ~

Thetime intervals to sync roaming devices with Secure Access China are:

« Do not delete—do not delete the Roaming Devices in the organization.

« 30 days—delete the Roaming Devices in the organization if the devices have not synced with Secure Access
Chinain 30 days.

* 90 days—delete the Roaming Devices in the organization if the devices have not synced with Secure Access
Chinain 90 days.

» 180 days—delete the Roaming Devicesin the organization if the devices have not synced with Secure Access
Chinain 180 days.

Do not delete
30 days
90 days

hat have not synced with Secure
180 days

[ 180 days ~

Cancel Save

Disable the Internet Security Settings

1. Navigate to Resour ces > Roaming Devices.
2. Select the devices to disable the SWG setting.
3. From the Action menu, select Disable SWG.

The SWG Agent displays as Disabled in the Roaming Computer's details. The SWG Agent only appearsin the details
when the override is used.

Enable the Internet Security Settings

1. Navigate to Resour ces > Roaming Computers.
2. Select the devices for which you want to enable the SWG module. Y ou can select up to 100 devices at atime on

the page.
3. From the Action menu, select Enable SWG.

Note: The Action menu does not appear until you select a device.

The SWG Agent displays as Enabled in the Roaming Computer's details. The SWG Agent only appears in the details
when the overrideis used.
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Remove the Internet Security Override on Roaming Devices

It isalso possible to remove the SWG override and revert to the global setting. For example, in a scenario where 100
Roaming devices have SWG enabled globally, but 50 have been disabled through the override, those devices can have
the override removed to revert back to the global setting.

1. Navigate to Resour ces > Roaming Computers.
2. Select the devices for which you want to remove the SWG override. Y ou can select up to 100 devices at atime on

the page.

Note: Select the checkbox at the top of the column to select all devices on the page.
3. From the Action menu, select Follow Global Settings. Y ou can select up to 100 devices at atime on the page.

Delete a Roaming Device

An administrator can delete a Roaming Device resource in Secure Access. Once deleted, the Roaming Deviceis
removed from any Secure Access policy rules and is no longer protected by Secure Access.

Prerequisites

e Full Admin user role. For more information, see Manage Accounts.

Procedure

1. Navigate to Resour ces > Roaming Devices.

Roaming devices

The Roaming Devices page lists all roaming devices protected by Cisco Secure Client's

Internet Security module. To add a reaming device to Secure Access, navigate to End User End User

Connectivity Connectivity, install the Cisco Secure client, and the profile for the Internet Security

module.

2. Click theéllipsis(...) to open the action menu, and then click Delete.

[ ] = Filters 6 tota

[] Name Operating System Status Last Sync

[_] demo Windows 10 O Protected & Encrypted at the DNS and Web Layers 26 minutes ago

[_] EC2AMAZ-S8507UT Windows 10 @ Offline Web Security >
[] EC2AMAZ-N84JADC  Windows 10 © Offline Delete

[_] EC2AMAZ-RJ3NIZN Windows 10 @ Protected & Encrypted at the DNS and Web Layers 10 minutes ago

3. Check | understand and wish to proceed, and then click Save.

©® Delete roaming device ?

Are you sure you want to delete the roaming device demo

Deleting this roaming device means that its source is removed from all policy

rules. Thus, any computer with that roaming client installed will no longer be

managed and protected by that rule. Help 7

D | understand and wish to proceed.

Cancel
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Manage Private Resources

Y ou can configure and add private resources to your organization. Private resources are applications, networks, or
subnets that your organization controls. These resources are not publicly accessible from outside your network, such
as.

« Applications and services that run on-premises in your data center
» Resources running on private clouds hosted from your data center

Step 1 — Configure Private Resources
Configure end user connections to a private resource, and then add a private resource to a private resource group.
1. Understand your connection options
Specify connection requirements for private resources where you want to allow access.
» For more information, see Manage Branch Connections.
1. Add Private Resour ces

* Work with resource ownersto gather the information needed to configure each resource. For more information,
see Add Private Resources.

Step 2 — Set Up Network Connections, VPN Profiles, and Certificates
1. Add VPN profiles

To allow VPN connections to private resources, add VPN profiles to your organization. VPN configurations such
as VPN traffic steering rules must exist for the applicable network address spaces. For more information, see
Manage Virtual Private Networks.

2. Add and manage certificates for private resources

Secure Access requires certificatesin order to connect user traffic with your private resources and decrypt that
traffic for ingpection by the Intrusion Prevention System (1PS). Y ou can upload the certificate for a resource when
you configure the resource, or manage certificates from the certificate list. For more information, see Certificates
for Private Resource Decryption.

Step 3 — Add Private Resources in Private Access Rules
1. Add private accessrules

After you add private resources to your organization, these resources are available for you to use as destinations
in your private access rules. Add private access rules that define which users and devices can access the private
resource in the organization. For more information, see Add a Private Access Rule.
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Add a Private Resource

Private resources are the applications, networks or subnetsthat are internal resources hosted in your data center,
including resources hosted on a private cloud in your data center, that have alogin page that cannot be accessed from
outside the network.

Configure a private resource to specify connection information for the resource, then configure access rules to
determine which users and devices can access the resource using the connection methods you have enabled.
Prerequisites

e Full Admin user role. For more information, see Manage Accounts.

» Gather IP or CIDR addresses for your private resources.

» If you will specify resource addresses using domain names (FQDNSs), you must add at least oneinternal DNS
server that can route traffic to your resource. For more information, see Add DNS Servers.

» For each resource, you must choose connection options. For descriptions of the options, see the topics under
Manage Connections to Private Destinations.

« Plan your private resource configurations to avoid configuration conflicts such as duplicate or overlapping
addresses.

Procedure
Configure aresource controlled by your organization.

1. Navigate to Resour ces > Private Resour ces, choose Private Resour ces, and then click +Add.

Private Resources Last 24 Hours ~ ]
54 Private
Resources
2. For Private Resour ce Name, enter a meaningful name for the resource. For Description, we recommend that you

provide information such as the purpose of the resource or the name of the resource owner.

Define a Private Resource

An application, network, or subnet that your organization controls access to. The login page for these resources Is visible only to the users and devices that you specify.

General

Private Resource Name *

Description (optional)
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3. Provideinformation for Communication with Secur e Access Cloud.

Communication with Secure Access Cloud

Specify one or more addresses that will be used for communication between this resource and Secure Access. Secure Access will route

traffic to this address. Help

Internally reachable address (FQDN, Wildcard FQDN, IP Address, CIDR) @ Protocol Port / Ranges
TCP - (HTTP/HTTPS + Protocol & Port

+ IP Address or FQDN

For Internally Reachable Address, enter an |P address, FQDN, wildcard FQDN (in the format *.example.com),
protocol, and port or port ranges.

The address you provide does _not _ need to be publicly accessible from outside the network.

If you will allow browser-based access to this resource by users who do not have the Cisco Secure Client installed
on their devices, the protocol you select must include HTTP/HTTPS.

Ensure that each address you add does not duplicate or overlap with addresses in other configured private
resources.

If you will decrypt traffic to this resource:

In each address line, you can specify asingle |P address (no address ranges) or CIDR block, or acomma:
separated list of addresses or CIDR blocks, or an FQDN with or without wildcard. Add addresses and FQDNs
as separate lines.

If the address includes awildcard FQDN, the wildcard must be the first character in the address string

(* .example.com).

Specify asingle port or "Any" port; no comma-separated port numbers, no port ranges.

If you need to decrypt traffic to multiple ports for the same address, click + Network |P or FQDN and add a
separate address line for each port.

Select aprotocol that includes TCP and does not include UDP.

Example configurations:

Communication with Secure Access Cloud

Specify one or more addresses that will be used for communication between this resource and Secure Access. Secure Access will route traffic to this address. Help (7

Internally reachable (FQDN, Wildcard FQDN, IP Address, ® Protocol Port [ Ranges
address
CIDR) + Protocol & Port
192.168.5.1, 192.168.2.1, 192.168.6.0/24 TCP - (HTTP/HTTPSY 80
Internally reachable (FQDN, Wildcard FQDN, IP Address, ® Protocol Port [ Ranges
address
CIDR) + Protocol & Port
somedomain.com Any TCP v 123
Remove
Internally reachable (FQDN, Wildcard FQDN, IP Address, ® Protocol Port / Ranges
address
CIDR) + Protocol & Port
*someotherdomain.com TCP - (HTTP/HTTPSy

Remove  +IP Address or FQDN

[ D Use internal DNS server to resolve the domain

If you have entered a domain and Secure Access will route traffic to this resource using a network tunnel:

Select aninternal DNS server that can route traffic to the specified resource address.
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» To configure an internal DNS server, see Add DNS Servers.

* Branch Connections
¢ VPN connections

Endpoint Connection Methods

Specify the ways user endpoints can reach this resource. Later, access rules will determine which users and devices can access the resource.

Branch Connections

Allow users and devices on the network, such as printers or kiosks, to connect to this resource if allowed by access rules.

VPN connections

Allow endpoints to connect to this resource when connected to the network using VPN,

4, Branch connections are configured for all private resources. For more information, see Manage Branch
Connections.

5. Select VPN connectionsto allow endpoints to communicate to this resource when connected to the network using
VPN.

6. For Decryption, enable Decrypt Traffic.

Decryption isrequired in order to inspect traffic for threats using the intrusion prevention (1PS) feature. For
security reasons, you should enable this option. Y ou can enable this option depending on the resource address. For
details, see information about the I nter nally Reachable Addressfield on this page.

Because traffic is routed through Secure Access, Secure Access must be able to display the resource's certificate to
end-user devices. If you have aready uploaded the applicable certificate, select the certificate. Otherwise, upload
or paste the device's certificate (public and private keys) here. Include all intermediate certificates in the certificate
chain.

If you enable decryption, the option to Validate application certificate for browser-based traffic will be disabled,
even if you have previously enabled it. Thisis expected.

Note: Only PEM encoding is supported.
What To Do Next

« Configure requirements that you want to apply to this resource, such as endpoint requirements (using posture
profiles) and intrusion prevention (IPS profiles). See Components for Private Access Rules.

« After you have configured other requirements, add private access rules to allow users and devices to access this
resource. See Manage Private Access Rules.

« When you are ready for end-users to access the resource, if you have enabled browser-based access, give your
users the dummy URL that you configured in this procedure.

Add a Private Resource Group

Y ou can create private resource groups with private resources and use these components as destinations in private
access rules. Private resource groups enable you to apply access rules consistently to all resources in the group.

Prerequisites

e Full Admin user role. For more information, see Manage Accounts.

Procedure

Configure aresource group with the private resourcesin your organization.


https://docs.sse.cisco.com/sse-user-guide/docs/add-dns-servers
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1. Navigate to Resour ces > Private Resour ces, choose Private Resour ce Groups, and then click +Add.

Private Resource Groups

Group resources to apply rules easily and consistently to all resources in the group. Help (¥

11 Private Resource Groups + Add

Private Associated Description Last
Resources Rules P Modified

2. For Private Resour ce Group Name, enter ameaningful name for the resource group. For Description, we
recommend that you provide information such as the purpose of the resource group.

Private Resource Group

Note: The description is optional.

General

Private Resource Group Name

Description (optional)

3. For Choose Resour ces, add resources to the group:

a. For Copy from existing private resour ce group, choose a resource group nhame to add the resources in that
group to your new resource group.

b. For Choose Private Resour ces, check the resources and click the arrow (greater than sign) to add the selected
resources to the group.

Choose Private Resources

54 available v

() a-PR-CLB
() A-PR-VPN o
() A-PR-ZTNA CB

D Aaron test multiple address single line - No item selected
aokladov

D Aaron Test No DNS

4, Click Save.
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Manage Connections to Private Destinations

Secure Access supports several types of connections to private resources:

* VPN—Remote Access Virtua Private Network
* Branch Network

Y ou will enable connection options for each private resource when you configure the resource. Y ou can enable any or
all of these options for each private resource.

Manage Branch Connections

Secure Access protects users and devices that are connected on an organization's branch and internal networks. An
enterprise may have multiple branch offices distributed across various geographical locations. Each branch office may
alow connections only to certain applications and services managed by the organization and block connectionsto
other private resources.

When on a branch network protected by Secure Access, users and devices can connect seamlessly to the internet
and private applications and services. Y ou can control how users and devices connect to private resources by adding
private access policy rules for network sources and destinations. For example, you can define policy rules that block
or alow accessto private resources from IOT devices, kiosks, or printers.

Endpoint Connection Methods
Secure Access supports various types of network connections to private resources:

* Branch connections
* VPN connections

When you add a private resource to Secure Access, Secure Access automatically enables Branch Connectionsto the
private destination.

A Branch network may represent an IP or CIDR address of arouter or device in your enterprise. Y ou can configure
Branch networks to connect through a Network Tunnel Group to a private resource. For more information about
Network Tunnel Groups, see Manage Network Tunnel Groups.

Branch Networks in Private Access Rules

Once you add a private resource to Secure Access for your organization, you can configure private access rules that
protect the branch connections to your private resources. A private access rule may include branch networksin both
source and destination components. For more information, see Add a Private Access Rule.

Summary

@ Private Resource Groups
Network Tunnels Allow « confluence apps
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Users and Groups Connections to Private Resources

Users, groups, and devices on your corporate networks, including branch offices, can aways connect to a private
resource if allowed by private access rules. When users, groups, and user devices connect to private resources from a
branch network, Secure Access does not evaluate the device's endpoint posture.

Sources for Branch Network Connections

In your private access rules, select the sources that you configured for your organization, or add individual branch or
internal network IP or CIDR addresses. For more information, see Add a Private Access Rule: Sources.

o Users—Users appear in private access rules after you add them to your organization.

» Groups—Groups appear in private access rules after you add them to your organization.

« Network Tunnel Groups—Network Tunnel Groups appear in private access rules after you add them to your
organization. The source isidentified by the Network Tunnel Group ID.

e |P or CIDR—A branch or internal network's IP or CIDR address that you add to the access rule. The sourceis
only available in the access rule.

From

Specify one or more sources.

[ +1 More J

K2

Select sources Add a source €y
AD Groups >
AD Users >
Network Tunnel Groups ® >

Destinations for Branch Network Connections

In your private access rules, select the destinations that you configured for your organization, or add individual branch
or internal network IP or CIDR addresses. For more information, see Add a Private Access Rule: Destinations.

« Private Resour ces—Private Resources appear in private access rules after you add them to your organization.
The destination component isan |P, CIDR, fully-qualified domain name (FQDN), port, and protocol.

« Private Resour ce Groups—Private Resource Groups appear in private access rules after you add them to
your organization. The destination component is an |P, CIDR, fully-qualified domain name (FQDN), port, and
protocol.

e |PorCIDR, Port, Protocol—A branch or internal network's IP or CIDR address, port, and protocol that you add
to the access rule. The destination is only available in the access rule.

To

Specify one or more destinations.

[ +1 More & ]

Select destinations  Add a destination el

Private Resources

Private Resource Groups

Source Connections to Destinations

Secure Access supports connections from Branch network source components to various destination components.
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Source Private Destination

Network Tunnel Group

¢ Private Resource Group
e Private Resource

IP or CIDR (Branch network) defined on the private «  Private Resource Group

accessrule. *  Private Resource
e |Por CIDR (Branch network) defined on the private
accessrule.
IP or CIDR (Internal network) defined on the private IP or CIDR (Interna network) defined on the private
accessrule. accessrule.

Add an IPS Profile on Private Access Rules

When you add a private access rule that includes branch connections to private resources, configure the security

controls on the rule by adding an IPS profile. For more information, see Add a Private Access Rule: Configure
Security Control Options.

Intrusion Prevention (IPS)

Enable or disable intrusion prevention by default for all new private access and intemet access rules. When IPS is enabled, you can choose a default intrusion prevention profile for all new rules of both types. Help 7

@ Enavies

Over Security 1PS Profiles 7

Secure Access protects branch connections to private resources, internal networks, and other branch networks through
the Intrusion Prevention System (IPS) profile. For more information, see Manage | PS Profiles.

Log Connections From Branch Networks to Private Resources

Secure Access logs every connection and event from a branch network to a private application, service, internal
network, or branch network. The events are recorded in the Admin Audit log. Secure Access enforces accessto
private applications and follows industry compliance and security standards. For more information, see Manage
Logging.
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Manage the Access Policy

Secure Access has a single unified policy, which consists of policy rules and settings. Y our private access and internet
policy rules and the default policy rules control the access and security of your resources and protect the traffic in

your organization. Before you start adding rules to your policy, we recommend that you read through the topicsin this
section in full.

Rule Defaults and Global Settings

1 logical_and_any_proto_block Intornat @ siock Any Any Applicat... +1 3 - °
2 logical_and_http_proto_block Internat @ siock Any hip 42 g - °
3 logical_and_icmp._proto_block ntemet @ Biock ™ @) »1 5 . °

Private and Internet Access Rules in Your Policy

There are two types of accessrules:

Private access rules—Controls access to applications hosted from your data center and private clouds.

To create and work with these rules, see Get Started with Private Access Rules.
I nternet access rules—Controls access to resources on the internet from managed devices.

To create and work with these rules, see Get Started with Internet Access Rules.

Access Policy

Add Rule ~

Private Access
25 Rules Control and secure access to resources and

applications that cannot be accessed by the

genersl publc

#O Rulename Access. Action Sources Destinations Security

1 logical_and_any.proto.block iotemet @ siock Ay Any Appicat. +1 Control and secure access to publc
destinations from within your network and
from managed devices

2 logical_and_http_proto_block Internet @ Block Any htp  +2

Default Access Rules in Your Policy

If your traffic does not match any of the rulesin your policy, Secure Access applies the settings on the Default Access
rules. For more information, see Edit the Default Access Rules.

Default Access Rules ©

Rule name Action Sources Destinations Security Posture

For all private access @ Block Any Any private destination

For all Internet access ) Allow Any Any Internet destination
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Rule Defaults and Global Settings

» For more information, see Global Settings for Access Rules.
» For more information, see Rule Defaults: Default Settings for Access Rules.

About the Access Policy

The Cisco Secure Access policy is the collection of your internet and private access rules, rule defaults, and global
settings. The policy displays your configured rule data and allows you to choose how to prioritize the rulesin your
policy. Once you add arule, you can edit various components on the rule. Y ou decide how to view and manage your
rules that best meets your organization's access controls to resources.

Best Practices
When working with access rules, keep the following in mind:

* You can change the rule defaults and global settings. For more information, see Rule Defaults: Default Settings
for Access Rules and Edit Rule Defaults and Global Settings.

» Atthetop of each ruleisasummary section. After you add your rule, the summary displays the configured rule
components.

« |If you edit an access rule after saving it, you cannot change the action. Instead, create a new rule.
* Ineach rule, features where you can configure a default option show one of the following indicators:

¢ Rule Defaults—If you see thisicon beside a control, it means the selected option or value is the selection
configured on the rule default page.

Rule Defaults

e Custom—If you see thisicon beside a control, it means the selected option or value is different from the
selection configured on the rule default page.

Custom

Default Rule Data

The Secure Access policy displays various columns of data on your configured internet and private access rules. For
information about choosing additional data on your rules, see Show Additional Data on Y our Access Rules.

(] #© Rulename Access Action Sources Destinations Security Hits Status

] 1 Rule 79 Created by Cis... Internet @ Allow AD Users Entertainmen... 8 - [-]

e #—The pound sign (hash symbol) indicates the priority of the rule.
¢ Rule name—The name that you assigned to the rule.

» Access—Thetype of accessrule either Internet or Private.

« Action—The type of action on therule.

« For internet accessrules: Allow, Block, I solate, or Warn.
» For private accessrules: Allow or Block.
e Sources—The sources that can connect to the destinations.
« Destinations—The resources that are available on the organization and from the internet.



Security—The security controls applied to the rule.
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Security controls are the globally-configured profiles that are enabled on the rule: Intrusion Prevention (1PS),
Web, and Tenant profiles. Hover over the security icon to display the profile information for the rule.

I PS Profile. For more information, see Manage | PS Profiles.

(©) IPS Profile Rule Defaults

Status

Profile

Intrusion System
Mode

Signatures

Web Profile. For more information, see Manage Web Profiles.

Enabled
IPS-deb

prevention

& 474 Block
(1) 112 Log Only
() 49470 Ignore

@) Web Profile Rule Defaults

Profile
Decryption

SAML
Authentication

Threat Categories

File Inspection

File Type Blocking
SafeSearch

End-User
Notifications

Tenant Profile. For more information, see Manage Tenant Control Profiles.

Default Web Policy
Disabled

Disabled

3 Categories
Enabled,

Default Web
Settings

Enabled,
Threatgrid Malware
Analysis: Disabled

Disabled
Disabled

Custom Page
Appearance
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(23 Tenant Profile Rule Defaults

Global Tenant

Profile Controls
Office 365 0
G Suite 0
Slack 0
Dropbox 0

» Hits—The number of times Secure Access China applied the rule to the traffic defined by the sources and
destinations. For more information, see Edit the Order of the Rulesin Y our Access Policy.

* Status—The state of the rule. Indicates whether the rule is enabled or disabled.
* Enabled Rule

* Disabled Rule

Show Additional Data on Your Access Rules

The Cisco Secure Access policy table lists the configured properties, security controls, logging, and status
information for your internet and private access rules. The table shows a default set of columns on the table. Y ou can
customize your view of the policy table. For more information about the default rule data, see Access Policy Rule
Data.

To customize the policy table, you can change the height of the table rows, add more columns of rule data, and
remove the Security and Hits columns.
Prerequisites

e Full Admin user role. For more information, see Manage Accounts.
e Your policy has at least one configured access rule.

Procedure

Customize the row height on the policy table, select additional datato display about your access rules, and remove
data columns on your policy table view.

J # Rule name Access Action Sources Destinations Security Hits Status

O 1 Rule 79 Created by Cis... Internet @ Allow AD Users Entertainmen... o] - [-]

1. Navigateto Secure > Access Policy, and then click Customize view.

[ @ Customize view ]
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2. (Optional) For Select arow height, choose the height of the rowsin the policy table.
Select either Compact, Medium, or Tall. The default table row height is Medium.

Customize view

Select a row height

=]

Compact Medium Tall
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3. For Show selected columns, add the names of the data columns to display on your policy table and remove the
Security Control or Hits columns.

Show selected column

Security Control
D Logging

D Posture

Hits

|:] Last modified

» Security—The security controls applied to the rule.

VOO

Security controls are the globally-configured profiles that are enabled on the rule: Intrusion Prevention (1PS),
Web, and Tenant profiles. Hover over the security icon to display the profile information for the rule.

* |IPSProfile. For more information, see Manage | PS Profiles.
) IPS Profile Rule Defaults
Status Enabled

Profile IPS-deb

Intrusion System prevention
Mode
Signatures © 474 Block
® 112 Log Only
© 49470 Ignore
*  Web Profile. For more information, see Manage Web Profiles.

@ Web Profile Rule Defaults

Profile Web Profile 1
Decryption Enabled
Do Not Decrypt
List
SAML Disabled

Authentication

Threat Categories 5 Categories
Enabled,

Default Web
Settings

File Inspection Disabled,
Threatgrid
Malware Analysis:
Disabled

File Type Blocking Disabled

SafeSearch Enabled
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* Tenant Profile. For more information, see Manage Tenant Control Profiles.

¥) Tenant Profile Rule Defaults

Global Tenant
Controls

Profile

Office 365 (0]
G Suite (0]
Slack (0]
Dropbox o

e L ogging—Indicates whether logging is enabled for the organization.
» Posture—The name of the endpoint posture profile that is defined on the rule.

* Hits—The number of times Secure Access applied the rule to the traffic defined by the sources and
destinations. For more information, see Edit the Order of the Rulesin Y our Access Policy.

« Last Modified—The date of the modification of the access rule by the user account.
Note: Hover over the date to display the ID of the user account that last modified the rule.

Last modified

29.01.2024 ...

4. Click Reset defaultsto show the policy table with the default rule data view or click anywhere on the page
outside of the Customize View component to enable your selections and close the window.

Destinations Security Logging Posture Hits Status Last modified

Entertainmen... (oL T Enabled - - o 12.03.2024 ...

Edit the Order of the Rules in Your Access Policy

The order of the ruleslisted on the Policy pageis critical to traffic handling.

Trafficishandled by the first rulein the list that matches the traffic. Rules lower in the list have no effect on traffic
that matches arule higher in thelist.

Order your rules so that more specific rules are above more general rules that might also apply to the traffic.

Put essential rules at the top, such as rules blocking access for all usersto sites that you absolutely do not want any
usersto visit.

If no rule in the list matches the traffic, Secure Access applies the applicable default access rule for the type of traffic
(internet access or private access.) Default access rules (one for each type) appear at the bottom of the Policy page.

An error in configuration may result in unintended results: Resources may be unprotected from threats or users may
access destinations you want blocked. Plan and design your rules before you build them.

Waystoreorder rules:
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» Onthe Access Policy page, right-click arule and choose one of the following options:

* Movetotop of thelist
* Moveto bottom of thelist
* Moveto and then choose an order

e Whileediting arule, click the Rule Order field and click the rule you want to be immediately before the rule you
are moving.

Rule Defaults: Default Settings for Access Rules

When you create a new accessrule, the ruleis configured with the default rule settings unless you select other options
in the rule. The rule defaults are a collection controls for endpoint security posture and security profiles. To change
the default rule settings, see Edit Rule Defaults and Global Settings.

Important: Important Information About Changing Rule Defaults

If you change arule default, all existing rules that are configured to use a particular rule default will change to use the
new default.

For example, if you change the default IPS Profile from Balanced Security and Connectivity to Maximum
Security, the IPS profilein all existing rules that are configured to use the default IPS Profile will now use the
Maximum Security settings for IPS.

Existing rules that are configured to use custom settings are not affected by changing the rule default. To determine
whether arule uses default or custom settings, see About the Access Policy.

Intrusion Prevention (IPS)

Enable or disable intrusion prevention by default for all new private access and internet access rules. When IPS is
enabled, you can choose a default intrusion prevention profile for all new rules of both types.

Intrusion Prevention (IPS)

Enable or disable intrusion prevention by default for all new private access and internet access rules. When IPS is enabled, you can choose a default intrusion prevention profile
for all new rules of both types.Help 7
Q Enabled
Select the default Intrusion Prevention Profile.
New Custom IPS Profile IPS Profiles (7

For more information, see Manage | PS Profiles.

Web Profile
A Web profile provides a set of web-related settings. Choose a profile to apply to all new internet accessrules.

Web Profile

b-related settings for all new internet access rules. Help Cf

Web Profiles (7

For more information, see Manage Web Profiles.

Tenant Control Profile

Limit access to your organization's tenant for certain SaaS applications. This setting applies only to internet access
rules.



| Manage the Access Policy | 309

Tenant Control Profile

Limit access to y

he default tenant control profile.

Tenant Control Profiles (7

For more information, see Manage Tenant Controls.

Global Settings for Access Rules

Global Settings affect all rules of the applicable type (internet access rules and/or private access rules.)
Some global settings are intended only for troubleshooting purposes.
Change these settings only if you have good reason to do so.

To change these settings, see Edit Rule Defaults and Global Settings.

Global Settings for Access Rules

* Microsoft 365 Compatibility
e Decryption

« Decryption Logging

e Certificate Pinning

Note: Secure Access Packages and Feature Availability

Not all of the features described here are available to all Secure Access packages. | nformation about your current
packageis listed on the Admin > Licensing page. For more information, see Determine Y our Current Package. If
you encounter afeature here that you do not have access to, contact your sales representative for more information
about your current package.

Microsoft 365 Compatibility
This setting applies only to web security features, not to I PS.

The Microsoft 365 Compatibility feature exempts Microsoft 365-related domains, marked as Optimize and Allow
in Microsoft's endpoint categories, to bypass inspection and policy enforcement by web security features, allowing
traffic to those domains to pass through unaltered. The domains are excluded from HTTPS decryption and content
filtering. The Microsoft 365 traffic appears in the Secure Access reports, however, since HTTPS inspection is
disabled, traffic islogged only at the host/domain level and does not show the full URL.

Tenant Controls
If you use tenant controls for Microsoft 365, see additional information at Use Tenant Controlsin Access Rules.
Limitations

« Microsoft 365 traffic is still sent to Secure Access's web proxy servicein al deployment methods (Tunnel,
AnyConnect, PAC). To stop this traffic from hitting Secure Access entirely, add manual 'External Domain' entries
or route the traffic direct to the internet from your connecting devices.

» FileInspection will no longer apply to this traffic.

« Thiswill not prevent the Microsoft 365 traffic egressing from a Secure Access | P address

» Thisdoes not apply to all Microsoft/Microsoft 365 domains. Only those categorized as important for performance
by Microsoft.

e Thissetting allows a number of important Microsoft 365 domains so web security and filtering do not apply to
them, and prevents these domains from triggering Secure Access SAML authentication.

Note: MS Intune sync requires "manage.microsoft.com" to be added to the Do Not Decrypt List(s) used in the
relevant rules even when Microsoft365 Compatibility is enabled.


https://docs.microsoft.com/en-us/microsoft-365/enterprise/microsoft-365-network-connectivity-principles?view=o365-worldwide#new-office-365-endpoint-categories
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For more information, see the official Microsoft documentation.

Microsoft 365 Compatibility

n to maximize Microsoft 365 performance, With this feature enabled, Microsoft 365 traffic passes through the proxy without any
lied to this traffic. Help .

Decryption

Traffic must be decrypted for effective security control, but you can temporarily disable decryption for
troubleshooting purposes.

This setting applies to the following functionality:

» For internet destinations: Intrusion prevention (IPS) and all traffic to internet application and application
protocol destinations.
« For privateresources. Intrusion prevention (1PS), file inspection, and file type blocking

Disabling decryption does not disable affected features, but decreases their effectiveness for encrypted traffic. Traffic
that is not encrypted is not affected.

Decryption
Traffic must be decrypted for effective security control, but you can temporarily disable it for troubleshooting purposes. Help 3

This setting affects the following functionality

« For internet traffic: Inspection for intrusion prevention (IPS); all traffic to internet applications and application protocols
+ For private traffic: Inspection for intrusion prevention, file inspection, file type blocking

@ Enabled

Decryption Logging

Y ou can enable or disable decryption logging globally in Global Settings, for traffic to private resources or internet
destinations or both.

Certificate Pinning

Certificate pinning is an Internet security mechanism which allows applications to resist impersonation against
HTTPS servers using mis-issued or otherwise fraudulent digital certificates. However, if this security feature causes
problems when users attempt to access destinations that are both essential and trusted, you may bypass this security
feature for destinations that use certificate pinning.

Certificate Pinning
MNormally, decryption must be bypassed for sites that use pinned certificates. However, for troubleshooting purposes, you can disable this behavicr for intrusion prevention (IPS),

Help C7

‘) Bypass Decryption

Edit Rule Defaults and Global Settings

Important:

Before you change the default rule settings on the Cisco Secure Access policy, see Important Information About
Changing Rule Defaullts.

Secure Accessiis pre-configured with default and global settings for access rules. We recommend that you change the
default policy rule settings. Y ou may need to change the global settings.
Prerequisites

e Full Admin user role. For more information, see Manage Accounts.


https://docs.microsoft.com/en-us/azure/active-directory/manage-apps/tenant-restrictions

| Manage the Access Policy | 311

» If you are changing the rule defaults, understand the ramifications of doing so. For more information, see
Important Information About Changing Rule Defaults.
* Review the settings available on each policy rule:

* Rule Defaults
e Global Settings

Procedure
To change rule defaults or global settings:

1. Navigate to Secure > Access Policy.
2. Click Rule Defaults and Global Settings.

Access Policy [ Rule Defaults and Global Settings ]

Internet access rules apply to traffic to public internet sites from devices that are on your network or that your
organization manages. Private access rules apply to users and devices accessing applications and other resources on
your internal network. Secure Access applies the first rule in the list that matches traffic. Help 7

3. Click thetab to edit Rule Defaults or Global Settings.
For details about each setting, see:

* Rule Defaults
¢ Global Settings
4. Scroll to the bottom of the page, and then click Save.

Edit the Default Access Rules

There are two default access rules:

» Default internet accessrule
» Default private accessrule

These rules apply to traffic that does not match any other rule.
Default access rules appear at the bottom of the Access Policy listing page.

Default Internet Access Rule

»  Secure Access applies thisrule to traffic to internet destinations that does not match any other internet access rule
in the policy.

» Thedefault internet access rule allows traffic that hitsit. Y ou cannot change the rule action.

* You can edit logging settings.

¢ You can edit security control settings.

» Postureisnot applicable for internet access rules.

Default Private Access Rule

» Secure Access appliesthisruleto traffic to private destinations that does not match any other private accessrulein
the policy.

» Thedefault private access rule blocks traffic that hitsit. Y ou cannot change the rule action.

* You can edit logging settings.

« Becausethe action for thisrule is Block, security control settings are not needed or offered.

» Postureisnot applicable for the default access rule, because the traffic will be blocked whether or not posture
reguirements are met.

To View or Edit Default Access Rules

To view or edit adefault accessrule:



AW

Navigate to Secure > Access Policy.

Scroll to the bottom of the page.

In the Default Access Rules section, click the ellipsis at the far right side of arule and choose View or Edit.
Make and save your changes.
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Get Started With Internet Access Rules

Internet access rules specify how traffic to internet destinations should be handled.

Traffic to internet destinations is allowed by default. Y ou must create rules to block access to internet destinations,
either for acceptable use or security reasons; to warn users before you allow access; or to isolate specified internet
traffic.

1. Plan your internet accessrule set

Plan your rule set so you get the results you expect. Read the documentation and familiarize yourself with the
various components that make up rules.
2. Createrule components.

Y ou will assemble rules largely from components, for example source, destination, and security control
components.

See Components for Internet Access Rules
3. Specify rule defaults.

New rules will use the default security controls and other settings that you specify on the Rule Defaults page.

See Default Settings for Internet Access Rules
4. Edit thedefault internet accessrule

Traffic to internet destinations that does not match any other internet access rulein the policy will be handled by
the default internet access rule. Traffic that matchesthisruleis allowed unless it violates security controls.

See Edit the Default Access Rules
5. Add internet accessrules

See Add an Internet Access Rule
6. Review the global settings

Normally you will not change these settings for internet access rules, but you should be familiar with their impact.

See Global Settings for Internet Access Rules.
7. Review theruleorder

Make sure the order of the rules on the Policy page will have the results you expect.

See Edit the Order of the Rules on the Policy Page
8. Test your internet accessrules

Components for Internet Access Rules

Y ou will create access rules by assembling components that you or others have previously created.

Components described in this topic are reusable; you can use the same component (such as a source) in multiple rules,
speeding and simplifying policy creation.
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For example, you can define a set of users as a source, then use the same source in an internet accessruleand in a
private access rule for the same set of users.

Some components are "profiles’, or sets of settings bundled together that you choose as a unit when configuring a
rule.

Note: Most components for internet access rules are different from components needed for private access rules.

Sources

Y ou will configure access policies for specific source-destination pairs. Sources are the users, groups of users, or
other entities that comprise the "From" end of traffic that an access policy appliesto.

The following reusabl e sources (source objects) can be used in internet accessrules:

* Users
e User Groups
* Network Tunnel Groups

Y ou can apply rules to traffic originating from I P addresses in network segments defined by Network Tunnel
Groups.
* Registered Networks

Y ou can apply rules to traffic originating from | P addresses in network segments defined by Registered Networks.
e Interna Networks

Y ou can apply rulesto traffic originating from | P addresses in network segments defined by Internal Networks.
¢ Roaming Devices

Y ou can apply rulesto traffic originating from managed devices that have the Cisco Secure Client installed, but
that may not currently be on the corporate network.

Inarule, you can also specify sources by typing in | P addresses and subnets, but these are NOT reusable source
components. If you do this, you can type in port and protocol in the rule's destination.

See also About Configuring Sourcesin Internet Access Rules.

Destinations

Y ou will configure access policies for specific source-destination pairs. Destinations are the web applications, web
sitesin particular categories, or other internet destinations that comprise the "To" end of traffic that an internet access

policy appliesto.
Reusable destinations (destination objects) in internet accessrules:
» Destination Lists
List groups of domains, URLS, |P addresses, and CIDR blocks to which you want to apply the same policy.

Y ou can create custom lists of destinations based on any criteria you choose.

e Content Category Lists
Create lists of web sites based on the content or type of the site, so you can control accessto avariety of sitesasa
group.
For example, you might create a content category list that includes all sites belonging to the Adult, Child abuse,
and Pornography categories.
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e Application Lists

Create lists of web-based applications to which you want to apply the same policy. For example, if you want
to apply asingle policy to al socia media applications, you can create an application list that includes all
applications in the Social Networking category.

For some web-based applications, you can allow access to the application, but block uploads, downloads, and
posting or sharing information. Y ou will see these options in each rule when you configure applicable destinations
in therule. For details, see Advanced Application Controls.

When configuring rules, you can also:

» Specify web sites by content category, or specify web applications or categories of web application, without
creating content category lists or application lists.
» Type destination | P addresses, ports, and protocols directly into the rule.

However, best practice is generally to create reusable destination objects when possible, so that you can apply rules
consistently.

See also About Configuring Destinations in Internet Access Rules.

Security Controls
Security controls make use of profiles and other pre-configured sets of settings.
The following types of security controls apply to internet traffic:

e Intrusion Prevention (IPS)
e Web Security
e Tenant Controls

Intrusion Prevention (IPS)
Intrusion Prevention protects your network and assets by inspecting traffic for specified threat characteristics.
Y ou will specify asingle intrusion prevention profile in each accessrule.

* Set Up Certificates for Decrypting Internet Traffic
« Configure Intrusion Prevention (IPS) Profiles
¢ Configurethe Do Not Decrypt List for IPS

Set Up Certificates for Decrypting Internet Traffic

Internet traffic must be decrypted in order to alow it to be inspected by the intrusion prevention and for web security
features. In order to decrypt this traffic, certificates are required. Y ou may have already set up these certificates to
decrypt traffic for web security features.

See Certificates for Internet Decryption.
Configure Intrusion Prevention (IPS) Profiles

Intrusion Prevention (1PS) detects alarge number of known threats. Sets of settings are grouped together in profiles,
which you can specify in access rules. Secure Access provides several pre-configured profiles that address common
needs, such as Balanced Security and Connectivity or Maximum Security. Or you can create a custom profile using
Snort signatures. Y ou can aso choose to block or just monitor traffic that matches a profile.

Y ou can choose a different IPS profile for each access rule based on the balance of convenience vs. risk appropriate
for the particular traffic.

For details, see Manage I PS Profiles.
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Configure the Do Not Decrypt List for IPS
Secure Access must decrypt traffic in order to allow the Intrusion Prevention feature to inspect the traffic for threats.

However, decrypting traffic to certain sites, such as health-related or financial sites, may be restricted by privacy laws
in some geographic regions.

Use the default Do Not Decrypt List to specify destinations that should not be decrypted by intrusion prevention
processes (IPS.)

The Web Security feature also requires decryption in order to be effective; you can use thislist for Web Security
decryption, or you can create and use a different list or lists for Web Security.

For details, see Important Information About Do Not Decrypt Lists.

Web Security

Y ou will specify asingle Web Security Profile in each internet access rule, but web security profilesinclude multiple
components that you should pre-configure.

» Configure Threat Category Settings

e Configure SAML Authentication

* Set Up Certificates for Decrypting Internet Traffic

e Configure Do Not Decrypt Lists for Web Security

e (Optional) Configure Custom End-User Block and Warn Notifications
» Configure Web Profiles

Configure Threat Category Settings
Choose the types of web-borne threats to block. Blocking some threat categories may affect legitimate traffic.
See Threat Categories.

Configure SAML Authentication
SAML authentication is required for some web security features.
See Manage Web Profiles

Set Up Certificates for Decrypting Internet Traffic

If you have aready set up certificates for this purpose for the intrusion prevention feature, you may not need to do
anything more.

Internet traffic must be decrypted in order to alow it to be inspected by the intrusion prevention and web security
features, to apply acceptable use controls, for rulesin which the rule action is Isolate or Warn, and to display end-user
notifications when destinations are blocked.

In order to decrypt thistraffic, certificates are required.

See Certificates for Internet Decryption.

Configure Do Not Decrypt Lists for Web Security

Secure Access must decrypt internet traffic in order to allow Web Security features to protect your network
effectively.

However, decrypting traffic to certain sites, such as health-related or financial sites, may be restricted by
confidentiality law in certain geographic regions.
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Use aDo Not Decrypt List to specify destinations that should not be decrypted by web security processes. Y ou can
create different Do Not Decrypt Lists for different regions or purposes.

Y ou can use the same Do Not Decrypt List that you use for IPS, or create one or more Do Not Decrypt lists to use
only for security features included in the web profile.

For details, see Important Information About Do Not Decrypt Lists.

(Optional) Configure Custom End-User Block and Warn Notifications

If you do not want to use the default Secure Access-branded notifications, configure the notifications that are
presented to end users who attempt to access internet destinations that are blocked, and notifications to present when
users attempt to access destinations that match a rule configured with the Warn action.

End-user notifications require decryption.

See Manage Notification Pages.

Configure Web Profiles
Sets of web security settings grouped into profiles control the following aspects of security for internet traffic:
* Decryption (including Do Not Decrypt lists)

See information above.
« SAML Authentication

See information above.
e Threat categories

See information above.
e Fileinspection

File inspection detects threats using Cisco Advanced Malware Protection.

See Manage File Inspection.
* Filetypeblocking

Block files based on their type. For example, you can prevent users from downloading executable files from the
web.

See Manage File Type Control.
» SafeSearch

SafeSearch filters out offensive, explicit, unsafe, and harmful results from searches in Google, Y ouTube, Y ahoo,
and Bing.

See SafeSearch
e End-user notifications

Web pages shown to users who attempt to access blocked destinations or destinations allowed with awarning.
See information above.

Y ou will enable these optionsin aweb profile that you will choosein arule. See Manage Web Profiles.

Tenant Controls

If your company uses Microsoft 365, Slack, Google G-Suite, or Dropbox, see Manage Tenant Control Profiles.
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Default Settings for Internet Access Rules

Y ou can choose default settings that will automatically populate newly created access rules by default.

Configure these settings on the Rule Defaults page: Navigate to Secure > Access Policy, click Rule Defaults and
Global Settings, then click the Rule Defaults tab.

The following settings apply to internet access rules:

* Intrusion Prevention (IPS) Profile
Specify the traffic-inspection behavior to use by default in new access rules.
This setting applies to both private access rules and internet access rules.

For more information about | PS profiles, see Manage | PS Profiles.
* Web Profile

Specify a default set of settings that control security and other interactions for end users accessing the internet.

For more information about web profiles, see Manage Web Profiles.
* Tenant Controls

If your company uses Microsoft 365, Google G-Suite, Slack, or Dropbox, you must configure tenant controls.
For more information about tenant controls, see Manage Tenant Control Profiles.

For details, see Rule Defaults and Edit Rule Defaults and Global Settings.

Important:

Choose rule defaults carefully; changing these settings later may impact existing rules. See Important Information
About Changing Rule Defaults.

Add an Internet Access Rule

The Cisco Secure Access policy isacollection of an organization's internet and private accessrules. To start
protecting user devices that connect to the Internet, add internet rules to the organization's Access policy.

This guide describes the steps to add an internet access rule and configure security controls and profiles.

Prerequisites

e Full Admin user role. For more information, see Manage Accounts.

e At aminimum, you should configure the source and destination components and rule settings before creating
internet access rules.

« For more information, see Components for Internet Access Rules.
» For more information, see Default Settings for Internet Access Rules.
» For other factorsinvolved in creating and enforcing internet access rules, see Manage Internet Access Rules.

« Ingenera, decryptionisrequired to properly process HTTPS traffic, including traffic that will be blocked. For
more information, see Security Profile.

Note: Prerequisites for internet access rules are similar to but different from prerequisites for private access rules.

Procedure

1. Navigateto Secure > Access Rules.



| Get Started With Internet Access Rules | 319

2. Click Add Rule> Internet Access.

At the top of therule isa summary section. The Summary describes the security controls that you configure on
thisrule.

Summary ~

@

Any Allow Any Internet destination

3. Configure access criteria. For more information, see Access Options
Click Next.

e

The Next button is not available until you give the rule a name and then click out of the Rule name field.
Configure security controls. For more information, see Security Control Options.

Click Save.

(Optional) Enable or disable the rule using the toggle at the top of the page.

(Important) Additional rules are required for most traffic.

© N o U

Access Options

» Disableor enable therule
» Logging settings

e Summary

* Rulename
e Ruleorder

¢ Ruleaction

* Pre-Configured Sources

« Composite Sources

e Pre-Configured Destinations

» Composite Destinations

» Advanced Application Controls

Disable or Enable the rule

After you configure the rule and click Save, the rule will take effect only if this toggle shows as Enabled.

Logging settings
Logging options are at the top right corner of the page:

New Internet Access Rule

Create a rule to control and secure access to specified internet destinations from within your network and from managed devices.
For an end-to-end guide to completing prerequisites and configuring a rule, see Help 7

Q Rule is enabled [ Logging is enabled Edit]

To choose options, click Edit.

For details, see Manage Logging.

Summary

After you configure the rule, view a summary of the rule's action here.
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If you see an Upgrade button, this means your company has an opportunity to upgrade to alicensing package that
offers additional functionality. For details, contact your Cisco sales representative.

Rule name

Y ou must give your rule a name before you can click Next at the bottom of the page (to specify security controls.)

Rule order

Specify where you want thisrule in the overall rule order.

Secure Access China appliesthefirst rule in the list on the Access Policy page that matches the traffic.
Order your rules so that more specific rules are above more general rules that might also apply to the traffic.

For important guidelines, see Edit the Order of Rules on the Access Policy Page.

Rule action

By default, access to internet destinations is allowed unless an access rule blocks or modifies access using the Warn
or Isolate options.

The action you choose determines which other options are available in the rule.

Specify the rule action before you specify other settings including source and destination, or those configurations will
be reset when you change the action.

« Allow - When the action is Allow, traffic can still be blocked if it does not pass the security controls specified in
therule.

« Block - If you want to display a notification page to end users who attempt to access a blocked destination, see
Manage Notification Pages.
« Warn - When the action is Warn:

e End users must click alink in awarning notification to access the destination.

» The destination can include applications and application categories as well as content categories and content
category lists.

* You can configure a custom warning notification that Secure Access Chinawill present to users who attempt
to access awarned destination. Y ou can also preview the notification page. See Manage Notification Pages.

« Decryption must be enabled in order to present the notification.

« For required certificates for displaying notifications, see Certificates for Internet Decryption.

e |solate - Currently, Remote Browser Isolation is not supported.

Pre-Configured Sources

We recommend that you create reusable components rather than adding source IP addresses directly to arule. For
more information, see Components for Internet Access Rules.

Note: The arrows out icon opens awindow to configure the sources in your rule.

1. Navigateto Secure > Access Palicy > Add Rule > Internet Access.
2. Navigate to Specify Access and then click on the search bar under From.
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3. For Select sources, click in the white space beside the default value ("Any") and choose the configured source
components in your organization.

For descriptions of the different types of sources, including linksto how to create reusable sources, see
Components for Internet Access Rules.

KA
Select sources Add a source '$Y

Users Any AD User »
Groups and Organizational Units 3 >
Roaming Devices >
Networks 0o >
Network Tunnel Groups 2 >

4. After you add a source component, click +Moreto view the list of sources that you added to the rule.

a. Click onthe X to remove a previously added source, then click Done

Search Sources

[ Q  Search Sources ] [ = Object Type v ]

AD Users (1)

Any AD Users X

Network Tunnel Groups (1)

Any Network Tunnel Groups X

Composite Sources

Y ou can add Sources directly on an internet rule. Thisoption is useful if you need to quickly address a specific
issue that arises, for example to immediately block a particular user's access to an internet destination. For more
information about configuring sources, see About Configuring Sources for Internet Access Rules.

Important: Secure Access China does not support a comma-separated list of wildcard masks.

1. Navigate to Secure > Access Policy > Add Rule > Internet Access.
2. Navigate to Specify Access and then click on the search bar under From.
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3. For Add a source, enter an |Pv4 address or CIDR block.
For example:

e |IPv4 address—1.2.3.4
* CIDR block—1.2.3.4/24

Select sources Add a source

IP / CIDR
[ Enter IP Address or CIDR ]

RA
[+

e.g. 192.168.0.1 or 192.168.0.15/17

Any entered IP addresses that are not part of existing registered networks will not
be processed as web traffic.

4. Click Add.
5. After you add a composite source, click +Moreto view thelist of sources that you added to therule.

a. Click onthe X to remove a previously added source, then click Done.

Search Sources

[ Q. Search Sources ] [ = Object Type v ]

Manual Entry(1)

IP Address/CIDR » 192.168.0.15/18

Pre-Configured Destinations

We recommend that you create reusable components rather than adding destinations directly in arule. For more
information, see Components for Internet Access Rules.

The rule action sets the the destination options that are available on the rule. Usually you will select destinations that
you or others have previously configured.

Note: The arrows out icon opens awindow to configure the destinations in your rule.

1. Navigateto Secure > Access Policy > Add Rule > Internet Access.
2. Navigate to Specify Access and then click on the search bar under To.

3. Click Select destinations, click in the white space beside the default value ("Any") and choose the configured
destinations in your organization.

To

Specify one or more destinations.

Select destinations Add a destination 232

Destination Lists 3 >

Applications 6794 >
Content Categories 2 >
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4. After you add a destination component, click +Moreto view thelist of destinations that you added to the rule.

a. Click onthe X to remove a previously added destination, then click Done.

Search Destinations

[ Q Search Destinations ] [ = Object Type v ]

Destination Lists (1)

decryption_fqdn X

Composite Destinations

Y ou can add destinations directly on an internet rule. For more information, see About Configuring Destinations for
Internet Access Rules.

1. Navigateto Secure > Access Policy > Add Rule > Internet Access.
2. Navigate to Specify Access and then click on the search bar under To.
3. Click Add a destination.

a. ForIPor CIDR, enter an IPv4 address or CIDR block.
For example:

e |IPv4 address—1.2.34

+ CIDRblock—1.2.3.4/24
b. For Protocol, choose from one of the supported protocols: ANY, TCP, UDP, or ICMP.
For Port/Port Range, enter a port or range of ports separated by a hyphen (-).
d. When you finish adding the composite destination, click Add.

Select destinations Add a destination b3

IP/ CIDR Protocol Port/Port Range

o

Any IP address or CIDR ][ ANY v ][ Any Port ] Add

4. After you add a destination component, click +Moreto view thelist of destinations that you added to the rule.
a. Click on the X to remove a previously added destination, then click Done.

Search Destinations

[ Q. Search Destinations ] [ = Object Type hd ]

Manual Entry (1)
ANY AND 2 IP Address/CIDR 1 Services (©)

Advanced Application Controls

If configured destinations include Application Lists, Application Categories, or individual applications selected from
Application Categories that support the ability to control uploads, downloads, posting, or sharing without entirely
blocking access to the application, you will see the Advanced Application Controls section.
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For more information, see Advanced Application Controls.

Security Control Options

 Intrusion Prevention (IPS)

e Security Profile

e Tenant Control Profile

» Advanced Security Controls

Intrusion Prevention (IPS)

Choose the IPS profile that includes the threat detection settings that you want applied to traffic that matchesthisrule.
Y ou can aso disable intrusion prevention for thisrule.

For more information, see Manage | PS Profiles.

Security Profile

» Choose the security profile that includes the web-related settings that you want applied to traffic that matchesthis
rule.

e For al rules, including Block, Warn, and Isolate rules, unless you have good reason not to, choose a security
profile that is configured to decrypt the traffic that will hit the rule. Decryption is required to accurately process
traffic to most internet destinations.

« Best practice: If decryption is disabled in a security profile, or if decryption is enabled only to show
notifications, use that profile only in rules that include only trusted destinations.

» For important information about decryption, see Manage Traffic Decryption.

« |If therule will block traffic or warn users, you can choose a security profile that specifies the notifications to
display to end users.

Tenant Control Profile
Tenant controls affect access to Microsoft 365, Google G Suite, Slack, and Dropbox.

» For more information, see Manage Tenant Control Profiles.
» For additional requirements, see Use Tenant Controlsin Access Rules.

Advanced Security Controls

This section includes options to skip enforcement of certain security features, which you may want to do permanently
for trusted destinations or temporarily to troubleshoot an issue.

This section includes the ability to access files without decrypting them (sometimes known as "protected file bypass")
and the ability to not enforce certain web security features for thisrule.

In general, you should allow access to encrypted files only for trusted destinations, because encrypted files cannot be
effectively assessed for threats. By default, access to encrypted filesis not enabled.

Disable security features only when you have a specific reason to do so.

Next Steps
Return to Get Started with Internet Access Rules and review additional steps you should take after configuring arule.
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About Configuring Sources in Internet Access Rules

Secure Access internet rules enable you to configure DNS and Web security for your organization's web traffic. Y ou
can add pre-configured source components or | P addresses and CIDR blocks on a source in an internet rule. When
you add multiple network address components on the sources, Secure Access combines the components as a set using
the boolean OR operator.

Source Components for Internet Access Rules
Y ou should pre-configure sources for internet access rules. See Source Components for Internet Access Rules.

If you see an option to "Select All", this selects all existing itemsin the group at the time you select it, but the rule
will not include items added to the group in future.

If you select Network Tunnel Groups, Secure Access secures and controls access from traffic from 1Psec tunnels
established by your supported network devices. If you need to know what tunnels are included in a group, navigate to
Connect > Network Connections> Network Tunnel Groups and look at the group configuration.

If you select a network tunnel group, the destination a so includes | P addresses configured in the network tunnel
group for routing, in addition to all associated Internal Networks. | P addresses include routes advertised using Border
Gateway Protocal, if that option is selected in the network tunnel group configuration.

Sources Added Directly in an Internet Access Rule

Y ou can enter |P addresses and CIDR blocks directly in an internet rule. If you want to specify a port or protocol,
specify those in the destination of the rule.

A
Select sources Add a source '$Y

IP / CIDR

n Enter IP Address or CIDR

e.g. 192.168.0.15/17

o Any entered IP addresses that are not part of existing
registered networks will not be processed as web traffic.

IP Addresses and CIDR Blocks

» Sources accept private non-routable IPs (RFC-1918 compliant) or IPs for Registered Networks in Secure Access.
» Sources do not require a deployed 1Psec tunnel for the source | P address.
» Sources only accept valid |P addresses.

Combining Multiple Sources in a Rule (Boolean logic)
If an internet access rule includes multiple sources, the following boolean logic applies:

« All types of sources, and all sources within atype, are treated as using the boolean OR operator: Traffic to each
source you specify in arule matchesthe rule.

For example, if you specify auser group and a network tunnel group as sources, traffic from any member of either
group will match the rule.
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About Configuring Destinations in Internet Access Rules

Secure Access Chinainternet rules enable you to configure Web security for your organization's web traffic. Y ou
can add pre-configured destination components or combinations of 1P addresses, ports, and transport protocols for
destinations on an internet rule. When you add multiple network address components on the destinations, Secure
Access China combines the entries as a set using the boolean OR operator.

Destination Components for Internet Access Rules

* You should pre-configure destinations that you can select in internet access rules. For descriptions and links to
configuration instructions for each component type, see Components for Internet Access Rules.

* You can aso specify web sites by their content category, or specify individual web applications or categories of
web application without creating content category lists or application lists, by choosing Content Categories or
Application Categories.

» Depending on the destinations you select (for example certain applications, application lists, or application
categories) other options may appear in therule.

« |f youseean optionto "Select All", this selects al existing items in the group at the time you select it, but the rule
will not include items added to the group in future

*  When you select alist or group, entities that are added to the list or group in the future are automatically included.
For example, if you select a Destination List, any destinations that you add to that destination list later are
automatically included.

« If thisrule involves tenant controls, you must include the relevant application as a destination in the rule, as well
as configuring the applicable tenant control profile and specifying that profile in the Security Controls section of
the rule. For more information, see Manage Tenant Control Profiles.

*  When specifying applications, it is not possible to search for an application with fewer than three |ettersin its
name—for example, "QQ" or "YY". Y ou must pick the applications manually from the tree under their respective
categories or use awildcard in search—for example, "QQ*". This behavior is by design.

Destinations Created Directly in an Internet Access Rule

Destinationsin internet rules accept various combinations of |P addresses, ports 80 and 443, and the TCP, UDP,
and ICMP transport protocols. When you add multiple network address components for destinations, Secure Access
China combines the entries into a set using the boolean OR operator.

Y ou can add destinations directly in arule rather than choosing destination components. However, thisis generally
not recommended. Destinations that you add to a rule are not reusable components, are not dynamically updated, and
cannot be used in any other rule.

Thisoption is useful if you need to quickly address a specific issue that arises, for example to immediately allow
access to a necessary destination that is being blocked by another rule, or to immediately block accessto a problem
destination.

IP Addresses and CIDR Blocks
» Destinations accept 1P addresses and CIDR blocks.

»  Secure Access China does not accept private non-routable addresses for destinations, only public IP addresses.

«  Secure Access China does not require that your destination |P addressis the | P of a Registered Network in
Secure Access China.

Select destinations Add a destination

IP/CIDR Protocol Port/Port Range
Any IP address or CIDR \[ ANY v ]] Any Por Add
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Ports

» Destinations accept ports 80 and 443 directly on an internet accessrule.

Select destinations Add a destination

IP/CIDR Protocol Port/Port Range
[ Any IP address or CIDR ][ ANY v ” Any Port Add
Protocols

» Destinations accept the TCP, UDP, and ICMP transport protocols.

« |If you add the TCP protocol for adestination on arule, the rule applies only for web traffic that is protected by the
secure web gateway.

» Destinations only accept UDP or ICMP protocols that describe non-web traffic. Connections on UDP or ICMP are
protected by your IPS profile settings.

* You can choose Any protocol for the destination. If you select Any, web traffic is managed by the secure web
gateway.

To

Specify one or more

R )

TCP

Select destinations Add a deg
UDP

ICMP
IP/CIDR Port/Port Range

Any IP address or CIDR ][ ANY ~ ][ Any Port Add

Combining Multiple Destinations in a Rule (Boolean Logic)
If an internet access rule includes multiple destinations, the following boolean logic applies:

« All types of destinations, and al destinations within atype, are treated as using the boolean OR operator: Traffic
to each destination you specify in arule matches the rule.

For example, if you specify a content category and an application list as destinations in asingle rule, traffic to any
destination that is a member of either group will match the rule.

« |If youtypeinvalues of different types (1P address, port, protocol), traffic matches if any of the specified values
match the rule.

For example, if you specify an IP address and a port, traffic to any | P address on the specified port matches the
rule, as does traffic to the specified address on any port.

If you specify Any protocol, then all traffic will match the rule, regardless of any other destinations you specify.

Number of Destinations in a Rule

Y ou can include up to 5000 destinations in an internet access rule. However, for optimal performance, include no
more than 100 destinationsin arule.

Advanced Application Controls

Some web-based applications offer the option to allow users to access the site but not to perform activities such as
uploading, downloading, posting, or sharing content on those sites.

Depending on the destinations you select in an internet access rule, you will see an Advanced Application Controls
section.
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This section appears only if destinations added to the rule include one or more applications that allow granular
controls on activities. These applications must be included in application lists or application categories selected as
destinations, or be individual applications selected from application categories.

Use these advanced controls if you want to allow access to the site but block certain actions. If you don't want to
allow accessto the site at al, select the application, Application List, or Application Category in the destination list
for therule.

Applications with Advanced Controls

If apps have advanced app controls, you can block all content for the app, block the app from uploading content
including posts and shares, block the app from downloading content, or block the app from deleting content.

e Cloud Storage
e Collaboration

¢ Content Management

« Media

« Office Productivity

. P2P

» Socia Networking

Cloud Storage

Applications Category Upload Download Post/Share Delete
Box Cloud Cloud Storage Yes Yes Yes Yes
Storage

Dropbox Cloud Storage Yes Yes Yes Yes
Flickr Cloud Storage Yes

File Dropper Cloud Storage Yes

GrosFichiers Cloud Storage Yes Yes

Google Drive Cloud Storage Yes

Leap File Cloud Storage Yes Yes
MediaFire Cloud Storage Yes Yes
Microsoft Cloud Storage Yes
OneDrive

OpenDrive Cloud Storage Yes

Onehub Cloud Storage Yes

PicDrop Cloud Storage Yes Yes
SendThisFile Cloud Storage Yes Yes
SmugMug Cloud Storage Yes Yes Yes
SlideShare Cloud Storage Yes Yes Yes
4shared Cloud Storage Yes Yes
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Collaboration

Applications Category Upload Download Post/Share Notes

Cisco Webex Collaboration Yes
Teams

Microsoft Teams Collaboration Yes Yes
Gyazo Teams Collaboration Yes
Slack Collaboration Yes Yes Yes

WhatsApp Collaboration Yes If you upload a
Whatsapp file
that has already
been previously
uploaded, Secure
Access does
block the upload
of thefile. As
aworkaround,
manually delete
the existing
version of
thefile from
the Whatsapp
servers.

Content Management

Applications Category Upload Download Post/Share
Egnyte Connect Content Management  Yes

Lucidchart Content Management  Yes

Pastebin Content Management Yes
Media

Applications Category Upload Download Post/Share
Dailymation Media Yes

Giphy Media Yes

Veoh Media Yes

Vimeo Media Yes

YouTube Media Yes
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Applications Category Upload Download Post/Share
Basecamp Office Productivity Yes
DocHub Office Productivity |Yes
AOL Mail Office Productivity Yes
Evernote Office Productivity Yes
Gmail Office Productivity |yes
Only for Gmail
attachment uploads.
Mail.ru Office Productivity |yes
Only for Mail.ru
attachment uploads.
Smartsheet Office Productivity |Yes
Trello Office Productivity |Yes
Y andex Mail Office Productivity |Yes
Y ahoo Mail Office Productivity Yes
P2P
Applications Category Upload Download Post/Share
Citrix ShareFile P2P Yes
Filesend P2P Yes
GigaFile P2P Yes
Hightail P2P Yes
WeTransfer P2P Yes Yes
Wikisend P2P Yes
Social Networking
Applications Category Upload Download Post/Share
Facebook Sacial Networking Yes
Facebook Messenger Social Networking Yes
Instagram Socia Networking Yes Yes
Linkedin Sacial Networking Yes Yes Yes
Pinterest Sacial Networking Yes Yes
Tik Tok Sacial Networking Yes Yes
Twitter Socia Networking Yes Yes
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Prerequisites

e Full Admin user rule. For more information, see Manage Accounts.

Procedure

1. Inaninternet access rule, add as destinations any application categories or applications from the table above, or a
configured application list that includes any of the above applications or categories.

2. The Advanced Application Controls option will

Advanced Application Controls & Edit
appear: For some applications in this rule, you can allow access to the application but block certain activities. Help 7

Uploads 0 Downloads 0 Posts/Shares 0

3. Click Edit.
4. Inthe pane on the left, select the types of activities to block:

Block Uploads Advanced Application Controls

Block Downloads
Applications that are selected as destinations in this rule appear below if they offer the advanced controls selected at the

Block Posts/Shares left.

[ Q  Search by application name or category ] All categories v

Applications and Categories ‘ﬁ Posts/Shares %, Downloads T, Uploads

/N Cloud Storage (18 applications) Select All D D

D 4shared

D Box Cloud Storage D D
() Citrix Sharefile

D Dropbox D D
D File Dropper

O Flickr

D Google Drive

D GrosFichiers D

C] Gyazo Teams

O000o0ooooo o

Cancel

5. (Optional) Filter thelist in the main pane by clicking All categories and choosing a category.
In the main pane, select the activities to block for each application in the list
7. (Optional) If you filtered the list, choose a different category, then select the activities to block for that category.

o

Repeat as needed for each category in the All categorieslist.
8. Click Save.

Troubleshooting
If advanced application control is not working as expected, check the following:

« Decryption must be enabled in the web profile selected in the rule.

* Thesite must not be on the Do Not Decrypt list selected in the web profile.

*  The domain—for example, dropbox.com—is not configured for Bypass Web Proxy on the Connect > End User
Connectivity> Internet Security page. Any domains or IPs on thislist will bypass Secure Access and be routed
by your local DNS server. Thislist applies to PAC file and AnyConnect deployments.
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* When an application is blocked, aweb natification page will not be displayed. Instead, an error message will be
displayed in the application.

Global Settings for Internet Access Rules

Global settings generally apply to all rules. However, some settings apply only to private access rules, not to internet
access rules.

Do not change global settings unless you have a specific reason to do so.
If your company uses either of the following, verify that the applicable global settings are correct for your company:

* Microsoft 365 applications
» Applicationsthat use pinned certificates

Decryption-related settings:
» Decryption for IPS
Intrusion prevention requires decryption in order to be effective.
In general, you should not disable this feature.
For troubleshooting purposes, you can temporarily disable decryption for intrusion prevention for al accessrules.

This setting applies to both private access rules and internet access rules.
« Decryption Logging

Choose whether to enable or disable logging of decryption events for internet access rules.
For more information about these settings, see Global Settings for Access Rules.

To change default rule settings, see Edit Rule Defaults and Global Settings.

Troubleshoot Internet Access Rules

To troubleshoot internet access rules:

e Problemswhile creating the rule
* Problems after creating arule

General troubleshooting tips
» Navigate to the Overview page for possible status notifications
» UseAdctivity Search to look for logged events

Problems while creating the rule

The Next button is unavailable

The Next button is not available until you give the rule a name and then click out of the Rule name field.

Problems after creating a rule

« Internet traffic is unexpectedly blocked
« Internet traffic is unexpectedly allowed
¢ Internet Accessruleis not matching traffic as expected
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Internet traffic is unexpectedly blocked

A few thingsto try, either to temporarily suspend problematic blocks to allow end users to access a needed resource,
or to narrow down the cause of the problem:

Because traffic to internet destinations is allowed by default, there may be one or more existing rules that
explicitly block this traffic.

Y ou can temporarily disable arule that blocks desired traffic.

To allow immediate access to a necessary destination that is being blocked by another rule, create a new access
rule (using the "Enter manually" option for source and/or destination if necessary) and put thisrule at or near the
top of therulelist on the Policy page so it hits before more general rules that would otherwise apply to the traffic.
Try disabling enforcement of certain web security features for arule, in the Advanced settings at the bottom of the
Security Controls section of therule.

Try disabling intrusion prevention (IPS) for arule.

Try disabling intrusion prevention (1PS) on the Rule Defaults page, which disablesit for all rulesthat are
configured to use the default setting for IPS.

Try disabling decryption for intrusion prevention (1PS) for all rulesin Globa Settings, which effectively disables
intrusion prevention.

If the issue involves Microsoft 365 applications or sites that use certificate pinning, check Global Settings.

Internet traffic is unexpectedly allowed

A few thingsto try, either to block problematic traffic, or to narrow down the cause:

Verify that any existing rule blocking the traffic is enabled (toggle at the top of the rule page)

To immediately block accessto a problem destination that is unexpectedly being allowed, you can create a new
access rule (using the "Enter manually" option for source and/or destination if necessary).

Make sure decryption is not disabled in the Web Profile, including in the web profile selected in Rule Defaults.
Make sure IPSis not disabled in the rule default or in the rule
Make sure IPS Decryption and Certificate Pinning are not disabled in Global Settings.

Make sure the destination is not on a Do Not Decrypt list used by the IPS feature or specified in the rule's web
profile.

Make sure web features are being enforced for the rule (Advanced settings at bottom of Security Controls section
intherule)

Check the configured sources and destinations of the rule you expect to block the traffic to be sure they include
the problematic source and destination.

Check each rule component of the rule you expect to block the traffic (rule action and each security control) to be
sure each specifies the behavior you expect.

Check the rule order; traffic may be hitting a different rule than the one you expect.

Internet Access rule is not matching traffic as expected

Some thingsto try:

Make sure therule is enabled (toggle at top of rule page)

Make sure web features are being enforced for the rule (Advanced settings at bottom of Security Controls section
intherule)

Check the configured sources and destinations of the rule you expect to match the traffic to be sure they include
the problematic source and destination.

Check the rule order; traffic may be hitting a different rule than the one you expect.
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Get Started With Private Access Rules

Private access rules control and secure access to internal resources and applications that are private and should not be
accessed by the general public.

Traffic to private destinations is blocked by default. Y ou must create rules to allow traffic to private destinations.

1

Plan your private accessrule

Plan your rule so that you get the results you expect. For example, factors such as rule order impact traffic
handling.
Createrule components.

Y ou will assemble rules largely from components, including but not limited to source, destination, endpoint
posture, and security control components.

See Components for Private Access Rules.
Specify rule defaults.

New rules will use the default security controls and other settings that you specify on the Rule Defaults page.

See Default Settings for Private Access Rules.
Add private accessrules

Generally, you will create rulesto allow access to private resources.

See Add a Private Access Rule.
Configurelogging for the default private accessrule

Traffic to private destinations that does not match any other private accessrule in the policy will be handled by the
default private accessrule. Traffic that matches thisrule is blocked.

See Edit the Default Access Rules.
Edit the global settings

See Glabal Settings for Private Access Rules.
Review therule order

Make sure the order of the rules on the Policy page will have the results you expect.

See Edit the Order of the Rules on the Policy Page.
Distribute dummy access URL sto end users

For rules allowing access to private resources using browser-based connections, distribute the remotely accessible
dummy URL to the users who will useit to connect to the resource. Y ou configure a URL for each resource when
configuring the resource.

See Add a Private Resource.

Note: Userswho are not allowed access may see a Block page

Users that attempt to access a configured private resource will see a Block page if all of the following are true;
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* Theuser'saccessis blocked by aBlock rule, including by the default private access rule.
* Theuser's device has the Cisco Secure Client installed.

« Decryption is enabled on the private resource configuration page.

« VPN connections are not enabled on the private resource configuration page.

Y ou cannot customize this block page, and this block page is NOT the same block page that users see when they
attempt to access a blocked internet destination.

Components for Private Access Rules

Y ou can create access rules by adding rule components that you or others have configured to a rule. Components
described in this topic are reusable. Y ou can use the same component (such as a source) in multiple rules, speeding
and simplifying rule creation. For example, you can define a set of users as a source, then use the same source in an
internet access rule and in a private access rule for the same set of users. Some components are profiles, or groups of
settings bundled together that you choose as a unit when configuring arule.

Sources

* Users
e User Groups
* Network Tunnel Groups

Y ou can apply rulesto traffic originating from I P addresses in network segments defined by Network Tunnel
Groups.

e Interna Networks
Y ou can apply rulesto traffic originating from I P addresses in network segments defined by Internal Networks.

(Inarule, you can aso specify sources by entering |P addresses, subnets, and ports, but these are NOT reusable
source components.)

See also About Configuring Sources in Private Access Rules.

Destinations

Inarule, you can also specify destinations by entering |P addresses, subnets, ports, and protocols, but these are not
reusable destination components and have serious limitations.

e Private Resources
» Private Resource Groups

See also About Configuring Destinations in Private Access Rules.

Private Resources

Secure Workload routes traffic securely to applications and other resources on your network, based on Private
Resource configurations.

Define connection requirements for applications in your data center, including resources on private clouds. Y ou will
also specify the types of connections permitted for each resource and VPN.

See Manage Private Resources.

Private Resource Groups

(Optional) After you add private resources, you can create groups of them for convenience and consistency, to easily
apply an access rule to a collection of resources.
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See Add a Private Resource Group.

Endpoint Posture Profiles (for Endpoint Requirements)

Y ou can require endpoints to meet requirements such as operating system version, firewall, and disk encryption
before connecting to a network or resource. _ These requirements are rule-matching criteria that determine whether a
rule matches the traffic. _

Endpoint requirements are defined in posture profiles. There are several types of posture profile, depending on the
type of connection and characteristics of the end-user device:

« VPN posture profiles: For end-user devicesthat are connected to the network using remote access VPN.
* Branch connections: For end-user devices that are connected to these resources from a branch network.

When you configure a private resource, you will specify which of the above types of connections are allowed for that
resource.

When you create a private access rule, you will specify a posture profile with device requirements for each type of
connection allowed by the private resources specified as destinations in the rule.

Y ou can create different posture profiles, each with a different set of requirements, then choose appropriate profiles
for each rule.

Y ou can specify default posture profiles for zero-trust access connections (client-based and browser-based.) Create a
profile with the desired default endpoint requirements for each connection type, then specify the default profiles on
the Rule Defaults page. See Rule Defaults and Edit Rule Defaults and Global Settings.

Posture profile options apply only to User and User Group sources.

VPN posture is evaluated when the user connects to the network, which occurs before access rules evaluate the
traffic.

Endpoint posture is not evaluated for branch connections.

See Manage Endpoint Security.

Security Controls
Private access rules have (and need) less varied security controls than internet access rules.
Intrusion Prevention (IPS)

Intrusion Prevention protects your network and assets by inspecting traffic for specified threat characteristics. Threat
signatures are collected into collections called I1PS Profiles.

When you configure an access rule, you can choose a predefined IPS profile such as Balanced Security and
Connectivity or Maximum Security, or create a custom profile using Snort signatures that you choose. Y ou can also
choose whether to block or just monitor traffic that matches an IPS profile.

Y ou can specify adefault IPS profile on the Rule Defaults page that is automatically selected in each new rule.
Default settings apply to both private access rules and internet access rules. See Rule Defaults and See Edit Rule
Defaults and Global Settings.

See Manage | PS Profiles.

Default Settings for Private Access Rules

Y ou can choose default settings that will automatically populate newly created access rules by default.

Configure these settings on the Rule Defaults page: Navigate to Secure > Policy > Access Palicy, clickRule Defaults
and Global Settings, then click the Rule Defaults tab.
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The following settings apply to private access rules:

e Intrusion Prevention (1PS) Profile
Specify the traffic-inspection behavior to use by default in new access rules.
Important!! This setting applies to both private access rules and internet access rules.

For more information about 1PS Profiles, see Manage I PS Profiles.
* Web Profile

Specify adefault set of settings that control security and other interactions for end users accessing the internet.

For more information about web profiles, see Manage Web Profiles.
* Tenant Control Profile

If your company uses Microsoft 365, Google G-Suite, Slack, or Dropbox, you must configure tenant controls.
For more information about tenant controls, see Manage Tenant Control Profiles.

The other settings on the Rule Defaults page apply only to internet access rules.

To edit default settings, see See Edit Rule Defaults and Global Settings.

Important:

Choose rule defaults carefully; changing these settings later may impact existing rules. See Important Information
About Changing Rule Defaults.

Add a Private Access Rule

Cisco Secure Access China connects users, devices, both public and branch networks, and network tunnelsto private
resources in your enterprise. Private resources are applications and services that you deploy on your enterprise's
infrastructure or private cloud. When you add a private resource to your organization, Secure Access China enables
Branch network connections to the resource.

Once you add your sources and private resources to Secure Access China, you can create private access rules with
these source and destination components. For more information, see Components for Private Access Rules.

In aprivate access rule, add the source or destination components that you configured for your organization. Y ou can
also enter sources and destinations directly into your rules. These single-use source and destination components are
only available on an access rule, not shared by your policy.

The access rule defines the Action, Sour ce, Security Controls, and Destinations for the rule. In your private access
rule's Security Controls, Secure Access China provides a default Intrusion Prevention System (IPS) profile. You can
configure and apply other IPS profiles for your Branch networks to Private Resources rules. For more information,
see Manage Private Access Rules.

Prerequisites

e Full Admin user role. For more information, see Manage Accounts.

« Add sourcesto your organization. For more information, see Components for Private Access Rules.
* Add Private Resources to your organization. For more information, see Add a Private Resource.

» Edit Default Settings for Private Access Rules.



Set Up the Private Access Rule
1. Navigate to Secure > Access Palicy.
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Add Rule ~

[ Q Search by rule name ] = Filters
245 Rules
[:] #() Rule name Access Action Sources
O 1 rama-allow-pac-..  Internet ) Allow  rama-ad-pac-..
O 2 rama-block-pac-..  Internet @ Block  Executives(.. +1

2. Click Add Rule, and then choose Private Access.

Private Access

Control and secure access to resources and
applications that cannot be accessed by the

general public

Internet Access

Control and secure access to public
destinations from within your network and

from managed devices

At thetop of therule isa summary that describes the configured components of your rule.

Summary

Any Allow

Enable the Rule and Edit Your Logging Settings

~

Any private destination

1. Toggletheruleto enableit. After you configure and save the rule to your policy, theruleis enabled.

Y ou can toggle off the rule at any timeto disableit.

New Private Access Rule

Create a rule to control and secure access to specified private applications and other destinations on your network. For an end-to-end guide to completing prerequisites

and configuring a rule, see Help '

@D Rule is enabled

1. Click Edit to manage your logging settings on the accessrule.

Logging is enabled Edit

a. For Log Request, toggle off or on to choose whether Secure Access Chinalogs the events for the traffic

managed by the accessrule.

Rule Logging
Log Request

Q Logging is enabled

Enable for complete logging of this ruleset’s request, whether for

content, security, or otherwise. When disabled, requests are not
reported or alerted on. Unreported events are logged
anonymously and aggregated for search and threat intelligence
purposes. Help 7

b. For Log Only Security Events, select whether Secure Access Chinalogs the events that match the security
filters. For more information, see Manage L ogging.

D Log Only Security Events

Select to log and report on only those requests that match a

security filter or integration. There is no reporting on other
requests.
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Add a Rule Name
1. For Rule name, add a meaningful name for your access rule.

The Rule name isrequired. Y ou must give your rule a name before you can continue to configure the Security
Controls on the accessrule.

Note: The Next button on the accessruleis not available until you enter aname for the rule.

Rule name Rule order

) (= )

Choose a Rule Order

1. For Ruleorder, choose a new priority for the rule, or keep the rule order assigned to the rule by Secure Access
China.

When you add a hew rule, Secure Access China assigns the next lowest priority to the rule. Secure Access China
appliesthefirst rulein the list on the Policy page that matches the traffic. Order your rules so that more specific
rules that might apply to the traffic are above more genera rules. For more information, see Edit the Order of
Rules on the Access Policy Page.

Rule order

251 v

Step 1 — Specify Access Options

¢ RuleAction

e Sources

e Dedtinations

« Endpoint Requirements

Rule Action

1. Choose Allow or Block to assign how Secure Access China applies the configured components in the access rule.
Note: Secure Access China blocks the traffic in your organization to private destinations unless an accessrule
allows the connections.

Note: When the action is Allow and the traffic does not pass the security controls defined in the rule, Secure Access
Chinablocks the traffic.

Sources

We recommend that you use your organization's reusable source components in your access rules. For more
information, see Components for Private Access Rules: Sources.

Note: The connection methods for a destination depend on the type of sources that you choose. If you select Users
or User Groups, you can choose destinations enabled for virtual private networks (VPNs) connections, not Branch
connections.
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1. For Select sour ces, click in the white space beside the default value ("Any") and choose the configured source
components in your organization. When you finish choosing your sources, click Done.

Select sources  Add a source &3
AD Groups >
AD Users ® >
Network Tunnel Groups >

2. For Add a source, enter an IP or CIDR address as network connection source in the access rule, and then click
Add. When you finish adding your sources, click Done.

For more information, see About Configuring Source in Private Access Rules.

Select sources  Add a source bid
IP/CIDR
[ Enter IP Address or CIDR ]

e.g. 192.168.0.15/17

Note: The arrows out icon opens awindow to configure the sources in your rule.

Destinations

We recommend that you use your organization's configured destination components in your access rules.For more
information, see Components for Private Access Rules: Destinations.

1. For Select destinations, click in the white space beside the default value ("Any") and choose the configured
Private Resour ce Groups and Private Resour cesin your organization. When you finish choosing your private
resources, click Done.

Note: The arrows out icon opens awindow to configure the destinations in your rule.
a. For each Private Resour ce, hover over the network connections icons.

Secure Access China describes the type of network connections supported by the private destination.

Select destinations Add a destination '3

Destination > Private Resources

C] Any Private Resource

Includes all existing and future configured private resources

(] A-PR-CLB B8
() A-PR-VPN

2. For Add a destination, select Port, |P/CIDR Address, and Protocol. Choose from one of the supported
protocols: Any, TCP, UDP, or ICMP. After each selection, click Add. When you finish adding the attributes of
the private destination, click Done.

Select destinations  Add a destination All v

Specify Type Specify Value
[ Port v ] [tr‘LUeri ]

Cancel Done
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To allow VPN accessto a private resource, specify its 1P or CIDR address, subnet, port, or protocol with the Add a
destination option.

Note: You might use this option to allow users from one branch to access private applications in another branch.
Destinations that you enter manually are not reusable in another access rule.

For more information, see About Configuring Destinations in Private Access Rules.

Endpoint Requirements

Branch connections to private destinations do not require additional configuration. For important information about
endpoint requirements and traffic handling, see About Endpoint Requirementsin Access Rules.

For general information about posture profiles, see Manage Endpoint Security.

Endpoint Requirements

For VPN connections:
[v#1) End-user endpoint devices that are connected to the network using VPN may be able to access destinations specified in this rule. O

Endpoint requirements are configured in the VPN posture profile. Requirements are evaluated at the time the endpoint device connects to the network. VPN Posture Profiles (7

For Branch connections:

=I5 Endpoint device posture is not evaluated for endpoints connecting to these resources from a branch network.

Step 2 — Configure Security Control Options
Intrusion prevention is the only security control option needed for private access rules.
Intrusion Prevention (IPS)

1. Usethedefault IPS profile as specified on the Rule Defaults page, or choose a different 1PS profile that includes
the threat detection settings that you want applied to traffic that matches this rule.
2. Click Save.

Note: We recommend that you do not disable your IPS Profiles. For more information, see Manage | PS Profiles.

Summary
After you add aruleto your policy, you can edit the rule and then view the rule summary.

1. Navigate to Secure > Access Palicy.
2. Navigate to arule, and then click on the horizontal elipsis(...) to expand the rule menu.

250 Rules

() # Rule name Access Action ‘Sources Destinations Status

o0 Rule 3 Createdb.. Internet © Allow  Any Shopping -]

0O =2 Rule 2 Created b.. Internet @ Allow  Kit (Kit@sic.. Shopping

(]

Rule 1 Created b.. Internet Warn  Kit (Kit@sic... Games
(J 4  rama-allow-pac-.. Internet @ Allow  rama-ad-pac-... Any

(J 5  rama-block-pac-.. Internet @ Block  Executives (.. +1 Alcohol  +1

e 0 o 0 o

O [ Vishal-Rule Private @ Alow  Any Any

3. Click Edit to open therule and view the rule summary.

Summary

Any Allow Any private destination

The summary contains the components that you configured on the access rule;

e Sources
* Action
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e Security Controls
» Destinations

If you see an Upgrade button, this means that your organization has an opportunity to upgrade to a subscription that
offers additional functionality.

About Configuring Sources in Private Access Rules

Let the following information guide you when you add sources to a private access rule.

Source components

» |If you seean option to "Select All", this selects al existing items in the group at the time you select it, but the rule
will not include items added to the group in future

*  When you select Network Tunnel Groups, Secure Access secures and controls access from traffic from IPsec
tunnels established by your supported network devices. If you need to know what tunnels are included in a group,
navigate to Connect > Network Connections> Network Tunnel Groups and look at the group configuration.

Sources created directly in a private access rule
If you want to specify port or protocol, specify those in the destination of the rule.

If you will allow access from a branch network, and you specify users or user groups, you must also configure SAML
authentication for those users.

If there are multiple sources in a rule (Boolean logic)
If arule includes multiple sources, the following boolean logic applies:

All types of sources, and all sources within atype, are treated as using the boolean OR operator: Traffic to each
source you specify in arule matches therule.

For example, if you specify auser group and then type in a CIDR block, traffic that either bel ongs to the user group or
originates from an | P address within the CIDR block will match the rule.

About Configuring Destinations in Private Access Rules

L et the following information guide you when you add destinations to a private access rule.

Destination components for private access rules
* When you select a Private Resource Group, resources that are added to the group in the future are automatically
included.

« |f youseean optionto "Select All", this selects al existing items in the group at the time you select it, but the rule
will not include items added to the group in future

« All configured private resources allow connections from authenticated users on the network, including branch
networks.

» Other connection methods (VPN) for each resource are determined by the private resource configuration.
Destinations created directly in a private access rule

Y ou can specify |P addresses, CIDR blocks, ports, and protocols directly in an access rule, without creating a private
resource first.

All destinations allow connections from authenticated users on the network, including branch networks.
Important: Security controls do not apply to traffic to destinations added directly into arule:

The following controls are not applied to traffic to destinations that you specify by typing |P addresses, CIDR blocks,
ports, or protocols directly into the rule:
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« Endpoint posture requirements
« Intrusion prevention (1PS)

If destinations include both configured private resources or groups and destinations typed directly into arule, security
controls are applied only to the configured private resources or groups.

If there are multiple destinations in a rule (Boolean logic)
If aprivate access rule rule includes multiple destinations, the following boolean logic applies:

« All types of destinations, and all destinations within atype, are treated as using the boolean OR operator: Traffic
to each destination you specify in arule matches the rule.

For example, if you specify a private resource group and a set of 1P addresses as destinationsin asinglerule,
traffic to any destination belonging to either group or set will match the rule.

» If youtypein values of different types (1P address, port, protocol), traffic matches if any of the specified values
match the rule.

For example, if you specify an IP address and a port, traffic to any | P address on the specified port matches the
rule, as does traffic to the specified address on any port.

If you specify ANY protocol, then al traffic will match the rule, regardliess of any other destinations you specify.

About Endpoint Requirements in Access Rules

Important: Note about traffic handling

If endpoints do not meet the requirements specified in posture profiles, traffic is handled differently for VPN
connections:

* For VPN connections, posture is evaluated at the time the device connects to the network. If endpoints do not
meet the requirements specified in the VPN posture profile, the device cannot connect to the network.

For more information about posture profiles, see Manage Endpoint Security.

Allowing Traffic from Users and Devices on the Network

In addition to creating access rules for remote users accessing private resources, you must create rules to allow traffic
from users and devices on the network, including those in branch offices.

Devicesthat might require such arule include kiosks, Internet of Things (I0T) devices, and printers.

When you create the rule, you can create one or more private resources to use as sources and destinations, or you can
add sources and destinations directly in the rule. For more information, see Manage Branch Connections.

Global Settings for Private Access Rules

Global settings generally apply to al rules. However, some settings apply only to internet access rules, not to private
accessrules.

The following global settings apply to private access rules:
e Decryption for IPS
Intrusion prevention requires decryption in order to be effective.
For troubleshooting purposes, you can temporarily disable decryption for intrusion prevention for all accessrules.

This setting applies to both private access rules and internet access rules.
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» Decryption Logging
Determine whether to enable or disable logging of decryption events for private accessrules.
For more information about these settings, see Global Settings for Access Rules.

To change default rule settings, see Edit Rule Defaults and Global Settings.

Troubleshoot Private Access Rules

To troubleshoot private access rules:

* Problems while creating the rule
* Problems after creating arule

General Troubleshooting Tips

» Navigate to the Overview page for possible status notifications
» UseActivity Search to look for logged events

Problems While Creating a Rule
Next button is not available

The Next button is not available until you give the rule a name and then click out of the Rule name field.

Problems After Creating a Rule

« Trafficis unexpectedly blocked
e Trafficisunexpectedly allowed
* Ruleisnot matching traffic as expected

Traffic is unexpectedly blocked
A few thingsto try, either to temporarily suspend problematic blocks, or to narrow down the cause:

» Verify that any existing rule allowing the traffic is enabled.

« Toalow immediate access to a necessary destination that is being blocked, you can create anew accessrule
alowing the traffic (using the "Enter manually" option for source and/or destination if necessary).

e You can disableintrusion prevention (IPS) for arule.

* You can disableintrusion prevention (IPS) on the Rule Defaults page, which disablesit for al rulesthat are
configured to use the default setting for IPS.

* You can disable decryption for intrusion prevention (IPS) for al rulesin Global Settings, which effectively
disables intrusion prevention.
» If aVPN connection is unsuccessful, ensure that:

e Thereisa VPN traffic steering rule for the applicable network address space

« Thereisan access rule allowing the traffic (either for a configured private resource or for the applicable
network address space)

« |If aPrivate Resourceis configured for the resource, it must permit VPN connections.

» Assesswhether the following situation applies: App A is dependent on App B, but App B is not included in the
private resource or access rule configurations.

Traffic is unexpectedly allowed
A few thingsto try, either to block problematic traffic, or to narrow down the cause:

» Becausetraffic to private destinationsis blocked by default, this means there is one or more existing rules that
explicitly allows this traffic. Y ou will need to find any such rules.

« Make surethe applicableruleis enabled (toggle at top of rule page)

« MakesurePSisnot disabled in the rule default or in the rule. Any rule tagged to use the default setting continues
to use the default setting even if the default setting has changed.



* Make sure IPS Decryption is not disabled in Global Settings.

» Check each rule component (rule action and each posture and security control) to be sure each specifies the
behavior you expect.

e Toimmediately block accessto a problem destination that is unexpectedly being allowed, you can create a new
access rule (using the "Enter manually" option for source and/or destination if necessary) and put this rule at or
near the top of the rule list on the Policy page so it hits before more general rules that would otherwise apply to
the traffic.

Rule does not match traffic as expected
Some thingsto try:

» Check the private resource configuration.

» Check the sources and destinations configured in the rule to be sure they include the problematic source and
destination.

« Endpoint requirements as specified in posture profiles are matching criteria, not security criteria. Try specifying
posture profile(s) that have no requirements and see if the traffic matches.

« Check other rulesin the rule order; traffic may be hitting a different rule than the one you expect.

< |If you have configured a Private Resource, then modified the automatically created entry on the Traffic Steering
page (for example, to exclude subdomains from zero-trust access), then modified addresses on the Private
Resource configuration page, the resource addresses are not updated for traffic steering purposes. Y ou must
manually update the address(es) on the Traffic Steering page.
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Manage Endpoint Security

Secure Accessis a converged cloud security solution that enables fast, reliable, and secure private network
connections to your applications. End users are assured of a secure, transparent user experience, anywhere they
work — office, home, or on the road. User devices can read, write, and update private resources by setting up virtual
private networks (VPNSs) connections to Secure Access through I Psec network tunnels.

About Endpoint Posture

Posture is a service in Secure Access that allows you to check the state, also known as posture, of al the endpoints
that are connecting to a network for compliance with corporate security policies. This allows you to control user
access to protected areas of a network.

About Posture Profiles

Posture profiles define requirements for end-user devices when accessing the network and private resources. There
are two types of profiles, depending on your connection type:

* VPN - Define posture requirements for end-user devices connecting to the network using VPN. The VPN client
must be installed on the end-user device. Requirements are checked when the device connects to the network. See
Manage VPN Connection Posture Profiles.

Endpoint Posture Assessment

Endpoint posture assessment involves orchestrating and performing data collection and evaluating the posture of a
given endpoint.

Typically, endpoint posture information is gathered and then published to appropriate data repositories to make
collected information available for further analysis supporting organizational security processes.

Endpoint posture assessment typically includes:

« Collecting the attributes of a given endpoint;
« Making the attributes available for evaluation and action; and
» Verifying that the endpoint’s posture isin compliance with enterprise standards and policy.

Endpoint Attributes

The following sections describe the endpoint attributes that are evaluated.

Supported Operating Systems
This option checks for the existence of any required operating systems that are needed on the endpoint device.

The operating system hosts and manages your data, applications, and connected devices. |nadequate protections for
the operating system could also affect the performance of all of these components and ultimately affect productivity
of your users and the organization.
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The following sections describe the supported operating systems and package dependencies for Secure Access
posture profiles.

¢ Windows
« MacOS
e Linux

Inadequate protections for the operating system could also affect the performance of al of these components and
ultimately affect productivity of your users and the organization.

Firewall Conditions
This option checks for the existence of afirewall on the endpoint device.
*  Windows

* Require the platform-native firewall to be running on the endpoint device.
* MacOSX

» Require the platform-native firewall to be running on the endpoint device.

Endpoint Security Agents

This option checks for the existence of an endpoint security agent required to be running on the endpoint device.

System Password Enforcement

This option checks whether a system password is required on the endpoint device.

Disk Encryption
This option checks for the existence of disk encryption running on the endpoint device.

Disk encryption ensures that files are always stored on disk in an encrypted form. The files become available to the
operating system and applications in readable form while the system is running and unlocked by atrusted user. An
unauthorized user inspecting the contents of the disk directly finds garbled random-looking data instead of the actual
files.

With user data encryption enabled, the /home directory in the file system is encrypted and user datais available when
the system is running. The user /home partition is mounted on a separate disk partition and block level encryptionis
enabled for that disk.

Supported Browsers

This option checks for the existence of arequired web browser on the endpoint device.

Windows Registry Conditions
This option checks for the existence of aregistry key or the value of the registry key on the endpoint device.

File Conditions

This option checks for the existence of afile, the date of afile, and the versions of afile on the endpoint device.
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Process Conditions
This option checks if an application or processis running or not running on the endpoint device.

Certificate Conditions
This option checksif any required server certificates are present and valid on the endpoint device.
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Manage VPN Connection Posture Profile

Posture profiles define requirements for user devices when accessing resources and the network.

Profilesin thislist apply when users access specific resources using VPN. The VPN client must be installed on the
end-user device. Reguirements are checked when the device connects to the network.

VPN Posture Attributes

e Operating System
« Endpoint security agent
* Windowsregistry entries

e Firewall

» Disk encryption
* Files

e Processes

e Certificates

Add a VPN Connection Posture Profile

Configure a VPN connection posture profile to define posture requirements for end-user devices connecting to
the network using VPN. The VPN client must be installed on the end-user device, and Secure Access checksthe
reguirements when the device connects to the network.

Note:

Each requirement is optional; and requirements can be configured in any order. However, endpoints must meet all
conditions of any configured requirement.

Prerequisites

» Vadlid credentials for the Secure Access dashboard.

* Full Admin rolein Secure Access. For more information, see Manage Accounts.
Procedure

1. Navigate to Secure > Profiles > Endpoint Posture Profiles.
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2. For VPN Connection, click Add Posture Profile.

Endpoint Posture Profiles

Posture profiles define requirements for user devices when accessing resources and the network. Help (5
Zero Trust Connection VPN Connection

VPN Connectivity

Define posture requirements for end-user devices connecting to the netwerk using VPN. The VPN client must be installed on the end-user device. Requirements are checked
when the device connects to the network.

sture profile name 29 Posture profiles Add posture profile

Associated VPN

Posture profile name Requirements Profile

Cisco provided Operating System  Firewall  Endpoint Security Agent  Process 0

3. Giveyour posture profile agood descriptive Name.

4. For the Operating System option, choose the operating systems for your profile. Click Save and Exit or Next to
select endpoint security agents. See Supported Operating Systems.

o Operating System Opel'ating System

Any Require specific operating systems. Help (7

( é ) Endpoint security agent Operating system
~" Mot required )

(3 ) Windows registry entries
- Not required

Windows
(a) Firewall Mac 05 X
~ Mot required
Linux

(5 ) Disk encryption
N Mot required

(&) File
N Not required

(7 ) Processes
~ Mot required

(8) Certificate
" Not required

< Cancel | Save and Exit ‘ m

5. For the Endpoint security agent option, choose the operating systems for your profile. Click Save and Exit or
Next to select Windows registry entries. See Endpoint Security Agents.

(7)) Operating System Endpoint security agents

Any Require an endpoint security agent to be running on the endpoint device. Help [

° Endpoint security agent Require endpoint security agent for the following operating systems
Not required i )

(3) Windows registry entries
— Mot required

Windows
(a) Firewall Mac OS X
~ Not required
Linux

(5 ) Disk encryption
N Not required

(6) File
a Not required

(7 ) Processes
— Mot required

(&) Certificate
" Not required

¢ Cancel Saveand Exit | m
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6. For the Windowsregistry entries option, choose the operating systems for your profile. Click Save and Exit or

Next to select endpoint firewalls. See Windows Registry Entries.

O Operating System
~ any

(2) Endpoint security agent
~" Mot required

° Windows registry entries
Not required

(4 Firewall
~" Not required

() Disk encryption
Mot required
(&) File

Not required

(7 ) Processes
~ Not required

(&) Centificate
~ Notrequired

Windows registry entries

Required Windows registry entries. Help Cf

Require | ail v | of the specified registry entries:

Registry entry 1

[T] Case insensitive

Entry path = Registry path *
~ nter value

Type Value

None ~ Enter value

Cancel

\: Save and Exit | w

7. For the Firewall option, choose the firewall for your profile. Click Save and Exit or Next to select disk
encryption. See Firewall Requirements.

O Operating System
— Any

( i | Endpoint security agent
~" Not required

(2 Windows registry entries

Not required

o Firewall

Not required

(5 ) Disk encryption
N Not required

File
Not required

(e
(7)) Processes
~ Not required

(&) Cenificate
N Not required

Firewall

Endpoint firewall requirements. Help [§

Require firewall for the following operating systems

Windows

Mac 05 X

Linux

Cancel

‘: Save and Exit ‘ m

8. For the Disk encryption option, choose the disk encryption package(s) for your profile. Click Save and Exit or

**Next **to configure any OS file requirements. See Disk Encryption.

() Operating System
— Any

(2) Endpoint security agent
— Not required

Windows registry entries

(3
" Not required

(4) Firewall
~ Not required

e Disk encryption

Not required

(=)

| File
Mot required

(7 ) Processes
~ Mot required

(&) Certificate
- Mot required

Disk encryption

Endpoeint disk encryption requirements. Help 7

Operating systems requiring disk encryption

Windows.
Mac OS X

Linux

Cancel

Save and Exit | m



9. For the File option, specify any files that are required for the operating system. Click Save and Exit or **Next
**to configure any OS process requirements. See File Requirements.

( 1 ) Operating System Flle
- Any Specified files must be present on the endpeint. Help 7
(2 ) Endpoint security agent Operating systems requiring one or more specified files

Not required

(3 ) Windows registry entries
~ Not required windows
(4)) Firewall Mac 05 X
Mot requirsd
Linux

(5 ) Disk encryption
N Mot required

° File

Mot required

(7 ) Processes
— Not required

(8) Certificate
N Mot required

< Cancel ‘ Save and Exit ‘ m

10. For the Pr ocesses option, specify any process that are required for the operating system. Click Save and Exit or
**Next **to configure any endpoint certificates. See Process Requirements.

(7) Operating System Processes
T Any Specified processes must be running on the endpoint. Help €7

(2) Endpoint security agent Operating systems requiring specified processes
~" Not required i .

( 3 | Windows registry entries
~ Notrequired CRTED
(4 Firewall Mac 05 X
~ Mot required
Linux

(5 Disk encryption
" Not required

File
Not required

o Processes

Not required

IC

."B_w Certificate
" Notrequired

< Cancel | Save and Exit ‘ m

11. For the Certificate option, specify up to two certificates to authenticate each endpoint. Click Save and Exit or
Next to return to the OS requirements. See Certificate Requirements.

(1) Operating System Certificate
T Ay Require up to two certificates to authenticate each endpoint. Help 7
(2} Endpoint security agent
~ v vag Certificate 1
ot required
(3" Windows registry entries Select the values and content to check when validating the endpoint certificate.
Mot required
Subject Type Value
(‘4 Firewall o value . | Enter valua ‘
" Not required = S
(5" Disk encryption Issuer Type value ‘
 Metrequirea v value ~ | Enter value ‘
\ E,; ) File Subject alternate name Type Value
Mot required .
_ v value v | | entervatue |
(7 ) Processes b
" Not required Serial number Type Value
Q certticate v | value v | Etervalue |
Not required h .

< Cancel Save and Exit ‘ m

12. Review and finalize the profile.
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Manage IPS Profiles

Secure Accesss Intrusion Prevention System (IPS) protects your network and assets from known threats. Y ou define
IPS profiles with signature lists that group these threats and allow you to specify how each threat should be handled.
Y ou then specify an IPS profile in each accessrule.

How IPS Works

Secure Access | PS uses sighature-based detection and provides an added layer of protection against threats such as
malware, botnets, phishing, and command and control call backs. When IPSis enabled, it's enabled for your entire
environment, including all of your network tunnels.

IPS Signature Lists contain signatures filtered by three actions:

* Block—Signatures are screened for threats on your network and recorded in Activity Search.
* Log Only—Signatures are recorded in Activity Search, but not screened for threats.
* Ignore—Signatures are completely ignored and not recorded in Activity Search.

Hit Counts

Hit counts represent the amount of times signatures were detected on your network for a certain period. By default,
hit count durations for all lists are set to the last 24 hours. Each list's hit count duration can be changed to the last five
minutes, last hour, yesterday, or the last 30 days. Hit counts may also be reset at any time.

Cisco-Provided IPS Signature Lists

The IPS signature lists provided by Cisco are constructed based on the balance between network connectivity and
network security. The more alist is focused on security the more signatures are set to Blocked in that list rather than
Log Only or Ignored.

e Connectivity Over Security—This signature list places an emphasis on network connectivity and throughput at
the possible expense of security. Traffic isinspected less deeply, and fewer rules are evaluated.

» Balanced Security and Connectivity—This signature list attempts to balance network connectivity and security
to keep users secure while being less obtrusive toward normal traffic. Less strict than Connectivity Over Security.

» Security Over Connectivity—This signature list emphasizes security over network connectivity. Trafficis
inspected more deeply and more rules are evaluated. The result is an increase in fal se positives and network
latency.

« Maximum Detection—This signature list places all emphasis on security, such that network connectivity and
throughput are compromised. Only select this setting when total protection is required as alerts must be monitored
and validated manually.

Decryption is Required for Effective Intrusion Prevention

IPS requires decryption in order to effectively evaluate threats in traffic. Decrypting traffic requires certificates that
you must provide and manage:

» Certificates required for decrypting traffic to internet destinations.
See Certificates for Internet Decryption.



» Certificates required for decrypting traffic to private destinations.
See Certificates for Private Resource Decryption.

Exceptions for Traffic That Should Not be Decrypted

If regulation or policy requirestraffic to certain types of internet destinations to remain confidential, you can use the
default Do Not Decrypt List for this purpose. Navigate to Secure > Settings > Do Not Decrypt Lists and configure

the default list. (Additional lists that you create on this page do not apply to IPS.) For more informatin, see Important
Information About Do Not Decrypt Lists.

IPS is Used in Both Types of Access Rules
IPS profiles are used in both internet access rules and private access rules.

Settings such as the default IPS profile and the decryption setting global settings apply to both types of access rules.
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Manage Web Profiles

A web profileis aset of security controls and other settings such as acceptabl e use controls that you configure as a
set, then use as a unit in internet access rules. For example, you can use different web profiles for different sets of
users, or for different types of destinations.

Y ou can configure up to 100 web profiles and use each profile in one or more internet access rules.

Secure Access comes with apartially configured web profile; you must either configure that profile to suit your needs
or create adifferent web profile and designate that profile as the default web profile.

To configure web profiles, see detailed information in Add aWeb Profile.

Functionality Included in a Web Profile
Y ou can configure various settings and security controls on aweb profile.

Profile Name

New Web Profile ‘

Set as default Web Profile

Decryption
Help &7
Decryption Disabled
SAML Authentication
Help &0
SAML Disabled E

Security and Acceptable Use Controls

Threat Categories 3 Categories Enabled E
File Inspection Enabled Cisco Secure Malware Analytics: Disabled

File Type Blocking Disabled E
SafeSearch Disabled

End-User Notifications

Help &

Notification Pages System-provided Notification Pages
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Decryption

Decryption is necessary for proper functioning of al features enabled in the web profile. When enabled, all web
traffic will be decrypted except as specified in the selected Do Not Decrypt list. For more information about
decryption, see Manage Traffic Decryption.

Generally, you should disable decryption only if the web profile will be used in rules that:

« Have only destinations to which traffic should never be decrypted, for example for privacy or confidentiality
reasons, such asmedical or financial sites, for locations that regulate this traffic.

» Have sources that only include devices on which you cannot install certificates required to decrypt and inspect
traffic, such as devices that are not managed by your organization, for example vendors' or contractors devices.

« Have only sources that cannot respond to certificates required for decryption, such as |oT devices, printers, or
kiosks

« Allow access to applications that will not work properly if decryption is enabled, including Microsoft 365 and
applications that use certificate pinning.

* Include only known safe destinations.

For example, use this profile for rules that control accessto the sitesthat 10T devices accessin order to update
their software.

If you enable decryption, you can opt not to decrypt traffic to specific destinations. For more information, see
Important Information About Do Not Decrypt Lists.

SAML Authentication
If your organization uses SAML authentication, you should generally enable this option on the networks and tunnels
configured for the rules that use this profile.
Requirements for Enabling SAML Authentication

« Configure SAML authentication to authorize connections to the secure web gateway from user devices on
networks and network tunnels. For more information, see Configure Integrations with SAML Identity Providers.

» Decryption must also be enabled for network SAML enforcement.

Requirements for Disabling SAML Authentication

« Decryption isdisabled in the web profile, or is enabled only for notifications.
e Theweb profile will be used in rules that include sources that:

* Arenot configured for SAML authentication.
e Cannot be authenticated using SAML.

For example, if the rule source includes:

» Devicesthat are not managed by your organization, when certificates are required for authentication but
cannot be installed on the device. Such devices might be used by contractors or vendors on your guest
network.

« Devicessuch asloT devices, printers, or kiosks that cannot respond to authentication requests or present
certificates required for authentication.

e Should not be authenticated using SAML.

For example, if users should not be identified for privacy or confidentiality reasons, such as by regulation or
policy.

Security and Acceptable Use Controls

These controls include the following:
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Option

Description

More Information

Threat Categories

File inspection

File type blocking

SafeSearch

Block traffic to sites that have been
categorized as risky or threatening.

Block download of files known to
carry threats, and anayze files for
suspicious behaviors.

Block files based on filename
extension, such as executable files.

Return only family-friendly search
resultsin popular search engines.

Manage Threat Categories

Manage File Inspection

Manage File Type Controls

Enable SafeSearch

Note: For acceptable use controls on access to web sites based on categories that are not known security threats, see
Manage Content Category Lists. Y ou will specify these categories or lists an access rules.

End-User Notifications

Y ou configure two types of end-user notifications in web profiles:

» Block notifications that end users see instead of a browser error when they attempt to access a destination that is

blocked by an accessrule.

» Warning notifications that end users must click through in order to access destinations in rules configured with the

Warn action.

For details, see Manage Notification Pages.

Add a Web Profile

A Web profileisaset of security controls and other settings that you can usein internet access rules. To add a Web
profile, navigate to Secure > Profiles > Web Profiles.

Note: For detailed information about each of the features you will configure in aweb profile, see Manage Web

Profiles.

Prerequisites

e Full Admin user role. For more information, see Manage Accounts.
» Familiarize yourself with the options you will configure in the profile. See Manage Web Profiles.
» Configure prerequisite functionality and components that you will select in aweb profile:

e AddaDo Not Decrypt List for Web Profiles
e Createthelist of Threat Categories that you will choose in the web profile.

¢ (Optional) Create custom Notification Pages that Secure Access will display when rules that use this web
profile match traffic that blocks access or displays a warning. Customizations can include the logo, message,
and contact information of your choice.

Procedure

1. Navigateto Secure > Profiles>Web Profiles. Click Add.



2. Choose Decryption settings, including a Do Not Decrypt list.
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Decryption is required for most web security features to work properly. For more information about decryption,

see Manage Traffic Decryption.
For guidance on which option to choose in this section, see Manage Web Profiles.
a. Next to the Decryption setting, click Edit to modify the setting.

Decryption

Specify settings for decrypting traffic. Help (4

® Enable Decryption

Encrypted traffic is intercepted, decrypted to allow inspection, then re-encrypted before being forwarded to
the original destination. By default, enabling this option attempts to decrypt all encrypted traffic. To bypass

decryption for some traffic, select a "Do Not Decrypt" list:

Select... v
Categories 0 Applications 0 Domains
-~ -~ s
v v A
4 4 4 4 4 »

A root certificate is required in any situation in
which the system must proxy and decrypt traffic
intended for a website.

Help [

QO Enable Decryption for End-User Notification Only

Decrypt traffic only to display end-user notification. Do not inspect decrypted traffic.

O Disable Decryption

Encrypted traffic is not decrypted. Access can be controlled solely based on a destination's domain name.

CANCEL

b. Choose adecryption option.
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1. Enable Decryption - Encrypted traffic is intercepted, decrypted to allow inspection, then re-encrypted
before being forwarded to the original destination. By default, enabling this option attempts to decrypt all
encrypted traffic. To bypass decryption for some traffic, select a"Do Not Decrypt” list.

2. Enable Decryption for End-User Notification Only - Decrypt traffic only to display end-user
notification. Do not decrypt traffic for inspection.

Note:

A root certificate is required in any situation in which the system must proxy and decrypt traffic intended
for awebsite.
3. Disable Decryption - Encrypted traffic is not decrypted. Access can be controlled solely based on a
destination's domain name.
c. If you enabled decryption, choose a Do Not Decrypt list. For more information.
3. Enable or disable SAML Authentication.

a. Nexttothe SAML Authentication setting, click Edit to modify the setting. For guidance on which option to
choose, see Manage Web Profiles.

SAML Authentication

Enable SAML authentication on the networks and tunnels that use this profile. Decryption must be
enabled for SAML enforcement. Help (£

‘._:_.“ SAML Authentication is disabled

CANCEL

b. Enable or disable the setting.
c. If you enable this option, be sure that decryption is enabled in the same web profile.
4. Configure Security and Acceptable Use Controls.

Multiple kinds of scanning and blocking can be enabled depending on your requirements. For links to more details
about each, see Manage Web Profiles.

Available controls are:

Security and Acceptable Use Controls

Threat Categories 5 Categories Enabled Default Settings Edit
File Inspection Enabled Cisco Secure Malware Analytics: Disabled Edit
File Type Blocking Disabled Edit
SafeSearch Disabled Edit

Click Edit beside each setting to choose options.
Choose options:

a. For Threat Categories: Choose from existing lists of threat categories, to block access to known malicious sites
and potentially risky sites, based on threat category.

b. For Fileinspection: Choose the file inspection tool(s) to protect traffic that matches rules that use this web
profile.

c. For Filetype blocking: Choose file types to block, even if the original filename extension has been altered.
Y ou can enable categories of file type (such as executables or video) and individual file type extensions.

d. For SafeSearch: Enable this option to filter out offensive, explicit, unsafe, and harmful search resultsin
Google, YouTube, Yahoo, and Bing.



5. Configure End-User Notifications

Block and Warn pages will be displayed in the end-user’ s web browser, based on the action configured in each
rule in which the web profile is used. For more information, see Manage Notification Pages.

6. Next to the Notification Pages setting, click Edit.

Notification Pages

Select the notification page that appears when a user attempts to access a blocked or warned
destination. Help 7

o To display notification pages, you must install the Secure Access root certificate on
end-user devices. Help 7

@ System-provided Notification Page

Preview Block Page » Preview Warn Page »

O custom Notification Pages

Choose an Existing Appearance v

CANCEL

7. Choose one of the two options. Each option includes a Block notification and a Warn notification.

a. System-provided Notification Pages.

b. Custom Natification Pages.
8. If you chose custom pages, choose the pages you want to display.
9. To preview the pages you have selected, click the Preview links.
10. Click Save.

Next steps
Configure functionality elsewhere in the product that is needed for your selected features to work. For example:

o Traffic decryption: Decryption requires certificates. For more information, see Certificates for Internet
Decryption.

e SAML user authentication: If you will enable this option in aweb profile, ensure that SAML authentication is
configured for your Secure Access deployment, and enable SAML for the Cisco Secure Client roaming security
module. For more information, see Configure Integrations with SAML Identity Providers.

« Notification pages: To display notification pages, you must install a Secure Accessroot CA certificate on all end-
user devices. This may not be the same certificate you use for decrypting internet traffic. For more information,
see Certificates for Internet Decryption.

* Add the web profile to one or more internet access rules.
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Enable SafeSearch

SafeSearch is a search engine filter that blocks search results for explicit content such as pornography, violence, gore,
and other offensive adult content. When enabled, if an end user enters a potentially inappropriate or suggestive phrase
into a search engine, the search engine only returns safe "family-friendly" results.

SafeSearch applies to Google, YouTube, Y ahoo, and Bing. SafeSearch can not be disabled on an enduser device for
any applicable search engine or site.
Enable SafeSearch

When you enable SafeSearch in aweb profile, you must also enable decryption in the same web profile. For more
information, see Manage Traffic Decryption.

To enable SafeSearch and decryption, see Add a Web Profile.

Confirm That SafeSearch is Working

The most reliable way to confirm that SafeSearch is enabled isto visit a search engine or site where SafeSearch
settings are enforced. Y ou can also perform a search using a term that might be deemed inappropriate and review
search results. Only "family friendly" results should be returned.

Tests must be done through a source that isincluded in an access rule that is configured to use aweb profile in which
SafeSearch is enabled.

Google
After attempting a search in Google, a SafeSear ch on indicator should be displayed.

Figure 1: google_safeseach.png

In the browser, under Settings, if you select Turn off SafeSear ch, it has no effect and explicit sites are not listed in
searches.
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Search settings

Languages

Tum off SafeSearch
15e ag  Advanced search

Histary

Search halp
t Ma

rvacy

it Gateway

eway

Figure 2: turnoff_safesearch.png

YouTube

Results when searching Y ouTube displays that “ Restricted Mode” is"On". Expanding this result indicates that
"Restricted Mode is enabled by your network administrator".

You Tuhe 99 Lenguage: English ~ Content location: United States ¥ Restricted Mode: On ¥ X History © Hep

Restricted Mode

« Restricted Mode hides videos that may contain inappropriate content flagged by users and other signals. No filter is 100% accurate, but it should help you avoid most inappropriate
content.
Restricted Mode is enabled by your network administrator.

From the Y ahoo search page, click Settings and then Prefer ences.
SafeSearch should be set to Strict - no adult content. Y ou cannot change the setting.


https://search.yahoo.com/
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Search Preferences

Signing in lets you access your search history on other devices. Sign in

SafeSearch Strict - no adult content v
Yahoo SafeSearch helps you avoid explicit content in
Yahoo Search results. We can't catch everything, but SafeSearch unlocked

the filter helps keep adult content out. Learn more...

Sign in now
Open search results In new tab v
Choose where search results open.
Results per Page 10 results per page v
SearchScan No alerts v

Alert me to websites indicated as potentially harmful.

Cancel Restore default settings

Bing
From the menu icon, Bing displays that SafeSearch is set to “ Strict”.

@ Settings

D search history
y*e My updates
My saves
Fun & Games
Feedback
SafeSearch
Customize your homepage
Show menu bar

Show news and interests

Figure 3: safesearch_bing.png

Clicking SafeSear ch takes you to a page describing SafeSearch, but there is no disable option.



Settings

SEARCH

SEARCH
SafeSearch

COUNTRY/REGION

Sign it

Your country or region requires a strict Bing SafeSearch setting, which filters out
results that might return adult content. If you're seeing adult content, tell us about
it so we can filter it in the future. To learn more about SafeSearch requirements in
your country or region, see How Bing delivers search results.
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Manage Threat Categories

Secure Access groups harmful destinations into categories based on the type of threat they present, and allows you
to control access to those destinations. Y ou create lists of threat categories to block access to, then specify athreat
category list in each web profile, then specify aweb profile in each internet access rule.

For alist of all threat categories and a description of each, see Threat Categories.

Default Threat Category List

A default threat category list ships with Secure Access. This default list isincluded in the default web profile and by
default in all web profiles that you create.

Y ou can change the enabled threat categories in the default list, and you can create different threat category liststo
use in different web profiles.

The following threat categories are enabled in the threat categories list that isincluded by default in web profiles:
Maware, Command Control Callbacks, and Phishing.

Reporting on Threat Category Access Attempts

When traffic is blocked based on one of these categories, Secure Access generates a reporting event.

If adomain matches athreat category but is not set to be blocked by aweb security setting in the web profile selected
for your rule, it is still reported as an allowed visit to a destination that matches one of the threat categories.

Threat Category Descriptions

M alwar e—Blocks requests to access servers hosting malware and websites compromised through any
application, protocal, or port. Recommended.

Command Control Callbacks—Prevents compromised devices from communicating with command and control
servers through any application, protocol or port. Also, this setting helps identify potentially infected machines on
your network. Recommended.

Phishing Attacks—Blocks access to fraudulent websites that are designed to steal personal information.
Recommended.

Potentially Har mful Domains—Blocks access to domains that exhibit suspicious behavior and may be part of an
attack.

Newly Seen Domains—Blocks access to domains that are being queried through Secure Access for the first

time and for which Secure Access has not yet seen a client lookup. Not all new domains are necessarily harmful;
blocking access to this category may block access to legitimate sites.

Dynamic DNS—BIocks access to sites that host dynamic DNS content. Not all sitesin this category are
necessarily harmful; blocking accessto this category may block access to legitimate sites.

DNS Tunneling VPN—BIlocks VPN services that allow users to disguise their traffic by tunneling it through the
DNS protocol. These services can be used to bypass corporate policies regarding access and data transfers.
Cryptomining—Blocks access to crypto mining pools where "miners' group together and share resources—
processing power—to better gather and share cryptocurrencies. Also blocks known web crypto mining source
code repositories.
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Add a Threat Category List

Y ou can create different threat category lists to use in different web profiles, which you can then use in different
internet access rules.

For example, you may want to block access to potentially risky sites for some users, even if this means potentially
blocking access to legitimate sites, while for other users you may want to avoid blocking accessto any legitimate sites
even if it may expose them to risky sites.

Prerequisites

e Full Admin user role. For more information, see Manage Accounts.

Procedure
1. Navigate to Secure> Settings > Threat Categoriesand click Add.

Threat Categories

Creale at least one set of security settings that control web-based traffic to destinations outside
your network. You can create sets of settings if you need different settings for different rules.

2. Giveyour setting a good descriptive Setting Name.

Select security categories. For more information about the categories, see Manage Threat Categories.

Copied Integrations ; - ~
0 Web Profiles 7 2 May 24, 2023

Setting Name

Copied Integrations

Malware

Command and Control Callbacks

Phishing Attacks

Potentially Harmful Domains

Newly Seen Domains

L ]
Dynamic DNS
[ ]
DNS Tunneling VPN
Cryptomining
DELETE CANCEL

3. Click Save.
This new threat category list is now available for selection when you add a Web profile.



| Manage Threat Categories | 369

Dispute a Threat Categorization

When adestination is classified in a category which you disagree with, you can dispute the categorization. Secure
Access and Technical Assistance Center (TAC) share a unified set of threat categories. Y ou can submit a category
dispute request through your sales representative.
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Manage File Inspection

Protect your network from malicious files using file inspection.

Malicious files can be encountered through an explicit download, such as when auser clicksalink in an email, or
through a behind-the-scenes 'drive-by' download scenario.

Secure Access offers File Inspection for evaluating files for malicious content:

Once inspected and analyzed, Secure Access allows "good" files through and blocks the downloading of malicious
files. When amalicious file is deleted, Secure Access shows the end user a block page.

Overview of Configuring File Inspection

File

To configure these features:

« Enablefileinspection in aweb profile and configure the features

» Ensurethat decryption is enabled in the web profile

» Configure block notification pages and choose the applicable page in the web profile
» Associate the web profile with an internet acces rule. See Manage Web Profiles

Inspection Details
When File Inspection is enabled, Secure Access scans files using two features:

e Cisco Advanced Maware Protection (AMP) and
e aproprietary antivirus scanner

Cisco Advanced Malware Protection (AMP)
When File Inspection is enabled, Secure Access uses AMP to scan for maliciousfiles.

AMP isbuilt on an extensive collection of real-time threat intelligence and dynamic malware analytics supplied by
the Talos Security Intelligence and Research Group intelligence feeds. The Cisco AMP engine does not do rea-time
sandboxing, instead, the Cisco AMP integration blocks files with a known bad reputation based on the checksum

or hash of the file. The AMP checksum database is comprised of lookup and datafrom all AMP customersand isa
dynamic global community resource shared between customers utilizing the technology. For more information about
AMP, see Advanced Maware Protection (AMP).

Antivirus Scanner

When File Inspection is enabled, an antivirus scanner attempts to scan al files. The system begins streaming large
files from the proxy to the user after scanning up to 50 MB to ensure that the user starts receiving the download while
scanning continues in the background. If afileisidentified as malicious, the connection isimmediately terminated.
For larger files, the user may initially experience a brief lag, but should still receive the entire file as quickly as
norma—unlessit's malicious. Secure Access only scans the first 50 MB and does not scan the content of any files
over 50 MB. For more information on file scanning size, see Limitations and Range Limits.

Archives (such as .zip or .rar files) are decompressed and scanned to a maximum of 16 levels of recursion. Files
compressed above 16 levels of recursion are blocked. A password-protected archiveis not scanned asit cannot
be decompressed without a password. However, a password-protected archive can be blocked under the antivirus


https://www.cisco.com/c/en/us/products/security/advanced-malware-protection/index.html
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Protected Archive category. Secure Access blocks downloadsif there is a scanning error or the fileis found to be
corrupt. Once virus scanning is complete, thefile is either delivered or the connection is terminated.

Enable File Inspection

To inspect files for threats, enable the file inspection featuresin aweb profile, then assign the web profile to an
internet access rule.

File Inspection uses multiple features to evaluate for malicious files. For details, see Manage File Inspection.

Once inspections are complete, afileis either delivered to the end user or the connection is terminated and the user is
shown a block page.

Once you have enabled File Inspection, to monitor and review Umbrella's inspection activities, use the Security
Activity and Activity Search reports.

Prerequisites

¢ Full Admin user role. For more information, see Manage Accounts.
» Determine which options you want to enable. For details, see Manage File Inspection.

» Certificates are required to decrypt traffic and detect files, and to display block notifications. For more
information, see Certificates for Internet Decryption.

Procedure

1. Navigateto Secure > Profiles > Web Profiles.

2. Click +Add or expand an existing web profile.

3. Inthe Security and Acceptable Use Controls section, for File I nspection, click Edit.
4. EnableFile Inspection if it isnot aready enabled:

File Inspection

Protect your network and assets from malicious files. Help 7

‘O File Inspection is Enabled
Inspect files for malware using signatures, heuristics, and file reputation. Powered by Cisco Advanced
Malware Protection.

CANCEL

5. Click Save.
6. Inthe same Web profile, ensure that Decryption is enabled.
7. Choose aWeb profile that has file inspection enabled when you configure internet access rules.

Test File Inspection

After setting up file inspection, we recommend that you check your configured web profile and internet access rules.
Y ou can evaluate File Inspection by pointing your browser to one of our test files.
Prerequisites

» A source device that is known to have access controlled by Secure Access.
< Aninternet accessrule near the top of the rule order that has aweb profile with File Inspection enabled.

To ensure that the traffic is not blocked by other security features, test the web profile in arule that has al other
security and acceptable use features disabled. Ensure that no other rulein the access policy hits the traffic first.
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Procedure
1. Browseto one of Cisco's EICAR test files.

Test File Description

http://proxy.opendnstest.com/downl oad/ei car.com Clear text test file.
https://ssl-proxy.opendnstest.com/download/eicar.com  Encrypted test file.

2. After loading aFile Inspection test file, you should see a block page. Diagnostic information includes details
about which server the file went through. If you do not see a block page, see Troubleshoot File Inspection.

Block Page Diagnostic Information

Block page diagnostic information identifies the hosthame of the reputation authority. When proxying a domain or
URL, Secure Access evaluates the destination in two phases.

1. Secure Access receives areguest and checks the reputation of the domain or URL. If the destination is known to
be malicious, Secure Access blocks the request and displays a block page. The block page diagnostic information
liststhe Ser ver asngi nx.

2. Next, Secure Access checks if a destination matches a security category or is blocked by an internet accessrule.
If adestination is not blocked, then Secure Access retrieves any regquested content from the URL, then scans the
requested files by file inspection (antivirus). If afileis malware, Secure Access returns a block page. The block
page diagnostic information liststhe Ser ver asnps.

Monitor File Inspection Activity

There are several places to monitor file inspection activity.

Monitor and Review File Inspection

To review inspection activity at any time, use the Security Activity and Activity Search reports.

Troubleshoot and Monitor File Inspection

When File Inspection is enabled, and Secure Access does not present a block page when expected:

» Check to be sure that the rule that matched the traffic has the web profile that has file inspection enabled.

« Ensurethat the rule that needs to match the traffic is above other rulesin the policy that the traffic might also
match.

» Confirm that arequired certificate isinstalled. For more information, see Certificates for Internet Decryption.
Wait at least five minutes before testing again after any policy changes to ensure enough time has passed for the

changes to be replicated throughout the Secure Access infrastructure. If problems persit, try clearing the local
browser cache on your machine, or even your machine's DNS cache (a reboot will accomplish this).


https://en.wikipedia.org/wiki/EICAR_test_file
http://proxy.opendnstest.com/download/eicar.com
https://ssl-proxy.opendnstest.com/download/eicar.com
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Manage File Type Controls

Cisco Secure Access provides security use controlsin the Web profile. One of the security controls—File Type
Blocking—controls access to certain types of files. When enabled, a source that attempts to download a selected file
typeis presented with a Block page and the requested file cannot be downloaded.

Secure Access checks afile based on the file's file extension and also eval uates each file to determine its type. For
example, if a.gif file extension is changed to .xyz, Secure Accessis till able to detect that the file isa .gif file. Thus,
if you set your policy rule to block .gif files but allow .xyz files, Secure Access blocks any .gif file that has had its
extension changed to .xyz.

Enable File Type Controls

Cisco Secure Access provides security use controls in the Web profile. One of the security controls—File Type
Blocking—defines access to certain types of files. Once File Type Blocking is enabled, if a user device attempts to
download a selected file type, Secure Access presents a Block page instead of the requested resource.

Secure Access checks afile based on its file extension and detects whether the extension has been changed. For
example, if a.gif file extension is changed to .xyz, Secure Access can detect that the fileis a .gif.

Note: Blocking some file types may cause awebsite not to display correctly.

Prerequisites

e Full Admin user role. For more information, see Manage Accounts.
* You must enable decryption in the same Web profile.

Procedure

1. Navigateto Secure > Web Profiles.
2. Add aweb profile or expand an existing web profile.
3. For Security and Acceptable Use Controls > File Type Blocking, click Edit.

File Type Blocking Disabled
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4. Check the categories of the file types to choose all file typesin the group, or expand afile type category to choose
specific file types. For more information about available file types, see File Types to Block.

Note: When an entire file type group is selected, all future file types added to that group are also blocked.

File Type Blocking

Block access to selected file types, based on filename extension and detected file type. Help ('
Q, Search File Types 0 Selected REMOVE ALL

All File Types

() 4 Audio

() B Compressed File
[() = Data and Databases
() © Disc and Media Files
()] B Documents

(] & Executables

() | Images

() W System Related Files

() m« Videos

CAMNCEL

5. Click Save.

Use thisweb profile in an access rule to apply it to traffic.

File Types to Block

Y ou can block the following file typesin a Web profile.
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Audio CompressefiDataand | Discand | Documents| Executable| | mage System- Video
Database |Media related
aif 7z csv dmg doc apk ai bak avi
cda arj dat iso docm bat bmp cab flv
mda deb db toast docx bin gif cpl gat
mid 0z log ved dotm cgi ico cur h264
mp3 pak mdb pdf com ipeg drv mdv
mpa pkg nzb pop di ipg emu mkv
ram rar sav potm exe png icns mov
snd rar sl pptx hta ps ini mp4
wav rpm tar rtf jar psd psl mpeg
wma tar.gz torrent tex is rm scr gtm
wpl thz xls moo svg sys rm
z xlsm msi tif tmp rv
zip xlsx pif tiff ssm

pl vob

prg wmv

py

sh

swf

vb

vbs

vm

wsf

Review File Type Controls Through Reports
File types enabled through Web profiles are listed in the Activity Search Report.

Prerequisites

e A minimum user role of Read-only. For more information, see Manage Accounts.

Procedure

1. Navigateto Monitor > Activity Search.
2. Under the Response filter, choose Blocked.

Response Select All

O @ Allowed %t Advanced
() @ Blocked
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Click Advanced in the search bar to bring up the Advanced search. Under File Name, enter the asterisk wildcard
symbol and afile type to search by. Click Apply.

Advanced Search
O Excluds Domain

SHAZSE

Search SHA256

WRL

Search URL

Search IP

Threat

Search Threats

Threat Type

Search Threat Types

Application

Search Applications

File Name

»

gif

Part
Search port, port range (e.g. 81-222), or port group (e.g. B1,8080.222)

Search Port

The results will filter by events where files of that type were blocked.
Click the action menu and select View Full Details.

Results per page: 50 - 1-50

Internal IP External IP Categories Apy 3

Wiew Full Details }

Filter by domain.com

Fiter by URL

Fiter by Network B

Filter by 209.165.202.132
Filter by 208.165.201.30
Wiew Domain in Investigate

Wiew URL in Investigats
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5. View further details of the blocked file, such as the action taken, the name of the file, and the file extension.

rmp.files.bbci.co.uk

by User Three (user3@domain.com)
Mar 19, 2021 at 1:25 PM

Identity

A User Three (user3@domain.com)

L Network A @I

User Identity Source
SAML IP Surrogate

Hostname

rmp.files.bbci.co.uk

Policy/Rule

Location Policy 2

Internal IP
209.165.202.129

External IP
209.165.201.158

Destination

https://rmp.files.bbci.co.uk/playspace/img/apple-touch-icon.96d5401f35.png

Referer

https://www.bbc.co.uk/sounds

User Agent
Mozilla/5.0 (Macintosh; Intel Mac OS X 10.16; rv:85.0) Gecko/20100101 Firefox/85.0

Status Code

Content Type

Total Size in Bytes

Action

© Blocked — File Type (png)

Categories

News/Media

Application Name

Application Category

File Name

I apple-touch-icon.96d5401f35.png

File Extension

png

File Action (Remote Browser Isolation)

SHA256 Hash
6ad74ae16b56c77fa7868448cf13657fef04ec630e7373fe8ec5bc6c040d8718

Cisco AMP Result

Antivirus Result

In cases where the file extension is displayed in the file extension column but does not match the extension shown
against the file type block control action, the file type control block action should be trusted because it is more
accurate and based on the detection engine.

For example, the file extension listed here is shown as a .xiti.
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News/Media

0dcc01359227adc4s.

https://rmp.files.bbei

files.bboi.

Portals, Search Engines
Portals, Search Engines
Portals, Search Engines
Portals, Search Engines

Portals, Search Engines

https://a1.api.bbc.co.uk/hit it

https://a1.api.bbe.co.uk/hit.xit

https://a1.api.bbc.co.uk/hit.xit

https://a1.api.bbe.co.uk/hit.xit

https://a1.api.bbc.co.uk/hit.xit

96d5401135.png

png

xiti

xiti

xiti

xiti

xiti

© Allowed

© Blocked

© Blocked

© Blocked

© Blocked

© Blocked

© Blocked

%, Network A

Network A

5 Network A
. Network A
7, Network A
% Network A

2 Network A

hitps://www.bbe. co.uk/sounds
https://www.bbe.co.uk/sounds
hitps://www.bbe.co.uk/sounds
https://www.bbc.co.uk/sounds
https://www.bbe.co.uk/sounds
https://www.bbc.co.uk/sounds

hitps:/fwww.bbc.co.uk/sounds

209.165.202.129

209.165.202.129

209.165.202.129

209.165.202.129

209.165.202.129

209.165.202.129

209.165.202.129

When you examine the details, however, you discover that the file type is actualy a .gif, which was successfully

detected and blocked by the File Type Control engine.



al.api.obc.co.uk

by User Three (user3@domain.com)
Mar 19, 2021 at 1:25 PM

Identity

4 User Three (user3@domain.com)

5 Network A [ * Policy ]
User Identity Source
SAML IP Surrogate

Hostname

al.api.bbc.co.uk

Policy/Rule

Location Policy 2

Internal IP

209.165.202.129

External IP

209.165.201.158

Destination
https://a1.api.bbc.co.uk/hit.xiti
Referer
https://www.bbc.co.uk/sounds
User Agent

Mozilla/5.0 (Macintosh; Intel Mac OS X 10.16; rv:85.0) Gecko/20100101 Firefox/85.0
Status Code

Content Type

Total Size in Bytes

Action

© Blocked — File Type (gif)

Categories

Portals, Search Engines

Application Name

Application Category

File Name

iti

File Extension

File Action (R Browser Isolation)

SHA256 Hash
6adc3d4c1056996e4e8b765a62604c78b1f867cceb3b15d0b9bedb7c4857f992

Cisco AMP Result

Antivirus Result
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Manage Notification Pages

Secure Access displays notification pages to end users when userstry to:

Access a destination that is blocked by web profile configurations in an internet access rule. In this case, they seea
Block page.

Access an internet destination that matches arule that is configured with the Warn action. In this case, they see a
Warn page.

Y ou can display the default Secure Access notification or create one or more custom notifications to display in
different situations.

Each web profile is associated with a single notification page configuration that includes both Block and Warn pages.

To view notification pages displayed to end users:

See Preview Notification Pages.
Y ou can view the default and any custom pages.

To display custom notification pages to end users:

Create custom notification pages for blocked destinations and destinations in rules configured with the Warn
action. See Create Custom Block and Warn Pages.

Configure one or more web profiles to use custom natification pages. See Add aWeb Profile.

In the default web profile, choose the block and warn pages to display when traffic matches internet access rules
that use the default web profile. To choose a default web profile, see Edit Rule Defaults and Global Settings.

Configure internet access rules to use the web profiles which you have configured to display your custom
notification pages. If you want to display a Warn page, choose the Warn action in the rule.

Deploy required certificate(s). For more information, see Certificates for Internet Decryption.

If user devices do not have the necessary certificate, users will see standard browser error when they try to access
ablocked destination.

Warn Pages: More Information

When end users try to access a destination in an access rule configured with the Warn action, they must click alink in
awarning message in order to access the destination.

A Warn page, once clicked through, allows content access for one hour. After one hour, the Warn page reappears and
the user must click through again to access the requested destination.

About Block Pages for Private Access Traffic

The notification pages described in this section do not apply to private access rules. See Manage Private Access
Rules.
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Preview Notification Pages

There are several places to preview notification pages. Use this procedure to preview default and custom pages from a
web profile.
Prerequisites

¢ Full Admin user role. For more information, see Manage Accounts.

Procedure

1. Navigateto Secure > Profiles> Web Profiles.

2. Click Add.

3. Scroll down to End-User Notifications and click Edit.
4. To preview the default notification pages:

a. Make sure System-provided Notification Pagesis selected.
b. Click the blue Preview links (one each for Block and Warn pages.)

Notification Pages

Select the notification page that appears when a user attempts to access a blocked or warned
destination. Help 7

o To display notification pages, you must install the Secure Access root certificate on
end-user devices. Help 7

@ System-provided Notification Page

Preview Block Page » Preview Wam Page »

O custom Notification Pages

alcoholblockpage Vv

CANCEL SAVE
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5. To preview acustom notification page:

a. Select Custom Notification Pages.
b. Choose the notification page design you want to preview.
c. Click the blue Preview links (one each for Block and Warn pages.)

Notification Pages

Select the notification page that appears when a user attempts to access a blocked or warned
destination. Help 7

o To display notification pages, you must install the Secure Access root certificate on
end-user devices. Help 7

(@) System-provided Notification Page

@® custom Notification Pages

| Preview Block Page » Preview Wam Page » |

‘ alcoholblockpage v ‘

CANCEL

Y ou can a'so preview notification pages on the Secur e > Settings > Notification Pages page.

Create Custom Block and Warn Pages

Instead of showing end users the default block or warn message with the Secure Access logo, you can display
your own logo, custom Block and Warn messages, and an option to contact an administrator. Y ou can also display
different pages depending on the reason for the block.

Y ou can create a custom Block page and a custom Warn page as a set, and then choose them in a Web profile.

Prerequisites

e Full Admin user role. For more information, see Manage Accounts.

» Gather your logo, help desk email address, and any other information you want to provide.

« |If you use acustom logo: PNG and JPEG are supported. Images larger than 125x70 pixels will be cropped and
resized.

Create Custom Block and Warn Pages

1. Navigate to Secure > Settings > Notification Pages.
2. Click +Add, or expand the setting you want to edit. The settings on the page are optional.

Notification Pages

Configure notifications to present to end users who try to access blocked or warned destinations. Help c§

Q, Ssearch + Add

3. If thisisanew configuration, name this set of notification pages.

4. Provide alogo. Secure Access notification pages support PNG and JPEG. Images larger than 125x70 pixels will
be cropped and resized.

5. If you want to allow end users to contact an administrator from a block message, provide the email address that
user messages will be forwarded to. For more information, see .Allow Users to Contact an Administrator on page
387
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6. Expand Block Page Appearance.

a. If youwant to display a unigque message based on the reason for the block, click Differently and click a Block
reason.

b. Click Show a block page with a custom message.

¢. Specify your custom message.Y ou can adjust the size of text, aswell asbold, italicize, underline, or
strikethrough it. Y ou can also add hyperlinks, numbered lists, and bulleted lists.

Y ou can a'so use the following variables within your message.

e [domain]—Substitutes the domain name that the end-user tried to browse to.
« [client_ip]—Substitutes the external 1P address of the client that is hitting the block page.
7. Expand Warn Page Appearance.

a. Click Show a warn page with a custom message.
b. Specify your custom message, using the same guidelines as for a custom block message.
8. Preview your notification pages:

a. Scroll to the top of your configuration.
b. Click the Preview Block Page or Preview Warn Pagelinks.

Add New Block Page Appearance

Block Page Appearance Name

‘ New Block Page Appearance

Preview Block Page  Preview Warn Page

9. Click Save.

Link a Custom Notification Page Appearance to a Web Profile

1. Navigateto Secure > Profiles> Web Profiles and expand the profile you'd like to link.
2. Under End-User Notifications click Edit for Notification Pages.

Notification Pages

Select the notification page that appears when a user attempts to access a blocked or warned
destination. Help 7

o To display notification pages, you must install the Secure Access root certificate on
end-user devices. Help 7

O System-provided Notification Page

@® custom Notification Pages

| Preview Block Page » Preview Wam Page » I

‘ alcoholblockpage v ]

CANCEL

3. Choose Custom Notification Pages, and then choose the notification page appearance to get the set of block and
warn pages.
4. Click Save.
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Next Steps

Complete the remaining requirements described in Manage Notification Pages.

Allow Users to Contact an Administrator

If you configure Secure Accessto alow end users to contact an administrator from the block page, users can notify
you if they feel awebsite should not be blocked. When end users attempt to access blocked sites, Secure Access
includes a contact form at the bottom of block notifications:

dfran BRZZEAREKX
CIsCO HMMERZIEZE

This site is blocked due to content filtering.

amazon.com

Sorry, amazon.com has been blocked by your network administrator.

v Report an incorrect block

Your Name Your Email

> Diagnostic Info

After the end user submits the form, Secure Access sends an email message to the administrator address you
provided, including the user's message and diagnostic information that helps you determine whether to allow access
to the site.

Note: Assistance With Allowing Websites

If you are unsure if awebsite should be allowed or have questions about a domain classification, contact Support.

Prerequisites

e Full Admin user role. For more information, see Manage Accounts.

Procedure

1. Navigate to Secure > Settings > Notification Pages and click the setting you want to edit.

Notification Pages

Configure notifications to present to end users who try to access blocked or wamed
destinations




2. Select Allow blocked usersto contact an admin from the block page to alow end-users to contact an
administrator from your organization. Y ou can only add one email.

a Allow blocked users to contact an admin from the block page:

Enter an email address

3. Click Save.

Thefollowing is an example of an email sent to an administrator when a user sent a message from a block page:

requests access to amazon.com

This site shouldn’t be blocked, please unblock it.

Respond to Request

Policy Details Destination

Applied Policy: System Provided Web Profile Destination: amazon.com
Result: IP Address: 52.94.236.248

Enforced Identity: integration-demo-landers-chn Status: Blocked

Destination was blocked

Note: Other policies matched this identity and destination;

however, System Provided Web Profile ranked highest and

was therefore applied. Users

Name: User_name

Email: user.example.com

Identity Details: Corporate Network
Status: 203.0.113.1
User Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64;
rv:132.0) Gecko/20100101 Firefox/132.0
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Manage Traffic Decryption

Decryption is used for various purposesin Secure Access. You will configure decryption when you configure those
features.

Internet Access Features Requiring Decryption
The following features require decryption or do not work effectively on encrypted traffic:
e Intrusion prevention (IPS) for traffic to internet destinations

Traffic must be decrypted in order to inspect HTTPS traffic for known threats and behaviors.
» Web security (configured in web profiles)

Decryption isrequired for inspection by the security and acceptable use features.
« Fileingpection and enforcement of file type controls

See Manage File Inspection and Manage File Type Control.
e Dedtinations that are derived from SAML configurations
« Displaying block and warning notifications to end users

When a destination triggers a warning page, users can only access that destination by clicking the link in the
warning notification. See Manage Notification Pages.

e Tenant Controls

* Advanced Application Controls

« DatalossPrevention

Sites that use HTTP rather than HTTPS do not require decryption to benefit from the functionality listed above.
However, most sites use HTTPS. Enforcement based on threat categories never requires decryption.

Internet Traffic That Should Not Be Decrypted

Certain traffic should not be decrypted for various reasons:

Traffic that should not be decrypted How to Configure, and More Information

Traffic to confidential internet destinations, based on See Important Information About Do Not Decrypt Lists.
laws, regulations, or policy

Sites with pinned certificates (for IPS) See Global Settings for Access Rules.

Sites with pinned certificates (for web security features) | N/A

Microsoft 365 applications See Global Settings for Access Rules.

Trusted files See Advanced settings in the Security Controls section
of each internet accessrule.

Thisfeature is sometimes called "Protected file bypass.”
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Decryption in Private Access Rules

Decryption isrequired for Intrusion prevention (1PS) for traffic to private destinations. Traffic must be decrypted in
order to inspect it for known threats and behaviors.

Traffic to private resources will be decrypted for inspection by the IPS feature only if decryption is enabled for that
resource and the required certificate is present.

Traffic to private destinations that are not configured as private resources (that is, traffic to destinations that you type
directly into an access rule) is not decrypted.

Y ou will configure decryption for private resources when you configure the private resource.
See Add a Private Resource.

Decryption Settings
Decryption-specific settings appear in the following components:

*  Web profile

* Do Not Decrypt Listsfor Web Profiles
* Private Resource

e Globa Settings

This setting affects decryption for Intrusion Prevention (IPS) only.

It applies to both private and internet destinations.
* Internet access rules, Advanced settings section at the bottom of each rule

Decryption Requires Certificates

In most cases, decryption requires uploading or installing certificates. For details, see Certificates for Internet
Decryption.

Decryption Logging
Enable or disable decryption logging in Global Settings. See Edit Rule Defaults and Global Settings.

To view decryption logs, see Reports.

Troubleshooting Decryption
If you suspect decryption is causing issues, try the following:

e Check decryption logs.
«  Temporarily disable decryption globally for IPS, on the Global Settings page.

See Edit Rule Defaults and Global Settings.
« Look at the options for traffic that should not be decrypted in the table above.

« See other troubleshooting topics in this guide. The issue may not be specifically related to decryption. For
example, see Troubleshoot Private Access Rules and Troubleshoot Internet Access Rules.

Important Information About Do Not Decrypt Lists

Traffic that is not decrypted cannot be effectively inspected for threats.

However, in order to comply with confidentiality regulations in some locations, certain traffic should not be
decrypted. Y ou can use Do Not Decrypt lists to specify these destinations.

Do Not Decrypt lists apply only to destinations in internet access rules, and they are used for both web security and
intrusion prevention (1PS) features.
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Currently, IPS profiles and web profiles support Do Not Decrypt lists differently:

e All'IPS profilesuse asingle Do Not Decrypt list.
» Each web profile can use any Do Not Decrypt list.

« Thetypes of destinations that you can specify for IPS and web features are different. See the applicable sections
below.

Do Not Decrypt List for IPS

Destinations on the system-provided Do Not Decrypt list are not decrypted for inspection by the intrusion prevention
(IPS) feature.

All'IPS profiles use the system-provided Do Not Decrypt list that ships with Secure Access China. Y ou can add
destinations to thislist.

To configure thislist, navigate to Secure > Settings > Do Not Decrypt Lists.
Note: About decryption in private access rules

Do not use the system-provided Do Not Decrypt list for private destinations. Instead, you can configure a private
resource and not enable decryption for that resource. See Add Private Resources.

Do Not Decrypt Lists for Web

When aDo Not Decrypt list is associated with aweb profile, destinations on the list will not be decrypted by the
security and acceptable use features enabled in that profile.

Initially, the default Do Not Decrypt List for web profilesis the same system-provided Do Not Decrypt List that is
used for IPS. You can either use this single list for both IPS and web security features, or you can create additional
do-not-decrypt lists for use in web profiles. If you want to specify applications as destinations for web security
features, create a custom Do Not Decrypt list and specify that list in the web profile. See Add a Do Not Decrypt List
for Web Profiles.

Differences Between IPS and Web Destination Types

The types of destinations that you can choose not to decrypt is different for |PS and web security features:

Applications Sitesthat belong to Domains
specified Content
Categories
IPS No Yes Yes
Web Yes Yes Yes

The System-Provided Do Not Decrypt List

The system-provided Do Not Decrypt list isthe only list used by the IPS feature. The same list is the default list
used by the web security features. The system-provided Do Not Decrypt list does not include the ability to specify
applications; this option is available only in custom lists.

Initially, thislist is empty. Add the destinations that are important to your organization.

Limitation: Do Not Decrypt Based on Content Category

While web site categorization is updated continuously, it is nhot possible to categorize al web sites on the internet, and
some sites may be categorized incorrectly. Therefore, if you choose not to decrypt traffic based on content category, it
is possible that traffic to sites that should not be decrypted may be decrypted, and traffic that should be decrypted may
not be decrypted.

Thislimitation is not unique to Cisco.
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Add a Do Not Decrypt List for Web Profiles
Decrypting traffic to certain destinations may be prohibited by regional privacy regulations.

Create a custom Do Not Decrypt list to specify destinations that will not be decrypted by the security and acceptable
use features in aweb profile. HTTPS traffic to these destinations cannot be properly inspected for threats when traffic
is not decrypted.

If you need to specify a Do Not Decrypt address for I PS profiles, edit the system-provided Do Not Decrypt List.

Prerequisites

e Full Admin user role. For more information, see Manage Accounts.

Procedure
1. Navigateto Secure > Settings > Do Not Decrypt Listsand click Add.

Do Not Decrypt Lists

In order to comply with confidentiality regulations in some locations, certain
traffic should not be decrypted. Specify destinations to exempt from

decryption. Traffic to these encrypted destinations will not be inspected, and
policy will be applied based solely on domain name. Help ('
| @ search By List Name | + Add (Web Only)

2. Giveyour list agood descriptive List Name.

are not decrypted for inspection by the security and acceptable use features enabled in the applicable web profile. Help 2

CANCEL | SAvE
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3. Add content categories, applications, and domains that will be exempt from decryption:

a. Click Add, select Categoriesto be exempt from HTTPS inspection and then click Close.

List Name

New Do Not Decrypt List

Destinations on these lists are not decrypted for inspection by the security and acceptable use features enabled in the applicable web profile. Help (7
CONTENT CATEGORIES REMOVE ALL
Web Only
Gniine R
Content Categories (2) ~ ADD . cations (0) ADD
Online storage and ?jm
Health and Medicine
Online Trading
Mobile Phones S
(o |

CANCEL | SAVE

b. Click Add, add a Domain to exempt it from HTTPS inspection and then click Add.

List Name

Do Not Decrypt List

Destinations on these lists are not decrypted for inspection by the security and acceptable use features enabled in the applicable web profile

Web Only

Content Categories (3)  ADD
Health and Medicine

Mobile Phones

Online Storage and
Backup

Domains
Domains (2) ADD

cisco.com

cLose

yahoo.com

aDD

canceL | save

c. Click Add, select Applicationsto be exempt from decryption and then click Close.

List Name

New Do Not Decrypt List

Destinations on these lists are not decrypted for inspection by the security and acceptable use features enabled in the applicable web profile. Help 7
APPLICATIONS REMOVE ALL
Web Only
300 Game
Content Categories (3)  ADD Domains (3) ADD Applications (2) ADD -
Health and Medicine cisco.com 23 Photo Sharing 360 Polaris
Mobile Phones yahoo.com 2K Games = mz@[um)
Online Storage and google com <
Backup oand e

4. Click Save.

CANCEL | SAVE

Y our new Do Not Decrypt List is saved to Secure Access and available for selection when adding Web profiles to

the Access palicy.
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Manage Certificates

Certificates are used for various purposes in Secure Access, including:

« Decryption required for threat detection in traffic to private resources

» Decryption required for threat detection in traffic to internet resources

» Presenting notification pages for blocked and warned internet destinations

« Establishing trust between Secure Access and your identity providers for SAML authentication. For more
information, see Certificates for SAML Authentication.

« Authenticating users and devicesin VPN connections. For more information, see VPN Certificates for User and
Device Authentication.

Certificate Installation Methods

Certificate installation can be done on a per-browser or per-machine basis. For larger deployments, you can perform
an automatic installation through Group Policy Objects (GPO). Note that the automatic installation through GPO is
only supported for the Edge or Chrome browsers on Windows systems. As such, for Firefox or Safari browsers, and
for users on non-Windows operating systems, you must perform the manual installation procedure.

You can aso install a certificate automatically—through Active Directory Group Policy Objects—for a group of
usersin Microsoft Windows Active Directory. This automatic installation of a certificate is only supported for
Edge or Chrome browsers on Windows systems. For all other browsers and systems, you must perform the manual
installation procedure.

For more information, see Install the Cisco Secure Access Root Certificate.

Certificates for Internet Decryption

Certificates are required for secure internet access. Specifically, certificates are required to decrypt traffic in order
to inspect it for threats, and to present notifications to end users when access is blocked or triggers a warning. Web
security features and the intrusion prevention (IPS) feature all require decryption in order to be effective.

End-user devices that connect to resources through Secure Access must trust the connection with Secure Access. You
must set up certificates to establish this trust.

For internet traffic, depending on the features you need, there are two ways for end-user devices to validate the
certificate that Secure Access presents to end-user devices that connect to internet resources through Secure Access:

1. Youcaninstall the self-signed Secure Access certificate into the browser trust stores of al end-user endpoint
devices, or

2. You can sign the Secure Access certificate using your corporate certificate authority (CA) so that it can be
validated by an existing certificate in the trust store of end-user devices. This method aso allows you to easily
revoke the certificate if needed, without having to update all end-user devices.

Certificates for Displaying Notifications

Y ou can use only this method:
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» Option 1: Distribute Self-Signed Certificates to End-User Devices

Certificates for Decrypting Internet Traffic
Y ou can use either of these methods:

e Option 1: Distribute Self-Signed Certificates to End-User Devices
e Option 2: Use a Signed Certificate

Option 1: Distribute Self-Signed Certificates to End-User Devices
Prerequisites

e Full Admin user role. For more information, see Manage Accounts.
Procedure

1. Navigateto Secure > Settings > Certificates and click the I nternet destinations tab.
2. Expand Secure Accessroot certificate.

Certificates

Certificates are used for various features, for purposes such as decryption and authentication. Help 7

Internet inati Private SAML icati VPN client authentication

Certificates are required to decrypt and inspect traffic using the web security and intrusion prevention (IPS)
features, and to display block and warning notifications to end users. Help 7

Add custom CA-signed certificate

For decryption only

Secure Access root certificate Decryption  Notification pages A

Download this certificate and install it in the trust stores of all end-user devices. Used for

B » + Displaying block and warning notifications to end users
& Download certificate « Decrypting internet-bound traffic
To verify this certificate, confirm that its SHA1 hash matches this string:

71EF9CH :66: 11:22:BB:F1

3. Download the Secure Access certificate.
4. Install the downloaded certificate in the trust store of all devicesin your organization.

For more information, see Certificate Installation Methods.
I dentify the certificate

The SHA1 hash of the file uniquely identifies the certificate file; you can use it to determine whether afileisthisfile,
and whether the file has been modified from the original.

Option 2: Use a Signed Certificate for Decrypting Internet Traffic

If your organization's managed devices already have the root certificate required to validate certificates signed by
your corporate certificate authority (CA), you can sign the Secure Access certificate with your corporate CA, instead
of installing the Secure Access self-signed certificate on every end-user device. This certificate cannot be used to
display natifications. For more information, see Add Customer CA Signed Root Certificate.

Install the Cisco Secure Access Root Certificate

A root certificate or your own Certificate Authority (CA) signed root certificate is required where Cisco Secure
Access must proxy and decrypt HTTPS traffic that requests a web resource.

The procedures on this page describe how to download and install the Cisco Secure Access root certificate. You can
also use these procedures to install your own CA signed root certificate.

Prerequisites

* You must have administrative privileges on the devicesin the organization or network administrative permissions
over the network.

e Full Admin user role. For more information, see Manage Accounts.
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Download the Cisco Secure Access Root Certificate

1. Navigateto Secure > Certificates > I nternet destinations, and then expand Secure Accessroot certificate.

Certificates

Certificates are used for various features, for purposes such as decryption and authentication. Help 7

Internet inati Private SAML icati VPN client authentication

Certificates are required to decrypt and inspect traffic using the web security and intrusion prevention (IPS)
features, and to display block and warning notifications to end users. Help I

Add custom CA-signed certificate

For decryption only

Secure Access root certificate Decryption  Notification pages N

Download this certificate and install it in the trust stores of all end-user devices. Used for
+ Displaying block and warning notifications to end users

s ifi ;
& Download certificate + Decrypting intemet-bound traffic

To verify this certificate, confirm that its SHA1 hash matches this string:
E :66:1 11:22:8B:F1

2. Click Download certificate to download the Cisco_Secure Access CN_Root_CA .cer file.

Automatically Install the Cisco Secure Access Root Certificate (For an Active Directory Network)

As anetwork administrator of an Active Directory network environment, you can automatically install the Cisco
Secure Access root certificatein all of your users browsers by creating a Group Policy Object (GPO) on your
Active Directory server. Create a GPO using either the Microsoft Management Console (MMC) or the Group Policy
Management Console (GPMC).

« Install the Cisco Secure Access Root Certificate with Group Policy Using the Microsoft Management Console
(MMC)

» Install the Cisco Secure Access Root Certificate with Group Policy Using the Group Policy Management Console
(GPMC)

Install the Cisco Secure Access Root Certificate with Group Policy Using the Microsoft
Management Console (MMC)

Before you begin, download the Cisco Secure Access root certificate. See Prerequisites.

1. Log into your Active Directory server using a domain administrator account.

2. Sdlect Start > All Programs > Administrative Tools > Active Directory Usersand Computers. The Microsoft
Management Console (MMC) is displayed.

3. To create adomain-wide policy, right-click your domain root Organizational Unit (OU), which is displayed as

your domain name, and select Properties from the context menu.

In the <OU_Name> Properties dialog box, click the Group Policy tab.

Click New, name the policy Secure Access Certificate Installer, and press Return / Enter.

Select the new Group Policy Object and click Edit. The Group Policy Object Editor is displayed.

In the configuration options sidebar, expand Computer Configuration > Windows Settings > Security Settings

> Public Key Palicies, right-click Trusted Root Certification Authorities, and select Import.

8. Inthe Certificate Import wizard, click Next, and in the File to Import page, click Browse. Navigate
to where you downloaded the certificate authority on your local system, and double-click the
Cisco_Secure _Access CN_Root_CA .cer file.

9. With thefull path to the certificate displayed in the File namefield, click Next.

10. Accept the default option, place all certificatesin the following store (Trusted Root Certification Authorities),
click Next, and then click Finish and OK.

No g M

Y ou have now created the Group Policy Object to install the Cisco Secure Access root certificate on al of the
computers in your domain. The new policy may not take effect immediately on all client machines. By default, the
background synchronization processing happens every 90 to 120 minutes at randomized times. Rebooting client
machines forces the synchronization.

Y ou can check that the Group Policy has propagated to all computers in the domain by opening your browser on a
workstation, opening Tools > Internet Options > Content > Certificates > Trusted Root Certification Authorities, and
ensuring that the Cisco Secure Access root certificate is present.
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Install the Cisco Secure Access Root Certificate with Group Policy Using the Group Policy
Management Console (GPMC)

The Microsoft Group Policy Management Console (GPM C) with Service Pack 1 (SP1) unifies the management of
Group Policy across the enterprise. The GPMC consists of an MMC snap-in and a set of programmable interfaces for
managing Group Policy.

Before you begin, download the Cisco Secure Access root certificate. See Prerequisites.

1. Loginto your Active Directory server using adomain administrator account.

2. Select Start > All Programs > Administrative Tools > Group Policy Management. The Group Policy
Management Console (GPMC) appears.

3. To create adomain-wide policy, right-click your domain root Or ganizational Unit (OU), which isdisplayed as
your domain name, and select Create and Link a GPO Her e from the context menu.

The New GPO dialog box appears.

4. Inthe Namefield of the New GPO dialog box, enter a meaningful name for the policy object.

5. Right-click the new Group Policy Object, Secure Access Certificate Installer, on the right side of the window,
and select Edit from the context menu. The Group Policy Object Editor appears.

6. Intheleft configuration options sidebar, expand Computer Configuration > Policies > Windows Settings >
Security Settings > Public Key Policies, right-click Trusted Root Certification Authorities, and select Import
from the context menu.

7. Inthe Certificate Import wizard click Next, and in the File to Import page, click Browse and navigate
to where you downloaded the certificate authority on your local system, and double-click the
Cisco_Secure Access CN_Root_CA .cer file.

8. With the full path to the certificate displayed in the Filename field, click Next.

9. Accept the default option, Place all certificatesin the following store (Trusted Root Certification Authorities),
click Next, then click Finish and OK.

Y ou have now created the Group Policy Object to install the Cisco Secure Access root certificate on al of the
computers in your domain. The new policy may not take effect immediately on all client machines. By default, the
background synchronization processing “only” happens every 90 to 120 minutes (at randomized times). Rebooting
client machines forces the synchronization.

Y ou can check that the Group Policy has propagated to all computers in the domain by opening your browser on a
workstation, opening Tools > Internet Options > Content > Certificates > Trusted Root Certification Authorities, and
ensuring that the Cisco Secure Access root certificate is present.

Install the Cisco Secure Access Root Certificate in Firefox Using Group Policy

By default, Group Policy cannot configure Firefox. In general, deploying the Cisco Secure Access root certificate can
be difficult in Firefox because there is no built-in way to centrally manage Firefox.

Manually Install the Cisco Secure Access Root Certificate (Single Computer)

« Install the Cisco Secure Access Root Certificate in Edge or Chrome on Windows

« Install the Cisco Secure Access Root Certificate in Firefox on Windows

« Install the Cisco Secure Access Root Certificate in All Browsers on Mac OS X

» Install the Cisco Secure Access Root Certificate on Mac OS X Through the Command Line
« Install the Cisco Secure Access Root Certificate in Chromium or Chrome on Linux

Install the Cisco Secure Access Root Certificate in Edge or Chrome on Windows
Before you begin, download the Cisco Secure Access root certificate. See Prerequisites.

1. Click Install Certificate.

2. Inthe Certificate Import wizard, click Next.

3. Inthe Certificate Store window, select Place all certificatesin the following store and then click Browse.
4. Inthe Select Certificate Store window, select Trusted Root Certification Authoritiesand click OK.

In the Certificate Store window, the Certificate store shows Trusted Root Certification Authorities.
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5. Click Next and then click Finish.
6. Inthe Security Warning windows, click Yesto install the certificate.

If the certificate installed successfully, the Certificate Import wizard displays " The import was successful.".
7. Click OK.
8. Restart the browser.

Install the Cisco Secure Access Root Certificate in Firefox on Windows
Before you begin, download the Cisco Secure Access root certificate. See Prerequisites.

Click the Open Menu icon near the top right-hand corner of the browser window.

Click Options > Advanced > Certificates > View Certificates> Authorities > Import.
Browse for and select the Cisco Root Cert, downloaded in the first step.

Select Trust this Certificate to identify websites, then click OK and OK again.

Restart Firefox.

o rwbdheE

To interact with the Firefox certificate store from the command line, use the certutil tool from the NSS Tools
package. For more information, see Using the Certificate Database Tool.

Install the Cisco Secure Access Root Certificate in All Browsers on Mac OS X
Before you begin, download the Cisco Secure Access root certificate. See Prerequisites.

1. Double-click thefile or drag and drop it on top of the Keychain Accessicon inthe Appl i cati ons |
Utilities folder. The Add Certificate window appears.

2. Click Always Trust.

3. Double-click the Cisco Secure Access root certificate to open its properties window. From the When using this
certificate drop-down menu, choose Always Trust.

[ ] L ] Cisco Umbrella Root CA

Cisco Umbrella Root CA

1 (L rigrants
| . Root cerlificate autharity
| Expires: Saturday, June 28, 2036 at 8:37:53 AM Pacific Daylight Time

© This certificate is marked as trusted for all users

When using thes cartificate: Ahways Trust

Always Truest
Aways Trost
Always Trust
Always Trust
Atways Trust
Abways Trust
Always Trust
Always Trust

Ahways Trust

DoDopEeEEBEEE E

M.509 Bj F ¥ Always Trest
¥ Details

Cisco
1 Cisco Umbrella Aoot CA

Install the Cisco Secure Access Root Certificate on Mac OS X Through the Command Line

Before you begin, download the Cisco Secure Access root certificate. See Prerequisites.


https://nss-crypto.org/reference/security/nss/legacy/tools/nss_tools_certutil/index.html

| Manage Certificates | 400

1. Run the following command:

sudo /usr/bin/security add-trusted-cert -d -r trustRoot -p ssl -p basic -k /
Li brary/ Keychai ns/ Syst em keychain /path/to/ G sco_Secure_Access_Root CA. cer

Install the Cisco Secure Access Root Certificate in Chromium or Chrome on Linux
Before you begin, download the Cisco Secure Access root certificate. See Prerequisites.

Open Chromium Settings.

Scroll downto HTTPS/SSL.

Click Manage certificates.

Click Authorities.

Click Import.

Select the Cisco_Secure Access CN_Root_CA.cer fileand click Open.
Select Trust this CA to identify Websites.

Click OK.

N O M®DNPRE

Add Customer CA Signed Root Certificate

Y ou can use a certificate signed by your Certificate Authority (CA) to enable secure connections between user
devicesin your organization and Cisco Secure Access China.

A root certificate is required for Block Pages and Internet Decryption.

« For Block Pages, if you visit ablocked domain through HTTPS, a certificate must be installed so that Secure
Access China presents a block page rather than abrowser error. For more information, see Manage Notification
Pages.

e For HTTPS decryption and inspection, if adomain is proxied, install a certificate so that Secure Access China
can decrypt HTTPS traffic without the browser presenting an error. For more information, see Manage Traffic
Decryption.

Y ou can use either the Cisco Secure Access root certificate or your own CA-signed certificate. To use your own CA-
signed certificate, upload a certificate signed by your CA to Secure Access China.

Prerequisites

* A Certificate Signing Request (CSR) file downloaded from Secure Access China.
« Microsoft Certificate Services, Active Directory Certificate Services, or OpenSSL to sign the CSR with your CA.

Certificate Requirements
When you issue a certificate signed by your own CA, you must meet the following requirements:

« The encoding must use UTF8String.
* You must use the same character encoding for all certificatesin your certificate chain.
* The"Subject Name” in the CSR file downloaded from Secure Access China must be honored.

* The certificate must be valid for no more than three years.

* The certificate must be an X509v3 certificate with an RSA public key not less than 2048 and no more than
4096.

* Useone of the following signature algorithms:

*  SHA256wWithRSA
*  SHA384withRSA
*  SHABL12withRSA



* Include the following X509v3 extensions:

e X509v3 Basic Constraints marked as critical: CA:TRUE
»  X509v3 Key Usage, marked as critical: Certificate Sign, CRL Sign

Install Root Certificate in Browsers
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For information about how to install certificatesin browsers, see Install the Cisco Secure Access Root Certificate.

Procedure

1. Navigate to Secure > Settings > Certificates and click the Internet destinationstab. Click Add custom CA-

signed certificate.

Certificates
Certificates are used for various features, for purposes such as decryption and authentication. Help c
Internet inati Private SAML icati VPN client authentication

Certificates are required to decrypt and inspect traffic using the web security and intrusion prevention (IPS)
ures, o display block and warning notifications to end users. Help o7

Secure Access root certificate Decryption  Notification pages

2. Enter a descriptive name for your certificate, and then click Next.

Add Custom CA-signed certificate for Decryption
@ ® ® ®

Name Download CSR Upload signed certificate Activate

MName

CA-signed Certificate

Add custom CA-signed certificate
or decryption on

Cancel m

3. Click Download CSR to save the Secure Access Certificate Signing Request (.csr) file to the local system, and

then click Next.

Use atool such as Microsoft Certificate Services or OpenSSL to sign the CSR with your corporate certificate

signing authority (CA).

Note: You must download the Secure Access China CSR file to complete the step.

Add Custom CA-signed certificate for Decryption

@ o 3) Q/
Name Download CSR Upload signed certificate Activate

Download Certificate Signing Request (CSR) and sign it with your organization's certificate authority (CA.)

&, Download CSR
Cancel

4. Signthe downloaded CSR file with your corporate certificate authority (CA).
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5. Once you have signed the downloaded .csr file, click Upload signed certificate.

Certificate statusisPendi ng si gned certificate upl oad until you upload your own CA signed root
certificate.

CA-signed Certificate-1 @ Pending signed certificate upload

Issue Date Expiration date Not used

Download Certificate Signing Request (CSR)
& Download CSR

I, Upload signed certificate

6. Browseto the certificate that you have generated with the Secure Access China CSR or drag the signed certificate
file onto Secure Access China, and then click Next.

Y ou can optionally also upload your signing certificate authority's public root certificate to Secure Access China.
This allows Secure Access Chinato validate the signed certificate that you upl oaded.

Add Custom CA-signed certificate for Decryption

Masg Downbad GER Uipboudl sl oaitilicate Activale

Upioad the CA-signed certficate to Secwre Access. You can also optionally upload your CA's public root cortificate so Securne
Access can vakdate the signed cerificabe.

Shgned cenificals

L

(LT}

Click or drag file to this area to upload

Bigning CA's Public Rest Cartiflewte (optona

Click or drag file to this area to upload

Cancal | Ceilinis later

7. Confirm that end-user devices have the root certificate required to validate server certificates that are signed by
your organization's CA. Managed devices typically already have the required certificate.

8. For Activate, click Use for decryption to activate the CA signed certificate in Secure Access China, and then
click Start using for decryption.

View the Cisco Trusted Root Store

A root certificate is required when Secure Access proxies and decrypts HTTPS traffic intended for awebsite. Cisco
provides trusted root store bundles, which contain information about certificates used by Cisco products. Within a
bundle, you can view the list of trusted Cisco Certification Authorities (CA), type of root certificate, and certificate
fingerprint (SHA-1).

The Secure Access trusted root certificate information is stored in the Cisco Trusted Union Root bundle. The Cisco
Trusted Union Root bundle is a PK CS#7 bundlefile (.p7b). The Cisco Trusted Union Root bundle is signed with a
digital signing certificate, which you use to verify the bundle.




| Manage Certificates | 403

Prerequisites

* You must have administrative privileges on the devices in the organization or network administrative permissions
over the network.

« Useaversion of OpenSSL v1.0 or greater to extract the root bundle.
Download the Cisco Trusted Union Root Bundle

1. Navigateto the Cisco Cryptographic Services site at Cisco PKI: Palicies, Certificates, and Documents.
2. Under Trusted Root Stor es, download the Cisco Trusted Union Root Bundle: https://www.cisco.com/security/
pki/trs/ios_union.p7b.

Extract the Certificates
Step 1: Extract the Signing Certificate

Extract the signing certificate from the Trusted Union Root bundle (ios_union.p7b) and save the signing certificate in
afile named RootBundleSigningCertificate.cer.

openssl pkcs7 -in ios_union.p7b -informDER -print_certs >
Root Bundl eSi gni ngCertificate. cer

Step 2: Extract Certificate Bundle as Message

Use the extracted signing certificate (RootBundleSigningCertificate.cer) to verify the Trusted Union Root bundle
(ios_union.p7b).

# This conmmand extracts the certificate bundle as a nessage into the
# file iosBundl eBodyVerified.p7b if the signature verifies
openssl cns -verify -nointern -noverify -informDER -in ios_union.p7b -
out f orm DER \
-out iosBundl eBodyVerified.p7b -certfile RootBundl eSi gni ngCertificate.cer

The output is similar to:
Verification successful

Step 3: Extract PEM-Formatted Certificates From Bundle

# This command extracts the certificates fromthe bundle into a separate
# file, iosCerts. PEM containing only the PEMformatted certificates from
t he bundl e.
openssl pkcs7 -informDER -print_certs -outform PEM <
i osBundl eBodyVerified. p7b \
|grep -v 'subject=" |grep -v 'issuer='" |sed '/"$/d" > iosCerts. PEM

Step 4: Generate Individual Certificate Files
Linux

# If you are on Linux, use this conmand to split the PEM bundle into

i ndividual certificate files

# (Does not work on a Mac due to GNU awk)

awk 'BEG N {c=0;} /BEA N CERT/{c++} {print > c ".penf}' < ../iosCerts. PEM

macOS

# If you are on a Mac, use this command to split the PEM bundle into
i ndi vidual certificate files

# (Does not work on Linux due to split not supporting the -p flag)
split -p "----- BEA N CERTI FI CATE- - - - - " iosCerts. PEM i ndi vi dual -


https://www.cisco.com/security/pki/
https://www.cisco.com/security/pki/trs/ios_union.p7b
https://www.cisco.com/security/pki/trs/ios_union.p7b
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View an Individual Certificate File

Useopenssl x509 to view the contents of an individual certificate file as plain text. Provide the name of the
individual file as an argument to the openss| command.

openssl x509 -in <individual-file> -text

Manage Certificates for Private Resource Decryption

Secure Access's Intrusion Prevention System (1PS) can protect your private resources. Private resources are
applications, networks, or subnets that are not publicly accessible from outside your network. Secure Access requires
certificates in order to connect user traffic with your private resources and decrypt that traffic for inspection by

the IPS. Y ou can upload the hosting server's certificate for a resource when you configure the resource, or manage
certificates from the certificate list. Endpoint devices must be able to validate the certificates that you upload.

Prerequisites

e Full Admin user role. For more information, see Manage Accounts.

« A private resource added to Secure Access with decryption enabled to inspect traffic using the intrusion
prevention (IPS) feature. For more information about private resources, see Manage Private Resources. For more
information about IPS, see Manage | PS Profiles.

Install a Certificate Authority Certificate on a Private Resource

Install your corporate Certificate Authority (CA) root certificate on the private resource in your organization. For
information about installing certificates, see Install the Cisco Secure Access Root Certificate.

Procedure
View Notifications About Expired Private Resource Certificates

When acertificate for Private Resource Decryption has expired or will expire within 90 days, the Resour ces >
Private Resour ces page will display an expiry banner:

Private Resources ® Lastday v

o At least one private resource certificate expires soon
To avoid failure to decrypt and perform security inspection on traffic to private resources, replace certificates before they expire on Certificates.

Users with the Full Admin or Security Administrator role can follow Option 2: Upload a certificate and key to the
Certificates page on page 405, or close the banner. If the certificate is not updated, a closed banner will reappear
the next time the user opens the Private Resour ces page.

Upload Private Resource Certificates
Option 1: Upload or enter a certificate-key pair directly to the private resource

1. Navigateto Resources> Private Resour ces.
2. Click an existing private resource or add a new private resource.
3. Scroll down to Decryption.


https://docs.sse.cisco.com/sse-user-guide/docs/manage-private-resources
https://docs.sse.cisco.com/sse-user-guide/docs/manage-ips-profiles

4. Enablethe Decrypt Traffic field. The certificate-key configuration options are displayed.

Decryption

‘:) Decrypt Traffic

Decrypt traffic to this resource to allow inspection by the intrusion prevention system (IPS)
@ Select or upload a certificate-key pair.
Certificate-Key Pairs

~ | ---or--- | Upload New

O Enter certificate-key pair data

5. Select an existing certificate, upload a new certificate, or paste certificate values.
6. Click Save.

Option 2: Upload a certificate and key to the Certificates page

1. Navigateto Secure > Settings > Certificates and click Private resour ces.
2. Click Upload certificate and Key.

Upload Certificate and Key

n The certificate should either be signed by the root or contain the entire
certificate chain up-to the root to avoid showing any errors to users.

Certificate Name
Certificate Upload

u

Click or drag file to this area to upload

Supported enceding format: PEM

Key Upload

&

Click or drag file to this area to upload

Supported encoding format: PEM

Cancel
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3. Customize the certificate name, upload the hosting server's certificate and any intermediate certificates required to

complete the chain, then click Save.

4. Asin Option 1 above, navigate to Resour ces > Private resour ces to configure the private resource to use this

certificate-key pair.
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Certificates for Private Resource Decryption

Certificates are required to decrypt traffic to private resources in order to inspect that traffic for threats.

When you configure a private resource and enable decryption, you must upload the hosting server's certificate to
Secure Access. Include any intermediate certificates required to compl ete the chain.

If multiple resources are hosted from a single server, you can use asingle certificate for all of those resources.
Endpoint devices must be able to validate the certificates that you upload.

For more information about certificates for private resource decryption, see Manage Certificates for Private Resource
Decryption.

Certificates for SAML Authentication

Cisco Secure Access integrates with various Security Assertion Markup Language (SAML) identity providers
(IdPs) that authenticate users. When a user requests a resource, Secure Access verifiesthe identity of the user
through a trusted exchange with the integrated |dP and authorizes the user to get the resource. Users on devices must
authenticate with Secure Access before connecting to private or web resources. The Secure Access services—secure
web gateway (SWG) and virtual private networks (VPNs)—must trust the connections from users and devices.

To set up atrust relationship between Secure Access (service provider) and an SAML IdP, an administrator imports
the SAML IdP XML Metadatain to Secure Access, and then uploads the Secure Access XML Metadata to the SAML
IdP's platform. The administrator adds the service provider's certificates to the 1dP platform's trust store.

After you integrate an SAML |dP with Secure Access, you can manage the certificates in Secure Access for both the
service provider (Secure Access) and your organization's |dPs. Secure Access lists a certificate's subject name, serial
number, and expiration date and displays notifications about certificates that may expire.

* Manage SAML Certificates for Service Providers
* Manage SAML Certificates for Identity Providers

Manage SAML Certificates for Service Providers

To establish atrust relationship between Cisco Secure Access (service provider) and an integrated SAML identity
provider (IdP), certificates are exchanged between Secure Access and the SAML IdP. An administrator uploads
the service provider's certificates from the Secure Access XML Metadatato the IdP platform's trust store. Then, an
administrator imports the SAML IdP's XML Metadata that contains the IdP's certificates in to Secure Access.

After you integrate an SAML identity provider (IdP) in Secure Access, you can manage the service provider's
certificates. Secure Access displays notifications about certificates that may expire. When the service provider
certificates expire, an administrator must upload new certificates from the Secure Access XML Metadata to the
integrated SAML |dP platform's trust store to prevent connection disruptions.

Secure Access manages the expiration of service provider certificates for various connection methods and SAML |dP
integrations. Service provider certificates are used to establish the trust relationship between the service provider and
the I1dP. The IdP authenticates users that connect to Secure Access with:

» Networks and network tunnels protected by Internet Security
e Virtua Private Networks (VPNs) with a configured VPN profile
Prerequisites

e Full Admin user role. For more information, see Manage Accounts.

* Anintegration of an SAML IdP with Secure Access. For more information, see Configure Integrations with
SAML ldentity Providers and Manage Virtual Private Networks.


https://docs.sse.cisco.com/sse-user-guide/docs/manage-certificates-private-resource-decryption
https://docs.sse.cisco.com/sse-user-guide/docs/manage-certificates-private-resource-decryption
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Procedure

» Download service provider certificates.

* View notifications about the expiration of Secure Access certificates that are deployed in SAML 1dP integrations
and VPN Profiles.

View Notifications About Expired Service Provider Certificates

1. Navigateto Secure > Certificates> SAML authentication > Service Provider Certificates.
SAML authentication

Certificates appear automatically on this page when you configure S50 Authentication or VPN Profiles with SAML authentication. These
certificates are used to establish trust between identity providers (IdPs) and Secure Access (the service provider.) When they expire, you
must take action to avoid user connectivity interruptions. Help 7

© Identity Provider certificates ~ Service Provider certificates

Secure Access presents these certificates to your IdPs. In order for IdPs to authenticate these certificates, the IdPs must have the current
certificate in their trust store. Secure Access periodically renews these certificates; when this happens, you will see an alert and
instructions. Help (7

2. Secure Access displays any notifications about certificates that may expire.

Identity Provider certificates © Service Provider certificates

Secure Access presents these certificates to your IdPs. In order for IdPs to authenticate these certificates, the IdPs must have the current
certificate in their trust store. Secure Access periodically renews these certificates; when this happens, you will see an alert and
instructions. Help 7

o At least one Service Provider certificate expires soon x
To avoid SAML user authentication failures and loss of access for users, update your identity provider (IdP) with the new
Service Provider certificate.

Download Web Security Service Provider Certificates

1. Navigateto Secure > Certificates> SAML authentication > Service Provider Certificates.

SAML authentication

Certificates appear automatically on this page when you configure S50 Authentication or VPN Profiles with SAML authentication. These
certificates are used to establish trust between identity providers (IdPs) and Secure Access (the service provider.) When they expire, you
must take action to avoid user connectivity interruptions. Help 7

0 Identity Provider certificates  Service Provider certificates

Secure Access presents these certificates to your IdPs. In order for IdPs to authenticate these certificates, the IdPs must have the current
certificate in their trust store. Secure Access periodically renews these certificates; when this happens, you will see an alert and
instructions. Help .7

2. Upload anew Secure Access service provider certificate to the SAML 1dP.

a. For Automatic Configuration, copy the Automatic Certificate Updates URL and upload the Secure Access
XML Metadatafile to your SAML IdP.

b. b. For Manual Configuration, inthelist of certificates, click download on a certificate to save the certificate
to your local system. Then, upload the certificate to the SAML IdP.

e Subject name—The certificate's common name, which defines the entity that manages the certificate.
e Serial number—The serial number of the certificate.
« Expiration date—The date when the certificate is no longer valid.

Download Virtual Private Network Service Provider Certificates

1. Navigate to Secure > Certificates > SAML authentication > Service Provider Certificates.
SAML authentication

Certificates appear automatically on this page when you configure SS0O Authentication or VPN Profiles with SAML authentication. These
certificates are used to establish trust between identity providers (IdPs) and Secure Access (the service provider.) When they expire, you
must take action to avoid user connectivity interruptions. Help [

O Identity Provider certificates  Service Provider certificates

Secure Access presents these certificates to your IdPs. In order for 1dPs to authenticate these certificates, the 1dPs must have the current
certificate in their trust store. Secure Access periedically renews these certificates; when this happens, you will see an alert and
instructions. Help 7
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2. For VPN Service Provider, click download on a certificate in the list to save the certificate to your local system.
Then, upload the certificate to the SAML I1dP.

* Subject name—The certificate's common name, which defines the entity that manages the certificate.
* Serial number—The serial number of the certificate.
» Expiration date—The date when the certificate is no longer valid.

VPN Service Provider 1

Subject name Serial number Expiration date

Active *.vpn.sse.cisco.com 400188108d1df7092... @ November 8, 2023 10:20:03 AM &

Manage SAML Certificates for Identity Providers

To establish atrust relationship between Cisco Secure Access (service provider) and an integrated SAML identity
provider (1dP), certificates are exchanged between Secure Access and the SAML IdP. An administrator uploads
the service provider's certificates from the Secure Access XML Metadatato the IdP platform's trust store. Then, an
administrator imports the SAML [dP's XML Metadata that contains the IdP's certificates in to Secure Access.

After you integrate an SAML identity provider (IdP) in Secure Access, you can manage the identity provider's
certificates. Secure Access displays notifications about certificates that may expire. When the 1dP certificates
expire, an administrator must import new 1dP certificates (XML Metadata) in Secure Access to prevent connection
disruptions.

Secure Access manages the expiration of |dP certificates for various connection methods and SAML IdP integrations.
IdP certificates are used to establish the trust relationship between the service provider and the IdP. The IdP
authenticates users that connect to Secure Access with:

* Networks and network tunnels protected by Internet Security
* Virtual Private Networks (VPNs) with a configured VPN profile
Prerequisites

¢ Full Admin user role. For more information, see Manage Accounts.

* Anintegration of an SAML IdP with Secure Access. For more information, see Configure Integrations with
SAML Identity Providers and Manage Virtua Private Networks.

Procedure

« Manage IdP certificates integrated with Secure Access.
« View notifications about the expiration of Secure Access certificates that are deployed in SAML 1dP integrations
and VPN Profiles.

View Notifications About Expired Identity Provider Certificates

1. Navigateto Secure > Certificates> SAML authentication > | dentity Provider certificates.
Certificates

Internet destinations  Priv:

SAML authentication
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2. Secure Access displays any notifications about expiring certificates.
SAML authentication

Certificates appear automatically on this page when you configure SSO Authentication or VPN Profiles with SAML authentication. These
certificates are used to establish trust between identity providers (IdPs) and Secure Access (the service provider.) When they expire, you
must take action to avoid user connectivity interruptions. Help 7

O Identity Provider certificates  Service Provider certificates

Secure Access uses the certificates on this page to authenticate the certificates that your |dPs present. When they expire, replace them.
Help 7

o At least one Identity Provider certificate expires soon x
To avoid SAML user authentication failures and loss of access for your users, download new certificates from your identity
provider (IdP) and replace them on the VPN Profiles page before they expire.

Manage Virtual Private Network Identity Provider Certificates

1. Navigateto Secure > Certificates> SAML Authentication > Identity Provider certificates.

2. For VPN SAML, click on a certificate in the list to open the certificate details. The certificate isfound in the VPN
Profile.

¢ VPN Profile—The name of the VPN profile.
» |ssuer—The Certificate Authority that issued the certificate. Includes the common name (CN), organization
unit (OU), and country of origin (C).
e Serial number—The serial number of the certificate.
» Expiration date—The date when the certificate is no longer valid.
3. For Subject name, get the following certificate details:

e Value

e Serial number—The certificate's serial number.

* Issued date—The date when the certificate was released.

» Expiration date—The date when the certificate is no longer valid.

Subject name 2

Value -
Serial number 103223928295552965...

Issue date 15:50:07 UTC Oct 10
2023

Expirationdate 03:14:07 UTC Jan 19
2038
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4. Issued toisthe entity that uses the certificate to build atrust relationship with Secure Access. For | ssued to, get
the following certificate details:

Common Name—The fully-qualified domain name that is secured by the certificate.
Organization—The organization that isissued the certificate.

Country—The country where the certificate was issued specified in the two-character country code.

Issued to
Common Name DITKMRHZ295D59XTS8X0
Organization Duo Security

Country -

5. Issuer isthe entity (trusted authority) that issues the certificate. For | ssuer, get the following certificate details:
Common Name—The fully-qualified domain name that is secured by the certificate.
Organization—The organization that issued the certificate.

Country—The country where the certificate was issued specified in the two-character country code.

Issuer

Common Name DITKMRHZ295D59XTS8XO0O
Organization Duo Security

Country -

VPN Certificates for User and Device Authentication

Users that connect over virtual private networks (VPNS) to private resources are protected by Cisco Secure Access.
The user devices must trust their network communications with Secure Access.

To set up the trust between Secure Access and the user devices in the organization that connect over a VPN, install
a certificate signed by your organization's Certificate Authority (CA) on all devices and upload your organization's
signed CA root certificate to Secure Access. CA root certificates enable Secure Access to authenticate users and
devices that connect over VPNSs.

Once you upload signed CA certificates for VPN connections to Secure Access, you can view the details about the
certificates, revoke a certificate, and delete a certificate. For more information about VPN Certificate Authority
certificates, see Manage CA Certificates for VPN Connections.

Manage CA Certificates for VPN Connections

When devices connect to networks using virtual private networks (VPNs), Cisco Secure Access authenticates the
users and devices through the organization's Certificate Authority (CA) certificate.

Set up the trust between Secure Access and the user devices in the organization that connect over a VPN:

1. Ingtal acertificate signed by your organization's Certificate Authority (CA) on al devices.



| Manage Certificates | 411

2. Upload your organization's signed CA root certificate to Secure Access.

Prerequisites
e Full Admin user role. For more information, see Manage Accounts.
Install a Certificate Authority Certificate on User Devices

Install your corporate Certificate Authority (CA) root certificate on the user devices in your organization. For
information about installing certificates on devices, see Install the Cisco Secure Access Root Certificate.

View Notifications About Expired VPN Certificate Authority Certificates

1. Navigateto Secure > Certificates> VPN client authentication.
2. Secure Access displays a banner if a certificate has expired or will expire within 90 days:

Internet destinations Private resources SAML © VPN client authentication

VPN client authentication
When end-user devices connect to the network using VPN, the certificates that devices present will be

verified against the root or intermediate certificates uploaded here. Help

o At least one certificate will expire soon. Upload new certificates and delete the old certificates as indicated in the table.

Upload VPN Certificate Authority Certificates

1. Navigate to Secure > Certificates > VPN client authentication.
2. Click Upload Certificate.
Upload Certificate

Uploaded certificates will be used to verify device and identity certificates at VPN
connect time. Revocation can be set after upload.

Include all intermediate certificates required to complete the trust chain.

i

Click or drag file to this area to upload

Supported encodings: .der, .pem
Supported file formats: .pem, .cer, .crt, .cert, .key, .p7b, .der

Cancel

3. Upload your signed CA root certificate, and then click Save.

View VPN CA Certificates

1. Navigateto Secure > Certificates > VPN Client Authentication. Secure Access lists the certificates uploaded by
your organization.

Certificates

Manage the various certificates required to decrypt traffic, present end-user notifications,
and authenticate VPN clients to Secure Access. Help 7

Internet inati Private SAML icati VPN client authentication

VPN client authentication

When end-user devices connect to the network using VPN, the certificates that devices
present will be verified against the root or intermediate certificates uploaded here. Help ¢

2, Upload certificate
Issued to Issuer Serial Number Expiration Date *
mojave-rsa-root-2048-sha384.cisco.com mojave-rsa-root-2048-... 1565 September 1, 2034 5:30:00 PM

Issued to—The name issued to the VPN CA certificate.
I ssuer—The CA that issued the certificate.
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Serial—The seria number of the certificate.

Expiration—The date when the certificate is no longer valid.

Manage Certificate Revocation Settings

1. Navigate to Secure > Certificates > VPN Client Authentication.
2. Click onan VPN CA certificate I ssued to link to open the certificate details.

Certificates

Manage the various certificates required to decrypt traffic, present end-user notifications,
and authenticate VPN clients to Secure Access. Help (7

Internet destinations Private r SAML aut! icati VPN client authentication

VPN client authentication

When end-user devices connect to the network using VPN, the certificates that devices
present will be verified against the root or intermediate certificates uploaded here. Help 7

& Upload certificate

Issued to Issuer Serial Number Expiration Date

mojave-rsa-root-2048-sha384.cisco.com mojave-rsa-root-2048-... 1565 September 1, 2034 5:30:00 PM

3. For Revocation settings, enable Check for revocation.

4. For Protocol, check Online Certificate Status Protocol,a. Check Use Al A from certificate.b. Check
M anual.009=0-=

5. For Protocol, check Use CRL distribution point (CFP) from certificate.

mojave-rsa-root-2048- X
sha384.cisco.com

Revocation settings (O
Revocation checking occurs each time a device access the network.

() Check for revocation

Protocol ()
Online Certificate Status Protocol (OCSP)

D Use AlA from certificate
AlA: Authority Information Access Extension

() Manual ®

D Use CRL distribution point (CDP) from certificate
Supports HTTP only.

6. Click Save.



View the CA Certificate Details

1. General certificate details:

Type—The type of the certificate.

Serial Number—The serial number of the certificate

Public Key Type—The type of the public key.
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CRL DP—-—Certificate Revocation List (CRL) Distribution Point. The location where you can check the
revocation of the certificate.

Valid From—The date from which the certificate is valid.
Valid To—The date when the certificate is not valid.

Associated Trustpoints

Signature Algorithm—The cryptographic hash algorithm (Secure Hashing Algorithm 256).

General

Type

Serial Number

Public Key Type
CRLDP

Valid From

Valid To

Associated
Trustpoints

Signature
Algorithm

idp

7598139407229734880
7084018097915848173

RSA

2023-01-
13700:00:00+00:00

2024-01-
13T23:59:59+00:00

Sectigo Limited

sha256

2. Issued to certificate details.

The entity that uses the certificate to build atrust relationship with Secure Access.
Common Name—The fully-qualified domain name that is secured by the certificate.

Organization—The organization that isissued the certificate.

e

Country—The country where the certificate was issued specified in the two-character country code.

Issued to

Common Name
Organization

Country

Common name

Name

UA



3. Issuer certificate details. The issuer isthe entity (trusted authority) that issues the certificate.
Common Name—The fully-qualified domain name that is secured by the certificate.

Organization—The organization that issued the certificate.
Country—The country where the certificate was issued specified in the two-character country code.

Issuer

Common Name Common name
Organization Name

Country UA

Delete a VPN Certificate
1. Navigate to Secure > Certificates > VPN Client Authentication.

Certificates

Issuer Serial Number Expiration Date *

mojave-rsa-root-2048-.. 1565 September 1, 2034 5:30:00 PM

2. Toremove acertificate, follow the stepsin one of the options:

a. Click onan VPN CA certificate I ssued to link to open the certificate details, and then click Delete. Click
Delete again to confirm the removal of the certificate.
b. Click theellipsis(...) and select Delete. Click Delete again to confirm the removal of the certificate.
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A4

Manage the Data Loss Prevention Policy

Note: Secure Access Packages and Feature Availability

Not all of the features described here are available to all Secure Access packages. Information about your current
package is listed on the Admin > Licensing page. For more information, see Determine Current Package. If you
encounter afeature here that you do not have access to, contact your sales representative for more information about
your current package. For more information, click Cisco Secure Access Packages.

The Data Loss Prevention (DLP) policy helpsto protect sensitive data uploaded to the web. It discovers and protects
sensitive data stored and shared in your cloud-sanctioned applications.

The DLP policy can be configured with Real Time DLP rules to inspect the web traffic traversing the proxy.
Furthermore, DLP Administrators can initiate on-demand Discovery Scansto learn about all the filesin the applicable
cloud applications that contain matches with the selected Data Classifications.

1. Rea Time Rules: are added to the policy to define what web proxy traffic to monitor (identities and destinations),
the content or document properties to search for, and whether content should be monitored or blocked. For
example, an office may want to monitor its network for file uploads that include credit card numbers, as the
uploads are a breach of the company's privacy and security policies. A Real Time DLP rule designed to monitor
the network and uploads to domains can block thesefiles.

Data violations detected through the Real Time rules are logged as part of the unified Events view of the Data Loss
Prevention Report.

Discovery Scans exercise the necessary cloud APIsto determine the files in the applicable cloud tenant that contain
data matching any of the configured Data Classifications at the time the scan runs. Files containing matching data are
considered to be in violation of the Discovery Scan.

The Discovery tab in the Data L oss Prevention Report lists the filesin violation of the most recently initiated
Discovery Scan. Additionally, DLP Administrators can quickly retrieve the reported offending files from any of the
last 10 generated Discovery Scans.

Real Time rules and Discovery Scans all support scanning embedded files.
Limitations

1. Theratelimit is dependent on vendor SLA, which isusually up to 10 RPS for Microsoft 365 and up to 20 RPS for
Google Drive.

e The Discovery Scan can scan up to 36,000 files per hour and 864,000 files per day with an average file size of
1IMB.

« Theincremental scan and Discovery Scan share the same rate limits, therefore, file changes (i.e. incremental)
during the Discovery Scan are counted and have an effect on the Discovery Scan throughput.

* An org that triggers more than 864k events per day will be at risk of not having all their events scanned.

2. Triggering a Discovery Scan should take place around 24 hours after the tenant authorization, as the system needs
time to evaluate and enumerate the users in the organization. Any triggering beforehand might not include all
users and hence, the system is unable to scan al files.

3. The DLP scansthe plain text of files up to 50 MB.

4. DLP scans archives aswell asfiles containing embedded files. For these, DLP can extract and scan content for up
to 100 files nested up to 10 levels deep.


https://www.cisco.com/site/us/en/products/security/secure-access/index.html
https://docs.umbrella.com/umbrella-user-guide/docs/add-a-data-protection-policy
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5. Revoke sharefor internal or external works only for organizations with one domain in Google Drive due to
Google API limitation.

Add a Real Time Rule to the Data Loss Prevention Policy

Thereis only one data loss prevention policy. Rules are added to the policy to define what traffic to monitor
(resources and destinations), the data classifications that require monitoring, and whether content should be blocked
or only monitored.

Prerequisites

« HTTPS Inspection must be enabled either on the default Access policy, or at least one access policy rule where the
same identity is configured in a DLP rule. For example, if the resource "Network A" is configured for aDLP rule,
it must also be configured for an access policy rule where HTTPS is enabled. For more information, see Manage
Traffic Decryption and Manage Web Profiles.

e Full Admin user role. For more information, see Manage Accounts.

Procedure

1. Navigateto Secure > Policy > Data L oss Prevention Policy, click Add Rule, and choose Real Time Rule.
2. Under Add New Real Time Rule, give your rule ameaningful name and description.

Add New Real Time Rule

nent. Umibrella inspacts the content of outbound web requests that match this rule's identities and destinations. If a data violation is

Description

3. Choose a severity for your rule based on the risk involved or importance within the ruleset.

Severity

Salect. ~ |

o Low
Mediurn
& High

o Critical

4. Choose where you would like this rule to search for these data classifications.

e Content—(Default) Searches only the content of files for the selected data classifications.

* File Name—Searches only file names for the selected data classifications.

« Content and File Name—Searches content and file names for the selected data classifications. Both content
and file name do not need to match for the rule to apply, only one or the other.

Note: Choosing Content, File Name, or Content and File Name refers to scanning file uploads for the selected
data classifications and configured file labels.
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5. Select classificationsto apply this rule. For more information, see Manage Data Classifications.

Data Classifications
Select where to search for the selected data classifications.

® Content File Name Content and File Name

Select data classifications to add them ta this rule.

Inappropriate Language PREVIEW

Inappropriate Language

International Banks PREVIEW Data

Medical PREVIEW

6. Add up to 10 case-sensitive file label names to apply to thisrule. The rule will search for any of the configured
file label namesin the value of the files document properties. This includes Microsoft Office Document
Properties, Microsoft Office Sensitivity Labels, and Adobe PDF Document Properties. File uploads to Confluence

and Jiraare not scanned for file labels.

Note: A DLP rule can be configured with either data classifications or file labels or both. When aDLPruleis
configured with both, then a DLP event is raised when any of the selected data classifications and when any of the

configured file labels are detected in the inspected file.

File Labels
Add up to 10 file labels that this rule will search for when inspecting a file's metadata,
Label Name

Confidential 4 oriority | 3¢

Note: Microsoft Sensitivity Labels

Secure Access China currently supports detection of Microsoft sensitivity labelsin the file properties’ values of
the inspected file for Microsoft Word, Excel, PowerPoint, and .pdf files. Ensure you configure the rule with the

name of the sensitivity labels, not the Display Names.
7. Select identitiesto apply to thisrule.

Identities

Select which identities to apply ta this rule.

Select Identit
arch Ideniities P—
Allidentities Networks
AD Groups AD Users
AD Users
Tunnels

Networks

Roaming Computers

REMOVE ALL



https://support.microsoft.com/en-us/office/view-or-change-the-properties-for-an-office-file-21d604c2-481e-4379-8e54-1dd4622c6b75
https://support.microsoft.com/en-us/office/view-or-change-the-properties-for-an-office-file-21d604c2-481e-4379-8e54-1dd4622c6b75
https://docs.microsoft.com/en-us/microsoft-365/compliance/sensitivity-labels?view=o365-worldwide
https://helpx.adobe.com/acrobat/using/pdf-properties-metadata.html
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8. Under Destinations, select All Destinations or Select Destination Lists and Applicationsfor Inclusion.

« All Destinations—Monitors all outbound web requests or blocks all file uploads that originate from the
selected identities for thisrule.

When All Destinationsis selected, you can select the type of data Secure Access China monitors:

» Choose File uploads and form data to monitor al uploaded files and forms data for all web destinations
usersvisit.

Important: Use care when choosing All Destinations File uploads and form data because it
significantly widens the scope of the data the rule scans and can result in excessive false positives, blocking
users access to many sites inappropriately. We recommend that rules applied to all destinations not include
built-in identifiers with lenient tolerances or custom identifiers with regexes that define a broad scope.
Design regexes to narrowly identify the data you seek, and include threshold and proximity criteria.

» Choose File uploads and form data of vetted applications only to monitor all uploaded files and forms
data associated only with DLP Supported Applications.

Destinations

Manage d

Select Destination Lists and Applications for Exclusion
Exclude selected destination lists and vetted applications.

e Sdect Destination Listsand Applicationsfor Inclusion—Monitors all web requests and blocks al file
uploads matching the identities selected on the rule, the selected destination lists, and supported applications.

Destinations 0 Selected for Inclusion

nation

» Toadd applications for inclusion, under Destinations expand Application Categories. (See Application
Categories) for alist of available categories.) Expand categories and check the boxes for the applications
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you want to add to the rule. Y ou can search for an application by entering at least three consecutive letters
from the application name in the search box.

Note: Itisnot possibleto search for an application with fewer than three letters in its name—for example,
"QQ" or "YY." These applications must be manually selected from the hierarchy under their respective
categories, or wildcarded in search—for example, "QQ*". This behavior is by design.

Destinations

Manage desiination lists and vetted applications for this rule

estinations
ng All Destinations will scan the wraffic to any a

Destinations | Application Categories | Cloud Storage 1 Selected for Inclusion REMOVE ALL

GMelt Applications Categories

Google Drive / Cloud St
Google Cloud Storage cogle Drive / Cloud Storage

a

Google Drive

Google Drive Files to MS OneDrive
Google One

Google Photos

Google Sync

Grambir

Gresille Cloud

Note that for some applications (OpenAl API and OpenAl ChatGPT, for example) you can choose to
scan any one of three traffic options: Outbound (from your system to the application), Inbound (from the
application to your system), or Outbound and Inbound.

Destinations
Manage destination lists and vetted applications for this rule
(O All Destinations
Selecting All Destinations will scan the traffic to any application or website the user is browsing to.

@® Select Destinations Lists and Applications for Inclusion
E sts and vetted applications

Scans selectsd destination lists

@ Sasrch Applicstians
Destinations | Application Categories [ Generative Al Direction @ 1 Selected for Inclusion REMOVE ALL
Leena Al Applications Categories
Micjouney OpenAl ChatGPT / Generative Al Outbound
Notion Al
OpenAl API (Vetied) ~

OpenAl ChatGPT (Verted)

bound
Peppertype

Inbound
Perplexity Al

Outbound & Inbound
Pictory

FopAi

To add destination lists for inclusion, under Destinations expand Destination Lists and check the boxes
for the destination lists you want to add to the rule.



Destinations

Manage destination lists and vetted applications for this rule.

(O All Destinations
cting All Destinations will scan the traffic to any application or website the user is browsing 1o,

@® Select Destinations Lists and Applications for Inclusion
s selected destination lists and vetted applications.

Destinations / Destination Lists 1 Selected for Inclusion

Destination List 1 2> Destination Lists
. Destination List 1
Destination List 2 0>
Destination List 3 >
Destination List 4 23
Destination List 5 5
Destination List 6 55
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ADD NEW LIST

REMOVE ALL

* Tocreate anew destination list and add it for inclusion, under Destinations expand Destination Lists and
click ADD NEW LIST. Under List Name enter a unique name for the list. For each URL/Domain to bein
thelist, enter adomain name, URL, IPV4 address or CIDR, and click Add. Click Save when done.

Note: Adding anew destination list to the rule here automatically adds it for inclusion.

estination List

List Nama

SampleDomain

Type URL/Domain

SampleDomain.com DOMAIN / Add a comment X

9. Check the checkbox Select Destination Listsand Applicationsfor Exclusion to select destinations and

applications to exclude from thisrule.

Select Destination Lists and Applications for Exclusion
Exclude selected destination lists and vetted applications.

Destinations 0 Selected for Exclusion

Destination Lists 6>

Application Categories 8>

« To exclude applications, under Destinations expand Application Categories. (See Application Categories
for alist of available categories.) Expand categories and check the boxes for the applications you want to
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exclude from the rule. Y ou can search for an application by entering at least three consecutive letters from the
application name in the search box.

Note: Itisnot possibleto search for an application with fewer than three letters in its name—for example,
"QQ" or "YY." These applications must be manually selected from the hierarchy under their respective
categories, or wildcarded in search—for example, "QQ*". This behavior is by design.

Select Destination Lists and Applications for Exclusion
Exclude selected destination lists and vetted applications.
Q. Search Applications

Destinations | Application Categories | Office Productivity 1 Selected for Exclusion REMOVE ALL

- Applications Categories
p— Google Docs / Office Productivity
GoDaddy Professional Business Emai
Google Calendar
Google Contacts
Google Docs
Google Keep
Google Sheets

Google Sides

To exclude destination lists, under Destinations expand Destination Lists and check the boxes for the
destination lists you want to exclude from the rule.

Select Destination Lists and Applications for Exclusion
Exclude selected destination lists and verted applications

Q Search Destinations ADD NEW LIST

Destinations | Destination Lists 1 Selected for Exclusion

REMOVE ALL
Bosb i z Destination Lists
0 Destination List 5
Destination List 2 -
Destination List 3 >
Destination List 4 2>
Destination List § >
Destination List 6 2

To create anew destination list and exclude it, under Destinations expand Destination Lists and click ADD
NEW LIST. Under List Name enter a unique name for the list. For each URL/Domain to bein thelist, enter a
domain name, URL, IPV4 address or CIDR, and click Add. Click Save when done.

Note: Adding anew destination list to the rule here automatically adds it for exclusion.

estination List

List Nama
Type URL/Domain
ADD
Tem
ExampleDomain.com DOMAIN /£ Add
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Note: When adestination list is selected for both inclusion and exclusion in arule, it will automatically be
excluded. Exclusion destination lists always override inclusion destination lists. Similarly, if adomain isincluded
on an inclusion destination list and an exclusion destination list, the domain will be excluded.

" Mew Destination List 10" destination list excluded. Exclude destination lists override Include

destination lists.

Figure 4: toast pop up.png
10. Under Action, from the drop-down list, choose M onitor or Block.

¢ Monitor—Monitor file uploads and data submitted in web forms.

The rule will search for content that matches supported workflows (See Supported Applications) and policy-
configured destinations and identities.

» Block—BIlock file uploads.
The rule will search for content that matches supported workflows (See Supported Applications) and the
policy-configured destinations and identities. When content matches these workflows, the rule blocks the
content.

Action

Chooss ta monitor or blck context for this rule.

Note: Limited Availability

Secure Access China can optionally block all password-protected files directed to destinations configured in
the DLP rules. If enabled, this feature impacts all file types and al users and cannot be configured for finer
granularity. Thisfeature is not generally available; contact Secure Access China Support to have it enabled in your

account.
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11. Under User Notificationsyou can enable and configure an email notification to be sent to a user who performs an
action that triggers aviolation of the rule. Y ou can use a default email template provided by the system, or create
your own custom templ ate.

Note: The system gets the "send to" address for the email from UPN field in the authenticated active directory.
Some identity configurations may not be able to provide the end user's email address, in which case the system
will be unable to send the email. These casesinclude:

* The user uses network or tunnel identities, in which case the user's | P address will be available to the system,
but not the email address.

e Theuser did not authenticate through active directory, so the system has no information about the user.

e Theuser'semail addressis not stored in the UPN field in the authenticated active directory.

User Notifications

When enabled, the system sends an email to recipients notifying them that this rule has been triggered

User Notifications disabled

a. Enable user notifications.

User Notifications

il o recipients notifying them that this rule has been triggered.

Archive 1 Template v

b. Choose the email template:
To Usethe Default Email Template:

1. Click Default Email.

2. To preview the content of the email that will be send to users, click on Preview Default Email. You can
review the email subject line and text, but you cannot change it.

Preview Default Email

Email Subject Line

Email Body

Preview Test Email

email, add your email address, and then click Send Preview

SEND PREVIEW

‘ CLOSE |

3. iii. (Optional) To send atest copy of the email to an address of your choosing, enter an addressin Preview
Test Email and click SEND PREVIEW to send the message. (By default the system uses the email
address of the logged in user.)

4. iv. Click CLOSE to return to the Data L oss Prevention Policy page.

To Usea Custom Email Template:



1. Click Custom Email.
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2. From the drop down menu, select an existing custom template, or choose CREATE CUSTOM

TEMPLATE. If you select an existing custom template, you can click Preview and Edit Custom Email

to review and change the template.

User Notifications

When enabled, the system sends an email to recipients notifying them that this rule has been triggered

@®O) User Notifications enabled

Email Message

Select the design of the email notification that will be sent to recipients

Q Defautt Emai

® Custom Email

Archive 1 Template ~

Archive 2 Template

Archive 1 Template

GREATE NEW TEMPLATE

User Notifications

When enabled. the system sends an email 10 recipients notifying them that this rule has been triggered

@O) User Notifications enabled

Email Message

Select the design of the email notification that will be sent to recipients.

3. When you choose to create or edit a custom template for email notifications of policy violations you will

see one of these two dialogs, which are almost identical:

New Custom Email Template

Create your own custom email template for your email notifications

Custom Email Template Name

Email Subject Line

Email Body
Normal » B [ U &£ i= i

Preview Test Email

To send a test email, add your email address, and then click Send Preview.

jane@example.com

| CANCEL ‘

Edit Custom Email Template

Edit your own custom email template for your email notifications.

Custom Email Template Name
Archive 1 Template

Email Subject Line
Archive 1 Violation

Email Body

Nomal ~ B Jf U &£ = E = =

{detectedTimestamp}: A rule violation for Archive 1 involving {fileName}
has occurred. Contact your adminstrator for further information

Preview Test Email

To send a test email, add your email address, and then click Send Preview

jane@example.com SEND PREVIEW

DELETE ‘ GANCEL ‘m

The Edit Custom Email Templateincludesa DELETE link which you can use to delete a custom

template that is no longer needed. Y ou may not delete atemplate that isin use by any rule.

To create a new template or change an existing template:

a. Enter aunique Custom Email Template Name.

b. Enter an Email Subject Line.

c. Enter thetext of the email in the Email Body text box.

The email text can include the following variables, which you must enclose in braces ( {} ):

e {eventld} - The uniqueidentifier the system generates for the policy violation event.

» (detectedTimestamp} - The date and time the violation was detected, formatted as shown in this

example: "Oct 1, 2023 at 14:04 UTC"
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» (actorName} - Name of the user whose action triggered the violation. (Secure Access China gets
thisinformation from the authenticated Active Directory.)

« {actorEmail} - Email address of the user whose action triggered the violation. (Secure Access
China gets this information from the authenticated Active Directory.)

« {fileName} - Name of the data file that triggered the violation.

e {ruleName} - Name of the rule that was triggered.

+ {matchedClassifications} - The data classifications associated with the violation. (See Manage
Data Classifications.)

« {destination} - URL or IP address of the intended destination for the monitored request.

Note: The system replaces avariable with blank text if there is no value assigned to the variable or if
an invalid variable name appears within the braces.

d. D. (Optional) To send atest copy of the email to an address of your choosing, enter an addressin
Preview Test Email and click SEND PREVIEW to send the message. (By default the system uses the
email address of the logged in user.)

e. Click SAVE to return to return to the Data L oss Prevention Policy page.
12. Click Save.

Note: All fields must have options selected to save.

Understand Exclusions in a Real Time Rule

The Data Loss Prevention policy evaluates all active Real Time rules against the web requests in your environment.
Upon determining that a web request matches the identity and destination criteria of a Real Time rule, Secure Access
China then inspects the web request for matches with the rule’ s configured data classifications and file |abels.
Exclusions enable you to narrow your data criteria monitoring to specific applications and destinations. For example,
if you have the rule to monitor data classifications for an application, but want to exclude some domains or URLs
from being scanned, you can exclude a destination list with those domains. Traffic through that application will be
scanned with the exception of the destination list excluded.

Within the context of a Real Time rule, exclusions will always override inclusions. For example, if arule states
that a domain on onelist is excluded but the same domain isincluded on another destination list, the domain will
automatically be excluded from the rule.

Supported Applications

The Real Time DLP rules inspect the content of all Secure Access proxied web requests matching the resources and
destinations selected in the Real Time rules of the Data Loss Prevention (DLP) policy. When aReal Time DLP rule
is configured with Select Destination Lists and Applicationsfor Inclusion, Secure Access scans for data violations
every web request matching the rule’ s applicable resources and targeting a destination matching the rule-configured
destinations. A web request can be aweb form or afile upload. File uploads can be scanned for matches with the
selected data classifications in the file content, file name, or either. Moreover, afile upload can be scanned for the
presence of document properties matching the rule’s File Labels settings. For more information, see Add a Real Time
Rule to the Data L oss Prevention Policy.

Verified applications also support other workflows besides file uploads. For example, if the rule is configured to
Select Destination Lists and Applicationsfor Inclusion and Y ahoo Mail is chosen as an application to scan for
content, the policy can scan for file uploads, emails sent, and draft emails saved. Violations within these workflows
are then blocked or monitored, depending on the action selected in the rule. However, some applications have
limitations when scanning for file names of file uploads. For example, the DLP policy can scan Dropbox for file
uploads, but the file name can not be scanned.

The DLP Real Time rules support thousands of applications, divided into categories for ease of reference. Before
January of 2024, DL P supported a more limited set of applications; the table bel ow lists those applications and the
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limitations on their support. These applications appear in the GUI with the notation (Vetted), as shown in the example
below:

Destinations
Manage destination lists and vetted applications for this rule.
(O All Destinations
Selecting All Destinations will scan the traffic to any application or website the user is browsing 0.

ications for Inclusion

etted applications

(@ Select Destinations Lists and Al

Scans selected destination lists and

Q. gmai
Destinations | Application Categories | Office Productivity Direction @ 0 Selected for Inclusion

Boomerang for Gmail

Gmail (Vetted) I

Inbox By Gmail

Thelist of apps marked Vetted in the GUI, and their workflow limitations, is listed below:

Application Supported Workflows File Name Limitations
Box Cloud Storage File upload
ChatGPT Create conversation
OpenAl ChatGPT API Request and Response of Chat and
Completions
Concur Invoice Receipt upload
Confluence File upload; edit afile

Note: To scan file uploads, you
must select Atlassian and Confluence
as destinations for the DLP rule.

DLPTest.com Submit test message; File upload

Dropbox File upload; File upload add File names of file uploads are not
comment; File upload update scanned.
comment

Note: Dropbox Paper is not
supported using Real Time DLP.

Facebook Messenger Upload afileto chat

Gmail Send email; attach afile; save a draft;
send an email (classic); save a draft
(classic)
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Application

Supported Workflows

File Name Limitations

Jira

Create aticket (epic/story/task/
subtask/bug/customer issue/customer
request) description; upload an
attachment to a newly created ticket
(Atlassian must also be selected);
add a comment to aticket; edit a
comment in aticket; edit description

Note: To scan file uploads, you
must select Atlassian and Jiraas
destinations for the DLP rule.

LinkedIn SlideShare

File upload; publish content after a
file upload; edit a published dlide;
edit privacy settings of a post; report
content as inappropriate; upload
thoughts and ideas on a dideshare;
like athought or slide; upload files
from a Cloud app (Dropbox, GDrive,
Box, Gmail, OneDrive); share
content using linkedln, Facebook, or
Twitter

Monday

Create workspace; create board; add
item-update with file upload; add an
item—update reply with file upload;
add a message to Text column; add
text to Long Text column; add an
update with afile upload to a sub-
item; reply to a sub-item update
with afile upload; add alocal fileto
File column; add an email address
or text to Email column; upload a
fileto ashared form; add text to the
dashboard text widget;

PasteBin

Post a message

SalesForce

File upload; upload file via chatter;
write a post in chatter; write a note;

ServiceNow

Service management post incident;
service automation post incident

ShareFile

Create note; create request list;
upload afileto atask; create atask;
add task comment; send an invite to
anew user; share afile; file upload;
submit aform; remote upload aform;
create afile drop; share afilevia
email; send an email

File names of files uploaded to
ShareFile storage are not scanned.

Slack

File upload; post amessagein a
channel

SmartSheet

File upload; upload attachment to a
form; add comment to aform
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Application Supported Workflows File Name Limitations
WeTransfer File upload; upload afileto a File names of files uploaded to
message WeTransfer are not scanned.
WorkDay HCM Add an address; edit an address; add
text to afield; upload afile
Y ahoo Mail Upload file; send an email; save a
draft

Discovery Scan

Discovery Scan inspects the content of all filesin the tenant that are modified over the selected date range. Asfilesin
the selected tenant are scanned upon content change and context (sharing) change, Secure Access assesses thefile. If
Secure Access detects aviolation, the offending file islisted in the Data L oss Prevention Report.

This topic walks you through how to initiate a scan and how to cancel an ongoing scan.

Note: A discovery scan must be triggered around 24 hours after tenant authorization as the system eval uates and
enumerates the usersin the organization. Any triggering beforehand might not include all users. Secure Access
performs discovery scans on file of up to 50 MB. For each file, the scan extracts up to the first 5 MB of plain text
from thefile, and scans that data for violations.

Prerequisites

* You must authenticate atenant for at least one of the platforms Secure Access supports: Google Drive, Microsoft
365, Dropbox, and Box.

Initiate a Discovery Scan

1. Navigateto Secure > Policy > Data L oss Prevention Policy.
2. Click Discovery Scan.

Policies / Management

© ‘i’ Data Loss Prevention Policy e

When enabled through its rules, the Data Loss Prevention policy can monitor or block the data being uploaded to the web. As well, it can discover and protect the sensitive data stored and
shared in your cloud sanctioned applications. For more information about the Data Loss Prevention policy, see Umbrella’s Help.

DISCOVERY SCAN ‘ ADD RULE v ‘

3. Enter the Scan Details. Choose a platform and tenant of the platform from the drop-down lists.

New Discovery Scan

Configure the details of this Discovery scan. Umbrella inspects the content of all files in the tenant that have changed over the selected date range. If Umbrella detects a data violation, the offending
file is listed in the Discovery report

Scan Name

New Scan 1

Select Platform Select Tenant

Microsoft 365 b d instance for internal and external checks v

4. Select wherein uploaded files you would like the scan to search for the data classifications that you choose.

e Content—(Default) Searches only the content of files for the selected data classifications.

» File Name—Searches only file names for the selected data classifications.

* Content and File Name—Searches content and file names for the selected data classifications.
Both content and file name do not need to match for the scan to apply, only one or the other.

Note: Choosing Content, File Name, or Content and File Name refers to scanning file uploads for the
selected data classifications and configured file labels.
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5. Select the required Data Classification of your choice. Y ou can select multiple tenants.

Data Classification

Select where to search for the selected data classifications.

@ Content QO File Name

(O Content and File Name

Select data classifications to add them to this rule.

Aggressive Behavior for a PREVIEW
PIl - Teams PREVIEW
PCI - Teams PREVIEW
HIPPA_UK Site PREVIEW
() ITAR_Finances PREVIEW
[J Agrsi PREVIEW
[ My Classifi PREVIEW
O sox PREVIEW

Aggressive Behavior for all

Terminology that indicates a context of
aggressive intent.

Data Identifiers

Aggressive Behavior V1

Aggressive Behavior V2

My Aggressive Behavior keyword

DATA CLASIFICATION >

6. Enter the Date Range to define the scanning scope. Note that only files modified in the selected date range are

scanned.

File Activity Date Range

Configure the file activity date range to define the scope of this scan. Umbrella scans all files that have changed over the selected
date range. All dates must occur in the past with a maximum of 180 days from today.

@ Number of Days from Today
‘ 120 Days % ‘

O Exact Date from Today

7. Click Scan to initiate.

8. Click Continue and Scan.

Note: Only one scan executes at atime. The scan might take a while. Once completed, you can initiate another

scan.

Discovery Scan

A discovery scan might take several hours or more to complete. To monitor a

scan's progress, navigate to Reports > Data Loss Prevention.

For more information, see Umbrella's Help.

Only one scan can be performed at a time.

| understand. Don't show this message again.

CONTINUE AND SCAN
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9. Click Discovery Report to view the progress of the scan results.

For more information on DLP reports, refer to DLP Report.

Policies / Management

© Ui&' Data Loss Prevention Policy e

When enabled through its rules, the Data Loss Prevention policy can monitor or block the data being uploaded to the web. As well, it can discover and protect the sensitive data stored and

shared in your cloud sancti ications. For more i ion about the Data Loss Prevention policy, see Umbrella’s Help.
Discovery scan in progress: Discovery report [ ADDRULE  \/
30 DLP Rules
Data Classifications
Rule Type Name Severity Action Identities Destinations B Last Modified
C€IZD  NewRue o Low © Quarantine com  Data Classificati Jun 21, 2022
- Microsoft 365 Al Built-In Identifiers
classification for identities ch...
[ Reai Time © Medium @ Monitor 1 Identity Inclusion Data Classifications Jun 17,2022
Al Destinations Al Built-In Identifiers

shlomi australia bank account
TTD Dict Classif

Cancel a Discovery Scan
1. Navigateto Reporting > Additional Reports> Data L oss Prevention.
2. Switch to the Discovery tab.

© ..ty Data Loss Prevention

Events

m Scan: New Scan v ] [ Q Search. Advanced v

3. Click Cancel Scan. Results of the ongoing scan are displayed in the ribbon.

Note that the cancelation of a scan might take a few minutes.

Events  Discovery

| Displaying results from ongoing scan ‘New Scan 22 Scanned 24000 files, and completed 5 users out of 6 users. GANGEL SCAN |

Application
O Google Drive 8545 Total Files b3
(O Microsoft OneDrive

File Owner File Name Application Exposures  Data Classifications LastModified ¥ >
(O SharePoint Online
[0 Webex Teams Microsoft OneDrive  Private @I ! Built-In dentifiers  Sep 19, 2022 at

Last Modified Microsoft OneDrive  Private @ELZZED A Built-In Identifiers  Sep 15, 2022 at

Microsoft OneDrive ~ Private  (QEIEEZTSNND Al Built-In Identifiers ~ Aug 18, 2022at -+

Microsoft OneDrive ~ Private  (QEIEEZTSND Al Buitt-In dentifiers ~ Aug 18, 2022at -+

Exposure

0
@]
@]
(@]
(@]
@)

Microsoft OneDrive ~ Private  (QEIEEZTSNND Al Buitt-In dentifiers  Aug 9, 2022t 1 --+
Shared publicly

Shared with external users Microsoft OneDrive  Private Al Built-In Identifiers ~ Aug 9, 2022t 1 -

Organisation share Microsoft OneDrive  Private  (QEIKECTSNND Al Built-In dentifiers  Aug 9, 2022t 1 --+

Domain-wide share

Microsoft OneDrive ~ Private  (QEEEZENMD Al Buit-In Identifiers  Aug 9, 2022at 1 -+«
Group share

Private Microsoft OneDrive  Private @ELZZID A Built-In dentifiers  Aug 8, 2022at 1 -+
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4. You can choose to either discard or keep the scan results and history. Click Cancel Scan.

Cancel Discovery Scan

® Discard results and history

Discard this discovery scan's results and history.

O Keep results and history

Keep this discovery scan's results and history.

Edit a Data Loss Prevention Rule

After adding a Real Timerule, you can edit it to change what traffic it monitors (identities and destinations) or what
cloud tenant is applicable to, the data classifications and file labels that represent the data violation criteria, and the
action to be enforced upon detecting data violations in the scanned content.

Note: Editing arule does not impact any running Discovery Scan, it only impacts incoming events for the scan.

Prerequisites

* Full admin access to the Secure Access dashboard. See Manage Accounts.

» For Real Time DLP rules, HTTPS Inspection must be enabled either on the Web Default Policy, or at least one
web policy ruleset where the same identity is configured in a DLP rule. For example, if the identity "Network A"
is configured for aDLP rule, it must also be configured for aweb policy ruleset where HTTPS is enabled. For
more information, see Manage Traffic Decryption and Manage Web Profiles.

Procedure

1. Navigateto Secure > Policy > Data L oss Prevention Palicy.
2. Click the M ore Actions menu, and select Edit Rule.

DISCOVERY SCAN ADD RULE v

10 DLP Rules

CCI®  Acuressive o Critical © Block 1 Identity Inclusion Data Classifications DissbloRule. @0
Al Destinations Aggressive
Edit Rule
Delete Rule
€I coAnl o High @ Monitor org - Google Data Classifications Sep 21, 2022
Drive Credit Cards

3. Make the changes and click Save.

Delete a Data Loss Prevention Rule

Y ou can delete a Data L oss Prevention rule at any time. To edit arule, see Edit a Data L oss Prevention Rule.

Deleting arule does not impact arunning Discovery Scan, it only impacts incoming events for the scan.

Prerequisite

¢ Full Admin user role. For more information, see Manage Accounts.

Procedure

1. Navigate to Secure > Policy > Data L oss Prevention Policy.
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2. Click the More Actions menu, and click Delete Rule.

DISCOVERY SCAN ADD RULE N

10 DLP Rules

[ Real Time JEYCIIECSIVEY @ Critical © Block 1 Identity Inclusion Data Classifications Disable Rule «
All Destinations Aggressive
Edit Rule
Delete Rule
€& ccaRl o High @ Monitor org- Google  Data Classifications Sep 21, 2022
Drive Credit Cards

3. Confirm deleting the rule and then click Delete.

Delete Data Loss Prevention Rule
Are you sure you want to delete the rule 'Aggressive'?

Delete rule 'Aggressive!

o | (N

Enable or Disable a Data Loss Prevention Rule

Newly added rules are automatically enabled for the Data Loss Prevention policy. When you navigate to Secure >
Policy > Data L oss Prevention Poalicy, disabled rules appear faded. Note that enabling or disabling a rule does not
impact any running Discovery Scan, it only impacts incoming events for the scan.

Prerequisites

* Full Admin user role. For more information, see Manage Accounts.

e For Real Time DLP rules, HTTPS Inspection must be enabled either on the Web Default Policy, or at least one
web policy ruleset where the same identity is configured in a DLP rule. For example, if the identity "Network A"
is configured for aDLP rule, it must also be configured for aweb policy ruleset where HTTPS is enabled. For
more information, see Manage Traffic Decryption and Manage Web Profiles.

Disable a Rule

1. Navigate to Secure > Policy > Data L oss Prevention Policy.
2. Click the More Actions menu, and click Disable Rule.

DISCOVERY SCAN ADD RULE v

10 DLP Rules

. Clacsificati
I  Agressive o Ciitical © Block 1 Identity Inclusion Data Disable Rule | @O
All Destinations Aggressive
Edit Rule
Delete Rule
€& ccarl o High € Monitor org - Google  Data Classifications Sep 21, 2022

Drive Credit Cards
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3. Confirm disabling the rule and then click Disable.

Disable Data Loss Prevention Rule

Are you sure you want to disable rule 'Aggressive'?

Disable rule 'Aggressive!

Enable a Rule

1. Navigate to Secure > Policy > Data Protection Palicy.
2. Click the More Actions menu, and click Enable Rule.

DISCOVERY SCAN ADD RULE %

12 DLP Rules

Enable Rule

Edit Rule

Delete Rule

3. Confirm enabling the rule and then click Enable.

Enable Data Loss Prevention Rule

Are you sure you want to enable rule 'Aggressive'?

Enable rule 'Aggressive:

oo | (R

Supported File and Form Types

The Data L oss Prevention policy can monitor or block the data being uploaded to the web. The policy discovers and
protects the sensitive data contained in your cloud-sanctioned applications. The DLP scans the plain text of filesup
to 50 MB. DLP scans archives as well asfiles containing embedded files; for these, DLP can extract and scan content
for up to 100 files nested up to 10 levels deep. Secure Access scans al files uploaded through the Secure Access
SWG proxy that match the Real Timerules’ criteria, as well as the files stored in the Secure Access authorized cloud
tenants and performs a deeper analysis for the following mime types:

Mime Type File Type

application/msword Word .doc, .docx

application/pdf PDF

application/rtf RTF

application/vnd.ms-excel Excel .xlsx
application/vnd.ms-powerpoint PowerPoint .ppt
application/vnd.oasi s.opendocument. presentation OpenDocument Presentation .odp




Mime Type

File Type

application/vnd.oasi s.opendocument.spreadsheet
application/vnd.oasis.opendocument.text

application/vnd.openxmiformats-
officedocument. presentationml . presentation

application/vnd.openxmiformats-
officedocument.spreadsheetml .sheet

message/rfc822

text/csv

text/ntml

text/plain

text/rtf
text/tab-separated-values

text/url

OpenDocument Sheet .ods
OpenDocument Word .oth
PowerPoint .pptx

Excel .xlIsx

E-mail

Ccsv
HTML/XML
Plain text .txt
RTF

TSV

URL

The Real Time DLP rules can scan the content of all applicable web requests of the following form types:

« JSON

« XML

« URL encoded
e Multipart form

Best Practices for the Data Loss Protection Policy

Some of the Data L oss Prevention policy's built-in identifiers have the potential to produce false positivesif not
customized to narrow the scope of the inspection. The following are recommended to reduce the number of false
positives in these classifications. For more information on customizing an identifier, see Copy and Customize a Data
I dentifier.

Threshold

The default threshold for built-in identifiers without toleranceis 1. This means that the policy will search for content
where the identifier is met only once within afile. Increasing the threshold will scan content for instances where

the identifier is met more than once, creating fewer false positives for each individual instance of the identifier. A
threshold of 10, for example, only monitors or blocks afile if 10 instances of the identifier are found in thefile.

Proximity Terms
Proximity keywords reduce fal se positives by requiring identifiers to match within 10 terms of specified words.

For example, a Canadian bank account identifier will search for a pattern matching Canadian bank account numbers
and transit numbers. A document containing several random numbers matching that pattern could produce false
positives, however, if proximity terms such as"Canada' and "bank" are added to the customized identifier, the scope
of the inspection is reduced.
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Manage Data Classifications

The Data Loss Prevention (DLP) policy monitors or blocks content based on the rules configured for the policy. The
rules use data identifiers and data classifications, which describe the type of datato be monitored or blocked. The file
and form types supported by the DLP policy are listed here.

Dataidentifiers describe the content the Data L oss Prevention Policy monitors or blocks. Data identifiers can describe
Personal Information Identifiers (PIl) that may identify an individual, such as financial account numbers, medical
records, passport or government identification numbers, or credit card numbers. Data identifiers can also describe
certain content an organization may wish to monitor or block within its network traffic, such as discriminatory

or aggressive content. Umbrella provides a collection of built-in data identifiers (see Built-in Data Identifiers and
Individual Data ldentifiers), and you can create custom identifiers based on the built-in data identifiers (see Copy and
Customize a Data I dentifier).

Data classifications are groups of dataidentifiers combined for the purpose of monitoring or blocking closely related
content. For example, you can create a data classification that encompasses medically related content by including the
built-in identifiers for ICD codes, drug names, prescription names, health conditions, and national drug code names.
The classification, when applied to arule in the Data L oss Prevention Policy, will monitor or block content matching
those identifiers.

There are three ways to establish a data classification to apply to a dataloss prevention rule:

* You can create a custom data classification entirely of your own design. (See Add a Data Classification.)
* You can create a custom data classification based on a built-in data classification provided by Secure Access. (See
Copy and Customize a Built-In Data Classification).

* You can apply abuilt-in data classification provided by the system.

Secure Access provides four different built-in data classifications. Y ou can apply these directly to your DLP rules or
copy them and customize the copiesto create your own data classifications. Each of the built-in data classifications
has a different set of built-in data identifiers associated with it. .

Add a Data Classification

Y ou can create adata classification to help you monitor content with specific characteristics. Custom data
classifications can be used in real time rules and discovery scans.

The building blocks for data classifications are data identifiers. The data identifiers that you choose for adata
classification determine the type of datafor which rules using that data classification will scan.

The system offers built-in data identifiers you can choose from:

Built-In Identifiers

These identify data using pattern matching and dictionary lookups. The descriptions shown in the GUI
provide details about the type of data they match. For more information, see Built-In Data Identifiers.

The system offers three types of data identifiers you can create yourself applying different methods of data analysis:
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Custom Identifiers

Y ou can create custom identifiers to match specific terms and pattern expressions of your choosing. See
Create a Custom Identifier .

Exact Data Match ldentifiers

Exact Data Match Identifiers use fingerprinting to identify datain structured documents that match criteria
you define. (See Create an Exact Data Match Identifier for more information.)

Indexed Document Match Identifiers

Indexed Document Match Identifiers use fingerprinting to identify datain unstructured documents that
match criteria you define. See Create an Indexed Document Match Identifier for more information.

To delete or edit adata classification, see Delete or Edit a Classification.

Prerequisites

e Full Admin user role. For more information, see Manage Accounts.

Procedure

1. Navigate to Secure > Settings > Data Classification > Data Classifications. Click Add.

P
Data Classification ©

For more information about data classification, see Help (7'
Data Classifications ~ Exact Data Matches  Indexed Document Matches

For more information about data classification, see Help ' /ADD CUSTOM IDENTIFIER

Built-in GDPR Classification :;;\:ded Identifiers gxc\uded Identifiers Last Updated o

Built-in HIPAA Classification Included Identifiers Excluded Identifiers I:aa( Updated

n 0

Built-in PIl Classification Included Identifiers Excluded Identifiers Last Updated o
4 0 -

Built-in PCI Classification Izns;:\uded Identifiers ;xc\uded Identifiers Lras( Updated o

2. Giveyour classification a meaningful name and description.
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3. Under Include Data | dentifier s, select a Boolean operator to separate the identifiers included in the classification.

OR—At least one of the data identifiers included must match during rule evaluation.

AND—AII of the data identifiers included must match during rule evaluation.

v Data Classification

Data Classification Name Description (Optional)

ExampleClassification | | Example Classification for Documentation

Include Data Identifiers @

Select Boolean Operator [ ]
® OR () AND

» Built-in Data ldentifiers

» Custom ldentifiers

Exclude Data Identifiers @

p Built-in Data Identifiers

» Custom ldentifiers

CANCEL ‘
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4. Under Include Data I dentifiers, expand Built-in Data | dentifier s and select dataidentifiers to include in the
data classification.

Included Data Identifiers

AWS - API Key >

AWS - Secret Key >

Include Data Identifiers @

Select Boolean Operator (i ]

® oRrR O AND

A Built-in Data Identifiers

‘ Q Search in Data Identifiers

Built-in Identifiers

(J ABA Routing Number (US)
O Aggressive Behavior

() AWS - Access Key

[J AWS - Session Token

[ Azure - Access Key

(J Azure - Access Token

vV oV VvV VYV WV

O Azure - API Key

» Custom Identifiers

5. Under Include Data I dentifiers, expand Custom I dentifiers and enter custom identifiers to include in the data
classification.

Choose from:

¢ Custom ldentifiers
* Exact DataMatch Identifiers

Note: Exact Data Match Identifiersthat are greyed out have not yet been indexed and may not be selected.
(See Create an Exact Data Match Identifier for more information.)

¢ |ndexed Document Match Identifiers

Note: Indexed Document Match Identifiers that are greyed out have not yet been indexed and may not be
selected. (See Create an Indexed Document Match Identifier for more information.)

Included Data Identifiers

AWS - API Key >

AWS - Secret Key >

Include Data Identifiers @

Select Boolean Operator i ]
® or O anD
» Built-in Data Identifiers

A Custom Identifiers

Q  Search in Custom Data Identifiers
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6. Under Exclude Data I dentifiers, expand Built-in Data | dentifier s and choose data identifiers to exclude from
the data classification.

Included Data Identifiers

AWS - API Key >

AWS - Secret Key >
Excluded Data Identifiers

AWS - Session Token >

Azure - Access Key >

Include Data Identifiers @

Select Boolean Operator (]

@® or O aND

» Built-in Data Identifiers

» Custom Identifiers

Exclude Data Identifiers @

A Built-in Data Identifiers

Q_ Search in Custom Data Identifiers

Built-in Identifiers
@] Aggressive Behavior
O AWS - Access Key

O AWS - API Key

VooV VWV

O Aws - secret Key
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7. Under Exclude Data I dentifiers, expand Custom I dentifier s and choose custom data identifiers to exclude from
the data classification.

Choose from:

¢ Custom ldentifiers
* Exact DataMatch |dentifiers

Note: Exact Data Match Identifiersthat are greyed out have not yet been indexed and may not be selected.
(See Create an Exact Data Match Identifier for more information.)
« Indexed Document Match Identifiers

Note: Indexed Document Match Identifiers that are greyed out have not yet been indexed and may not be
selected. (See Create an Indexed Document Match Identifier for more information.)

Included Data Identifiers

AWS - APl Key >

AWS - Secret Key >

Excluded Data Identifiers

AWS - Session Token >

Azure - Access Key >

Include Data Identifiers @

Select Boolean Operator [

® or O AND

» Built-in Data Identifiers

» Custom Identifiers

Exclude Data Identifiers @

» Built-in Data Identifiers

A Custom Identifiers

Q_ Search in Custom Data Identifiers

8. You may expand any built-in dataidentifier and click COPY & CUSTOMIZE to create a new customized data
identifier. See Copy and Customize a Data |dentifier.

Built-in ldentifiers

[0 ABA Routing Number (US) )

Description
US ABA Routing Mumber matches a valid routing number combined with any of the following within a proximity of 10 terms: aba, aba#

&, aba routing num uting#, aba numker, abaroutingnumber, ar ngr, american bank as:
e americanbank , americanbankassociationroutingnumber, bank routing numizer, bankrouting#, bankroutingnumioer,

MS case insensitive.}

COPY & CUSTOMIZE


https://docs.umbrella.com/umbrella-user-guide/docs/built-in-data-identifiers
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9. Click Save.

Data Classification Mame Description

Example Classification Example (

ication for Documentation

Included Data ldentifiers

Bank Account Number (US) >
IRS Forms &
Excluded Data ldentifiers

Bank Account Number (Canadal) by

Stock >

Include Data Identifiers @

Select Boolean Operator [ ]
@® orR O AND

* Built-in Data ldentifiers
» Custom ldentifiers

Exclude Data Identifiers @

» Built-in Data ldentifiers

» Custom ldentifiers

Y our new classification is listed on the Data Classification page, and will be available to you when you Add a Real
Time Rule to the Data L oss Prevention Policy, or initiate a new Discovery Scan.

Copy and Customize a Built-In Data Classification

The system provides four different built-in data classifications you can use in real time rules and discovery scans.
These are:

PIlI Data Classification

Personal Information Identifiers; data that includes any personal information that may identify an individual, such as
financial account numbers, medical records, passport or government identification numbers, or credit card numbers.

PCI Data Classification
Datarelated to the Payment Card Industry.

GDPR Data Classification

Common personal data associated with the European Union’'s General Data Protection Regulation. Customers can use
these identifiers to support GDPR compliance within their organizations.
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HIPAA Data Classification

Personal medical and healthcare data associated with the United States' Health Insurance Portability and
Accountability Act. Customers can use these identifiers to support HIPAA compliance within their organizations.

. You can create custom data classifications based on any of the built-in data classifications. Simply copy the desired
built-in classification, make changes to the copy, and save it as a custom data classification.

The building blocks for data classifications are data identifiers. The dataidentifiers selected for a data classification
determine the type of data for which rules using that data classification will scan. Built-in data classifications have
dataidentifiers already selected for them; you can produce your own customized versions of these classifications by
removing selected identifiers or adding other identifiers.

The system offers built-in data identifiers you can choose to remove from or add to your customized version of a
built-in data classification:

¢ Built-In Identifiers

These identify data using pattern matching and dictionary lookups. The descriptions shown in the GUI provide
details about the type of data they match. For more information, see Built-In Data I dentifiers.

* Machine Learning ldentifiers

These identify data based on Al analysis of example documents. For example, the identifier for Patent Files has
been trained to recognize documents that are likely patent applications. For more information, see Built-In Data
Identifiers.-->

The system offers three types of dataidentifiers you can create yourself applying different methods of data analysis.
Y ou can add these to your customized version of a built-in data classification:

¢ Custom ldentifiers

Y ou can create custom identifiers to match specific terms and pattern expressions of your choosing. See Create a
Custom Identifier .

* Exact DataMatch Identifiers

Exact Data Match Identifiers use fingerprinting to identify datain structured documents that match criteriayou
define. (See Create an Exact Data Match Identifier for more information.)
* Indexed Document Match Identifiers

Indexed Document Match Identifiers use fingerprinting to identify datain unstructured documents that match
criteriayou define. See Create an Indexed Document Match Identifier for more information.

To delete or edit adata classification, see Delete or Edit a Classification.

Prerequisites

e Full Admin user role. For more information, see Manage Accounts.

Procedure

1. Navigateto Secure > Settings > Data Classification > Data Classifications.
Data Classification @

For more Information about data classification, see Help 7
Data Classifications  Exact Data Matches  Indexed Document Matches
For more information about data classification, see Help (7' AADD CUSTOM IDENTIFIER
Built-in GDPR Classification v
Buit-in HIPAA Classification Fludedidentifiers. Bacluded identifiers Last Updated v

Built-in Pll Classification ! e v

u d ntifiers cluded Identifiers Last Upe ed
Built-in PCI Classification ueedisend e v
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2. Expand one of the built-in data classifications and click Copy.

Included Identifiers Excluded Identifiers Last Updated

Built-in HIPAA Classification " 0 _ ~
Data Classification Name Description (Optional)
Built-in HIPAA Classification ] [ A classification containing multiple identifiers to help detect violations of HIPAA compliance

Included Data Identifiers

Date of Birth

Drug Name and Person Name (US)

Drug Name and Social Security Number (US)

Health Condition and Person Name (US)

Health Condition Name and Social Security Number (US)

ICD Code

>
>
>
>
>
>
>

ICD Code and Person Name (US)

3. Givethe new data classification a meaningful name and description.

Copy Data Classification

Data Classification Name Description (Optional)

Custom Built-in HIPAA Classification ] [ A customized classification containing multiple identifiers to help detect violations of HIPA...

Included Data Identifiers

Date of Birth

Drug Name and Person Name (US)

Drug Name and Social Security Number (US)

Health Condition and Person Name (US)

Health Condition Name and Social Security Number (US)

ICD Code

VoV VvV VNV VWV

ICD Code and Person Name (US)

Include Data Identifiers @

Select Boolean Operator o

® or O AND

» Built-in Data Identifiers

> Custom Identifiers

Exclude Data Identifiers @

» Built-in Data Identifiers

> Custom Identifiers
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4. Make the desired changes to the new data classification. Choose from the following:

Change the Boolean operator

OR—At least one of the data identifiers selected must match during rule evaluation.
AND—AII of the data identifiers selected must match during rule evauation.

Copy Data Classification

Data Classification Name Description [Opticnal}

| Custom HIPAA Classification | | A customized classification containing multiple identifiers to help detect viclations of HIPA_..

Select Boolean Operator

® orR O anD

Selected Data Identifiers

Date of Birth

Drug Name and Person Name (US)

Drug Name and Social Security Number (US)

Health CGondition and Person Name (US)

Health Condition Name and Social Security Number (US)
ICD Code

ICD Code and Person Name (US)

ICD Code and Social Security Number (US)

Medical Prescriptions (US)

Mational Drug Code Number - NDC

Social Security Number (US) - Strict

» Built-in Data Identifiers

B Custom Identifiers

Deselect pre-selected data identifiers.

WV W | W W W W W W WY WY
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Copy Data Classification

Data Classification Name Description (Optional)

Custom Built-in HIPAA Classification ] 1 A customized classification containing multiple identifiers to help detect violations of HIPAA

Included Data Identifiers

Date of Birth

Drug Name and Person Name (US)

Drug Name and Social Security Number (US)

Health Condition and Person Name (US)

Health Condition Name and Social Security Number (US)

ICD Code

VoV VvV VLV VYV

ICD Code and Person Name (US)

Include Data Identifiers @

Select Boolean Operator (]

® or O AND

» Built-in Data Identifiers

» Custom Identifiers

Exclude Data Identifiers @

» Built-in Data Identifiers

» Custom Identifiers

Expand Built-in Data I dentifiers and select additional dataidentifiers.
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Copy Data Classification

Data Classification Name Description (Optional)

Custom Built-in HIPAA Classification ] [ A customized classification containing multiple identifiers to help detect violations of HIPA...

Included Data Identifiers

Date of Birth

Drug Name and Person Name (US)

Drug Name and Social Security Number (US)

Health Condition and Person Name (US)

Health Condition Name and Social Security Number (US)

ICD Code

VoV VNV VL VWV

ICD Code and Person Name (US)

Include Data Identifiers @

Select Boolean Operator [

@® or O aND

A Built-in Data Identifiers

Q  Search in Data Identifiers

Built-in Identifiers

() ABA Routing Number (US)
@] Aggressive Behavior

[0 AWS - Access Key

O AWS - API Key

[J AWS - Secret Key

O AWS - Session Token

VoV vV VNV VYV

O Azure - Access Key

» Custom Identifiers

Exclude Data Identifiers @

» Built-in Data Identifiers

» Custom Identifiers

o) I

Expand Custom I dentifiers and select additional data identifiers.
(Custom Identifiers, Exact Data Match Identifiers, and Indexed Document Match I dentifiers).

Note: Exact Data Match Identifiers and Indexed Document Match Identifiers that are greyed out have not
yet been indexed and may not be selected. (See Create an Exact Data Match Identifier or Create an Indexed
Document Match Identifier for more information.)
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Copy Data Classification

Data Classification Name Description (Optional)

Custom Built-in HIPAA Classification ] [ A customized classification containing multiple identifiers to help detect violations of HIPA...

Included Data Identifiers

Health Condition Name and Social Security Number (US)
ICD Code

ICD Code and Person Name (US)

ICD Code and Social Security Number (US)

Medical Prescriptions (US)

National Drug Code Number - NDC

VoV VOV VYV YV

Social Security Number (US) - Strict

Include Data Identifiers @

Select Boolean Operator (]

@® or O AND

» Built-in Data Identifiers

A Custom Identifiers

Q  Search in Custom Data Identifiers

Exclude Data Identifiers @

» Built-in Data Identifiers

> Custom Identifiers

* You may expand any built-in dataidentifier and click COPY & CUSTOMIZE to create a new customized
dataidentifier. See Copy and Customize a Data Identifier.


https://docs.umbrella.com/umbrella-user-guide/docs/built-in-data-identifiers

Copy Data Classification

Data Classification Name
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Description (Optional)

Custom Built-in HIPAA Classification

J [ A customized classification containing multiple identifiers to help detect violations of HIPA...

Included Data Identifiers

Date of Birth

Description

Date of Birth matches a valid date of birth format combined with any of the following keywords within a proximity of 10 terms: dob, date
of birth, birth date (or) birthdate. (All terms case insensitive.)

Type
Built-In

COPY & CUSTOMIZE

Include Data Identifiers @

Select Boolean Operator (i ]

@® or O AND

A Built-in Data Identifiers

Q  Search in Data Identifiers

Built-in Identifiers

O ABA Routing Number (US)
(@] Aggressive Behavior

[ AWS - Access Key

O AWS - API Key

(O Aws - Secret Key

(J AWS - Session Token

O Azure - Access Key

» Custom Identifiers

Exclude Data Identifiers @

» Built-in Data Identifiers

» Custom Identifiers

VoV OV VNV VWV
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5. Click Save.
Copy Data Classification

Data Classification Name Description (Cptional)

| Custom HIPAA Classification | | A customized classification containing multiple identifiers to help detect viclations of HIPA..

Select Boolean Operator

® OR ) AND

Selected Data Identifiers

<]

Date of Birth

(<]

Drug Mame and Person Name (US)

a

Drug Name and Social Security Number (US)

a

Health Condition and Person Name (US)

(<]

Health Condition Name and Social Security Number (US)

a

ICD Code

<]

ICD Code and Person Name (US)

<]

ICD Code and Social Security Number (US)

(<]

Medical Prescriptions (US)

<]

National Drug Code Number - NDG

a
VW v v v v v v v v v

Social Security Number (US) - Strict

» Built-in Data Identifiers

p Custom ldentifiers

Y our new classification is listed on the Data Classification page, and it will be available to you when you Add a Real
Time Rule to the Data Loss Prevention Policy or initiate anew Discovery Scan.

Data Classification @
Add
For more information about data classification, see Help '

Data Classifications ~ Exact Data Matches  Indexed Document Matches

For more information about data classification, see Help ' ADD CUSTOM IDENTIFIER

I Included Identifiers Excluded Identifiers Last Updated
v
Custom HIPAA Classification 0 Dec 23, 2024

Built-in GDPR Classification Included Identifiers Excluded Identifiers Last Updated o
534 0 -

Built-in HIPAA Classification Included Identifiers (E)xc\uded Identifiers I:ast Updated o

Built-in Pll Classification Included Identifiers Excluded Identifiers Last Updated o
4 0 -

Built-in PCI Classification Included Identifiers (E)xc\uded Identifiers I:ast Updated o
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Delete or Edit a Classification

After adding a data classification, you can delete or edit it at any time. To add a data classification, see Add a Data
Classification or Copy and Customize a Built-In Data Classification.

Note: Y ou cannot edit or delete a built-in data classification.

Prerequisites

e Full Admin user role. For more information, see Manage Accounts.

Delete a Classification

1. Navigate to Secure > Settings > Data Classification. Click Data Classifications.
2. Expand adata classification and click Delete.

Included Identifiers Excluded Identifiers Last Updated

. ~
Custom HIPAA Classification n 0 Dec 23, 2024
Data Classification Name Description (Optional)

Custom HIPAA Classification ] { A customized classification containing multiple identifiers to help detect violations of HIPA...

Included Data Identifiers

Date of Birth

Drug Name and Person Name (US)

Drug Name and Social Security Number (US)

Health Condition and Person Name (US)

Health Condition Name and Social Security Number (US)

ICD Code

vV oV VvV VL VYV

ICD Code and Person Name (US)

Include Data Identifiers @

Select Boolean Operator (i ]

@® or O AND

» Built-in Data Identifiers

» Custom Identifiers

Exclude Data Identifiers @

» Built-in Data Identifiers

» Custom Identifiers
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3. Confirm deleting the classification and then click Delete.

Delete Data Classification

Are you sure you want to delete the data classification 'Custom HIPAA Classification'?
A deleted data classification cannot be recovered.

Confirm delete.

CANCEL

Edit a Classification
Note: You may not edit a built-in data classification.

1. Navigateto Secure > Settings > Data Classification > Data Classifications.
2. Expand adata classification.
3. Edit the data classification as needed and click Save.

Create an Exact Data Match Identifier

Exact Data Matching (EDM) is a data classification and matching technique that effectively detects data loss
incidents involving sensitive records maintained and stored in a structured data format. EDM is designed to help
protect sensitive data by fingerprinting data instead of leveraging pattern matching techniques.

Umbrella performs Exact Data Matching using an EDM template, which you create by uploading a plain text CSV
file that describes the fields to be matched, and choosing an EDM type for each field described in the CSV file. You
must aso specify which fields are required for a match, and their priority. Once the EDM template is created, you will
obtain an ID for it from the Umbrella Ul.

Y ou must then download the DLP indexer and run the indexer against your data records using the EDM template.
The DLP indexer validates records against the template and generates hash fingerprints for those records, creating an
EDM.

Once you have run the indexer, you will have an Exact Data Match Identifier associated with the documents. Y ou will
then be ableto:

1. Create a Data Classification that uses the EDM as a custom data identifier (as described in Create a Data
Classification or Copy and Customize a Built-In Data Classification).

2. CreateaDLP rulethat uses the Data Classification including that EDM ldentifier. (For more information on DLP
rules, see Manage the Data L oss Prevention Policy.)

With these configurations in place, Secure Access will be able to monitor and/or block transmission of structured files
containing records that match your indexed data. Matching records meet the criteria you establish when you create the
EDM template.

Prerequisites

e Full Admin user role. For more information, see Manage Accounts.
WM version 17+
» Thetemplate CSV you upload must meet the following requirements:

« Thefile can not be larger than 10 KB.
» The second and ensuing rows may contain sample data; be aware, however, that this data will not be indexed
unlessit also appearsin the source data CSV file.

* TheDLPindexer supports data files with up to 55 million records. The exact records limit is determined by
the total number of columns and the number of those are of Alphanumeric type. The indexer displays the exact
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limit when attempting to load afile that exceedsit. If your dataset is larger than the limit, you need to split the
records into multiple files. For errors received when indexing alarge file, see Memory Tuning for DLP Exact Data
Matching Indexer.

» Both the template and source data CSV files must meet the following requirements:

e A multi-term (multi-word) field can contain a maximum of 6 space-separated words.

e Thedatafile must contain only 1 byte or 2 byte UTF-8 encoded characters.

e Thefirst row of data must have between 1 and 50 fields and each row must have the same number of fields.

» Thefirst row of data must specify the name of each field, and each value must be unique.

« Datain the second and ensuing rows must comply with the EDM field types and supported formats (see Exact
Data Match Field Types).

» Thefield namesin the sample data template must match the field namesin the actual data sourcefile. The field
names must appear in the same order in both files.

CAUTION: Do not create, edit, or view the template or source data CSV file using Microsoft Excel, asthis
may corrupt the file. Use atext editor.

Note: If any of the values provided in the source file to the DL P indexer fail to be validated as per the supported
format, then the DLP indexer will skip that record and proceed with indexing the remaining records. The indexer also
behaves in this manner for any records that may exceed the template-defined fields, and for empty rows or records
with empty primary values. The position of the skipped recordsin the file will be provided as part of the output of the
DLP indexer.

The following procedure uses the following example CSV file for both the template and indexed source data:

Enmi | , SSN, Passport nunber - US, Credit card nunber

r_t@nmail.com 113011111, 123456789USA1234567U1234567, 5205105105105109
r_ppp@nmail.com 248257990, 123456789USA1234567U1234567, 4532237384050172
r_opop@nuil.com 363265019, 123456789USA1234567U1234567, 4532549977031249
ppo_t @nai | . com 417279936, 123456789USA1234567U1234567, 4539157470627290

Procedure

1. Navigateto Secure > Settings > Data Classification > Exact Data Matches and click ADD EXACT DATA
MATCH IDENTIFIER.

Data Classification

For more information about data classification, see Help &'

Data Classifications  Exact Data Matches  Indexed Document Matches

No Exact Data Match Identifiers Found.

ADD EXACT DATA MATCH IDENTIFIER


https://support.umbrella.com/hc/en-us/articles/11768804133524-How-Can-I-Adjust-Memory-Settings-for-the-DLP-Exact-Data-Matching-Indexer
https://support.umbrella.com/hc/en-us/articles/11768804133524-How-Can-I-Adjust-Memory-Settings-for-the-DLP-Exact-Data-Matching-Indexer
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2. Provide aname and description for the exact data match, then upload sample data and click Next.

Note: Do not upload any real datain the CSV. Use only sample data for the template.

Mew Exact Data Match

o Upload Template Figtd Difinition Matching Conditions Index Data
Exact Data Match Mame Description [Oprions]

| Exact Data Matching Example Corp ‘ | EDM for Example Corp

Uploaded File

B Examp eCorpTemplate.csv (343 bytes

3. From the drop-down menu, choose the type of data of each field.

The available field types are described in Exact Data Match Field Types:

New Exact Data Match

. Upload Template o Field Definition Matching Conditions Index Data
For each field, choose 2 type that best describes that field. You must select a Primary field. Data in this field is then considered the record’s mast
unigue and sensitivs ta. All other fields then become secondary.

Field Name Sample Data Type @ Primary
E | [Fraametcom,rpopagmatcom | [ Emei Adaress v] o

| . | | 2482 | | Soisl Security Mumber (US) - Stict ~ | o)

| 5 | | 23 AOUSATZ3 23456 | | Pazeport Number (US) R | 9]

| | |s2 53223738 | | Cradit Card Number - Strict o | ®

4. Select the Primary field that must be found with other data fields for the identifier to match and click Next. The
primary field should be the field in the record to always match. The secondary fields are the number of fieldsin

the record that should be present with the primary field to match.

5. Enter the minimum number of secondary fields required to be found within 10 terms of the primary field for a
match. Y ou can have no secondary field, or up to as many fields in the record that are not the primary field. For
example, if at least 3 secondary fields are required, then the identifier will trigger an event only when 3 or more
additional fields are found with the primary field. If the .csv file has only 1 column, then the secondary option is

greyed-out and automatically set to 0. Click Next.

Note: The secondary fields must each be a different identifier.

Mew Exact Data Match

. Upload Template . Field Definition o Matching Conditions

Matching Conditions

An event will be created if 2 primary field and at least | 1 | secondary field(s) are found.

Index Data
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6. Click the download icon to download the DLP indexer. Then click Save.
Note: You can click on Command Line Parameter sto view information about the command line arguments
required to run the indexer.

New Exact Data Match

. Upload Template . Field Definition . Matching Conditions o Index Data

Daownload DLP Indexer @

‘You must download the DLP Indexer to Users/<user-name>/downloads. For more information, see Help.

n DLP Indexer 3

DLP Indexer Command

Use this command line template to run the DLP Indexer. For detailed descriptions of each option, see Command Line Parameters.

java -jar cdiectoio-idereriars -i coecton covs" & cilentifen s -k cauthiEys -8 cauthSeciets 2]

7. The EDM Identifier now has a status of Data Not Indexed. Y ou can expand the listing to view the details
about the EDM Identifier. When the EDM identifier statusis Data Not I ndexed, you can edit the field types,
the primary field selection, and the matching conditions, but the EDM Identifier cannot be added to a data
classification. Make note of the ID for th EDM Identifier; you will need it to run the DLP indexer.

Note: The display page does not display the full EDM identifier 1D; use the Copy icon to copy the ID

Records L+ Last

Status

Exact Dala Matching Exampla Corp

o -
201E7DDT Mow 24, 7:43  Data Not Indexed
Data Mot Indexed. You must download the DLP Indexer tocl and run the DLP Indexer command.

Dowmload DLP Indexer @
Y¥ou must download the DLP Indexer to Users/<user-name:/downbkoads. For mere information, see Help.
n DLP Indexer 3
DBLP Indexer Command
Use this command line template to run the DLP Indexer. For detailed descriptions of each option, see Command Line Parameters.

fava Jar corectondii-inderejare S edineclonTe-name oo -8 cidantila il K cauiieye -5 cauthSecrers (vt

» Exazct Data Match Settings

DELETE e
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8. Create an API key and secret for the EDM data indexer.

a. Navigateto Admin > API Keysand click Open API Keys.
b. Click Add and provide an APl Key Name and Description for the APl Key.
c. Select Policies> DL P Indexer for the scope and choose Read/Write for the permissions. Then click Create

Key.

f-irl[\_'

Add New APl Key

To sdd this uniqus API kay 1o Securs Access, aslect ita scops—what it osn do-and set an sxpiry date. The key and aserat crestad hera are uniqus.
Delsting, rafrsshing or madifying thia API key may bresk o interrupt integrations that uss thia key

AP Key Name Description
ExampleCarpkey API Key for Example Carporation
Key Scope / Policies 1 selected Remave A

Select the sppropriate access scopes to define what this AP] key can do.
Scope

O Appbeation Lists - =
Policies / DLP Indexer Read | Writs v

) Destination Lists
[ Destinations

DLP Indexer

O Ips config
%
Expiry Date
@ HNever expire
O expire on Feb 18 2025
Netwnrk Restrictions
up to 10 netwerks from which this key can perts
2 Add networks using a comma separated list :f pubu: (1
addresses or CIDRs.
IP Addresses
ADD

d. Copy and save the API Key and Secret somewhere safe, as you will need them to run the DLP Indexer.

Click Refresh to generate a new key and secret.

AP Key Key Secret

2054h7840e724468bc25F30942c1albd | ¢ 97h7eh550fdg42albenBb090e8231954 | £

Copy the Key Secret. For security reasons, it is anly displayed once. If lost, it cannat be retrieved ACCEPT AND CLOSE

9. Click ACCEPT AND CLOSE.
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10. Use the Secure Access DLP Indexer to index your data records. For more information on the indexer, see Index
Datafor an EDM.

a. Move the indexer from the Downloads folder to a convenient location, such as the folder where the data
records are stored.

b. Runtheindexer in aterminal window with the following command:

java-jar <directory path>\dIp-indexer .jar -i " <directory_path>\<source file>.csv"-e <edm_template-id> -
k <authKey> -s <authSecret>

where:

e <directory_path>\dlp-indexer.jar —the relative path to the location of the DLP indexer

e "<directory path>\<source file>.csv" —therelative path to the csv spreadsheet with the actual data
records

¢ <edm_template-id> —the ID of the EDM Identifier retrievable from the Umbrella Ul (see Step 7)
» <authKey> —the APl Key previously saved at Step 8d
* <authSecret> —the APl Secret previously saved at Step 8d

The EDM ldentifier now has a status of Data | ndexed.

Data Classification
Form fermation about data classification, see Help

For more information about adding exact data match identifiers, see Heip ADD EXACT DATA MATCHIDENTIFIER

The EDM ldentifier now has a status of Data | ndexed.

Note: When the EDM has a status of Data | ndexed, you can add the EDM to a data classification but you can
not edit the field types, primary field selection, or matching condition.

If you update your source file with new or changed records, you need to run the DL P indexer again on that file
using the same EDM Identifier ID, API Key, and APl Secret. This ensures that policies configured to use the
EDM ldentifier are updated to reflect the new data fingerprints. For more information, see Update the Indexed
Data Set Periodically.

Index Data for an EDM

The DLP indexer createsirreversible fingerprints of critical data structured in records with a consistent format and
uploads them to Secure Access to establish a custom EDM Identifier. EDM Identifiers enable Secure Access to
protect sensitive data by using data fingerprinting techniques as opposed to pattern matching techniques.

EDM Identifiers can be added to a Data Classification (see Manage Data Classifications) as custom identifiers; DLP
rules that use these identifiers can monitor and/or block files that match the data you have indexed.

Y ou need to run the DLP indexer in two different circumstances:

*  Whenyouinitially create an EDM Identifier, you run the indexer on the data set you want to detect. Thistopic
provides basic information for running the indexer, but for a description of the process to use the indexer within
the context of creating an EDM Identifier, see Create an Exact Data Match Identifier. Y ou cannot use the indexer
to create an EDM Identifier without also performing the steps described in that topic.

« When the data set to be detected changes, you run the indexer to produce an updated version of the EDM
Identifier. This process is described in Update the Indexed Data Set Periodically.

Note: To see asummary of the indexer options available, invoke the indexer with the -h option. (java -jar
<directory-path>\dIp-indexer.jar -h.)
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Prerequisites

e Full Admin user role. For more information, see Manage Accounts.

 JVM version 17+

« You must download the indexer using the Secure Access GUI. See Step 6 in Create an Exact Data Match
Identifier.

« Beforerunning the DLP indexer you must generate an APl Key and Secret using the Secure Access GUI. See Step
8in Create an Exact Data Match Identifier.

Note: If you already have akey and secret generated for use with a previous run of the DLP indexer, you may use
those.

» Theindexer supports indexing source files with up to 55 million records. The exact records limit is determined by
the total number of columns and how many of those are of alphanumeric type. The indexer will report the exact
limit when attempting to load afile that exceedsit. If your dataset is larger than the limit, you need to split the
records into multiple files. For errors received when indexing alarge file, see Memory Tuning for DLP Exact Data
Matching Indexer.

» The source data CSV file you index must meet the following requirements:

* A multi-term (multi-word) field can contain a maximum of 6 space-separated words.

e Thedatafile must contain only 1 byte or 2 byte UTF-8 encoded characters.

e Thefirst row of data must have between 1 and 50 fields and each row must have the same number of fields.
» Thefirst row of data must specify the name of each field, and each value must be unique.

« Datain the second and ensuing rows must comply with the EDM field types and supported formats (See Exact
Data Match Field Types.)

» Thefield namesin the sample data template must match the field namesin the actual data sourcefile. The field
names must appear in the same order in both files.

CAUTION: Do not create, edit, or view the source data CSV file using Microsoft Excel, as this may corrupt
thefile. Use atext editor.

Note: If any of the values provided in the source file to the DL P indexer fail to be validated as per the supported
format, then the DL P indexer will skip that record and proceed with indexing the remaining records. The indexer also
behaves in this manner for any records that may exceed the template-defined fields, and for empty rows or records
with empty primary values. The DLP indexer generates messages reporting the position of any skipped records in the
file

Run the DLP Indexer to Create an EDM Identifier

When you create a new EDM Identifier, you need to run the DLP indexer on the data set to upload the first set of data
records. For the full procedure to create an EDM identifier, see Create an Exact Data Match Identifier.

1. Review the Prerequisites, especially:

» Besureyou havethe API key and secret. (See Step 8 in Create an Exact Data Match Identifier.)
» Besureyou havethe EDM Identifier ID. (See Step 7 in Create an Exact Data Match Identifier.)


https://support.umbrella.com/hc/en-us/articles/11768804133524
https://support.umbrella.com/hc/en-us/articles/11768804133524
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1. Runtheindexer in atermina window with the following command:

java -jar <directory path>\dIp-indexer.jar -i " <directory_path>\<source-file>.csv" -e <edm-template-id> -k
<authKey> -s <authSecret>

Where:

e <directory_path>\dlp-indexer.jar —the relative path to the location of the DLP indexer
e "<directory path>\<source-file>.csv" —the relative path to the csv spreadsheet with the actual datarecords

¢ <edm-template-id> —the ID of the EDM Identifier retrievable from the Secure Access Ul using the copy icon
shown in the following screenshot. (See also Step 7 in Create an Exact Data Match Identifier.)

Sxact D Marching Example Cor
Exact Data March Example Corp ety o 0 9093 1-97 e e
" b ' = S0AQB0DC (A May 10, 2023, 1:27 Data Not Indexed

Data Not Indexed. You must download the EDM Indsxer tool and run the EDM Indexsr command.

Download Umbrslla DLP Indexsr @

‘You must download the Umbrella DLP Indexer to Users/<user-name=/downloads. For more information, see Umibrella's Help

n Umbrella DLP indexer +

Umbrella DLP Indexer Command

Use this command line template to run the Umbrella DLP Indexer. For detailed descriptions of each option, see Co and Line Parameters

java -jar <directovy/dip-indsxsrjsr> -i "<directornyfile-nams.cov>" -8 «igentifiar_id> -k <authkey> -3 =suthSecrets fﬂ

& Exact Data Match Settingsa

Exact Data Match Name Description (Cptiona
Exact Drata Matching Example Corp EDM for Example Comp
Field Name Sample Data Type Primary
Email Address ~
Social Security Mumbsr [US) - N
Passport Number (US N
Credit C ber — Stric el O

Matching Conditions

event will D€ Created It a pnimary Tield and at least

* <authKey> —the API Key previously saved at Step 8d of Create an Exact Data Match Identifier.
* <authSecret> —the API Secret previously saved at Step 8d of Create an Exact Data Match Identifier.

If the indexer runs successfully, the exact data matcher will have a status of Data | ndexed.

Note: When the EDM has a status of Data | ndexed, you can add the EDM to a data classification but you can not edit
the field types, primary field selection, or matching condition.

Update the Indexed Data Set Periodically

When your source data changes, the existing EDM Identifier on your configured policy must be updated to reflect
the new data fingerprints. Using a script allows you to automatically rerun the DLP indexer periodically to update
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your source data to Secure Access without manually performing theinitial procedure over again. After you rerun
the DLP indexer with the updated version of the source file against the ID of your EDM Identifier, the DLP Policies
configured with that EDM Identifier account for the most recent updates to your critical records.

1. Inaterminal window, set the the APl Key and Secret previously used to index the identifier (saved in
Step 8d of Create an Exact Data Match Identifier ) to the environment variablesDLP_AUTH_KEY and
DLP_AUTH_SECRET.

2. Runthe command to re-index the identifier as part of a periodically executed script or manually as needed:

java-jar <directory_path>\dIp-indexer .jar -i " <directory_path>\<source-file>.csv" -e <edm_template-id> -k
DLP_AUTH_KEY -sDLP_AUTH_SECRET

Where:

* \<directory path>\dlp-indexer.jar —the relative path to the location of the DLP indexer
* "\<directory path>\<source-file>" .csv —the relative path to the csv spreadsheet with the actual data record.
o <edm-template-id> —the ID used to index the EDM Identifier originally.

Troubleshooting
If the indexer reports afailure, examine the output error messages to determine the problem.

If the indexer returns an error message that reads, "Error: A INI error has occurred, please check your installation and
try again,” check the following:

« Confirm you have the latest version of the Java Development Kit installed.
e Confirm that you have your PATH system variable set correctly:

1. Check the location where you have Javainstalled.

* For Windows thisis normally C:\Program Files\Java\j dk-<version-number>\bin
* For Linux thisis normally /usr/java/jdk-<version-number>/bin
2. Usetheinstructions here to set the PATH system variable appropriately for your operating system.

Note: If the dataindexer failsto process the input file and returns a base64 encoded error code, provide that code to
the Secure Access Support to assist you with troubleshooting.

Exact Data Match Field Types

When creating an Exact Data Match (EDM) template, you must choose an EDM type for each field provided. The
EDM types are similar to the Built-in Data |dentifiersin that specific patterns must be found to match the identifier.
Unlike Built-In Identifiers, EDM types do not use keywords to find data matches.

Supported EDM Types

e ABA Routing Number (US)— A 9-digit number used by banks to identify specific financial institutionsin the
United States.

« Alphanumeric—Up to 6 words composed of 1 and 2-byte UTF-8 encoded characters, delimited by spaces.
» Bank Account Number (US)—A 5-digit number denoting a bank account number issued in the United States.

e Cartenationaled’identité sécurisée— CNIS (France)—A 12-digit number denoting the French national identity
card number.

e Credit Card Number—A valid 15 or 16-digit credit card number that passes the Luhn validation and includes
any of the following delimiters: space, no space, ~, or -.

« Date—A date value matching one of the following formats where the <del i m t er > isno space, /, or -. :

» the European format of <dd><del i mi t er ><qme<del i mi t er ><yyyy> or

» the American format of <mm<del i m t er ><dd><del i m t er ><yyyy>

e Email Address—A valid email address using ASCII characters.


https://www.java.com/en/download/help/path.html
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Fiscal | dentification Number — Nimero deidentificacion fiscal — NIF (Spain)— A number issued to Spanish
nationals for identification purposes. The pattern matches<dddddddd><a> where:

« aisany ASCII alphabet letter from ato z

e disany ASCII digitfrom0Oto 9

| CD Code—A number matching the pattern of one of the typical International Classification of Diseases (ICD)
codes.

Individual Taxpayer Identification Number —ITIN (US)—A United States tax processing

number issued by the Internal Revenue Service (IRS). The pattern must match the format of

<ddd><del i m t er ><dd><del i m t er ><dddd> where:

e disany ASCII digitfrom0to 9

e <delimter>isaspace, no space, ~, or -

International Bank Account Number — I BAN (UK)—An international

bank account number for the UK. The pattern matches a format of

<aadd><del i m t er ><aaaadddd><del i m t er ><dddd><del i ni t er ><dddd><del i mi t er ><dd>
where:

e aisany ASCII alphabet letter from ato z

e disany ASCII digitfrom0Oto 9

e <deli mter>isaspace no space, ~, or -

IP Address—A valid |Pv4 address.

National Drug Code Number (NDC)—Segments of the National Drug Code (NDC)
used in the united States to identify drugs for human use. The pattern matches a format of
<ddddd><del i m t er ><ddd><del i m t er ><dd> where:

e aisany ASCII alphabet letter from ato z

o disany ASCII digitfrom0Oto 9

e <delimter>is~or-

National Insurance Number — NINO (UK)—An identification number issued to individuals by

the United Kingdom Department for Work and Pensions. The pattern matches with a format of
<aa><del i mi t er ><dd><del i mi t er ><dd><del i ni t er ><dda> where:

« aisany ASCII alphabet letter from ato z

e disany ASCII digitfrom0Oto 9

e <deli mter>isaspace no space, ~, -, Of .

Passport Number (US)—An identification number issued to citizen and non-citizen nationals of the United
states. The pattern must match aformat of <ddddddddd>USA<ddddddd>U<ddddddd> where d is any
ASCII digitfrom0Oto 9.

Passport Number (UK)—An identification number that serves as proof of nationality or immigration statusin
the United Kingdom. The pattern must match one of the following formats:

e a9-digit number

e <ddddddddd>GBR<ddddddd>U<ddddddd> whered isany ASCII digit from0to 9

Postcode (UK)— A number matching the typical UK postal code patterns, where the number can include a space
between the inward and outward segments.

Social Security Number - INSEE (France)— National identification numbers for The National Institute of
Statistics and Economic Studies issued at birth to French nationals. The number can be 12 or 15 digits. The pattern
matches aformat of <dddddddddddd><del i m t er ><dd> where:

e disany ASCII digitfrom0to 9
e <del i mter>isaspace, no space, ~
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e Social Security Number (US) — Strict—An identification number issued in the United
States to citizens, permanent residents, and temporary working residents. The pattern matches
<aaa><del i m t er ><dd><del i mi t er ><dddd> where:

e disany ASCII digit from0to 9
e <delimter>isaspace no space, ~, -, Of .

Create an Indexed Document Match Identifier

Indexed Document Matching (IDM) is a data matching technique that detects data | oss incidents involving sensitive
information maintained in unstructured formats for all DL P-supported file types. IDMs enable Umbrellato scan
documents used in awide range of disciplines such as tax forms, merger and acquisition forms, medical records, bank
statements, stock agreements, medical power of attorney forms, US patent files, non-disclosure agreements, resumes,
source code, and more.

Umbrella performs Indexed Document Matching by creating hash fingerprints of text extracted from your sensitive
documents, as opposed to leveraging pattern matching techniques. To create the fingerprints, you must download
the DLP indexer and then run it against your documents from a command line prompt. The indexer extracts the
document text, performs fingerprinting and indexing operations on it, then hashes the indexed text and uploads it to
the Umbrella DLP. (Generally document text represents alow percentage of total document size, so indexing only
text reduces the space required to store IDMs.)

Once you have run the indexer, you will have an Indexed Document Match Identifier associated with the documents.
Y ou will then be able to:

1. Create a Data Classification that uses the IDM as a custom data identifier (as described in Create a Data
Classification Using a Template or Create a Data Classification Without a Template).

2. CreateaDLP rulethat uses the Data Classification including that IDM ldentifier. (For more information on DLP
rules, see Manage the Data L oss Prevention Policy.)

With these configurations in place, Umbrellawill be able to monitor and/or block transmission of unstructured files
that match at least a user-configurable percentage of the data text indexed for the IDM.

Note: To see asummary of the indexer options available, invoke the indexer with the -h option. (java -jar
<directory-path>\dlp-indexer.jar -h.)

Prerequisites

e Full Admin user role. For more information, see Manage Accounts.
 JVM version 17+
« The source file(s) you index must be in one of the formats supported by the DLP policy, listed here.

Limitations

* Thetota amount of indexed text for all the IDMsin your organization must not exceed 1 GB. Y ou can increase
thislimit at no cost; contact customer support. The DLP indexer displays an error message if you exceed your
alotted quota.

« Thedatafilesmust contain only 1 byte or 2 byte UTF-8 encoded characters, or Unicode characters.

« After you create an IDM ldentifier, when you re-run the indexer using the same IDM |dentifier, the indexer
completely overwrites the previous index associated with that identifier. To add new data to an existing IDM,
when you run the indexer again, include both the original data path and the new data path in the command to run
the indexer.
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Create an Indexed Document Match Identifier

1. Navigate to Secure > Settings > Data Classification > Indexed Document Matches and click ADD INDEXED
DOCUMENT MATCH IDENTIFIER.

Data Classification

For more information about data classification, see Help ('

Data Classifications ~ Exact Data Matches  Index

No Indexed Document Match Identifiers Found.

ADD INDEXED DOCUMENT MATCH IDENTIFIER

2. Provide aname and description for the Indexed Document Match Identifier.

Add New Indexed Document Match Identifier

Name Description
‘ Indexed Decument Matching Example Corp ‘ | IDM for Example Corp
Percentage Match (]

‘ Select... v ‘

Download DLP Indexer @

You must download the DLP Indexer to Users/<user-name>/dewnloads. For more information, see Help.

n DLP Indexer 4

DLP Indexer Command

Use this command line template to run the DLP Indexer. For detailed descriptions of each option, see Command Line Parameters.

java ~jar <directory/dlp-indexerjar> ~i "<directoryffile-name>" -u <identifier_id> -k <authKey> -s <authSecrets |

CANCEL
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3. Select the level of percentage match required for a scanned document to be considered a match against a
document included in the IDM:

4,

High: 80% or more of the scanned document must match a document indexed for the IDM.
Medium: 60% or more of the scanned document must match a document indexed for the IDM.
Low: 20% or more of the scanned document must match a document indexed for the IDM.

Add New Indexed Document Match Identifier

Name Description

Indexed Document Matching Example Corp IDM for Example Corp

Percentage Match [ ]

Select ~

e High
Medium
more information, see Help
e Low

“ DLF TTUEXET

DLP Indexer Command

|+

Use this command line template to run the DLP Indexer. For detailed descriptions of each option, see Command Line Parameters

java -jar =i jar= -i " <directory/fil " -u <identifier_id> -k <authKey> -s <authSecrst>

| CANCEL |

If you have not already downloaded the Umbrella DLP indexer, click the download icon to do so.
5. Click Save.
6. The Indexed Document Match Identifier now has a status of Data Not Indexed. Y ou can expand the listing to

view the details about the IDM Identifier. After you have indexed the IDM Identifier, you will be able to add it to
aData Classification as a custom identifier. Make note of the ID for the Indexed Document Match Identifier; you
will need it to run the DLP indexer.

Note: The display page does not display the full IDM Identifier ID; use the Copy icon to copy the ID.

ndexed Document Match Example C.. | .

Data Not Indexed. You must download the Umbrslla DLP Indexer and run the command.

Name Description

Indexed Document Match Example Corp IDM for Example Corp

Download Umbrsila DLP Indsxsr @

‘You must downlcad the Umbrella DLP Indexer to Users/<user-name>/downloads. For more information, see Umbrella's Help.

n Umbrella DLP Indexer +

Umbrella DLP Indexer Command

Use this command ling template to run the Umibrella DLP Indexer. For detailed descriptions of each option, see C

o
3
T
]
I
i

jove ~jer =directory/dip-indexsrjar> -i " <directory/fle-nsme=" -u <identifier_id> -k <suthKey» -3 =sLthSecret>

395EBEF1 (3 - Jun 0B, 2023, 6:26 Data Not Indexed
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7. Create an API key and secret for the DLP indexer.

a
b.
c.

Navigateto Admin > API Keysand click Add.
Provide an APl Key Name and Description for the APl Key.
Select Policies> DL P Indexer for the scope and choose Read/Write for the permissions. Then click Create

Key.

To adid this uniqus API key to Umbrella, ssisct its scops—what it can do—and set an expiry date. The key and secret created hers are uniqus.
Deleting, refreshing o modifying this API key may break o interrupt integrations that use this key. For more information, see Umbrella’s Help,

API Key Name Description
SampleCorpKey API Key for Sample Corporation
Key Scope / Policies 1 selected Remave Al
Select the appropriate access scopes 1o define what this APt key can do.
Scope
() Destination Lists
Policies / DLP Indexsr Read /Wi

Destinations
DLP Indexe

) Rules

Expiry Date

@ Never expirs

Q Expire on Dec 31 2023

Copy and save the API Key and Secret somewhere safe, as you will need them to run the DLP indexer.

Click Refre a1e 2 new ksy 3 =t
Foctn A 4

APl Key Key Secret
123abc456def789ghi0 1 2jkI345mnos | () 789parD1 25tu345vwxE7Eyzad01 be @

Copy the Key Secrst. For security reasons, it iz only dizplaysd ance. If lost, it cannct bs retrisved ACCEPT AND CLOSE
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8. Usethe Umbrella DLP indexer to fingerprint your example files.

Run the indexer in aterminal window with the following command: java -jar <directory-path>\dlp-indexer.jar -
i " <directory_paths or file-names separated by commas>" -u <IDM-id> -k < _authKey > -s<authSecret>

where:

e <directory-path>\dlp-indexer.jar—the relative path to the location of the DLP indexer.

« <directory_pathsor file-names separated by commas>—the relative path to the directory containing your
data, or acomma-separated list of files or directories.

¢ <|DM_id>—the D of the IDM Identifier retrievable from Umbrella Ul. (See Step 6.)
» <authKey>—the API Key previously saved at Step 7d.
* <authSecret>—the API Secret previously saved at Step 7d.

Indexed Document Match Example C... 395EEEF1 (R 2 Jun 05, 2023 6:26 Data Indexed

Name Description
Indexed Document Matching Example Corp IDM for Example Corp
Percentage Match [ ]

Medium ~

Indaxed Files

Q_ Search.

ExampleFilel pdf 3B6.6 KB STATION1 fUsers/admin/reposito

108 Bytes STATION

The Indexed Document Match Identifier now has a status of Data | ndexed; expand the listing to see details about the
indexed files. Y ou can now add the IDM to a Data Classification.

If you change your sourcefile or directories you need to run the indexer on that file or directory again using the same
IDM ldentifier ID, APl Key, and API Secret. This ensures that policies configured to use the IDM are updated to
reflect the new data fingerprints. For more information, see Monitor the Indexed Data Set and Re-Index as Needed.

Monitor the Indexed Data Set and Re-Index as Needed

Asyour source data changes, you need to re-index it using the same IDM Identifier to capture those changes so
Umbrellawill use them when scanning documents. Y ou can automate the re-indexing process to trigger are-

index when the source data has changed. Using the indexer monitor option causes the indexer to perform an initial
index, then monitor your source data for updates and re-index as necessary. Thisis a useful option in a dynamic
environment. In monitor mode, after performing an initial index the indexer checks the source data for changes every
ten minutes, and if achangeis detected, re-indexes the data.

Y ou can run the indexer in monitor mode as a background process to automatically rerun the DLP indexer
periodically to update your source datato Umbrella.

Use the following command to start the indexer in monitor mode:

java -jar <directory-path>\dIp-indexer .jar -i " <directory _paths or file-names separated by commas>" -u <IDM-
id> -k <_authKey > -s<authSecret>-y -m

Where:
o <directory-path>\dIp-indexer.jar — therelative path to the location of the DLP indexer.



» <directory_paths or file-names separated by commas>—the relative path to the directory containing your data, or
acommarseparated list of files or directories.

¢ <IDM_id>—theID of the IDM Identifier retrievable from Umbrella Ul. (See Step 6.)

* <authKey>— the API Key previously saved at Step 7d of Create an Indexed Document Match Identifier.

* <authSecret>— the API Secret previously saved at Step 7d of Create an Indexed Document Match Identifier.
e The -y argument causes the indexer to automatically overwrite an existing index.

When you run the indexer to re-index an existing IDM, it prompts for a yes/no confirmation before overwriting
that IDM. Using the -y argument allows you to run the indexer without manually responding to the prompt.

e The-m argument causes the indexer to operate in monitor mode.

Troubleshooting
If the indexer reports afailure, examine the output error messages to determine the problem.

If the indexer returns an error message that reads, "Error: A INI error has occurred, please check your installation and
try again," check the following:

« Confirm you have the latest version of the Java Development Kit installed.
¢ Confirm that you have your PATH system variable set correctly:

1. Check the location where you have Javainstalled.

e For Windowsthisis normally C:\Program Files\Java\j dk-<ver sion-number >\bin</ver sion-number>
e For Linux thisis normally /usr/javal/jdk-<ver sion-number >/bin</ver sion-number >
2. Usetheinstructions here to set the PATH system variable appropriately for your operating system.

Note: If the dataindexer failsto process the input file and returns a base64 encoded error code, provide that code to
the Umbrella Support to assist you with troubleshooting.


https://www.java.com/en/download/help/path.html
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Built-in Data Identifiers

Secure Access provides awide selection of built-in dataidentifiers you can choose to incorporate into DLP policy to
classify awide range of sensitive data, both structured and unstructured.

The built-in identifier can classify specific data values based on pattern matching, bloom filters, and dictionaries
incorporating proximity terms.

The ML Document Classification are built-in identifiers based on LLM (Large Language Model) that was trained to
classify unstructured sensitive data based on its true context.

Built-in identifiers are not directly incorporated into DLP rules; you must first select and incorporate them into Data
Classifications which you then apply to DLP rules. (See Manage Data Classifications ).

The built-in dataidentifiers are available as an Excel table here. The table is updated frequently, so be sureto
download the most recent version.

Tolerances

Some built-in dataidentifiers have three versions, each with a different tolerance level associated with it. Tolerance
levels determine how many instances of an identifier must appear within a document for that document to be
considered a match. There are three tolerance levels:

« Lenient tolerance requires only a single instance of an identifier to appear within a document for that document to
be considered a match.

» Moderate tolerance requires more occurrences of an identifier than Lenient tolerance, but fewer than Strict
tolerance. (The exact number varies depending upon the identifier.)

« Strict tolerance requires the most occurrences of an identifier to appear within adocument for that document to be
considered a match. (The exact number varies depending upon the identifier.)

For identifiers that support tolerance levels, you can choose the tolerance level that best matches your level of concern
for catching every occurrence of those identifiers.

Copy and Customize a Data ldentifier

Y ou can copy and customize your own data identifier based on threshold and proximity. For alist of built-in data
identifiers, see Built-in Data Identifiers.

Prerequisites

* Full Admin user role. For more information, see Manage Accounts.

Procedure

1. Navigate to Secure > Settings > Data L oss Prevention Classifications.
2. Expand adata classification.


https://cisco.app.box.com/s/8sjmlfqc3cs867bacu6d82eprlo7tcuk
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3. Expand adataidentifier and click Copy and Customize Data | dentifier.

Last Updated

Financial Information 3 - May 14, 2021

Data Classification Name Description (Cprional)

Financial Information | | Financial Infermation

Selected Data Identifiers

[ Credit Card Number (Lenient) (Copy 4) >

Credit Card Number - Lenient w

Description
Numbers identified as potentially valid payment cards using the Luhn akgarithm.

Type
Built-In

COPY & CUSTOMIZE DATA IDENTIFIER

Credit Card Number - Moderate >

» Built-in Data Identifiers

» Gustom Data identifiers

4. Givethe dataidentifier ameaningful name and description.

Copy & Customize Data Identifier

Create and customize your own data identifier leveraging threshold and proximity.

Data ldentifier Name Description (Optional)
| Social Security Number - INSEE (France) (Copy 1) | | |

Pattern Threshold
| Social Security Mumber - INSEE (France) | | 1 |
Proximity

| “Social Security number” , " ssn”, "ss"... |

5. For Threshold, add the number of instances of thisidentifier you would like matched in a document beforeit is
activated.

A threshold of 10, for example, only monitors or blocks afile if 10 instances of the identifier are found in the file.

Copy & Customize Data Identifier

Create and customize your own data identifier leveraging threshold and proximity.

Data ldentifier Name Description (Optional)
| Social Security Number - INSEE (France) (Copy 1) | | |

Pattern Threshold
| Social Security Mumber - INSEE (France) | | 1 |
Proximity

| “Social Security number” , " ssn”, "ssH"... |
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6. For Proximity, add proximity keywords to match against the pattern. The keywords need to be found within 10
terms of the original pattern.

For example, add keywords such as"Visa' and "Mastercard" to match against a credit card identifier.
Then click Add.

Copy & Customize Data Identifier

Create and customize your own data identifier leveraging threshold and proximity.

Data ldentifier Name Description (Ciptional)

Social Security Number - INSEE (France) {Copy 1)

Pattern Threshold
1
Proximity
=
7. Click Save.

The custom identifier appears under Custom Data | dentifiers when creating or editing a classification.
Note: Pattern
The pattern field is the built-in regular expression designed for thisidentifier and cannot be edited.

Create a Custom Dictionary

Y ou can add terms and expression patterns to a custom dictionary, which can be used when editing or creating a data
classification. To add a data classification, see Add a Data Classification.

Prerequisites

e Full Admin user role. For more information, see Manage Accounts.

Procedure

1. Navigateto Secure > Settings > Data L oss Prevention Classifications.
2. Click Add Custom Dictionary.
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3. Givethe custom dictionary a meaningful name and description.

Add Custom Dictionary

Add terms {words and phrases) and expression patterns to a custom dictionary.
For mara information and supported regex syntax, see Umbrella's Help.

Dictionary Name Description {Optional)
Mew Custerm Dictionary 4 | |

Entry Type
® Terms O Pattern

Entry Type

Add a word or phrase

0 Entries

CAMGEL
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4. Add terms and patternsto your custom dictionary.
Note: Terms and patterns cannot be uploaded or entered as a CSV. Each term must be entered individually.

a. For Terms, add up to 100 terms and click Add for each term.

b. For Pattern, enter 3-150 characters of aregular expression. Y ou can add up to 10 patterns to a custom
dictionary. For more information, see Custom Regular Expression Patterns.

Add Custom Dictionary
Add terms (words and phrases) and expression patterns to a custom dictionary.
For mara information and supported regex syntax, see Umbralla's Help.

Dictionary Name Description (Optional)

Custom Regex | |

Entry Type

) Terms ® pattern

Pattern Test (Cptional)

Add a supported regular expression pattern. Add text to validate how the pattern matchas.
TEST

0 Entries

CANCEL

Enter sample text in the Test box. Click Test to verify the pattern matches, then click Add.



Add Custom Dictionary

Dictionary Naime

MNew Custom Dictionary 4

Entry Type
) Terms ® Pattern

Pattam

‘\bfinanciallbank|account!\b

0 Entries

Add a supported regular expression pattem.

Add terms (words and phrases) and expression patterns to a custom dictionary.
For more information and supponed regex syntax, see Umbralla's Help

Description {Cptional)

Test (Optional)

Add text to validate how the pattern matches.

‘We have all kinds of bank accounts

CJ

1 match

TEST ADD

CANCEL

5. Click Save.
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Y our custom dictionary appears under Custom Data | dentifier s when editing or creating a classification.

Custom Regular Expression Patterns

Note: You must create your own regex. The creation of custom regex is outside the scope of Secure Access Support.

Custom regular expression patterns for DL P data classifications support basic Java syntax with some limitations.

Limitations

General

« A regex can have amaximum of 150 characters.

e A custom dictionary can have a maximum of 10 regex.

e A custom dictionary can have a maximum of 100 entries.
e The minimum length of aregex patternis 3.

e The maximum number of matches for aregex is 1000.

Regex Syntax
e Anchor Flags

e can not be used as an input start position.
» $ can not be used as an input end position.

* Back References

* \ n cannot be used to reference a previous capture group n.


https://docs.oracle.com/javase/8/docs/api/java/util/regex/Pattern.html
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The following must be used for these character definitions:

*  Whitespace—' \ u0020'

e Dash—'\u002D

e Single quote—( char) 0x0027
e Double quote—' \ u0022'

Regex Breadth
e Wildcards

e . * and. + arenot accepted.
e ()* and () + are not accepted.
* | dternations have amaximum of 20 per pattern.

Word Boundary

The regular expression is wrapped in aword boundary to ensure it matches the entire word. Words are comprised
of aphanumeric character (a-z, A-Z, 0-9) and the boundary cannot contain aword character on each side of the
boundary.

Example:

When the regular expressioniscat , the sentence "The cat chased the mouse" will match, but "The catchased the
mouse" will not match.

Individual Data Identifiers

These identifiers only appear in combination with other identifiers.

Drug Name

Drug Name is a content identifier that identifies unique drug names as referenced in the "Orange Book™ (Approved
Drug Products with Therapeutic Equivalence Evaluations) published by the US Food and Drug Administration
(FDA). It isavailable from the FDA.

Health Condition

Health Condition is a content identifier that detects health conditions based on a comprehensive dictionary. The
dictionary of health conditions is compiled from https.//www.cdc.gov/nndss/index.html.

ICD-10 Code

The International Statistical Classification of Diseases and Related Health Problems (ICD) isaclassification list
compiled by the World Health Organization (WHO) for the purpose of coding diseases, signs and symptoms,
abnormal findings, complaints, socia circumstances, and external causes of injury or diseases. This policy identifies
content in the 11th revision of 1CD.


https://www.fda.gov/drugs/drug-approvals-and-databases/approved-drug-products-therapeutic-equivalence-evaluations-orange-book
https://www.cdc.gov/nndss/index.html
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Manage Logging

Secure Access allows for the logging of events and traffic.
Only event dataiis stored in a data warehouse. Thisis any data that might appear in a Secure Access report.

Secure Access logs are CSV-formatted, compressed (gzip), and saved every 10 minutes. For more information, see
Log Formats and Versioning.

Where are Logs Stored?

When you create a policy, activity logs are saved by default to the China (Beijing) location of the Secure Access data
warehouse.

Y ou can also optionally configure logging so that logs are also stored to an Amazon S3 bucket—either your own or
one managed by Cisco.

Logging to Amazon S3
Aswell as storing logs to one of its data warehouses, Secure Access can store logs to an Amazon S3 bucket.

By having your logs uploaded to an S3 bucket, you can then automatically download logs so that you can keep them
in perpetuity in backup storage outside of the Secure A ccess data warehouse storage system. Saving to an S3 bucket
also gives you the ahility to ingest logs through your SIEM or another security tool. This can help you determine if
any security eventsin your Secure Access logs coincide with eventsin other security tools.

Secure Access Amazon S3 options:

« A self-managed bucket—Y ou own the Amazon S3 bucket, including its configuration and management.
» A Cisco-managed bucket—Cisco Secure Access owns the bucket and sets the configuration and management of it.

Advantages and Disadvantages of Configuring a Cisco-Managed Bucket

» Easy to set up and manage.

 Included with your Secure Access license.

* You cannot add anything to your bucket besides log files from Secure Access and the bucket cannot be used by
another application.

» Some SIEM integration types (such as QRadar) may require advanced privileges for the user accessing the S3
bucket (beyond the basic Read permissions) and as such, may not work with this feature.

« You cannot get support from Amazon directly for advanced configuration assistance, such as automation or help
with the command line.

« Datacan only be stored offline for a maximum of 30 days.
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Secure Access allows for the logging of events and traffic through apolicy's rule. By default, logging is disabled.

Logging can be enabled or disabled at any time for any rule.

Prerequisites

¢ Full Admin user role. For more information, see Manage Accounts.

Procedure

1. For each rule, click Edit and make changes as needed.

Edit Int Accessrule 1

For information about configuring an internet access rule, see Help 7

@D Rule is enabled

Summary

Any Allow

2. Make changes as needed and click Save.

Rule Logging Rule Logging

Log Request

Q Logging is enabled

Enable for complete logging of this ruleset’s request, whether for
content, security, or otherwise. When disabled, requests are not
reported or alerted on. Unreported events are logged anonymously and
aggregated for search and threat intelligence purposes. Help [

D Log Only Security Events

Select to log and report on only those requests that match a
security filter or integration. There is no reporting on other
requests.

Cancel m

Settings are:

Destinations
alce
Content category for Demo
Default Settings

+3More

* LogRequests—Logsall request activity for arule including content, security, or otherwise.
* LogOnly Security Events— Only logs security events and not al requests. This provides better user privacy.

Note: Disabling logging for aruleset impacts reporting as nothing is logged to report on.

Enable Logging to Your Own S3 Bucket

Y ou can configure Secure Access to log events to an Amazon S3 bucket that you manage. To enable logging to a
self-managed Amazon S3 bucket, follow the prerequisite steps to set up an AWS account and create an Amazon S3
bucket. Once you have created an S3 bucket in Amazon, configure Secure Accessto use it for the storage of logs.
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Prerequisites

e Full Admin user role. For more information, see Manage Accounts.
* A login to Amazon AWS service (http://aws.amazon.com/consol€). If you don't have an account, Amazon
provides free sign-up for S3.

Note: Amazon requires acredit card in case your usage exceeds free plan usage.
e A bucket configured in Amazon S3 to be used for storing logs. For more information, see Amazon's S3
documentation.

Note: Periodsin S3 bucket names are not supported.

JSON Bucket Policy

When you set up your Amazon S3 bucket, you must add a bucket policy that accepts uploads from Secure Access.
Copy the following preconfigured JSON and substitute your S3 bucket name for bucket name. Then, paste the
Secure Access S3 bucket policy into your Amazon S3 bucket policy.

{
"Version": "2012-10-17",

"Statenent": |

{ .
"Sid': 1",
"Effect": "Allow',
"Principal": {
"AWE': "arn:aws-cn:iam:146618076670: r ol e/ Cl CDBot Rol e"
}l
"Action": "s3:Putbject",
"Resource": "arn:aws-cn:s3:::test-stats-api-prod-4/*"
}1
{ _
"Sid': o "2",
"Effect": "Deny",
"Principal": {
"AWE': "arn:aws-cn:iam:146618076670: r ol e/ Cl CDBot Rol e"
}1
"Action": "s3:Get bject”,
"Resource": "arn:aws-cn:s3:::test-stats-api-prod-4/*"
}l
{ .
"Sid': "8",
"Effect": "Deny",
"Principal": {
"AWE': "arn:aws-cn:iam:146618076670: r ol e/ Cl CDBot Rol e"
}l
"Action": "s3:Del ete(ject",
"Resource": "arn:aws-cn:s3:::test-stats-api-prod-4/*"
}1
{ _
"Sid': "3",
"Effect": "Allow',
"Principal": {
"AWE': "arn:aws-cn:iam:146618076670: r ol e/ Cl CDBot Rol e"
}1
"Action": "s3:GetBucketLocation",
"Resource": "arn:aws-cn:s3:::test-stats-api-prod-4"
}l
{ .
"Sid': "4",

"Effect": "Alow',
"Principal": {
"AWS"': "arn:aws-cn:iam: 146618076670: r ol e/ Cl CDBot Rol e"


http://aws.amazon.com/console/
https://aws.amazon.com/documentation/s3/?id=docs_gateway
https://aws.amazon.com/documentation/s3/?id=docs_gateway
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}

/ ction": "s3:ListBucket",
"Resource": "arn:aws-cn:s3:::test-stats-api-prod-4"

Procedure
Note: You must first configure a bucket in Amazon S3. For more information, see Amazon's S3 documentation.

1. Navigateto Admin > Log Management and in the Amazon S3 area select Use your company-managed
Amazon S3 bucket.

Amazon S3 .
® Not Configured Never

(=] Use your company-managed Amazon S3 bucket

Cisco will write your logs to an Amazon S3 bucket provided and managed by your company. For
setup instructions view our guide.

‘We have recently updated our logs to include Proxy and IP logs, and made minor label and identity
changes. For more information on these changes view the log management export format
document

Amazon S3 bucket

Amazon 53 bucket name VERIFY

Use Cisco-managed Amazon S3 storage

2. Inthe Amazon S3 Bucket field, type or paste the exact bucket name you created in Amazon S3 and click Verify.
Secure Access verifies your bucket, connectsto it, and savesa README_FROM_UMBRELLA .txt file to your
bucket.

Amazon S3 —
@® Not Configured Never

[ Use your company-managed Amazon S3 bucket

Ciseo will write your logs to an Amazon S3 bucket provided and managed by your company. For
setup instruetions view our guide.

We have recently updated our logs to include Proxy and IP logs, and made minor label and identity
changes. For more Information on these changes view the log management export format

document
Amazon S3 bucket
" Verifying
catpictures VERIFY your Amazon
S3 bucket...

Use Cisco-managed Amazon S3 storage

3. Openthe README_FROM_UMBRELLA .txt file Secure Access saved to your bucket, copy and paste the
token listed in it into Token Number, and click Save.


https://aws.amazon.com/documentation/s3/?id=docs_gateway
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Amazon S3 .
@® Not Configured Never

O

Use your company-managed Amazon S3 bucket

Ciseco will write your logs to an Amazon S3 bucket provided and managed by your company. For
setup instructions view our guide.

We have recently updated our logs to include Proxy and IP logs, and made minor label and identity
changes. For more Information on these changes view the log management export format
document

Amazon S3 bucket
catpicturesone VERIFY

@ Great! We successfully verified your Amazon S3 bucket
For security, we need to confirm that we're sending logs to your bucket. Navigate to your
Amazon $3 account, copy your unigue token from the README flle in your bucket, paste it
below, and click Save.

Token Number

Use Cisco-managed Amazon S3 storage

S3 Bucket Data Path

Y ou can integrate your self-managed AWS S3 bucket with the Cisco Cloud Security App for Splunk. Use the data

path to your AWS S3 bucket to set up the integration. The S3 bucket data path contains the following path fields:
<AWS S3 bucket nanme>- <AWS regi on>/ <AW5 S3 bucket directory prefix>

1. AWS S3 bucket name and AW S region—the name of your AWS S3 bucket, a dash (- ), and the AW Sregion.

2. AWS S3 bucket directory prefix—the directory prefix (customer folder name) to the AWS S3 bucket.

Sample S3 Bucket Data Path:

my_conpany_name- us- west - 1/ dnsl ogs

Use the data path to your self-managed S3 bucket to:

» Download log fileswith the AWS CLI.

e Set up your AWS S3 bucket with the Cisco Cloud Security App for Splunk. The Cisco Cloud Security App for
Splunk enables you to analyze your Secure Access logs found in your AWS S3 bucket. For more information, see
Cisco Cloud Security App for Splunk.

Download Files From the S3 Bucket Locally

Y ou can use the Amazon command-line interface (CL1) to download files from a self-managed S3 bucket to your
local directory.

Prerequisites
« Install the AWS CLI to your system.

Run the AWS CLI to download your files from an S3 bucket to your local directory. To run the AWS CLI command
in test mode (without syncing files), usethe- - dr yr un flag.


https://developer.cisco.com/docs/cloud-security/#!cloud-security-app-for-splunk
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AWS CLI command syntax:
aws s3 sync s3://DATAPATH /path/to/l ocal /directory/
Detailed sample command:

aws s3 sync s3://nyconpany-us-west-1/dnsl ogs /opt/splunk/etc/apps/ TA-
ci sco_unbrel |l a/dat a/

Enable Logging to a Cisco-managed S3 Bucket

Y ou can configure Secure Access to log events to an Amazon S3 bucket that Cisco manages. Cisco configures all
Cisco-managed buckets to use Amazon Server-Side Encryption with S3-Managed Keys (SSE-S3, AES-256). The
encryption and keys are managed by AWS, meaning Cisco and the customer don’t exchange keys, but the data is still
encrypted at rest. More information can be found on the AWS website by searching for “ SSE-S3, AES-256".

Secure Access provides access to Cisco Managed S3 buckets using Amazon's IAM system. When the S3 bucket
is provisioned, Secure Access providesthe KEY and SECRET directly to you through the Secure Access Log
Management Ul. Secure Access does not store your keys during the generation process. If you lose your keys, you
can not recover them. Instead, you must rotate the keys using the Secure Access Log Management Ul.

The Cisco IAM user can write files to the S3 bucket, and the customer |AM user can read from the bucket. Customers
can rotate their keys at any time.

Customer logs are also encrypted in transit between Cisco’s Log Management infrastructure and S3.
Prerequisites
e Full Admin user role. For more information, see Manage Accounts.

Procedure

1. Navigateto Admin > Log Management and in the Amazon S3 area select Use a Cisco-managed Amazon S3
bucket.

Amazon S3 X
@® Not Configured Never

(o) Use your company-managed Amazon S3 bucket

® Use Cisco-managed Amazon S3 storage

Cisco will manage your logs in Amazon S3 for you. To learn more view our guide
Select a Region

China (Beijing)

Select a Retention Duration
Data older than the selected time period will be automatically deleted and cannot be recovered.

7 days
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2. Select aRegion and a Retention Duration.

Amazon S3

O

@ Not Configured Never

Use your company-managed Amazon S3 bucket

Use Cisco-managed Amazon S3 storage

Cisco will manage your logs in Amazon S3 for you. To learn more view our guide.

Select a Region

China (Beijing)

Select a Retention Duration
Data older than the selected time period will be automatically deleted and cannot be recovered

7 days

Select a Region—Regiona endpoints are important to minimize latency when downloading logs to your
servers. The regions match those available in Amazon S3; however, not all regions are available. For example,
Chinaisnot listed. Pick aregion that is closest to you. If you wish to change your region in the future, you will
need to delete your current settings and start over.

Select a Retention Duration—Select 7, 14, or 30 days. Beyond the selected time period, all datawill be
purged and cannot be retrieved. We recommend a smaller time period if your ingestion cycleisregular. The
retention duration can be changed at any time.
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3. Click Save and then Continue to confirm your settings.

Do these settings look ok?

If you wish to change your region in the future, you will need to delete your current S3 storage
and start over. Retention duration can be changed at any time.
Storage Region China (Beijing)

Retention Duration 7 Days

CANCEL CONTINUE

Secure Access activates its ability to export to an AWS S3 account. When activation is complete, the Amazon S3
Summary page appears

—_—

D

We're activating AWS S3 export now...

Once activation is complete, we'll provide you with keys to access your new S3 storage.

Activation Complete!

Your keys are ready. Please keep them in a safe place. If you need to regenerate keys, old keys will
immediately and permanently lose access.

Data Path s3://cisco-managed-cn-north-1/8094936_187135ae562a3dd022dcdb7d 2740128023003 EE]
Access Key  AKIASEIY6IXTLNTUSQVA ()

Secret Key x6B7/aQw7bW4mM] jOUKVrULz01UG2tD/tdOhlaa0 @

O Gotit!

CONTINUE

4. Copy credentials from this page and store them in a safe place. Thisis the only time that the Access and Secr et
keys are made available to you. These keys are required to access your S3 bucket and download logs. If you lose
these keys, they must be regenerated.
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5. Oncekeys are copied and safe, select Got it and then click Continue.

Note: Continueis unavailable until you check Got it.

Amazon S3
Active (Managed) Never

We're sending data to your Cisco-managed S3 storage

Storage Region China (Beijing)
Retention Duration 7days  Edit

Admin Audit Log Include Admin Audit Log in S3
© |

Log Https Query Log Query Parameters for HTTPS transaction
O

Data Path s3://cisco-managed-cn-north-1/8094936_187 135ae562a3dd022dcdb7dff2740128023003
Last Sync Never

Schema Version V8  ypgrade View Details

manage your logs in Amazon S3 for you. To leam more view our guide

Forget your keys?
You can regenerate them below. Note that this will invalidate any existing keys.

STOP LOGGING REGENERATE KEYS

S3 Bucket Data Path
The Secure Access Amazon S3 Summary page provides the Data Path to your Amazon bucket. A Secure Access
data path contains the following path fields:

<AWS S3 bucket nane>-<AWS regi on>/ <AWS S3 bucket directory prefix>

1. AWS S3bucket name and AWS region—the name of the AWS S3 bucket managed by Cisco (ci sco-
managed), adash (- ), and the AWS region.

2. AWS S3 bucket directory prefix—the directory prefix (customer folder name) to the Cisco-managed AWS S3
bucket.

Sample S3 Bucket Data Path:
ci sco- managed- us- west - 1/ 2069997 _6f f 2802af 17337def 701c2e7816¢cf 14913zf 848a

Use the data path to your Cisco-managed S3 bucket to:

» Download log files with the AWS CLI.

e Set up your AWS S3 bucket with the Cisco Cloud Security App for Splunk. The Cisco Cloud Security App for
Splunk enables you to analyze your Umbrellalogs found in your AWS S3 bucket. For more information, see
Cisco Cloud Security App for Splunk.

Download Files From the S3 Bucket Locally

Y ou can use the Amazon command-line interface (CL1) to download files from a Cisco-managed S3 bucket to your
local directory.

Prerequisites

e |Install the AWS CLI to your system. For more information, see Installing or updating the latest version of the
AWSCLI.

Run the AWS CL I to download your files from a Cisco-managed S3 bucket to your local directory. To run the AWS
CLI command in test mode (without syncing files), usethe - - dr yr un flag.


https://developer.cisco.com/docs/cloud-security/#!cloud-security-app-for-splunk
https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
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AWS CLI command syntax:
aws s3 sync s3://DATAPATH /path/to/local/directory/

Note: You must append aforward slash (/) to the DATAPATH.

Detailed sample command:

aws s3 sync s3://cisco-managed- us-
west - 1/ 2069997 _6f f 2802af 17337def 701c2e7816¢cf 14913zf 848a/ [/ opt/ spl unk/ et c/
apps/ TA-ci sco_unbrel | a/ dat a/

Best Practices: Download Files From the S3 Bucket

*  When you download files from a Cisco-managed S3 bucket, ensure that you only download one copy of each log
file. If you download log files multiple times, Cisco reserves the right to suspend the download of logs from a
Cisco-managed S3 bucket (through the rotation of keys or other methods).

* When you delete downloaded files from the local directory, only delete files that are older than the Retention
Duration value configured in Secure Access. Otherwise, the next sync command will download the deleted files
again.

Stop Logging

Y ou can stop logging at any time. When logging is stopped, Secure Accessimmediately stops sending logs to your S3
storage.

Prerequisites

e Full Admin user role. For more information, see Manage Accounts.

Procedure

1. Navigateto Admin > L og Management.
2. Inthe Amazon S3 area, click Stop L ogging.

Forget your keys?
You can regenerate them below. Note that this will invalidate any existing keys

STOP LOGGING REGENERATE KEYS

3. Click Stop L ogging to confirm your request.

Stop logging to your S3 storage?

Reporting will stop sending logs to your S3 storage immediately. You may still read data from S3
until it reaches your retention policy end date or you can delete stored data now.

(J) Delete Storage

STOP LOGGING

Delete Logs

Y ou can delete previous log data when you stop logging. See Stop Logging.
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Prerequisites

e Full Admin user role. For more information, see Manage Accounts.

Procedure

1. Navigate to Admin > Log M anagement.
2. Inthe Amazon S3 area, click Stop L ogging.

Forget your keys?
You can regenerate them below. Note that this will invalidate any existing keys

STOP LOGGING | REGENERATE KEYS ‘

3. Check Delete Storage, then click Stop Logging & Delete to confirm your request. Logging of activity data stops
and all activity logs are deleted.

Stop logging to your S3 storage?

Reporting will stop sending logs to your S3 storage immediately. You may still read data from S3
until it reaches your retention policy end date or you can delete stored data now.

(] Delete Storage

STOP LOGGING

4. Click Start Logging to resume logging.

Y ou can restart logging at any time.

Log Formats and Versioning

Cisco Secure Access stores zipped comma-separated values (CSV) log filesin either Cisco's managed AWS S3
bucket or your own AWS S3 bucket. Each log file displays multiple columns of information extracted from your
Secure Access logs. A log file may have additional fields that are not shown on the Secure Access reports.

The latest version of the Secure Accesslog format isversion 9 (v9).

Note: Logsare not aways chronological and are not always in the specific time bucket based on the timestamp of the
log event.

Prerequisites

e Full Admin user role. For more information, see Manage Accounts.
» Configurelogging to an Amazon S3 bucket. See Enable Logging to Y our Own S3 Bucket or Enable Logging to a
Cisco-managed S3 Bucket.

Log File Name Formats

Logs are uploaded in ten-minute intervals from the Secure Access log queue to the AWS S3 bucket. Within the first
two hours after a completed configuration, you should receive your first log upload to your AWS S3 bucket.

Note: To check if everything isworking, the Last Sync time in Secure Access should update and logs should begin to
appear in your AWS S3 bucket. The logs appear in a GZIP format with the following file name format. The files will
also be sorted into date-stamped folders.

*  Web traffic pr oxyl ogs/ <year >- <nont h>- <day>/ <year >- <nont h>- <day>- <hour >-
<m nut e>. csv. gz
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« Firewall trafficfirewal | | ogs/ <year >- <nont h>- <day>/ <year >- <nont h>- <day>- <hour >-
<m nut e>. csVv. gz

e Admin Audit logsaudi t | ogs/ <year >- <nont h>- <day>/ <year >- <mont h>- <day>- <hour >-
<m nut e>. csv. gz

o [|IPStraffici ntrusi onl ogs/ <year >- <npnt h>- <day>/ <year >- <nont h>- <day>- <hour >-
<m nut e>. csv. gz

e DLPtrafficdl pl ogs/ <year >- <nont h>- <day>/ <year >- <nont h>- <day>- <hour >-
<m nut e>. csv. gz

* RemoteAccess VPN trafficvpnl ogs/ <year >- <nont h>- <day>/ <year >- <nont h>- <day>-
<hour >- <m nut e>. csv. gz

Subfolders

Logs are uploaded to AWS S3 buckets in the appropriate subfolder with the following naming
format.<subf ol der >/ <YYYY>- <M\B- <DD>/ <YYYY>- <MW>- <DD>- <hh>- <mmp- <xXXX>. CSV. gz

Secure Access names alog subfolder (<subf ol der >) with one of the following folder names:

e proxyl ogs

« firewalll ogs

* iplogs

e auditlogs

e dl pl ogs

* vpnl ogs

The <XXXX>segment of thelog GZIP file nameisarandom string of four alphanumeric characters, which
preventsduplicate file names from being overwritten.

Example: dnsl ogs/ 2019- 01- 01/ 2019- 01- 01- 00- 00- edel. csv. gz

Find Your Log Schema Version

Depending on the Secure A ccess subscription that you have, and depending on the type of AWS S3 bucket you
configure, there are different versions of the log schemas available. Once your system is configured to log to an AWS
S3 bucket you can view the log schema version in use.

Log Schema Versions

« v1—For customers who have configured their own S3 bucket before November 2017.Note: To upgrade from
v1to ahigher version of the Secure Access log format, you must remove your existing S3 bucket, disable the
integration, and then recreate a new bucket. For al other versions, you can upgrade from the Log Management
screen of the Secure Access dashboard by clicking Upgrade.

» v2—For customers who have configured their own S3 bucket after November 2017, or are using a Cisco-managed
bucket. Thisversion isinclusive of everythingin version 1.

e v3— Thesameasversion 2, but adds two new fields: Most Granular Identity Type and Identity Typesfor DNS
logs.

* v4—The same as version 3, but adds the Blocked Categories field for DNS and Proxy logs.

» v5—The same as version 4, but adds three new fields: all Identities, al Identity Types, and Request Method for
Proxy logs.

e Vv6—The same as version 5, but adds the following fields to Proxy logs: Certificate Errors, Destination Lists IDs,
DLP Status, File Name, Rule ID, and Ruleset ID.

» Vv7—Thesame asversion 6, but adds the DLP file label field.

e v8—Thesame asversion 7, but adds fields to the Proxy, DLP, and Firewall logs.

* Proxy logs—Addsthe Isolate Action, File Action, and Warn Status fields.
« DLPlogs—Changesthe Event Typefield. The event typeiseither Real Ti ne.
» Firewall logs—Adds the FQDNs and Destination List IDs fields.
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* Vv9—Thesamefields asversion 8, but the v9 log format adds fields to the |PS and Web logs.

» Addsnew fieldsto the Intrusion Prevention System (1 PS) logs: operation mode, policy resourceID,
direction, firewall rule 1D, IPS config type, AWS region.

e Addsnew fields to the Web logs: forwar ding method and producer.
* Adds Remote Access Virtual Private Network logs.

View Your Log Schema Version and Last Sync Time

1. Navigateto Admin > L og Management.
2. Inthe Amazon S3 area, Secure Access displaysthelog Schema Version inuseand Last Sync time.Last Syncis
the date and time of the last sync of your logs to Amazon S3.

Amazon S3
Active (Managed) Never

We're sending data to your Cisco-managed S3 storage

Storage Region China (Beijing)
Retention Duration 7days  Edit

Admin Audit Log Include Admin Audit Log in S3
©) J

Log Https Query Log Query Parameters for HTTPS transaction
@) J

Data Path s3://cisco-managed-cn-north-1/8094936_187135ae562a3dd022dcdb7dff2740128f023003
Last Sync Never

Schema Version V8 upgrade | View Detais

Cisco will manage your logs in Amazon S3 for you. To leam more view our guide

Forget your keys?
You can regenerate them below. Note that this will invalidate any existing keys.

STOP LOGGING REGENERATE KEYS

Log File Fields

Each type of Secure Access log contains various log fields. Not al field values are available in every log record.
When afield does not have a value, Secure Access sets the field to the empty string (" ).

e Admin Audit Log Formats

e Cloud Firewall Log Formats

» Dataloss Prevention (DLP) Log Formats
e |IPSLog Formats

¢ Remote Access VPN Log Formats

e Web Log Formats

Estimate the Size of a Log

The size of your S3 logs depends on the number of events that occur and the volume of the traffic in your
organi zation.

1. Download one of your Secure Access log files. The Secure Access log file is a comma-separated values (CSV)
file.

2. Count the number of rowsin the CSV file minus one for the header row.The number of rowsis equivalent to the
number of eventsin the twenty-four hour period.

3. Multiply the number of rows of data by the number of bytes of datalisted in asinglerow in thefile Theresultis
the estimate of the size of the event log recorded for one day.
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Estimate the Size of an Exported Report

The size of an exported report depends on the number of events that occur, which is dependent on the volume of your
traffic. The size of each log line varies based on a number of items—for example, the length of the domain name or
the number of categories. Assuming each log line is 220 bytes, a million requests would be 220 MB.

1. Navigateto Monitor > Activity Search.
2. For Filters, run areport for the last 24 hours and then click the Export CSV icon.

Export Report to CSV

Exporting the results of a report may take some time and will be done via a
background process. Note: The timestamps in the exported CSV report will
reflect UTC.

Report Title

Results Row Limit {1000000 max)

Cawon |

3. Open the downloaded CSV file. The number of rows (minus one for the header) is the number of queries per day.
Multiply the number of rows by the number of bytesin one row to get the estimate for one day.

Admin Audit Log Formats

The Cisco Secure Access Admin Audit logs show the administrative changes to your organization's Secure Access
settings. For information about the size of alog file, see Estimate the Size of aLog on page 487.

Example
An example of av4 through v10 Admin Audit log event.
id, ti mestanp, email, user,type,action,logged in frombefore, after
"123","2024-07-22 10: 46: 45", "[ user @omai n. conj
(rmai |t o: user @onai n. com","", "l ogexportconfigurations", "update", "209. 165. 200. 227", "ver si
4" "version: 5"
Order of Fields in Admin Audit Log

Note: Not al fieldslisted are found in most or al requests. When afield does not have a value, Secure Access sets
the field to the empty string (" ") in the log.

V10 Log Format
The CSV fieldsin the header row of the Admin Audit log.

id,ti mestanp, email, user,type,action,logged in frombefore, after

The description of each field and the log version in which each field was released, from version 4 up to version 10.
For more information about log versions, see Find Y our Log Schema Version.
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Field name Description Release version
id A uniqueidentifier of the audit event. | v4
timestamp The date and time of the v4

administrative change event,
expressed as a UTC-formatted string
(e.g.,2024-01-16 17:48: 41).

Note: Unlike the Secure Access
dashboard and reports, Secure
Access logs do not convert the
timestamp to your local timezone.

email The email of the user that triggered | v4
the event.

user The account name of the user who v4
created the change.

type Where the change was made, such as | v4
settings or apolicy.

action The type of change made, such as v4
Create, update, or Delete.

logged in from The user's | P source. v4

before The policy or setting before the v4
change was made.

after The policy or setting after the change | v4
was made.

Cloud Firewall Log Formats

Cloud firewall logs show traffic that has been handled by Secure Access cloud-delivered firewall. For information
about the size of alog file, see Estimate the Size of aLog.

Example

An example v10 Cloud Firewall log.

timestanp,origin IDs,identities,identity type,direction,protocol, packet

si ze, source | P,source port,destination |P,destination port,data center,rule

I D, action, fgdns, destination list IDs,first packet tinestanp,|ast packet

ti mest anp, packets sent, packets received, bytes sent, bytes received, fw event

i d,destination country,app id, aws region, private app group id, private

flow, posture id, casi category ids,traffic source, content category

i ds, content category list ids,organization id

"2024-06- 14 18:59:57","[211039844]", "Passive Mnitor", "SFCN Tunne

Devi ce", "OUTBOUND", " 1", "84","172. 17. 3. 4", "60951", "146. 112. 255. 129", "443", "ansl. edc", " 1:

Order of Fields in the Cloud Firewall Log

Note: Not al fieldslisted are found in most or al requests. When afield does not have avalue, Secure Access sets
the field to the empty string (" ") in the log.
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The CSV fieldsin the header row of the Cloud Firewall logs.
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timestanp,origin ids,identities,identity type,direction,protocol, packet
si ze, source ip,source port,destination ip,destination port,data center,rule

i d,action, fgdns, destination |ist

ids,first packet tinestanp,!|ast packet

ti nest anp, packets sent, packets received, bytes sent, bytes received, fw event
i d,destination country,app id, aws region, private app group id, private

fl ow, posture id, casi
i ds, content category I|ist

i ds, organi zation id

category ids,traffic source,content category

The description of each field and the log version in which each field was released, up to version 10. For more
information about log versions, see Find Y our Log Schema Version.

timestamp

in seconds. Populated only for traffic handled by Cisco Secure Firewall.

Field name Description Release version
timestamp The date and time of the cloud-delivered firewall traffic event, expressed | v1
asaUTC-formatted string (e.g., 2024- 01- 16 17: 48: 41).
Note: Unlike the Secure Access dashboard and reports, Secure Access
logs do not convert the timestamp to your local timezone.
originids The unique identity of the network tunnel. vl
identities The names of the network tunnel. v5
identity type The type of identity that made the request. Should always be SFCN v5
Tunnel Device.
direction The direction of the packet. It is destined either towards the internet or to | v1
the customer's network.
protocol The actua protocol of thetraffic. Valid valuesare: TCP, UDP, or vl
| CVP.
packet size The size in bytes of the packet sent to the SFCN. vl
sourceip Theinterna |P address of the user-generated traffic towardsthe SFCN. | vl
If the traffic goes through NAT before it comesto SFCN, it will bethe
NAT IP address.
source port Theinterna port number of the user-generated traffic towards the SFCN. | vl
destination ip The destination IP address of the user-generated traffic towards the vl
SFCN.
destination port The destination port number of the user-generated traffic towards the vl
SFCN.
data center The name of the data center that processed the user-generated traffic. vl
ruleid The ID of the rule that processed the user traffic. vl
action The final verdict whether to allow or block the traffic based on therule. | vl
fqdns The fully qualified domain names (FQDNSs) that match the request. v8
destination list ids | The destination list IDs that Secure Access applied in therule. v8
first packet The timestamp when the first packet of the session wasreceived in UTC | v9
timestamp in seconds. Populated only for traffic handled by Cisco Secure Firewall.
last packet The timestamp when the last packet of the session was received in UTC | v9
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Field name Description Release version

packets sent The number of packets sent during the session. Populated only for traffic | v9
handled by Cisco Secure Firewall.

packetsreceived | The number of packets received during the session. Populated only for v9
traffic handled by Cisco Secure Firewall.

bytes sent The number of bytes sent during the on. Populated only for traffic [ v9
handled by Cisco Secure Firewall.

bytes received The number of bytes received during the session. Populated only for v9
traffic handled by Cisco Secure Firewall.

fw event id The ID of the firewall event. Populated only for traffic handled by Cisco |v9
Secure Firewall.

destination The 1SO-3166 a pha-2 two-character identifier of the country associated | v10

country with the destination IP.

app id The unique application ID identified for the current session. v10

awsregion The AWS region that stores your VPN logs. v10

private app group | The unique ID of the private resource group ID that the private resource |v10

id belongsto.

private flow TRUE if Secure Access applied a private access rule to the user- v10
generated traffic, and FALSE if Secure Access applied an internet access
rule.

postureid The unique ID of the endpoint posture profile. v10

casi category ids | Name of the Application category to which the App ID belongs. v10

traffic source The source of the user-generated traffic. Valid valuesare 0 - v10
Unknown, 1 - VPN, 2 — ZTNA, 3 - Network Tunnel.

content category | ID of one or more content categories matched by the rule. v10

ids

content category | ID of one or more content category lists that include categories matched | v10

list ids by therule.

organization id The Secure Access organization ID. For more information, see Find v10
Y our Organization ID.

Data Loss Prevention (DLP) Log Formats

The Cisco Secure Access DLP logs show information about DL P events where data identifiers were triggered and a
violation occurred. DLP logs are available in al log format versions. For information about the size of alog file, see
Estimate the Size of aLog.

Note: A single DLP event can present in multiple rows of the logs when different dataidentifiers and file labels are
triggered for the same content. Rows related to the same content or event have the same Unique Event ID.

Example

An example of av10 DLP log event.

ti mest anp, event type, uni que event
id, severity,identity, owner, nanme, appli cation, desti nation, action, rul e, data
classification,data identifier,content type,file size,sha 256 hash,file
| abel , application category name,traffic direction,private resource
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nane, private resource group nhame, destinati on protocol, destination

i p, destination port,organi zation id
"2022-02-15 12: 05: 45", "Real Tine","f64dcc3f-50fa-410a-
b8el-589894276cee_ 17c81f 85- 34f 7- 4bc5-
aadc- 155571f 484f 6", " ALERT", "Net wor k1", "","first. x| sx", " Dropbox", "https://

upl oad. dr opbox. com aj ax/ mer cury/ upl oad. php?
av=100050982596543& _user =100050982596543", " BLOCK", "pri vat eappsrul e", "Bui | t -

in PCl dassification","Credit Card Number - Strict","text/

htm ", "48", "abbd2352c3cf ea8846871928bf 99ca24dc3a6f 162170926649381a6d968869ab"
"Confidential","","","dl pprivateresource","","https","127.0.0. 1", "443","8247177"

Order of Fields in the DLP Log

Note: Not al fieldslisted are found in most or al regquests. When afield does not have avalue, Secure Access sets
the field to the empty string (" ") in the log.

V10 Log Formats
The CSV fieldsin the header row of the DLP logs.

ti mest anp, event type, uni que event
id,severity,identity, owner, name, application, destination, action, rul e, data

classification,data identifier,content type,file size,sha 256 hash,file
| abel , application category name,traffic direction,private resource
nane, private resource group hane, destinati on protocol, destination

i p, destination port, organization id

The description of each field and the log version in which each field was released, up to version 10. For more
information about log versions, see Find Y our Log Schema Version.

Field name Description Release version
timestamp The date and time of the DL P event, expressed asaUTC- v6
formatted string (e.g., 2024- 01- 16 17: 48: 41).
Note: Unlike the Secure Access dashboard and reports,
Secure Access logs do not convert the timestamp to your
local timezone.
event type The type of event that matched a dataidentifier. Real Time |v8
denotes a proxy-based DLP event triggered by a Real Time
rule.
unique event id The unique identifier for the event. There can be multiple v6
violation matches in one event.
severity The severity of the rule: Low, Medi um Hi gh, or v6
Critical.
identity The source that triggered the violation. v6
owner The owner of thefile. v6
name The name of thefile. v6
application The application of the request. V6
destination The domain of the request. v6
action If theviolation was Bl ocked or Moni t or ed. v6
rule The DLP rule name. v6
data classification The data classification whose data identifier matched on the | v6
violation.
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Field name Description Release version
data identifier The dataidentifier that matched on the request. v6
content type The mime type of the file that matches the dataidentifier. v6
filesize The size of thefilein bytes. v6
sha 256 hash The hex digest of the response content. V6
filelabel The file name label that matched on the file properties. v7

application category name | The category of the requested web application. For more v10
information, see Application Categories.

traffic direction Direction of traffic. (Applies only to some applications, v10
such as OpenAl API and OpenAl ChatGPT.)

private resour ce name The name of the private resource. v10
private resour ce group The private resource group name if the matched rule v10
name destination was a private resource group.

destination protocol The protocol of the destination. v10
destination ip The IP address of the destination. v10
destination port The port of the destination. v10
organization id The Secure Access organization ID. For more information, |v10

see Find Y our Organization ID.

IPS Log Formats

The Cisco Secure Access IPS logs show the traffic, events, and possible threats detected by the Secure Access
Intrusion Prevention System. For information about the size of alog file, see Estimate the Size of aLog.

Example

Example of av10 IPSlog.

timestanp,identities,identity types, generator id,signature id,signature
message, signature list id,severity,attack classification,cves,ip

prot ocol , session id, source ip,source port,destination ip,destination
port,action, operati on node, policy resource id,direction,firewall rule
id,ips config type, aws region, application id,casi category ids, data
center,organi zation id

"2024-09-11 23:17:13","Firewal | Tunnel Nane","Network

Tunnel s", " 1", "16606", " SERVER- ORACLE BEA WeblLogi ¢ Server Pl ug-ins
Certificate overflow attenpt™, "50516","H GH', "Attenpted User Privil ege
Gai n", "cve-2009- 1016", "TCP", "12345", " 123. 123. 123. 123","80", "1. 1. 1. 1", "40762", "Wul d
Bl ock", "I DS", "50516", " S2C", "21171", " PROFI LE", " eu-

central -2b","","","", "8151514"

Order of Fields in the IPS Log

Note: Not al fieldslisted are found in most or al regquests. When afield does not have avalue, Secure Access sets
the field to the empty string (" ") in the log.
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V10 Log Format
The CSV fieldsin the header row of the IPS log.

ti mestanp,identities,identity types, generator id,signature id,signature
nmessage, signature list id,severity,attack classification,cves,ip
prot ocol , session id, source ip,source port,destination ip,destination
port,action, operation node, policy resource id,direction,firewall rule
id,ips config type,aws region, application id,casi category ids, data
center,organi zation id

The description of each field and the log version in which each field was released, up to version 10. For more
information about log versions, see Find Y our Log Schema Version.

Field name Description Release version

timestamp The date and time of the IPS detection event, expressed asa | v8
UTC-formatted string (e.g., 2024-01-16 17:48:41).

Note: Unlike the Secure Access dashboard and reports,
Secure Access logs do not convert the timestamp to your

local timezone
identities All tunnel identities that are associated with this request. v8
identity types The type of identity that is associated with this request. v8
generator id Unique ID assigned to the part of the IPS that generated the | v8
event.
signatureid Used to uniquely identify signatures. v8
signature message A brief description of the signature. v8
signaturelist id Unique ID assigned to a Default or Custom Signature List. | v8
severity The severity level of therule. Valid values are: Hi gh, v8

Medi um Low, andVery Low.

attack classification The category of attack detected by arulethat is part v8
of amore general type of attack class. Valid values
are:trojan-activity,attenpted-user,and

unknown.
cves A list of information about security vulnerabilities and v8
EXposures.
ip protocol The actual protocol of the traffic, suchas TCP, UDP, v8
| CVP.
session id The unique identifier of a session, which is used to group v8
the correlated events between various services.
sourceip The IP of the computer making the request. v8
source port The port number of the request. v8
destination ip The port number of the request. v8
destination port The destination port number of the request. v8
action The action performed when criteriameets arule, for v8

example: bl ock, war n, and woul d_bl ock.
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Field name Description Release version

operation mode The mode of operation of the IPS, either detection or v9
prevention. Valid values are: | DS, | PS, and UNKNOWN.

policy resourceid The ID of the IPS policy resource. An example of apolicy |v9
resourceis: signature list.

direction The direction of the packet that matches the signature. Valid | v9
valuesare: S2C, C2S, and UNKNOWN.

firewall ruleid The ID of the rule that matches the firewall session. v9

ips config type The type of the IPS configuration. Valid values are; v9
CONFI G, PROFI LE, and UNKNOAN.

awsregion The AWS region where Secure Access stores your logs. v9

application id The ID of the destination application. v10

cas category ids The name of the Application category to which the App ID | v10
belongs.

data center The name of the data center that processed the user- v10

generated traffic.

organization id The Secure Access organization ID. For more information, |v10
see Find Y our Organization ID.

Remote Access VPN Log Formats

The Cisco Secure Access remote access virtual private network (VPN) logs show the VPN session connection events,
which are managed by the Secure Access VPN services. Some relevant fields to aid debugging and trouble-shooting
VPN sessions include:

» Display Username for Failed Events — Significantly improves how quickly issues can be tracked and addressed.

* ASA Sysog Message ID Extraction Support — Offers detailed insights by identifying the specific sys-log
messages used in the remote access logs.

» Device ID - Includes the device I D with every event, providing critical help to network administratorsin
numerous ways.

« Failed Eventsfor Posture — Provides vital information for effective triage during failed connection attempts.
For information about the size of alog file, see Estimate the Size of aLog.

Examples

An example v10 Secure Access VPN log of aCONNECTED event.

ti mest anp, host nane, aws regi on, event type,origin ids,origin type,user
i d,organi zation id,retenti on days, storage | ocati on, nsp organi zati on
i d, session id, session type,vpn profile,public ip,assigned ip,connected
at, di sconnecti on reason, os versi on, anyconnect version,asa syslog id, device
i d, machine id, public ipv6, assigned ipv6, security group tag,dap record
nane, dap connection type, failed reasons
"2024-09- 11 21:40: 51", "host nane- exanpl e", " us-
east - 1", " CONNECTED", "[ 1296793508] ", " 7", "exanpl e-
userid", "8236318", "365", "us","", "1486","| KEv2", " C scoSecur eAccessVPN', "24. 123. 132. 133", "
0S X 14.6.1","5.1. 2. 42", " ASA-5-109201", "DEVI CE- M LOXH" , "","n/a", " n/
a","1o0","", """, "[1"
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An example v10 Secure Access VPN log of a DISCONNECTED event.

ti mest anp, host nane, aws regi on, event type,origin ids,origin type,user
i d,organi zation id, retention days, storage | ocation, nsp organi zati on
i d, session id,session type,vpn profile,public ip,assigned ip,connected
at, di sconnecti on reason, os versi on, anyconnect version,asa syslog id, device
i d, machine id, public ipv6, assigned ipv6, security group tag,dap record
nane, dap connection type,failed reasons

"2024-09-11 22:28: 52", "host nane- exanpl e", " us-

east- 1", " DI SCONNECTED", "[ 1290579891] ", " 7", "exanpl e-

userid", "8236318", "365", "us","","1476","TLS", " Ci scoSecur eAccessVPN', "24.123. 132. 133", " 1(
Request ed","Mac OS X 14.6.1","5. 0. 05040", " ASA- 4-113019", " DEVI CE- M
FlPGI, n II, n n/ a‘II, n n/ a‘II, n 10", n II, n II, II[] n

An example v10 Secure Access VPN log of afailled AUTHORIZATION-CHECK event.

ti mest anp, host nane, aws regi on, event type,origin ids,origin type,user
i d, organi zation id,retenti on days, storage | ocation, nsp organi zati on
i d, session id,session type,vpn profile,public ip,assigned ip,connected
at, di sconnecti on reason, os versi on, anyconnect version,asa syslog id, device
i d, machine id, public ipv6, assigned ipv6, security group tag, dap record
nane, dap connection type,failed reasons
"2024-09-11 21:40: 51", "host nane- exanpl e", " us-
east-1","FAI LED', "[ 1296793508] ", " 7", "exanpl e-

userid", "8236318", "365", "us","","1486","| KEv2", " Ci scoSecur eAccessVPN', "24.123. 132. 133", "
0S X 14.6.1","5.1. 2. 42", " ASA- 5- 109201", " DEVI CE- M LOXH", "", "n/a", " n/
a","10","","", " [ " AUTHORI ZATI ON- CHECK" ] "

An example Secure Access VPN log of afailed CERT-AUTH-CHECK event.

ti mest anp, host nane, aws regi on, event type,origin ids,origin type,user
i d,organi zation id,retenti on days, storage | ocation, nsp organi zati on
i d, session id, session type,vpn profile,public ip,assigned ip,connected
at, di sconnecti on reason, os versi on, anyconnect version,asa syslog id, device
i d, machine id, public ipv6, assigned ipv6, security group tag,dap record
nane, dap connection type,failed reasons
"2024-09-11 21:40: 51", "host nane- exanpl e", " us-
east-1","FAI LED', "[ 1296793508] ", " 7", "exanpl e-

userid", "8236318", "365", "us","","1486","| KEv2", " Ci scoSecur eAccessVPN', "24.123. 132. 133", "'
0S X 14.6.1","5.1.2.42", " ASA-5-109201", " DEVI CE- M LOXH", " ", "n/ a", "n/
a’II , n 10II , nun , nun , n [ n @R‘l—_ ALJT'_'_ G_'Emll] n

Order of Fields in the RAVPN Log

Note: Not al fieldslisted are found in most or al requests. When afield does not have avalue, Secure Access sets
the field to the empty string (" ") in the log.

V10 Log Format
The CSV fieldsin the header row of the RAVPN logs.

ti mest anp, host nane, aws regi on, event type,origin ids,origin type,user
i d,organi zation id,retenti on days, storage | ocation, nsp organi zati on
i d, session id,session type,vpn profile,public ip,assigned ip,connected
at, di sconnecti on reason, os versi on, anyconnect version,asa syslog id, device
i d, machine id, public ipv6, assigned ipv6, security group tag,dap record
nane, dap connection type,failed reasons

The description of each field and the log version in which each field was released, up to version 10. For more
information about log versions, see Find Y our Log Schema Version.
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Field name Description Release version

timestamp The date and time of the RAVPN event, expressed asa v9
UTC-formatted string (e.g., 2024- 01- 16 17: 48: 41).
Note: Unlike the Secure Access dashboard and reports,
Secure Access logs do not convert the timestamp to your
local timezone.

hostname The fully-qualified domain name (FQDN) of the user device | v9
or virtual machine (VM) that generates the events.

awsregion The AWS region that stores your VPN logs. v9

event type The label that describes the type of event. Valid valuesare: | v9
CONNECTED, DI SCONNECTED, FAI LED, or UNKNOWN.

origin ids Theinternal IP address of the device that connected tothe | v9
Secure Access remote VPN services.

origin type The type of device connected to the Secure Access VPN v9
services.

user id The ID of the VPN user. The ID isthe email address v9
associated with the user account.

organization id The Secure Access organization ID. For more information, |v9
see Find Y our Organization ID.

retention days The number of daysthat AWS S3 stores your Secure v9
Access VPN log.

storage location The two-character |abel that identifies the location of your | v9
Cisco-managed VPN logs. Configure the storage location
on Secure Access for your organization. The storage
location options are: eu or us.

msp organization id The Secure Access managed organization ID. v9

session id The unique ID of the VPN session. v9

session type The protocol used by the device with the VPN session, for | v9
example: TLS.

vpn profile The name of the VPN connection profile that establishesa | v9
VPN session.

publicip The public IP address of the device with the Cisco Secure | v9
Client and VPN module.

assigned ip The IP address assigned to the device with the Cisco Secure | v9
Client and VPN module.

connected at The date and time of the start of the initial CONNECTED v9
VPN event for aDI SCONNECTED event expressed in
milliseconds as a UTC-formatted string.

disconnection reason The description of the VPN disconnected event. Thevalue |v9
isnull for other event types.

osversion The type and version of the user device's operating system. |v9

anyconnect version The version of the Cisco Secure Client with the VPN v9
module.
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Field name Description Release version

asa syslog id The ID of the Cisco ASA syslog used to generate this log v10
event.

deviceid The ID of the device with the Cisco Secure Client and VPN | v10
module.

machineid The ID of the client machine used for authentication. v10

public ipvé The public IP v6 address of the device with the Cisco v10
Secure Client and VPN module.

assigned ipv6 The IP v6 address assigned to the device with the Cisco v10
Secure Client and VPN module.

security group tag Security group tag matched as a source by arule. v10

dap record name The posture profile assessed by Cisco Secure Client v10
HostScan.

dap connection type The RAVPN session connection type. v10

failed reasons The error codes for failed remote connection requests. v10

Web Log Formats

The Cisco Secure Access Web logs show your organization's traffic through the Secure Access proxy. For
information about the size of alog file, see Estimate the Size of aLog.

Example

An example of av10 Web log event.

ti mestanp, policy identity label,internal client ip,external client

i p,destination ip,content type,action,url,referer,user agent,

st at us

code, request size, response si ze, response body size, sha—sha256, cat egori es, av
det ecti ons, puas, anp di spositi on, AMP nmal ware nane, anp score,policy identity
type, bl ocked categories,identities,identity types,request nethod,dlp

status,certificate errors,file nane, rul eset

id, rule ID, destination |ist

ids,isolate action,file action,warn status, forwardi ng nethod, producer, nsp
organi zation id,geo |ocation of blocked destination countries, application
i ds, host nane, data center, egress, server nane,time based rul e, security
overri dden, detected response file type,warn categories, organi zation id
"2024-09-11 11:48:11", " TheConput er Name", *192. 192. 192. 135", "1. 1. 1. 91",
"3.4.5.6","","ALLONED", ""https://

uni t edst at es. smart screen. m crosoft.cont”, "

(Maci nt osh; Intel

Engi nes",

Net wor k", " GET", ""

www. googl e. cont', "Mozi |l | a/ 5. 0>

Mac OS X 10_11 6) Appl eWebkKit/537.36 (KHTM., |ike Gecko)
Chrone/ 61. 0. 3163. 100 Safari/537.36","200", "562", "1489","", K ""
ottt " Roami ng Corrput er" "TheOorrput er Narre
ADSi t e, Netvvork" " Roam ng Oorr'put er, Slte

"""t he. j s" , "i sol at ed", "downl oaded_original file","

sessi on"," YLt S
bd8001601841 si gngi nx atl 1" "ATL1","true", "unitedstates. smartscreen. mcrosoft.cont,”

svvg ngr nx- proxy https—

Order of Fields in the Web Log

Note: Not all fieldslisted are found in most or al regquests. When afield does not have avalue, Secure Access sets

the field to the empty string (

) inthelog.

"Search

war n-

fals



V10 Log Format

The CSV fields in the header row of the Web log.

ti mestanp, policy identity label,internal client ip,external
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client

i p,destination ip,content type,action,url,referer,user agent, status

code, request size, response si ze, response body size, sha—sha256, cat egori es, av
det ecti ons, puas, anp di sposition, AMP nal ware nane, anp score,policy identity
type, bl ocked categories,identities,identity types,request nethod,dlp

status,certificate errors,file nane, rul eset

id,rule ID destination |ist

ids,isolate action,file action,warn status,forwardi ng nethod, producer, nsp
organi zation id,geo |location of blocked destination countries, application
i ds, host nane, dat a center, egress, server nane,ti ne based rul e, security
overridden, detected response file type,warn categories,organi zation id

The description of each field and the log version in which each field was released, up to version 10. For more
information about log versions, see Find Y our Log Schema Version.

Field name Description Release version
timestamp The date and time of the Web traffic event, expressed vl
asaUTC-formatted string (e.g., 2024- 01- 16
17: 48: 41).
Note: Unlike the Secure Access dashboard and reports,
Secure Access logs do not convert the timestamp to your
local timezone.
policy identity label Theidentity that made the request. vl
internal client ip Theinternal 1P address of the computer making the vl
request.
external client ip The egress I P address of the network where the request | v1
originated.
destination ip The destination |P address of the request. vl
content type The type of web content, typically t ext / ht i . vl
action Whether the request was allowed or blocked. vl
url The URL requested. vl
referer The referring domain or URL. vl
user agent The browser agent that made the request. vl
status code The HTTP status code; should always be 200 or 201. vl
request size Request size in bytes. vl
response size Response size in bytes. vl
response body size Response body size in bytes. vl
sha—sha256 The hex digest of the response content. vl
categories The security categories for this request, such as vl
Mal war e.
av detections The detection name according to the antivirus engine vl
used in file inspection.
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Field name

Description

Release version

puas

A list of all potentially unwanted application (PUA)
results for the proxied file as returned by the antivirus
scanner.

vl

amp disposition

The status of the files proxied and scanned by Cisco
Advanced Maware Protection (AMP) as part of the
File Inspection feature; can be Cl ean, Mal i ci ous or
Unknown.

vl

amp malware name

If Malicious, the name of the malware according to
AMP.

vl

amp score

The score of the malware from AMP. Thisfield returns
blank (" ") unless the verdict is Unknown, in which the
valuewill be 0.

vl

policy identity type

Thefirst identity type that made the request. Examples:
Roani ngConput er, Net wor k.

vl

blocked categories

The category that resulted in the destination being
blocked.

v4

identities

All identities associated with this request.

v5

identity types

The type of identities that were associated with the
reguest. Examples: Roami ng Comput er, Net wor k.

v5

request method

The HTTP request method. Examples: GET, POST,
HEAD, PUT, DELETE.

v5

dip status

If the request was Blocked for DLP.

V6

certificateerrors

Any certificate or protocol errorsin the request.

v6

filename

The name of thefile.

v6

ruleset id

The ID number assigned to the ruleset.

v6

ruleid

The ID number assigned to therule.

v6

destination list ids

The ID number assigned to a destination list.

v6

isolate action

The remote browser isolation state associated with the
request. Currently, Remote Browser Isolation (RBI) is
not supported.

v8

file action

The action taken on afilein aremote browser
isolation session. Valid values are; UNKNOWN,
DETECT, BLOCK, MALWARE CLOUD LOOKUP,
MALWARE _WHI TELI ST,

CLOUD LOOKUP_TI MEQUT,

CUSTOM DETECTI ON,

CUSTOM DETECTI ON_BLOCK,

ARCHI VE_BLOCK_DEPTH_EXCEEDED,
ARCHI VE_BLOCK_ENCRYPTED,

ARCHI VE_BLOCK _FAI LED _TO | NSPECT,
TI D_BLOCK

v8

warn status

The Warn page's state associated with the request.

v8
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Field name Description Release version

forwarding method The method used to forward the proxy events. Example: | v9
Secure Web Appliance.

producer The producer of the proxy events. v9

msp organization id The Secure Access parent organization 1D. v10

geo location of blocked The ISO-3166 |Ds of one or more countries where v10

destination countries destination I Ps blocked by policy are located.

application ids The ID of the destination application. v10

hostname The hostname of the user device. v10

data center The name of the data center that processed the user- v10
generated traffic.

egress TRUE indicates that the egress |P was areserved |P. v10

server name The name of the server according to the TL S protocol v10
server name indication (SNI), if present, or from the
server's SAN certificate common name (CN).

time based rule TRUE indicates that athe rule was applied dueto atime |v10
condition.

security overridden TRUE indicates that security filtering was explicitly v10
overridden and not applied during enforcement.

detected responsefile Thefile type that resulted in a blocked response. v10

type Examples. exe, avi .

warn categories The ID of one or more content categoriesin lists v10
matched for aWarn action by therule.

organization id The Secure Access organization 1D. For more v10

information, see Find Y our Organization ID.
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Manage APl Keys

The Secure Access API keys and Key Admin API keys enable you to interact programmatically with your instance
of the Secure Access platform. Y ou can create an API key and secret for each type of key and manage all of your
organization's APl keysin Secure Access.

* APl Key—An intent-based Secure Access APl key with a configurable key name, description, expiration date,
and key access scopes. The API key description is optional.

« KeyAdmin APl key—An API key that you can use in a program or script to create and manage your
organization's Secure Access APl keys. The KeyAdmin API key has a configurable key name, description, and
expiration date, and key access scopes. The key access scopes are limited to the management of Secure Access
API keys. The API key description is optional.

Your APl key and APl secret are credentials that enable you to authenticate to Secure Access and create short-lived
API access tokens.

Note: API keys, passwords, secrets, and tokens allow access to your private data. Y ou should never share your
credentials with another user or organization.

Add Secure Access API Keys

The Secure Access API enables you to create, manage, and protect the users, user devices, network connections, and
private resources in your organization. In a script or client program, use your Secure Access APl key credentialsto
authenticate with Secure Access and generate a short-lived API access token. Then, with your generated access token,
you can interact with the Secure Access platform. Y ou must include your access token in an API request for every
operation. For more information, see Secure Accesss API Authentication.

Y ou can create any number of granular, multi-scoped Secure Access APl keys. When you create an API key, choose
aunigue key name, description, key expiration date, and API key scopes and permissions. The API key description
and expiration date are optional . If you do not set an expiration date when you add the key, Secure Access sets your
API key to never expire. For each key scope and API resource, choose either Read-Only or Read/Write API key
permissions.

Once you add an APl key to Secure Access, you can refresh your key's credentials, update the key's name,
description, expiration date, and key scopes, and delete the API key.

Prerequisites

e Full Admin user role. For more information, see Manage Accounts.

Add API Key
1. Navigateto Admin > API Keys.

API Keys ©

Add
Secure Access's APl keys are used to authenticate your Secure Access AP| requests. You can create multiple keys and manage each key's access controls to meet
specific use cases.


https://developer.cisco.com/docs/cloud-security/#!secure-access-api-authentication
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2. Click API Keysand then click Add.The number of expired API keys appears next to the red triangle. The number
of API keysthat expire within 30 days appears next to the yellow triangle.

API Keys

46

\

16 A

1

~

J

KeyAdmin Keys

2

3. Enter aname and description for the key. A name must contain less than 256 characters. The key descriptionis

optional.

Add New APl Key

To add this unique API key to Secure Access, select its scope—what it can do—and set an expiry date. The key and secret created here are unique.
Deleting, refreshing or medifying this API key may break or interrupt integrations that use this key.

AP| Key Name
New AP| Key 9

Description

4. Select the key scopes and expand a key scope to view the resources. Check each resource in akey scopeto enable

access to the resource.

Key Scope

Select the appropriate access scopes to define what this API key can do.

O Admin

(] Deployments
[ Investigate
O policies

() Reports

0 selected

Scope

5. Choose Read-Only or Read / Write for the selected scope and resource.
6. For Expiry Date, choose an expiration date or choose Never expire.

Expiry Date

@ Mever e xpire

O Expire on Dec

CANCEL
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7. (Optional) For Network Restrictions, enter acomma-separated list of public IP addresses or CIDRs, then click
Add.

Note: You can add up to ten networks to your API key. Y ou can only use your APl key to authenticate requests
for clients on the selected networks.

Network Restrictions (C :

Optionally, add up to 10 networks from which this key can perform
authentications. Add networks using a comma separated list of public IP
addresses or CIDRs.

IP Addresses
ADD
8. Click CreateKey.
9. Copy and save your APl Key and Key Secret.
10. Click Accept and Close.
Copy the Key Secret. For security reasons, it is only displayed once. If lost, it cannot be retrieved. ACCEPT AND CLOSE
Refresh APl Key
1. Navigateto Admin > API Keys.
2. Click API Keys, and then expand an APl key.
API Keys KeyAdmin Keys
16 A 1
3. Click Refresh Key.
The API Key and secret here are used to perform API requests against your Umbrella organization. For more information, view document.
API Key Key Secret
o
4. Copy and save your APl Key and Key Secret.
5. Click Accept and Close.
Copy the Key Secret. For security reasons, it is only displayed once. If lost, it cannot be retrieved. ACCEPT AND CLOSE

Update API Key
Y ou can modify one or multiple settings on your API key.
1. Navigateto Admin > APl Keys.



2. Click API Keys, and then expand an APl key.

p

\

APl Keys
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16 A

1

1

J

3. Modify the APl Key Name, Description, and selected scopes and permissionsin K ey Scope.

API Key Name
New API Key 12

Key Scope

Select the appropriate access scopes to define what this API key can do.

O Auth

Deployments

4. Modify the Expiry Date.
5. For Network Restrictions, update the list of IP addresses or CIDRs. Click on the X to remove a network address.

Expiry Date

® Never expire

(@] Expire on

Jul 24 2024

Network Restrictions (Optional)
Optionally, add up to 10 networks from which this key can perform
authentications. Add networks using a comma separated list of public IP

addresses or CIDRs.

IP Addresses

KeyAdmin Keys

2

Description (0pior

key with network restrictions

25 selected Remove All
Scope
Deployments / Networks Read / Write X
Deployments / Roaming Computers Read / Write X

For example: 100.10.10.0/24, 1111

100.10.10.0/24

6. Click Save.

Delete API Key

1. Navigateto Admin > API Keys.
2. Click API Keys, and then expand an APl key.

p

APl Keys

46

16 A

1

1

KeyAdmin Keys

2
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3. Click Delete. In the dialog window, click Delete to remove the API key from your organization.

Delete Key

New APl Key 8

Are you sure you want to delete this key?

This key has been used at least once in the last 18 days.
A deleted key cannot be recovered.

Are you sure you want to delete this key?

CANCEL

Add KeyAdmin API Keys

The Secure Access Key Admin APl enables you to create and manage Secure Access API keys. In ascript or client
program, use your KeyAdmin APl key credentials to authenticate with Secure Access and generate a short-lived

API access token. Then, make API requests with your access token to the Key Admin API to create Secure Access
API keysfor your organization. Y ou must include your access token in an APl request for every operation. For more
information, see Secure Access API Authentication.

Y ou can create any number of Key Admin API keysfor your organization. When you create a KeyAdmin API key,
choose a unique key name, description, key expiration date, and the KeyAdmin APl key scopes. The key description
and expiration date are optional. If you do not set an expiration date when you add the key, Secure Access sets your
KeyAdmin API key to never expire.

Once you add a KeyAdmin API key to Secure Access, you can refresh your key's credentia's, update the key's name,
description, expiration date, and key scopes, and delete the API key.

Use Cases

e Programmatically create Secure Access APl keys.

* Programmatically manage the Secure Access API keysin your organization—refresh API key credentials, update
API key properties, or delete API keys.

«  Write scripts or client programs that use KeyAdmin APl keys to create and manage Secure Access APl keys, and

with your generated API keys, make requests to the Secure Access API. Integrate the client programs into your
continuous integration or continuous delivery pipelines.
Prerequisites

e Full Admin user role. For more information, see Manage Accounts.

Add KeyAdmin API Key
1. Navigateto Admin > API Keys.

v
API Keys )

Add
Secure Access's APl keys are used to authenticate your Secure Access APl requests. You can create multiple keys and manage each key's access controls to meet
specific use cases.


https://developer.cisco.com/docs/cloud-security/#!secure-access-api-authentication
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2. Click KeyAdmin Keys and then click Add.The number of expired APl keys appears next to the red triangle. The
number of APl keys that expire within 30 days appears next to the yellow triangle.

API| Keys KeyAdmin Keys

46 2

16 A 1

3. Enter aname and description for the key. A name must contain less than 256 characters. The key descriptionis
optional.

Add New API Key

To add this unique APl key to Secure Access, select its scope—what it can do—and set an expiry date. The key and secret created here are unique.
Deleting, refreshing or medifying this API key may break or interrupt integrations that use this key.

APl Key Name Description

New AP| Key 9

4. Select the permissions for the key.

Permissions
Select the areas of Umbrella API Key functionality that this key is allowed to manage.

(D List API Keys

() Create API Keys
() update API Keys
() Refresh API Keys

() Delete API Keys

5. For Expiry Date, choose the expiration date for the key, or choose Never expire.

Expiry Date

@ Mever expire

O Expire on Dec 10 2023

CANCEL
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6. (Optional) For Network Restrictions, enter acomma-separated list of public IP addresses or CIDRs, then click

Add.

Note: You can add up to ten networks to your API key. Y ou can only use your APl key to authenticate requests

for clients on the selected networks.

Network Restrictions

Optionally, add up to 10 networks from which this key can perform
authentications. Add networks using a comma separated list of public IP

addresses or CIDRs.
IP Addresses

7. Click CreateKey.

8. Copy and save your KeyAdmin Key and Key Secret.

9. Click Accept and Close.

Copy the Key Secret. For security reasons, it is only displayed once. If lost, it cannot be retrieved. ACCEPT AND CLOSE
Refresh KeyAdmin APl Key
1. Navigateto Admin > API Keys.
2. Click KeyAdmin Keys, and then expand an API key.
API| Keys KeyAdmin Keys
16 A 1
3. Click Refresh Key.
Copy the API key and secret and use them to authenticate API requests. This secret is only displayed once. Click Refresh to generate a new key and secret.
For more information, see Umbrella's Help.
KeyAdmin Key KeyAdmin Key Secret
@
4. Copy and save your KeyAdmin Key and Key Secret.
5. Click Accept and Close.
Copy the Key Secret. For security reasons, it is only displayed once. If lost, it cannot be retrieved. ACCEPT AND CLOSE

Update KeyAdmin APl Key
Y ou can modify one or multiple settings on your APl key.

1. Navigateto Admin > APl Keys.



2. Click KeyAdmin Keys, and then expand an API key.

API Keys

46

3. Modify the KeyAdmin Key Name, Description, Permissions, and Expiry Date.

KeyAdmin Key Name
‘ New KeyAdmin Key

16 A

Permissions

1

KeyAdmin Keys

2

J

Description (010712,

Admin API key to create Secure Access keys

Select the areas of Secure Access AP| Key functionality that this key is allowed to

manage.

List API Keys

Create API Keys
Update AP! Keys
Refresh API Keys

Delete AP Keys

Expiry Date

@® Never expire

O Expire on May 11 2024

Read-

Only

Write

Write

Write

Write
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4. For Network Restrictions, update the list of 1P addresses or CIDRs. Click on the X to remove a network address.

Network Restrictions (Optional)

Optionally, add up to 10 networks from which this key can perform
authentications. Add networks using a comma separated list of public IP

addresses or CIDRs.

IP Addresses

For example: 100.10.10.0/24, 1.1.1.1

5. Click Save.

Delete KeyAdmin API Key

1. Navigateto Admin > API Keys.
2. Click KeyAdmin Keys, and then expand an API key.

AP| Keys

46

16 A

1

KeyAdmin Keys

2
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3. Click Delete. In the dialog window, click Delete to remove the API key from your organization.

Delete Key

New APl Key 8

Are you sure you want to delete this key?

This key has been used at least once in the last 18 days.
A deleted key cannot be recovered.

O are you sure you want to delete this key?

CANCEL
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Manage Accounts

Y ou can share access to Cisco Secure Access with other people in your organization by inviting them to create an
account.

Y ou can manage accounts by navigating to Admin > Accounts. At aglance, you can see all of the accounts that
have access to Secure Access. Thisincludes their name, assigned role, whether they have two-factor authentication
enabled, and their account status.

When you create an account for another administrator, you assign arole that defines what type of access they haveto
Secure Access. You can allow multiple usersto view Secure Access while restricting the ability to make changesto a
select few administrators.

Accounts

Add and manage Secure Access a dministrator accounts. Help 7

Full Admin © Active

Add a New Account

Y ou can add users to your instance of Cisco Secure Access China by adding anew account. Each account is assigned
arolethat sets that account's permissionsto view, write, change, and del ete Secure Access China configurations.

Prerequisites

¢ Full Admin user role. For more information, see Manage Accounts.
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Procedure

1. Navigateto Admin > Accounts and click New.

Accounts

Add and manage Secure Access administrator accounts. Help [

7 Total
Name Role
Deb

Full A
d@cisco.com Ui AC
Jane Full Ac
j@cisco.com

2. Enter the user's email address, choose a User Role, and then click Send Confirmation.
User roles are:

e Full Admin—Grants full access to Secure Access China. Thisincludes the ability to add users and assign
roles.

* Read-Only—Grants limited access to Secure Access China. A Read-Only administrator can only view pages
and reports. Functionality, including buttons, may not be displayed or available.

e Security Administrator—Grants the same access as the Full Admin role, but does not have access to Data
Loss Prevention (DLP) classifications, DLP policies, or the DLP Report.

Add Account

Because your organization is enabled for SAML already, they will receive an email notifying
them they have been added to your organization. They will only need to login via the SSO
login to get started.

Email User Role
‘ Full Admin v

CANCEL

3. A messageis sent to the new user's email address with instructions for setting a password.
Note: When the new user clicks Confirm Invite, Secure Access China redirects them to the Secure Access China
login page.

After auser creates a password and signs in, the user has access to your instance of Secure Access China. The user's
role controls their level of access.

Once the account is added, its statusis Active and you can edit the account. For more information, see Edit Account
Settings.
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Full Admin @ Active
Security Administrator @ Active
Read Only @ Active
Edit Account Settings
With administrator rights, you can change an account's settings at any time.
Prerequisites
e Full Admin user role. For more information, see Manage Accounts.
Procedure
1. Navigateto Admin > Accounts and click alisted account entry.
Accounts (@
Add and manage Secure Access administrator accounts. Help C7 -
7 Total
?Eki‘ <<<<< . & Full Admin © Active ]
J:T‘eﬁ com Full Admin © Active
2. Update account settings as needed.

< BACKTO ACCOUNTS PAGE

j@cisco.com
FirstName. LastName
Joe Smith

Email

jefwu2@cisco.com

User Role
Ful Admin v

De-identification

A Useris currently seeing identified identities.

cHANGE

Timezone

(UTC+00:00) UTC ~

Language

Browser Default

REMOVE ACCOUNT

The following account settings can be changed:

First Name and Last Name

caneer m

User Role—The user role of the account. Only accounts with the user role of Full Admins can change user roles.
Timezone—The timezone used in activity and reporting data shown within the dashboard. The timezone selection

is unigue to each account.

Remove Account—Del ete the account from Secure Access.
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Delete an Account

After adding a user to your instance of Secure Access, you can delete their account at any time. For information on
how to add an account, see Add a New Account.

Prerequisites

¢ Full Admin user role. For more information, see Manage Accounts.

Prerequisites
1. Navigateto Admin > Accounts.

Accounts

Add and manage Secure Access administrator accounts. Help C7

Full Admin © Active
Full Admin © Active

2. Hover over the account that you want to delete and then click the delete icon next to the account.

Accounts

Add and manage Secure Access administrator accounts. Help 7

Full Admin © Active

Hide Sources with De-identification

Some regions or organizations require restrictions to hide the sources of users making internet requests. To comply
with these restrictions, you can hide source names when generating a report by enabling de-identification for a user.
When enabled, a hash unique to that source replaces the source (identity) name.

Identity Internal IP

fd90b6d53d205d60051946cca54995b6354a7a67

465dae55fdc826ae81b8a3c1cb4d4bc7a80dc9d?

b2d1f9c5524d5ad9c7125d9e1a107 1d8e7feebb2 3ac1e140a26b912baab0bc2fe5190d2de0229cc5
c76acef928dbf1c74b8705ac95ff899c4dae4al eealb58f1ceect12d3f6e2b3973a0e48cd3f44e6
c76acef928dbf1c74b8705ac95ff899c4dae04al eealb58f1ceec612d3f6e2b3973a0e48cd3f44e6

465dae55fdc826ae81b8a3c1cb4d4bc7a80dc9d7

Note: Y ou cannot enable or disable de-identification on your own account. At least two administrators are required
to use this feature and any administrator can turn it on or off for another account.

Prerequisites

e Full Admin user role. For more information, see Manage Accounts.

Source Types

The following source types are de-identified:
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¢ AD usernames

e computer/hostnames

e internal IP addresses

e Chromebook identities

« mobileidentities

» GSuite users and groups

e SAML-obtained users and groups
e internal IP addresses

Enable De-identification
1. Navigate to Admin > Accounts and click an account name.

Note: Y ou cannot enable de-identification for your own account.

Accounts

Add and manage Secure Access administrator accounts. Help €7

7 Total

Deb Full Admin © Active

Jane Full Admin © Active

2. Under De-identification click Change.

User Role

Full Admin 4

De-identification

L Useris currently seeing identified identities.

CHANGE

3. Click Confirm.

De-Identification

Do you want to turn on de-identification for this user?

De-identification is enabled and source (identity) names are replaced with a hash.



Disable De-identification
1. Navigate to Admin > Accounts and click an account name.

Note: Y ou cannot enable de-identification for your own account.

Accounts \))

To create a new account or invite an existing user to your organization, click New in the upper right.

Debton
Full Admin © Active

Jane Full Admin © Active

2. Under De-identification click Change.

User Role

Full Admin N

De-identification

User is currently seeing de-identified identities.

CHANGE

3. Click Confirm.

De-ldentification

Do you want to turn off de-identification for this user?

De-identification is disabled and the account can view identity names.

Limitations

Because the purpose of de-identification is to remove the visibility of the identity names for the user, de-identification
includes the following limitations:

» The scheduling and exporting of reportsis unavailable.
* The Application Discovery report is unavailable.

e You cannot search by an active directory username, roaming computer name, or internal |P name. However, you
can click the hash name to view the source's (identity) details.

e Thereisno accessto APl key management and creation.
» Thereisno accessto S3 Log Management (self-managed or Cisco-managed).

« Full administrators with De-identification enabled will see encoded information in all reports except for the Data
Loss Prevention Report.
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Get Started with Cisco Secure Client on Windows and
macOS

Cisco Secure Client provides security to user devices on any network from any location. User devices can connect to
private resources through VPNSs, or access internet resources protected by the Cisco Secure Access web security.

Secure Client manages the endpoint security on user devicesin your organization. Secure Client ensures that both
Windows and macOS devices have a uniform, continuous security experience. For more information about Secure
Client, see Cisco Secure Client At-a-Glance.

Secure Client features:

« Endpoint compliance
e User identity verification and device communications managed by VPNs and internet security, including roaming
protection

e Threat protection
« Network and identity visibility
e Inspection service

To get started, download the Secure Client pre-deployment package on the user devicesin your organization.

Prerequisites

Cisco Secure Client provides security to user devices on any network, whether the device connects to private
resources using VPN or the secure web gateway (SWG). As an administrator, you will deploy Secure Client on your
organization's user devices that meet the client's minimum operating system requirements.

Secure Access Requirements

e Full Admin user role. For more information, see Manage Accounts.
* Administrative privileges on the user device.

Download the Cisco Secure Client Pre-Deployment Package
Install Cisco Secure Client packages for Windows and MacOS.

* macOS—ci sco-secure-client-nmacos-5.1.0.136-predepl oy- k9. pkg
e Windows—ci sco-secure-client-wi n-5.1.0.136- predepl oy- k9. nsi

For more information, see Download Cisco Secure Client.

Install the Cisco Secure Client

1. Install the Cisco Secure Client on any user devicesin your organization. Y ou can customize the client modules
that deploy with the package. For more information about the Cisco Secure Client, see Cisco Secure Client
(including AnyConnect) Administrator Guide, Release 5.1.


https://www.cisco.com/c/en/us/products/collateral/security/anyconnect-secure-mobility-client/secure-client-aag.html
https://www.cisco.com/c/en/us/td/docs/security/vpn_client/anyconnect/Cisco-Secure-Client-5/admin/guide/b-cisco-secure-client-admin-guide-5-1.html
https://www.cisco.com/c/en/us/td/docs/security/vpn_client/anyconnect/Cisco-Secure-Client-5/admin/guide/b-cisco-secure-client-admin-guide-5-1.html
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Download Cisco Secure Client

This topic explains your options for downloading the Cisco Secure Client pre-deployment package in Secure Access
China

e Option 1: Download any version of Secure Client using the link in Secure Access Chinato Cisco Software
Central. You will need avalid service contract that is associated with your Cisco.com profile.

e Option 2: Download the current version of Secure Client using the shortcut buttons in Secure Access China.

Procedure

1. In Secure Access China, navigate to Connect > End User Connectivity.
2. Onthe End User Connectivity page, click Cisco Secure Client.

End User Connecivity

End user connectivity lets you define how your organization's traffic is steered from
endpoints to Secure Access or to the internet. Help cf

Virtual Private Network Internet Security

3. Inthe Download Cisco Secure Client window, do one of the following:

Download Cisco Secure Client X

The Cisco Secure Client protects computers, on and off the network. View
detailed deployment instructions in Help 7

22 Windows (x86/x64) A2
Version 5.1.5.65

28 Windows (Arm) 2
Version 5.1.5.65
@ macos © 7

Version 5.1.5.65

Download Profiles

For Internet Security module: orginfo.json ¥,

For VPN module: [ None v ]

All Cisco Secure Client versions are available in Cisco Software 7

For cloud-based management of clients, use Secure Client Management (7

Note:

The supported version of Cisco Secure Client is5.1.8, so it is recommended to download this version to ensure
optimal functionality. Client support for multiple deploymentsis avail able starting with Cisco Secure Client
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release 5.1.8 on Windows and macOS. This enables roaming users to connect to the appropriate Secure Access
deployment based on their current location.

* Todownload a previous version of Secure Client, click the Cisco Software link.

a. In Cisco Secure Central, download the desired Secure Client pre-deployment package and the version for
the OS on the end-user device.

e Examples:
e macOS—ci sco-secure-client-macos-5.1. 0. 136- predepl oy- k9. pkg
¢ Windows—ci sco-secure-client-w n-5.1.0.136-predepl oy- k9. nsi

* To download the current version of Secure Client, click the download button.
4. Inthe Download Profiles section:

a. Download the OrgInfo.json file.

« Thejson fileisused with the Internet Security module (also known as the Umbrella roaming module). The
file tells the module where to report and which policies to enforce.

b. Choose al applicable VPN profiles.

* The VPN profiletells Secure Access Chinawhich VPN profiles to enforce. Y ou created the VPN profiles
in the End-User Connectivity module of Secure Access China (show menu path)

5. Click Close.
6. Distribute Secure Client on all end-user devices.

Download the Orglinfo.json File

Y ou can deploy various modul es with the Cisco Secure Client. The Cisco Secure Client may require a certain profile
present to install amodule successfully.

The Cisco Secure Client Umbrella Roaming Security module (Web security) requires the Secure Access China
Orglnfo.json file. The Secure Access China Or gl nfo.json file associates a Cisco Secure Client deployment with the
Umbrella Roaming Security module to a Secure Access China user and organization. Once the module is deployed
on the Cisco Secure Client, Secure Access China applies the organization's configured policy rules to the device. The
device'straffic events are visible in the Activity Search report.

If you use another Or glnfo.json file from a different organization in Secure Access Chinato install the Cisco Secure
Client Umbrella module, the roaming device is managed by that instance of Secure Access Chinainstead.

To deploy the Cisco Secure Client with the Umbrella Roaming Security module on a user device, download the
Orglnfo.json file from Secure Access Chinato the device.

Prerequisites

e Full Admin user role. For more information, see Manage Accounts.

Procedure
Download the Cisco Secure Client internet security profile (Or gl nfo.json).
Step 1 — Download the Orglinfo.json File

1. Navigateto Connect > End User Connectivity > Internet Security.
2. For Cisco Secure Client, click Download Profile to save the Orglnfo.json file to the local system.

Step 2 — Copy the Orglinfo.json File to the Target Directory
Y ou have two options for copying the Orglnfo.json file:
1. Usingthe Profiles Directory

Cisco Secure Client isavailable as a .zip file (for Windows) or a.dmg file (for macOS), each containing installer
packages. Within the extracted archive, you will find a subdirectory named Profiles. Copy Orglnfo.json to the


https://software.cisco.com/download/home/286330811/type/282364313/release/5.1.1.42
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profile directory for the Umbrella module at Profiles\umbrellato ensure that the profile is automatically installed
during product installation.

2. Using thelnstallation Directory

Alternatively, you can copy the Orglnfo.json file directly to the location of the Cisco Secure Client runtime
directory at:

W ndows: 9%°r ogranDat a% Ci sco\ G sco Secure Cient\Unbrella
macCOS: /opt/cisco/secureclient/unbrellal

Note: If you deploy the Orglnfo.json file on the device after installing the Cisco Secure Client, the Cisco Secure
Client Umbrella Roaming Security module directories already exist. If you deploy the Or gl nfo.json file on the
device before installing the Cisco Secure Client, you have to create the required directories for the Umbrella
Roaming Security module on the device.

When you deploy the Orglnfo.json file for the first time, the Cisco Secure Client copies the Orglnfo.json fileto the
data subdirectory (see below), which aso contains several registration files. If you need to deploy a new Orglnfo.json
file, you must delete the data subdirectory. Alternatively, you can uninstall the Cisco Secure Client Umbrella
Roaming Security module, which deletes the data subdirectory, and then reinstall the new Orglinfo.json file. The data
subdirectory is:

For Cisco Secure Client 5.1.7 or earlier:

W ndows: 9%°r ogr anDat a% Ci sco\ G sco Secure dient\Unbrell a\data
macOS: /opt/ciscol/secureclient/unbrellaldata

For Cisco Secure Client 5.1.8 or later:
W ndows: 9%Pr ogr anDat a% Ci sco\ G sco Secure Client\Unrbrella\data\regi onal data
\ <r egi on_nane>

macQOS: /opt/cisco/ secureclient/unbrellaldatalregi onal dat a/ <regi on_nanme>

Note: Theregion_namein the directory should match the region tag found in the Or gl nfo.json file. If the region tag
ismissing, it is assumed to be “global”.
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Manual Installation of Cisco Secure Client (Windows and macOS)

Procedure
1. Install Cisco Secure Client
Note:

« |f you choose only the Umbrella option, the VPN functionality in Cisco Secure Client will be disabled.
However, the core VPN service will still be installed, as Umbrella shares some underlying functionality with
this service.

« Unchecking the Core & AnyConnect VPN option will hide the VPN from the graphical user interface (GUI).
The VPN service (csc_vpnagent) will continue to run in the background, but it will not be visible in the GUI.

« We highly recommend that you select Diagnostics and Reporting Tool for troubleshooting capabilities.

{9 Cisco Secure Client Install Selector - 0O

Select the Cisco Secure Client 5.1.1.42 modules you wish to
install:

m Core & AnyConnect VPN
m Start Before Login

m Network Access Manager
m Secure Firewall Posture

m Network Visibility Module
Umbrella

m ISE Posture

m ThousandEyes

m Zero Trust Access

m Select All

Diagnostic And Reporting Tool

m Lock Down Component Services

Install Selected

2. Install Umbrella Profile

After installing Cisco Secure Client, install the Umbrella profile (Orglnfo.json), downloaded from your Umbrella
dashboard. Copy the profile to the correct folder to register and activate Umbrella:

Windows %°r ogr anDat a% Ci sco\ G sco Secure
Client\Unrbrella\Oglnfo.json

macOS /opt/ciscol/secureclient/unbrellal
O glnfo.json

Mass Deployment Overview

Remote I nstallation

Cisco Secure Client can be deployed with endpoint management software designed to remotely install applications.
This includes tools such as Unified Endpoint Management (UEM) and Remote Management and Monitoring (RMM).
The remote installation options outlined below includes installing both the Cisco Secure Client software and the
Umbrella profile (Orginfo.json), similar to the steps followed in the manual deployment process.
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Scripted Installation « Cisco Secure Client isinstalled by endpoint
management software.

e TheUmbrellaprofile information is copied to the
endpoint by apost install script or task.

Mass Deployment Package + Theinstallation package or source is modified, and
the Umbrella configuration profile is bundled with
this package or source prior to installation.

* The customized package can be installed by endpoint
management software with the profile that is already
included.

VPN Headend Deployment (This option is suitable for customers using Secure
Client for VPN.)

e The software and profile are uploaded to the VPN
headend.

e Umbrelaisautomatically downloaded and installed
when the corresponding user connects to the VPN.

RMM Deployment This option is suitable for managed service providers.)

e Cisco Secure Client can be deployed to multiple end
customers using RMM tools.

Profile Installation

Installing your Umbrella organization profile (Orglnfo.json) is a mandatory step in the deployment process because
thisfile uniquely identifies your Umbrella organization and is required for the Cisco Secure Client to register with
Umbrella. The following diagrams show the two main ways in which the Umbrella organization profile can be
distributed.

« BundleProfile—The profile (Orglnfo.json) is bundled with the installation package prior to installation.

Shared Folder

S )] Umbrelia Pofi &
Embed profile in source installer directory _— ela Profile
@ Secure Client Installer
step2-
0 Install Secure Client (Core + Umbrella)

Endpoint
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« Copy Profile: The profile (OrgInfo.json) is copied to alocation in the endpoint
(programmatically) after installation. (MDM - Managed Device Manager).

Installation Package

@ Secure Client Installer
@ Umbrella Installer

Step 1-
Install Secure Client (Core + Umbrella)

Endpoint

N Step 2 - x
{i;}| Umbrella Profile Copy profile to endpoint with script / MDM

Customization Options

Before performing a mass deployment of Cisco Secure Client, you may consider the following common installation
customizations.

1. Select Cisco Secure Client Modules

Choose which Cisco Secure Client modules you want to install. For a minimum installation (Umbrella protection
only) you must install two modules:

e Core& AnyConnect VPN module
e Umbrellamodule

Choose the modules using the following methods.

Windows Using a‘ Pre-Deployment’ package, the modules are
provided as individual Microsoft Software Installer
(MSls). Only install the desired .msi files. A minimum
of two .msi filesmust be installed (Core VPN +
Umbrellamodule.

macOS Using a‘Pre-Deployment’ package Cisco Secure
Client (and its modules) areinstalled using a

single .dmg image. An ‘install_choices.xml’ file can

be provided to the macOS installer to disable unwanted
modules. Alternatively, use a‘Web Deployment’
package, install each Cisco Secure Client module using
a separate .dmg image. A minimum of two .dmg image
filesmust be installed (Core VPN + Umbrella module).

2. Disable VPN Functionality

The Core Secure Client VPN module must be installed for the Umbrella modul e to function. However, the VPN
functionality itself is not required and can be disabled ( for macOS and Windows) such that it is not available to
users. Each of the installation methods on this page provide options for disabling Cisco Secure Client VPN.

Y ou can disable the VPN functionality using one of these methods:

e During manual installation uncheck the Core & AnyConnect VPN (for Windows and macQS).
« Disablethe VPN functionality within a customized .dmg package (macOS).
» Disablethe VPN functionality by deploying a special VPN profile (Windows and macOS).

For more information, see How to Disable VPN Functionality in Cisco Secure Client.


https://support.umbrella.com/hc/en-us/articles/18211951038740-How-to-disable-the-VPN-module-in-Cisco-Secure-Client
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3. Lockdown Services (Windows)

On Windows, you can customize the installation to prevent users from tampering with Cisco Secure Client. To do
this, modify any of the msiexec commands and provide these additional MS| parameters:

« LOCKDOWN=1: Preventsthe service from being stopped.
« ARPSYSTEMCOMPONENT=1: Hides the program from Programs and Featuresin Windows.

For more information, see Command Line installation and RMM reference.

Mass Deployment (Windows)

(Optional) Package Customization

Y ou have the option to bundle the Umbrella profile within the install ation source directory before running the Cisco
Secure Client installer. The profile will then be automatically imported during installation. This method creates a
preconfigured deployment package, which can be executed without any additional script or configuration. However,
note that for this method to work, one of the following is required:

* A shared network folder to act as the installation source.
»  Endpoint management software that can create and distribute multifile installation packages.

Note: Seethe following examples of software that can distribute multifile installation packages using the Windows
Content Prep Tool or Jamf Composer:

* Secure Client Umbrella Roaming Security Module Provisioning via M S Intune (Windows).
« How to deploy Cisco Secure Client viaJAMF (MacOS).

For more information, see Customize Windows Installations of Secure Client.

Add Umbrella Profile

Add the Orglnfo.json file to a\\Profiles\\umbrella subdirectory within the installation package. The source installation
folder must have the following contents:

ci sco-secure-client-w n- X X. XXXXX- cor e-vpn- predepl oy- k9. nsi
ci sco-secure-client-w n- X X. XXXXX-unbr el | a- pr edepl oy- k9. nsi
\\Profiles\\unbrella\\Orglnfo.json

C:\Users\user\Desktop\Installation Source\Profiles\umbrella

+) New | T sort = View

€ v T « |nstallation Source » JProfiles > umbrella

Orglnfo

For more information, see Automated deployment tutorial with bundled Umbrella profile.

Automated Installation (Windows)

Cisco Secure Client can beinstalled using an unattended process that uses a script and follows the same workflow as
the manual installation process.


https://support.umbrella.com/hc/en-us/articles/18584514390932-Umbrella-Module-for-Cisco-Secure-Client-Command-Line-installation-and-RMM-reference
https://support.umbrella.com/hc/en-us/articles/20109657131028-How-to-Provision-Secure-Client-Umbrella-Roaming-Security-Module-via-MS-Intune-Windows
https://support.umbrella.com/hc/en-us/articles/115004629343-Cisco-Secure-Client-Windows-Automated-deployment-tutorial-with-bundled-Umbrella-profile
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Install Cisco Secure Client

Use the following msiexec commandsto install the required modules (Core + Umbrella):
nmsi exec /i "cisco-secure-client-w n-5. X. XXXX-cor e-vpn- predepl oy-k9. nsi " /
passi ve PRE_DEPLOY_DI SABLE VPN=1 /| vx_ vpninstall.l og
nsi exec /i "cisco-secure-client-w n-5. X XXXX-unbrell a-predepl oy-k9. nsi " /
passi ve PRE DEPLOY DI SABLE VPN=1 /Ivx_ unbrellainstall.log

For more information, see Command-Line and RMM.

Note: The PRE_DEPLOY_DISABLE VPN=1 parameter disablesthe VPN functionality for customers not using
Cisco Secure Client for VPN access. Note, however, that the Core VPN module must be installed.

Install the Umbrella Profile

This step is necessary unless the profile is already bundled within the installation package (see Package
Customization). After installation, copy the Umbrella profile (downloaded from your Umbrella dashboard) to the
correct folder in the local deviceto register and activate Umbrella. This can be done with atask or post install script.

Copy the Umbrella profile to the following location:
%°r ogr anDat a% Gi sco\ C sco Secure dient\Urbrella\ O glnfo.json

Note: How to deploy Secure Client with Microsoft GPO article provides information on how to create an Umbrella
profile using Microsoft Group Policy.

Instead of copying the Umbrella profile, you can create it with a script if your management software supports post-
installation scripts.

The following example shows how to create an Umbrella profile using PowerShell. Replace DEPLOY MENT_KEY,
ORG_ID, FINGERPRINT, and USER_ID vaues with the ones from your profile (Orginfo.json) file:

Note: The deployment key feature has been carefully designed for backward compatibility:

» Cisco Secure Client 5.1.7 or earlier will continue to use the legacy User ID and fingerprint for registration
purposes regardless of whether a deployment key is present.

e Cisco Secure Client 5.1.8 or later will use the deployment key regardless of whether the User 1D and fingerprint
are present. If the deployment key is not present then the legacy User ID and fingerprint will be used for
registration purposes.

$org _file = "UPROGRAMDATA% \ Ci sco\\ Ci sco Secure dient\\Unbrella\
\Orglnfo.json"

$dat a=@

{
"depl oynment Key” : “DEPLOYMENT KEY",
"organi zationld" : "ORG ID',
"fingerprint" : "FINGERPRI NT",
"userld" : "USER | D"

}

n @

if(-not(Test-Path -Path $org file))

$data > $org_file
}


https://support.umbrella.com/hc/en-us/articles/18584514390932-Umbrella-Module-for-Cisco-Secure-Client-Command-Line-installation-and-RMM-reference
https://login.umbrella.com/?return_to=https%3A%2F%2Flogin.umbrella.com%2Fsupport
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(Optional) Disable VPN Functionality (Post installation)

If the VPN functionality was not disabled during installation, it can optionally be disabled with a post-installation
task or script. Y ou can disable the Secure Client VPN functionality after installation by creating a special profile,
VPNDisable ServiceProfilexml.

%°r ogr anDat a% Gi sco\ Ci sco Secure Client\ VPN Profile
\ **VPNDi sabl e_Servi ceProfile.xm **

Instead of copying the VPN profile, it can also be created with a script. Thisisuseful if your endpoint
management software supports post install scripts. The following example shows how to create the
VPNDisable ServiceProfilexml using bash script.

$profile_file = "9YUPROGRAMDATA% \ G sco\\ Ci sco Secure dient\\VPN\\Profile\\
VPNDi sabl e_ServiceProfile.xm "
$dat a=@

?2\<xm version="1.0" encodi ng="utf-8"?>
<AnyConnect Profile xm ns="http://schemas. xm soap. or g/ encodi ng/ "
xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schena- i nst ance"
xsi : schemalLocati on="htt p://schemas. xm soap. or g/ encodi ng/
AnyConnect Profil e. xsd">
<Cientlnitialization>
<Servi ceDi sabl e>true</ Servi ceDi sabl e>
</Cientlnitialization>
</ AnyConnect Profi | e>

}
'@
if(-not(Test-Path -Path $profile file))

$data > $profile_file
}

For more information, see How to Disable VPN Functionality in Cisco Secure Client.

Multi Deployment Support

Cisco supports multiple deployments of Cisco Secure Access to address the requirements of our multinational
customers. While the foundational mechanisms remain consistent, each deployment comprises unique dashboards and
connection endpoints configured to meet the specific requirements of each deployment. The main deployment, known
asthe Global deployment, is distinct and isolated from other regional deployments, such as the one in China, which
meets local operational needs. For instance, the China-specific deployment does not offer Domain Name System
(DNS) protection but does provide Secure Web Gateway (SWG) protection.

Client support for multiple deploymentsis available from Cisco Secure Client Release 5.1.8 on Windows and macOS.
This enables roaming users to connect to the appropriate Secure Access deployment based on their current location.

To ensure a seamless experience when roaming between different Secure Access deployments—such as transitioning
from Global deployment to onein Chinaor vice versa—IT staff must properly provision the Cisco Secure

Client installation. This involves configuring the client with multiple Orglnfo.json files, which contain the

necessary configurations for the client to register and connect seamlessly to various Secure Access deployments. By
provisioning clientsin this manner, users can maintain consistent and reliable connectivity protection, regardless of
their location, enhancing productivity and minimizing disruptions.

Activate DNS and SWG Protection

Follow these instructions to activate DNS and SWG protection across multiple deployments:


https://support.umbrella.com/hc/en-us/articles/18211951038740-How-to-disable-the-VPN-module-in-Cisco-Secure-Client
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e Primary Orglnfo.json file: Ensure that there is amain OrgInfo.json file in the Umbrella runtime directory.

For Windows, you can find the Primary Orglnfo.json file in: %ProgrambData%o\Cisco\Cisco Secure Client
\Umbrella.

For macOS, you can find the Primary Orglnfo.json file in: /opt/cisco/secureaccess/umbrella.

» Additional Orglinfo.json files: Add Orginfo.json files from other Secure Access deployments to the same
directory. The file name must follow the format Orglnfo.<custom_name>.json, where custom name can include
letters (a-z, A-Z), numbers (0-9), underscores (), or dashes (-), for example, Orginfo.global_org_55.json and
Orglnfo.china_org_11.json.

Name and Deployment Identification

The following information outlines the requirements and process for naming and identifying deployments using
Orglnfo.json files. These steps ensure accurate identification and processing of Secure Access deployments across
supported regions:

» Each Orglnfo.json file must include a"region” tag to identify its originating Secure Access deployment.

» Supported regions are "global" and "china." Any unrecognized region defaults to "global".

« |f the"region" tag ismissing, it is assumed to be "global" for backward compatibility purposes.

e Only one Orglnfo.json fileis supported per deployment.

» After starting the Cisco Secure client, the client examines the Umbrella runtime directory to locate and process the
Orglnfo.json files. These files are then organized into directories corresponding to each deployment, as identified
by their "region" tags.

Note:

Orglnfo.json filesin the Umbrella directory are ignored by the Secure Client after the initial setup is complete.
» Cisco hasimplemented alocation detection service that uses DNS to determine the current "region." The service
returns a text record indicating the region name. Currently, "global" and "china" are the only supported regions.
« After thelocation is obtained, the client uses the matching Orglnfo.json going forward. This mechanismis
designed to be forward-looking, with support for future deployments.

File Management

This section explains how files and runtime data are stored and managed in the directory structure and provides
instructions for updating the Orglnfo.json file in case of a deployment key change.

« The Umbrella/data/regionaldata/<region_name> directory stores the files and relevant runtime data.

« To update an Orglnfo.json file because of a deployment key change, replace the Orginfo.json filein the Umbrella/
data/regionaldata/<region_name> directory while the Secure Client is not running. Ensure the client is stopped
before making any changes to avoid conflicts or unexpected behavior. For more information on a deployment key
change, see Manage Deployment Key Compromise.

Adhering to these guidelines ensures that organizations can configure their Cisco Secure Client for multi-deployment
support, enabling efficient roaming and protection across different Secure Access deployments.

Manage Device Deployment

The Deployment K eys feature provides an effective way to manage device registration within organizations while
mitigating unauthorized access. This feature introduces the concept of adeployment key that can be activated,
deactivated,and revoked. By utilizing deployment keys, administrators gain control over the credentials used by
devices during registration for Secure Access protection. A deployment key isafield in the Orglnfo.json file, which
is used when registering devices to your organization's network. This feature ensures that only authorized devices are
enrolled by requiring an active deployment key for registration.

This feature facilitates seamless device registration and ongoing validation while offering the flexibility to deactivate
keys when necessary. If any unauthorized devices try to connect, administrators can swiftly deactivate the current
deployment key and del ete the suspected devices from the dashboard, ensuring a secure and efficient network
environment. The devices will not be able to re-register with the now-deactivated deployment key. Administrators



| Get Started with Cisco Secure Client on Windows and macOS | 532

can then activate a new deployment key. Thisalows T teams to maintain operational continuity while safeguarding
against unauthorized access.

Prerequisites for Device Deployment Management

« Uningtall all the existing Cisco Secure Client installations.
» Enablethe Deployment Key feature (Connect > End User Connectivity > Internet Security) if it is disabled.

Note: For the Global deployment, the Deployment key feature is optional. In other deployments, such asin
China, the deployment key feature is mandatory, and is automatically enabled.

Add and Activate Deployment Key
1. From the Secure Access China dashboard, navigate to Connect > End User Connectivity.

2. Click Internet Security.
3. Inthe Deployment M anagement section, expand the device type.

End User Connectivity

End User Connectivity lets you manage deployment and configuration options for your
endpoint devices. This helps determine how your organization's traffic is routed from
endpoints to your networks, applications, and the internet. Help 7

Virtual Private Network Internet Security

Deployment Options ~

Select your roaming devices' operating system through which security configurations will be deployed.

Before deploying your organization's roaming devices, you must install the Secure Access root certificate on each device. See Certificates (7

Windows and macOS

Cisco Secure Client ©® Secure Access PAC file ©®

Download the Orginfo.json profile to deploy the https://proxy.pac.swg.prod-02.cisc...
Internet Security module. Help (7

® 0 Copy

Deployment Management

Deployment keys

Use deployment keys to authenticate roaming clients.

Device Type Active Key Name Active Devices Date Activated

> Windows and macOS 0

> Chrome0s 0
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4. Click Add deployment key.

Deployment Management
Deployment keys

Use deployment keys to authenticate roaming clients.

Device Type Active Key Name Active Devices Date Activated

Windows and macOS 0

State Name Description Active Devices Date Added Action

No deployment key added
To authenticate roaming clients using deployment keys, add a deployment key.

Add deployment key

5. Inthe Add deployment key window, click Add & activate deployment key to create and activate a deployment
key for inclusion in your organization's OrgInfo.json file.

Add deployment key

Deployment keys added 0/5

After you activate this key, download and distribute the orginfo.json file to
unregistered devices.

Cancel [ Add deployment key ] Add & activate deployment key

Y ou can choose to add the deployment key immediately, but activate it later. In such a scenario, click Add
deployment key. The deployment key is added to the table. When you are ready to activate the deployment key, click
Activate in the Action column.

Important:

« Only one deployment key can be active at atime for each device type.

* You can add up to five deployment keys per device type. To remove akey, contact Cisco support or your Account
Manager.

» The deployment key name includes arandom number to ensure its uniqueness.
If your Secure Access deployment requires a deployment key, or if your organization has aready enabled them,

the Orglnfo.json file can only be downloaded when there is an active deployment key (see image below). For more
information on how to download the Orglnfo.json file, see Download the Orglnfo.json File.
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Deployment Options

Select your roaming devices' operating system through \

Windows and macOS ChromeQS

e

Cisco Secure Client @

Download the Orginfo.json profile to deploy the
Internet Security module. Help (7

& Download profile

Manage Deployment Key Compromise

If you determine that a key has been compromised, take action to protect your network's integrity and security.
Compromised keys can pose significant risks, as they may allow unauthorized access to your network.

This section outlines the necessary actions to be taken to ensure network security and continuity, including
deactivating compromised keys, understanding the effects on existing clients, and steps for activating and distributing
anew key for secure device registration.

1. Deactivate the Compromised Key: Asafirst step, deactivate the compromised key. This action prevents any
further device registrations using the deactivated key, ensuring that your network remains secure.

To deactivate a deployment key, perform the following steps:

a. From the Secure Access China dashboard, navigate to Connect > End User Connectivity.
b. Click Internet Security.

¢. Inthe Deployment Management section, expand the device type.

d. Click Deactivatein the Action column.

Upon deactivating the compromised deployment key, it isimportant to consider its implications on both existing
clients and the registration of new devices:

« Effect on existing clients: It'simportant to note that deactivating a key will not disrupt the operation of clients
aready using it. These clients will continue to function normally, minimizing any potential impact on your
current network operations.

e Limitationsfor new devices. However, deactivated keys cannot be used for registering new devices. This
means that any device attempting to register itself with the deactivated key will be unable to do so.

Note:

Devices that are deleted from the dashboard will automatically get reregistered when the Umbrellamoduleis
restarted, but only if the deployment key in their Orginfo.json fileis active.

2. Activatethe new deployment key: To facilitate the registration of new devices, you must activate a different
deployment key. This new key will replace the compromised one and will be used for future device registrations.

3. Download a new profile: After the new key is activated, download a new profile, specifically the Orginfo.json
file. Thisfile contains the updated information, including the new active deployment key.

4. Distribute the new profileto new devices. Distribute the updated Orglnfo.json profile to any new devices that
need to connect to your network. This ensures that they have the correct and secure credential s to register and
operate within your network environment.
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5. Update the Orglnfo.json file for registered devices: For devices that are already registered and need the
Orglnfo.json file to be updated, place the new file in the correct subdirectory within the Umbrella/data/
regionaldata/<region_name> directory, where the original Orglnfo.json file was located.

After updating the file, restart the Cisco Secure Client—Umbrella Agent Windows service to apply the changes.
Theregion_namein the directory should match the region tag found in the Orginfo.json file. If theregion tag is
missing, it is assumed to be "global”.

Note: The Orginfo.json file is case-sensitive only in the region-specific subdirectory, not in the Umbrella
directory.

Delete a Deployment Key

To delete a deployment key, submit a support ticket to Cisco support or contact your Account Manager.

Customize Windows Installation of Cisco Secure Client

Asan administrator of auser device, you can customize the installation of the Cisco Secure Client (formerly
AnyConnect) with various modules and features on Windows. The Cisco Secure Client deployment packages support
several M S| properties that you can change during installation, including lockdown and disabling the display of

the VPN module in the client's graphical user interface (GUI). Lockdown prevents the service from being disabled
manually.

This guide describes how to deploy the Cisco Secure Client with the VPN, Umbrella (Roaming Security that includes
Web security), and DART (diagnostics) modules. By default, the Cisco Secure Client deploys with the VPN module.
Requirements

*  Windows 8.1 or newer

¢ The Umbrella (Roaming Security) module requires the .NET framework 4.6.2 or newer
e Windows 10 or 11 on ARM-64
» Cisco Secure Client 5.1 or newer
e Administrative privileges on the Windows device

Prerequisites

« Download the Orglnfo.json file from Secure Access China. For more information, see Download the
Orglnfo.json File.

« Download the Cisco Secur e Client Pre-Deployment Package (Windows) from https://software.cisco.com/
download/home.

Procedure

Y ou can deploy the Cisco Secure Client for Windows with several options including:

» Hidethe VPN modulein the Cisco Secure Client GUI.
« Hidethe Cisco Secure Client installation from the Add/Remove Windows Programs list.
e Enable Lockdown.

Deploy the Cisco Secure Client VPN Module

1. Runthe Windows installer to deploy the Cisco Secure Client VPN package with the
PRE_DEPLOY_ DI SABLE VPN=1 option. The PRE_DEPLOY_DI SABLE VPN option hidesthe VPN modulein
the client's GUI. The VPN moduleis not disabled. Set the MSI property to PRE_DEPLOY DI SABLE VPN=1.

Note: If the VPN moduleis hidden in the client GUI, you can manage the VPN maodule through the Cisco Secure
Client's CLI.

The following command disables the VPN functionality by copying the VPNDisable ServiceProfilexml file
embedded in the M SI to the directory specified for profiles for VPN functionality.


https://software.cisco.com/download/home
https://software.cisco.com/download/home
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For example:

nsi exec / package ci sco-secure-client-w n-<version>-core-vpn-predepl oy-
k9. nmsi /norestart /passive PRE DEPLOY DI SABLE VPN=1 /I vx* c:\\output.log
Deploy the Cisco Secure Client Umbrella Roaming Security Module

1. Runthe Windows installer to deploy the Cisco Secure Client Umbrella Roaming Security module.

nsi exec / package ci sco-secure-client-w n-<version>-unbrell a-predepl oy-
k9. nsi /norestart /passive /lvx* c:\\output.log

To enable lockdown, add LOCKDOWN=1 in the command-line installer.

nsi exec / package ci sco-secure-client-w n-<version>-unbrell a-predepl oy-
k9. msi /passive LOCKDOMN=1 /I vx* c:\\output.log

(Optional) Deploy the Cisco Secure Client DART Module

1. Runthe Windows installer to deploy the Cisco Secure Client DART (diagnostics and troubleshooting) package.
nsi exec / package ci sco-secure-client-w n-<version>-dart-predepl oy-k9. msi /
norestart /passive /lvx* c:\\dart.|og

Hide Cisco Secure Client from Add/Remove Programs List

Y ou can hide the installed Cisco Secure Client modules from users that have permissions to view the Windows Add/
Remove Programs list.

1. Runthe Windows installer for a Cisco Secure Client module package using ARPSYSTEMCOVPONENT=1.
Y ou can apply this option to all modules at the time of deployment.

For example:

nsi exec / package ci sco-secure-client-w n-<version>-unbrell a-predepl oy-
k9. nsi /passi ve ARPSYSTEMCOVPONENT=1 /| vx* c:\\output.|og

Optional Orginfo.json Configurations

Note: After you deploy the Cisco Secure Client with the Umbrella Roaming Security module, you can update the
Orglnfo.json file on the device. Only modify the internet security profile located at % ProgramData% \Cisco\Cisco
Secur e Client\Umbr ella\data\Or gl nfo.j son. The deployed Cisco Secure Client Umbrella Roaming Security module
does not read the properties from the % ProgramData% \Cisco\Cisco Secur e Client\Umbr ella\Or gl nfo.json file on
the device. For more information, see Download the Orglnfo.json File.

When deploying the Umbrella (Roaming Security) module on the Cisco Secure Client, you can add and configure
various parameters to the Umbrella Or gl nfo.j son file. These parameters, unlike LOCKDOWN, are applied to the
Orglnfo.json profile directly rather than at the time of installation with an msiexec parameter. The following does
not apply if run at install time.

Par ameter Values Description

noAutoSuffix 0 - Add the domains (default) Does not add domains contained in the DNS
Suffixes settings in network adapters and
networking properties to your organization's
Internal Domains list. This feature exists

so that the Umbrellamodule is more aware
of local resources and domains on foreign
networks.

1 - Do not add domains
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Par ameter Values Description

noNXDOMAIN 0 - Do re-query (default) Automatically re-query public
NXDOMAINS at the local resolvers. This
feature allows roaming usersto resolve
internal domains on networks beyond their
own without interruption or internal domains
list management.

1 - Do not re-query

Note: DNS search suffixes are sent to
local resolvers, unless this functionality is
disabled.

Mass Deployment (macOS)

(Optional) Package Customization

We recommend that on macOS platform, you customize the installation package before performing a mass
deployment. For detailed instructions see Customize the macOS installation of Cisco Secure Client. You can
customize the macOS installer image (.dmg file) to embed the Umbrella profile (Orglinfo.json) within it before
deployment. The profile will then be automatically imported during installation. The package can aso include
customizations to (optionally) disable the Secure Client VPN functionality. Y ou can use this customization to create
apreconfigured deployment package that can be executed without additional scripts. For detailed instructions see
Customize the macOS installation of Cisco Secure Client.

Add Umbrélla Profile

Use the macOShdiutil command to create and mount a writable version of the .dmg image.

hdiutil convert cisco-secure-client-nacos-<version>-predepl oy-k9.dng -fornmat
UDRW -0 csc-witeabl e.dng
hdiutil attach csc-witeable.dng

Y ou can then add the Umbrella profile (Orglnfo.json) to the package in the following location:

/V olumes/Cisco\ Secure\ Client\ <version>/Profiles’lUmbrella/Orglnfo.json

(Optional) Disable VPN Functionality

Y ou can edit the following file (within the mounted DM G image) to disable the VPN functionality.

/ Vol umes/ Ci sco\ Secure\ dient\ <version>/Profiles/ACTransforns. xmi
Add the following configuration to ACTransforms.xml:

<Tr ansf or ns>
<Di sabl eVPN>t r ue</ Di sabl eVPN> <Di sabl eCust oner Exper i enceFeedback>t r ue</
Di sabl eCust orrer Experi enceFeedback> </ Transf or ns>

Save the .dmg image

Eject the mounted disk image and convert it back to a read-only format.

diskutil gject /Volumes/Cisco\\ Secure\\ Client\\ <version> hdiutil convert csc-writeable.dmg -format UDRO -0 csc-
readable.dmg

The resulting file (csc-readable.dmg) can be distributed to users for manual installation or used as part of the
Automated Installation process.



| Get Started with Cisco Secure Client on Windows and macOS | 538

Automated Installation (macOS)

You caninstall Cisco Secure Client using a scripted, unattended process that follows the same workflow as the
standard manual installation.

(Optional) Disable VPN Functionality (Post-1nstallation)

If the VPN functionality is not disabled during installation, it can be (optionally) disabled with a post-installation
task or script. The Secure Client VPN functionality can be disabled after installation by creating a special profile,
VPNDisable ServiceProfilexml. Place the profile in the following directory: /opt/cisco/secureclient/vpn/profile/
VPNDisable ServiceProfilexml Instead of copying the umbrella profile, you can create it with ascript. Thisis
useful for management software that supports post-install script. The following example shows how to create the
VPNDisable ServiceProfilexml using a bash script.

# 1/ bi n/ bash

profile file="/opt/ciscolsecureclient/vpn/profile/
VPNDi sabl e_Servi ceProfile.xm"
dat a="<?xm version="1.0" encodi ng="utf-8"?>\\n
<AnyConnect Profile xm ns="http://schemas. xm soap. or g/ encodi ng/ "
xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Schena- i nst ance"
xsi : schemalLocati on="http://schemas. xm soap. or g/ encodi ng/
AnyConnect Profil e. xsd">\\n
<Cientlnitialization>\\n
<Servi ceDi sabl e>true</ Servi ceDi sabl e>\\n
</Clientlnitialization>\\n
</ AnyConnect Profil e>\\n"

if ! test -f $profile_file; then
echo -e $data > $profile_file
fi

For more information, see How to Disable VPN Functionality in Cisco Secure Client.
Allow Secure Client System Extensions

By default, macOS requires users to accept the activation of a new system extension. As aresult, users are presented
with adialog box when they first install Cisco Secure Client. Users must follow the prompts to allow the Cisco
Secure Client - Socket Filter’ extension. Alternatively, the system extension can be approved centrally by the
administrator using endpoint management, or device management suites if the device is managed by UEM tools. For
more information, see the advice in Approving the Cisco Secure Client System Extension.

Installation (Pre-Deployment Package)

Cisco Secure Client (and its modules) are provided as asingle ‘ pre-deployment’ .dmg package. Y ou must provide
the attached install_choices.xml file to customize the installation so that only the necessary modules are installed.
The attached install_choices.xml is preconfigured to install the minimum modules (Core VPN + Umbrella). This
installation method is possible only if you are performing a scripted installation or if your endpoint management tool
supports the -applyChoiceChangesXM L parameter. Example:

hdiutil attach ~/ Downl oads/ ci sco-secure-client-nacos-X. X. XXXX- cor e-vpn-
pr edepl oy- k9. dng

sudo installer -pkg /Volunes/ G sco\\ Secure\\ Cient\<version>/C sco\\
Secure\\ dient.pkg -appl yChoi ceChangesXM. ~/ Downl oads/i nstall _choi ces. xni
-target /

Note: The‘install_choicesxml’ fileis used to install the Core Secure Client and Umbrella modules. Additionally, it
can be edited to include the installation of other Secure Client modules as well.


https://support.umbrella.com/hc/en-us/articles/18211951038740-How-to-disable-the-VPN-module-in-Cisco-Secure-Client
https://www.cisco.com/c/en/us/td/docs/security/vpn_client/anyconnect/Cisco-Secure-Client-5/admin/guide/b-cisco-secure-client-admin-guide-5-1/macos11-on-ac.html#Cisco_Reference.dita_07172081-a8e1-492b-9b50-861af18e7388

| Get Started with Cisco Secure Client on Windows and macOS | 539

Installation (Web Deployment Package)

Cisco also provides aweb deployment package that contains each Cisco Secure Client module asindividual .dmg
files. Thisaternative is only recommended if your endpoint management tool can't supply the required -
applyChoiceChangesXM L parameter to select the corresponding modules. Download the aternative headend
(webdeploy) package (.pkg) and extract it with the macOS archive utility. Locate the relevant .dmg filesin the
binaries/ directory of the extracted package.

v [ cisco-secure-client-macos-5.1.4.74-webdeploy-k9

VPNHashManifest.xml
VPNManifest.xml
AnyConnectConfiguration.xsd

~ " binaries

anyconnectprof_s.sgz
cisco-secure-client-ise-network-assistant-macos-5.1.4.74.dmg
cisco-secure-client-macos-5.1.4.74-iseposture-webdeploy-k9.dmg
cisco-secure-client-macos-5.1.4.74-posture-webdeploy-k9.dmg
cisco-secure-client-macos-5.1.4.74-amp-webdeploy-k9.dmg

| LR R Rl LR U

cisco-secure-client-macos-5.1.4.74-nvm-webdeploy-k9.dmg
cisco-secure-client-macos-5.1.4.74-umbrella-webdeploy-k9.dmg

cisco-secure-client-macos-5.1.4.74-core-vpn-webdeploy-k9.dmg

Both the Core VPN module and the Umbrella module must be installed separately as shown in the following
examples:

hdiutil attach cisco-secure-client-macos-X X. XXXX- cor e-vpn-webdepl oy- k9. dng

sudo installer -pkg /Volunes/ G sco\\ Secure\\ Cient\\ -\\ AnyConnect\\ VPN
' XXX XX -target [/

hdiutil attach cisco-secure-client-macos- X X. XXXX-unbr el | a- webdepl oy- k9. dngy

sudo installer -pkg /Volunes/Ci sco\\ Secure\\ Client\\ -\\ Unbrella\\
XXX XX -target [/

Install Umbrella Profile

Thisis necessary unless the profileis already bundled with the installation package, see Package Customization.
After installation, copy the Umbrella profile to the correct folder on the local machine to register and activate the
Umbrellamodule. This method is useful for endpoint management software that can push the files to the endpoint.
The profile must be placed in the following location: /opt/cisco/secureclient/umbrella/Orglnfo.json Instead of
copying the umbrella profile, you can create it with a script. Thisis useful if your endpoint management tools support
post-install scripts. The following example shows how to create the Orglnfo.json file using a bash script. Replace
DEPLOYMENT_KEY, ORG_ID, FINGERPRINT, and USER_ID values with the ones from your profile.

Note: The deployment key feature has been carefully designed for backward compatibility:

e Cisco Secure Client 5.1.7 or earlier will continue to use the legacy User ID and fingerprint for registration
purposes regardless of whether a deployment key is present.

» Cisco Secure Client 5.1.8 or later will use the deployment key regardless of whether the User 1D and fingerprint
are present. If the deployment key is not present then the legacy User ID and fingerprint will be used for
registration purposes.

# 1/ bi n/ bash

orginfo file="/opt/ciscol/secureclient/unbrellal/ Oglnfo.json"
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data="{\\n
"depl oynent Key” : “DEPLOYMENT_KEY",\\n
"organi zationld" : "ORG ID',\\n
"fingerprint" : "FINGERPRI NT",\\n
"userld" : "USER ID'\\n

if ! test -f $Sorginfo file; then
echo -e $data > $orginfo file
fi

Note: The Meraki Systems Manager (SM) Deployment guide explains how to deploy the Umbrella profile using
scripts.

Related information
mass-deployment-macos.dita#Cisco_a6139912-27al-4115-bb0e-fda3ab3c2c4f/package on page 537

Customize macOS Installation of Cisco Secure Client

Managed device manager (MDM) systems can customize the installation of the Cisco Secure Client (formerly
AnyConnect) with various modules on macOS. The Cisco Secure Client has the option to install with pre-configured
Secure Access China profiles and to hide the display of modules in the Cisco Secure Client's graphical user interface
(GUI). Modify the Cisco Secure Client deployment disk image (DMG) file to select the modules to install with the
client.

This guide describes how to deploy the Cisco Secure Client with the VPN, Umbrella (Roaming Security that includes
Web security), and DART (diagnostics) modules. The default installation of the Cisco Secure Client deploysthe
virtual private network (VPN) module.

The Cisco Secure Client requires an XML configuration to deploy modules from the command-line interface (CL1) or
MDM. Y ou can use atransform (ACTransforms.xml) to deploy Cisco Secure Client without the VPN module.

Requirements

e macOSversion 10.14.6 or newer

» Cisco Secure Client 5.0 or newer

* Administrative privileges on the macOS device
e (Optiona) macOS MDM permissions
Prerequisites

» Download the Orglnfo.json file from Secure Access China. For more information, see Download the
Orglnfo.json File.

« Download the Cisco Secure Client Pre-Deployment Package (Mac OS) from https://software.cisco.com/
download/home.

Procedure

Choose the modules to install with the Cisco Secure Client on a macOS device.

Step 1 — Make the DMG Package Writeable
Use Disk Utility or hdiutil to change the permissions on the DMG package from Read Only to Read/Write.
1. OpenaTerminal and set the DMG file to Read/Write.
hdiutil convert cisco-secure-client-nmacos-5.1.05040-predepl oy-k9.dng -format

UDRW -0 csc-witeabl e.dng
hdiutil attach csc-witeable.dng


https://software.cisco.com/download/home
https://software.cisco.com/download/home
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Step 2 — Generate the Module Installation Configuration File

Generate the Cisco Secure Client module configuration file. The configuration file defines the modules to include
with the installation of Cisco Secure Client.

1. OpenaTerminal and launch the DMG from /Volumes.

open / Vol unmes/ G sco\ Secure\ dient\ 5.1.05040

2. Runinstaller providing the pkg option with the name of the Cisco Secure Client package and the
showChoi ceChangesXM. option. Redirect the output to install_choices.xml to generate the installation
configuration file.

installer -pkg /volunes/C sco\ Secure\ Client\ 5.1.05040/C sco\ Secure\
dient.pkg -showChoi ceChangesXM. > ~/ Downl oads/i nstall choi ces. xni

Step 3 — Copy Orglinfo.json to Cisco Secure Client Installation Directory
1. OpenaTerminal and launch the DMG from /Volumes/Pr ofiles.

cd / Vol unes/ Ci sco\ Secure\ dient\ <version>/Profiles/Unbrellal

2. Drag the Orginfo.json file that you downloaded from Secure Access Chinato Volumes/Pr ofiles.

Step 4 — (Optional) Hide the VPN Module
To hide the display of the Cisco Secure Client VPN module in the client GUI, modify ACTransforms.xml.

1. OpenaTerminal and launch the ACTransforms.xml file from /Volumes.

open -e / Vol unes/ G sco\ Secure\ dient\ 5.1.05040/Profiles/
ACTr ansf or nms. xni

2. Removethe XML comments around the Tr ansf or ns element, and then save ACTransforms.xml.

<Tr ansf or n>

<Di sabl eVPN>t r ue</ Di sabl eVPN>

<Di sabl eCust oner Exper i enceFeedback>t r ue</
Di sabl eCust onmer Experi enceFeedback>

</ Transf or ms>

Step 5 — Customize the Cisco Secure Client Installation Modules

Edit install_choices.xml created in Step 2 — Generate the Module Installation Configuration File. Either skip or
install the Cisco Secure Client modules defined in the configuration file.

e To skip amodule, define the module with O.
e Toinstall amodule, define the module with 1.

Note: Modifying choi ce_vpn does not supersede the changes that you made to ACTransforms.xml. The VPN
module is required, even if the module is not displayed in the client GUI.

1. OpenaTerminal and launch install_choices.xml.
2. Defineaninteger XML element for each module and assignto O or 1, and then save install_choices.xml.

cd / Vol unes
open -e ~/ Downl oads/install _choices.xm
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Example — Customize Cisco Secure Client Modules

In the following example, the Core VPN, Umbrella, and DART modules are set to 1 and are included in the Cisco
Secure Client installation.

<?xm version="1.0" encodi ng="UTF-8"?>

<I DOCTYPE plist PUBLIC "-//Apple//DTD PLI ST 1.0//EN' "http://ww. appl e. com

DTDs/ PropertyList-1.0.dtd">

<plist version="1.0">

<array>

<di ct >
<key>attributeSetting</key>
<true/>
<key>choi ceAttri but e</ key>
<string>visibl e</string>
<key>choi cel denti fi er </ key>
<string>choi ce_anyconnect vpn</string>
</dict>

<di ct >
<key>attri but eSetti ng</key>
<fal se/ >
<key>choi ceAttri but e</ key>
<string>enabl ed</stri ng>
<key>choi cel denti fi er </ key>
<string>choi ce_anyconnect _vpn</string>
</ di ct>

<di ct >
<key>attri buteSetting</key>
<i nt eger >1</i nt eger >
<key>choi ceAttri but e</ key>
<string>sel ect ed</string>
<key>choi cel denti fi er </ key>
<string>choi ce_anyconnect vpn</string>
</ di ct>

<di ct >
<key>attributeSetting</key>
<true/>
<key>choi ceAttri but e</ key>
<string>visible</string>
<key>choi cel denti fi er </ key>
<string>choi ce_fireanp</string>
</dict>

<di ct >
<key>attri but eSetti ng</key>
<fal se/ >
<key>choi ceAttri but e</ key>
<string>enabl ed</stri ng>
<key>choi cel denti fi er </ key>
<string>choi ce_fireanp</string>
</ di ct>

<di ct >
<key>attri buteSetting</key>
<i nt eger >0</ i nt eger >
<key>choi ceAttri but e</ key>
<string>sel ect ed</string>
<key>choi cel denti fi er </ key>
<string>choi ce fireanp</string>
</ dict>

<di ct >
<key>attributeSetting</key>
<true/>
<key>choi ceAttri but e</ key>
<string>visible</string>
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<key>choi cel dentifi er </ key>
<string>choi ce_dart</string>
</ di ct>

<di ct >

<key>attri buteSetting</key>
<fal se/ >
<key>choi ceAttri but e</ key>
<string>enabl ed</string>
<key>choi cel denti fi er </ key>
<string>choi ce _dart</string>
</ di ct>

<di ct >
<key>attributeSetting</key>
<i nt eger >1</ i nt eger >
<key>choi ceAttri but e</ key>
<string>sel ected</string>
<key>choi cel denti fi er </ key>
<string>choi ce_dart</string>
</dict>

<di ct >
<key>attri but eSetti ng</key>
<true/>
<key>choi ceAttri but e</ key>
<string>visi bl e</string>
<key>choi cel denti fi er </ key>
<string>choi ce_secure_firewall _posture</string>
</ di ct>

<di ct >

<key>attri buteSetting</key>
<fal se/ >
<key>choi ceAttri but e</ key>
<string>enabl ed</string>
<key>choi cel denti fi er </ key>
<string>choi ce_secure firewal |l posture</string>
</ di ct>

<di ct >
<key>attributeSetting</key>
<i nt eger >0</ i nt eger >
<key>choi ceAttri but e</ key>
<string>sel ected</string>
<key>choi cel denti fi er </ key>
<string>choi ce_secure_firewal |l posture</string>
</dict>

<di ct >
<key>attri but eSetti ng</key>
<true/>
<key>choi ceAttri but e</ key>
<string>visi bl e</string>
<key>choi cel denti fi er </ key>
<string>choi ce_i seposture</string>
</ di ct>

<di ct >

<key>attri buteSetting</key>
<fal se/ >
<key>choi ceAttri but e</ key>
<string>enabl ed</string>
<key>choi cel denti fi er </ key>
<string>choi ce_i seposture</string>
</ dict>

<di ct >
<key>attributeSetting</key>
<i nt eger >0</ i nt eger >
<key>choi ceAttri but e</ key>
<string>sel ected</string>



<key>choi cel dentifi er </ key>

<string>choi ce_i seposture</string>

</ di ct>

<di ct >

<key>attri buteSetting</key>
<true/>
<key>choi ceAttri but e</ key>
<string>visibl e</string>
<key>choi cel denti fi er </ key>
<string>choi ce_nvnx/string>
</ di ct>

<di ct >
<key>attributeSetting</key>
<fal se/>
<key>choi ceAttri but e</ key>
<string>enabl ed</stri ng>
<key>choi cel denti fi er </ key>
<string>choi ce_nvnx/string>
</dict>

<di ct >
<key>attri but eSetti ng</key>
<i nt eger >0</ i nt eger >
<key>choi ceAttri but e</ key>
<string>sel ect ed</string>
<key>choi cel denti fi er </ key>
<string>choi ce_nvnx/string>
</ di ct>

<di ct >

<key>attri buteSetting</key>
<true/>
<key>choi ceAttri but e</ key>
<string>visible</string>
<key>choi cel denti fi er </ key>
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<string>choi ce_secure_unbrell a</string>

</ di ct>

<di ct >
<key>attributeSetting</key>
<fal se/>
<key>choi ceAttri but e</ key>
<string>enabl ed</stri ng>
<key>choi cel denti fi er </ key>

<string>choi ce_secure_unbrel |l a</string>

</dict>

<di ct >
<key>attri but eSetti ng</key>
<i nt eger >1</i nt eger >
<key>choi ceAttri but e</ key>
<string>sel ect ed</string>
<key>choi cel denti fi er </ key>

<string>choi ce_secure_unbrell a</string>

</ di ct>

<di ct >

<key>attri buteSetting</key>
<true/>
<key>choi ceAttri but e</ key>
<string>visibl e</string>
<key>choi cel denti fi er </ key>

<string>choi ce_t housandeyes</stri ng>

</ dict>

<di ct >
<key>attributeSetting</key>
<fal se/>
<key>choi ceAttri but e</ key>
<string>enabl ed</stri ng>
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<key>choi cel dentifi er </ key>
<string>choi ce_t housandeyes</string>
</dict>

<di ct >

<key>attri buteSetti ng</key>

<i nt eger >0</ i nt eger >
<key>choi ceAttri but e</ key>
<string>sel ect ed</string>
<key>choi cel denti fi er </ key>
<string>choi ce_t housandeyes</stri ng>
</ dict>

</ array>
</plist>

Step 6 — Set Up the Correct Extension Permission Settings

1

By default, macOS requires the user to accept the activation of a new System Extension. As aresult, the user is
presented with a popup. An MDM isrequired to approve the Cisco Secure Client system extension and disable the
pop-up, using a management profile’ s SystemExtensions payload. For more information on System Extensions
payloads, see System Extensions.

Follow the payload guidance in Cisco Secure Client Extension Approval using MDM to deploy the System
Extension settings.

Step 7 — Install Cisco Secure Client with Selected Modules

Install the Cisco Secure Client with the configured modules.

1

2.

Open a Terminal and mount the DMG from /Volumes.

cd / Vol unes

mount ~/ Downl oads/ csc-writeabl e. dng

hdiutil convert csc-witeable.dng -format UDRO -0 csc-readabl e. dng
hdiutil detach /Vol unes/ Ci sco\ Secure\ Cient/<version>/

Run installer providing the pkg option with the name of the Cisco Secure Client package and the
appl yChoi ceChangesXM. option with install_choices.xml.

hdiutil attach ~/ Downl oads/csc-readabl e. dng

sudo installer -pkg C sco\ Secure\ dient\ 5.1.05040/C sco\ Secure\
dient.pkg -appl yChoi ceChangesXM. ~/ Downl oads/i nstal |l _choi ces. xm -

target /

VPN Headend Deployment

Customers utilizing the Secure Client VPN functionality can deploy the Umbrella module directly from their VPN
headend, a method known as web deployment. This configuration is performed on the VPN server.

Clients with existing AnyConnect Secure Client deployments can automatically download the Umbrella module
and profile when they initiate a connection to the VPN.

Cisco Secure Client can also be installed through a self-service workflow, where each user visitsthe HTTP web
portal hosted on the VPN headend.

This web deployment method allow you to update Cisco Secure Client and the Umbrella modul e software
versions by centrally uploading new versions to the VPN server.

For more information, see Web Deployment of Cisco Secure Client.


https://developer.apple.com/documentation/devicemanagement/systemextensions
https://www.cisco.com/c/en/us/td/docs/security/vpn_client/anyconnect/Cisco-Secure-Client-5/admin/guide/b-cisco-secure-client-admin-guide-5-0/macos11-on-ac.html
https://www.cisco.com/c/en/us/td/docs/security/vpn_client/anyconnect/Cisco-Secure-Client-5/admin/guide/b-cisco-secure-client-admin-guide-5-0/deploy-anyconnect.html#ID-1425-000003d1
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Secure Firewall Management Center and Secure Firewall Threat Defense

This configuration guide covers the steps to provision the Umbrella Module in the Secure Firewall Management
Center for version 6.5 or later. The provisioned moduleis applied to Secure Firewall Threat Defense managed by the
management center.

Prerequisites to provision the Umbrella Module

* Accessto the Cisco Umbrella Dashboard.

» Access to management center or threat defense, as this version adds support for additional AnyConnect
modules. For versions earlier than 6.7, FlexConfig can be used to deploy the module, you can refer to the Cisco
documentation for details.

e UmbrellaModule Profile (orginfo.json).

« AnyConnect VPN module configuration is already complete and functional on the management center or threat
defense.

Procedur e to enable Secur e Client Umbrella Modulein Management Center and Threat Defense

Follow these steps to enable Secure Client Umbrella Module in the management center:

Procedure

1. Inthe management center dashboard, go to Object > Objects M anagement.

Firewall Managemen

Overview Analysis Policies Devices Objects Integration

Object Management

2. Navigateto VPN > Secure Client File.
3. Onthe Secure Client File page, click the Add Secure Client File.
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4. Inthe Add Secure Client File window, complete the fields, including the following:

a) Set anamefor the profile (locally significant). From the File Name, click Browse to choose the JSON file that
was downloaded from the Cisco Umbrella dashboard.

b) From the File Type drop-down list, choose Umbrella Roaming Security Profile, and click Save.
Add Secure Client File

Name:*

Orglnfo json

File Name:*

Orglnfo_json

File Type:*

Umbrella Roaming Security Profile

Lescription:

5. On the Group Policy window, click Group Poalicy, and then select the group policy that you' re using to deploy
Umbrella ("Test_GP" in this case).

rh F '?‘f""’” Management Center Overview  Analysis  Policies  Devices  Objects

2 Aaaress voois
Application Filters Group Policy
AS Path
BFD Template
Cipher Suite List

> Community List
DHGP IPV6 Pool

> Distinguished Name
DNS Server Group

> External Attributes
File List

> FlexConfig
Geolocation
Interface
Key Chain
Network

> Pl
Policy List
Port

> Prefix List
Route Map

> Security Intelligence
Sinkhole
SLA Monitor

Time Range

Time Zone
Tunnel Zone
URL
Variable Set
VLAN Tag
~ VPN
Cerificate Map
Custom Attribute

Group Policy



https://dashboard.umbrella.com/
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6. Click the Secure Client tab, and then click Client M odules. Click + button to add a client module.

a) InAdd Client Module, from the Client M odule drop-down list, choose Umbrella Roaming Security, and
from Profile to download drop-down list, choose the profile that was added under step 4.

b) Check Enable module download checkbox so that users connecting through Secure Client will automatically
download the Umbrella JSON profile.

Add Client Module

Client Module

Umbrella Roaming Security

Profile to download

Orginfo_json

& Enable module download

What to do next
(OPTIONAL) VPN Loca Authentication (Management Center 7.0 or later required)

If you want to test a separate profile with local authentication on the management center or threat defense, follow
these steps:

1. Createalocal realm.

a. Local usernames and passwords are stored in local realms.

b. When you create arealm Integration > Other Integrations > Realms and select or create anew LOCAL
realm type, you are prompted to add one or more local users.

c. click Add Realm > Local to create alocal realm.

Cloud Services Realms Identity Sources  High Availability  eStreamer HostInput Client  Smart Software Manager On-Prem

Realm Sequences  Sync Results

Compare Realms AddRealm

Name * Type Description Status < Value Active Directory/LDAP

Test Local Testl - Er SAML - Azure AD
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2. Manage aloca realm

a
b.
c.

Click Integration > Other Integrations > Realms.

To delete arealm, click Delete.

To edit arealm, click Edit next to the realm and make changes as described in Create an LDAP Realm or an
Active Directory Realm and Realm Directory.

To enable arealm, slide State to the right; to disable arealm, dideit to the left.

To download users and user groups, click Download.

To copy arealm, click Copy.

Meraki Systems Manager (SM) Deployment

Deploying Cisco Meraki Systems Manager (SM) consists of the following steps:

1. Consult our command line parameters reference and confirm if any additional MSI arguments are desired.
Examples include hiding from Add/Remove programs and installing without the VPN core.

2. Add anew application to the Meraki SM portal for deployment for the Cisco Secure Client core module MS!.

3. Repeat the process for the UmbrellaModule MSI as a second application. For the Umbrella module, add the
following command line execution, replacing <Orglnfo.json> with the contents of your organization’s Umbrella
profile OrgInfo.json file:

echo <Orglnfo.json> > "C: \ProgranDat a\ Ci sco\Ci sco Secure Cient\Unrbrella
\Orglnfo.json"

An example command line execution is below:

echo { "organizationld" : "12345", "fingerprint" :
"12345123451234512345" , "userld" : "12345"} > "C:\ProgranData\Ci sco
\'Secure dient\Unbrella\ O glnfo.json"

Migration from Umbrella Roaming Client

The standalone Umbrella Roaming modul e is approaching end of support and is directly replaced by the Umbrella
Roaming module in Cisco Secure Client. The Umbrella Roaming module in Cisco Secure Client provides amore
robust handling of DNS and web traffic using the Cisco Secure Client’ s underlying driver technologies. Cisco Secure
Client provides agreater level of compatibility and reliability than the legacy Roaming Client. For more information,
see Benefits from upgrading Cisco Umbrella Roaming Client to Cisco Secure Client.

To upgrade an existing Roaming Client computer to the Umbrella Roaming module in Cisco Secure Client, install
Cisco Secure Client using any of the previous guides of Deploy Umbrellamodule in Cisco Secure Client.

» Theexisting Umbrella profile information (Orglnfo.json) from Roaming Client will be retained.

» The standalone Umbrella Roaming Client will be automatically removed during installation.

« Under no circumstances should both the Umbrella Roaming Client and Umbrella module be running. Ensure you
have disabled any deployment tasks for the Umbrella Roaming Client to prevent re-installation.

Install the Root Certificate for All Browsers

To inspect web traffic, perform SSL decryption, or render a block page correctly when a browser on auser device
attemptsto visit ablocked HTTPS web site, install the Cisco Secure Access root certificate for each browser on the
organization's user devices. User devices must have the Cisco Secure Client deployed with the Umbrella module.

Steps to perform the installation of certificates vary based on the operating system and browser type. For more
information, see Install the Cisco Secure Access Root Certificate.


https://docs.umbrella.com/umbrella-user-guide/docs/secure-client-deploying-umbrella
https://umbrella.cisco.com/blog/millions-of-cisco-umbrella-roaming-client-users-benefit-from-upgrading-to-cisco-secure-client
https://docs.umbrella.com/umbrella-user-guide/docs/secure-client-deploying-umbrella
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Inspect and Decrypt HTTPS Traffic
Inspect HTTPS traffic and perform SSL decryption.

1. Install a Secure Access root certificate for each browser on a user device.
2. Enable HTTPS inspection in the Web profile for the Secure Access secure web gateway (SWG).

If you do not enable HTTPS inspection, Secure Access Chinais unable to perform file inspection, URL matching,
advanced application controls, or provide URL level visibility for HTTPS communications.
3. Enable Decryption in the Web profile for the Secure Access secure web gateway (SWG).

For more information, see Manage Web Profiles.

Render Block and Warn Pages
Render Block and Warn pages correctly.

1. When abrowser on user device visits a blocked HTTPS website, even without HTTPS inspection or SSL
decryption enabled, Secure Access China does not downgrade the HTTPS protocol to HTTP when serving a block
page. Thus, if aroot certificate is not installed, the web browser displays a certificate warning to the user. For
more information, see Manage Notification Pages.

Cloud Management

Overview

Cisco Secure Client can now be deployed from Cisco cloud utilizing Cisco XDR or Cisco Secure Client Cloud
Management. Cisco XDR is a cloud-based security solution that simplifies operations by helping security teams
detect, prioritize, and respond to thregts. It integrates Cisco and third-party toolsinto asingle platform for
comprehensive threat management. Cisco Secure Client with Client Management is the next-generation Secure
Mohility Client that combines the existing features of both AnyConnect and Secure Endpoint with a Cloud
Management solution in asingle, unified end-user interface. For customers who are not using Cisco XDR, Cisco
offers Cisco Secure Client Cloud Management at no additional cost. This service is available to those with an active
Cisco Secure Client or Umbrellalicense. Both solutions support the creation and uploading of Cisco Secure Client
profiles, including the Umbrella Orginfo.json file. Deployments can then be configured to specify Cisco Secure Client
modules using these profiles. The Cloud Management module is essential, enabling the client to check in with the
cloud every 2, 4, 6, or 8 hours. This ensures that clients remain up to date, as any changes to their deployment are
pushed during these check-ins. Additionally, administrators receive a client inventory that displays installed versions,
modules, and the last check-in time.

The following image shows the XDR Client Management and Cisco Secure cloud management:

asco Secure Client

lient Managem
Client Management Client Management

Control Center
Clients .5 Client Management §
Clients
Incidents Deployments
Deployments
Audit Logs o Administration
Investigate Audit Logs
Profiles
Profiles
% Intelligence > Device Events
Device Events

+$4  Automate

Assets

= Client Management

Administration

Deploying Cisco Secure Client
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In thisinstance, XDR will be utilized; However, the procedure remains the same when using Cisco Secure Client
Cloud Management too.

Profiles

The Profiles page provides alist of all the Cisco Secure Client profilesin your Cisco XDR organization and allows
you to create profiles that control the Cisco Secure Client endpoint software. We recommend that you start by
gathering existing profiles or using the profile editor in Client Management to create new ones. The online profile
editor can create profiles for the modules listed here. For the Network Access Manager (802.1x supplicant) and the
Umbrella Orginfo.json, these profiles must be uploaded.

Note: There are only two default profiles, and thisis directly from the XDR Client Management Help. The NVM
Cloud Default Profile is mandatory but the Cloud Managment default profile is optional. Cisco XDR includes the
following default profilesto help you get started with Cisco Secure Client deployments:

* Cloud Management Default Profile
* NVM Cloud Default Profile

The default profiles are associated with the XDR default deployment, which can be installed on your endpoints
to improve detections and enrich incidentsin Cisco XDR. These profiles can aso be applied to any user created
deployments. For more information, see XDR Profiles.

Create New Profile

(#) Cloud Management

Network Visibili
VPN

VPN Management Tunnel

Uploading the Orginfo.json profile
Upload the rginfo.json file that you previously downloaded from the Umbrella dashboard.


https://docs.xdr.security.cisco.com/Content/Client-Management/profiles.htm
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1. Navigate to Client Management > Profiles > Upload, select Umbrella from thelist and click

Upload Profile

Next.

Cancel

A pop-up is displayed.
2. You can either drag and drop the Orginfo.json file or navigate to itslocation to add this profile and make it

Upload Profile

— 3

Select profile type t Upload

Attach the file from

available for deployments.

Click or drag a file to this area to upload

Attach Umbrella profile

Canc‘.!l m

3. After thefileis uploaded, go to Client Management > Profilesand, if required,
apply afilter for Umbrellato display only the available Umbrella profiles. Typically,
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this step has to be performed only once. The profiles can be used in multiple

Profiles

Profile Type

Create a Deployment

The Deployments page provides alist of al the Cisco Secure Client deploymentsin your Cisco XDR organization
and allows users to define alist of all the packages and related profiles that must be installed on all the computersin a
specific deployment within an organization (for example, QA department).

1. To create anew deployment, navigate to Client Management > Deployments and click New. Y ou can also edit
existing deployments from the list displayed.

2. When prompted, select the operating system for the deployment, that is, either Windows or macQOS. In this
example, Windows s selected.

Select Operating System and Architecture

i Windows
Click Create New. ® amds4

macO0S

amd&4

4. Specify aname for the deployment: This name will be included in thefile
name of the final package after the deployment configuration is complete.

Deployment Name

Engineering

Every deployment includes the Cloud Management module and profile. Choose a version for both the Cloud
Management module and the Cloud Management profile. While the default Cloud Management profile typically
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works well, administrators have the option to create a custom profile, if needed. For example, you might want
different check-in intervals or update Windows for certain user groups.

& Deployments

Engineering

Cloud Management

5. From the Version Control drop-down list, choose the Secure Endpoint connector version that you want to deploy.
If you prefer to not include the Secure Endpoint module, choose Skip and proceed. In this example, Skip is

+ Deployments

Engineering

Secure Endpoint

chosen. &

Next, configure the Cisco Secure Client section to include AnyConnect VPN, Umbrella, and DART in the
deployment.

Note: If you don't plan to use AnyConnect VPN, you can skip adding a VPN profile. After completing the cloud
deployment, push the VPNDisable ServiceProfilexm file to the VPN profile directory (as described earlier in
Customize Windows Installation of Cisco Secure Client guide). This hides the AnyConnect VPN tile in the GUI.

To complete the Cisco Secure Client section of the deployment, we selected an existing VPN profile that was
either uploaded or created in Client Management using the profile editor. Along with the VPN profile, we enabled
the DART and the Umbrella module, specifying the previously uploaded Umbrella Orglnfo.json profile. This
configuration generates a deployment package that includes the specified modules and profiles upon installation.

Secure Client

Version Control | Latest (S14.74)




| Get Started with Cisco Secure Client on Windows and macOS | 555

6. After completing the deployment configuration, click Next.

For Windows deployments, the administrator will have the option to add the Zero Trust Access (ZTA) module for
Cisco Secure Client. While the ZTA module is supported on macOS through other deployment methods, it is not
yet supported for cloud deployments using XDR or Cisco Secure Cloud Client Management. The ZTA moduleis
designed to work seamlessly with the Cisco Secure Access solution.

ZTA focuses on knowing, understanding, and controlling who and what is on your network:

» |t grants appropriate access based on role or function.
« |t controls application access at the network layer.
» By assuming that the network layer is untrustworthy, it helps prevent unauthorized access and breaches.

+ Deplayments
Engineering

52 Contrel Center

7. Whenyou click Save it finalizes the deployment configuration and presents the Administrator with two
installation package options — Network Installer or Full Installer.

* Network Installer: A streamlined installer that includes only the Cloud Management client. When using the
Network Installer, it will download the remaining components specified in the deployment in the background.

e Full Installer: A comprehensive package that includes all the installers and profiles configured for the
deployment. It is larger than the Network Installer, and when used, it installs the Cloud Management client
along with all associated packages from the deployment.

Both the Full and Network installers will link the device to the deployment from which the installer was
created. Whenever the device connects to the cloud, it checks the installed packages against the deployment
reguirements. The device then updates the packages and profiles to match the deployment, but does not
downgrade any packages that are newer than those specified in the deployment.

Post Deployment

After deploying Cisco Secure Client with Cloud Management, both Cisco XDR and Cisco Secure Client Cloud
Management offer valuable insights into the clients deployed to the cloud. The administrator can access a
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comprehensive inventory of these clients by navigating to Client Management > Clients. A tablelists all the Cisco
Secure Client devices in your organization along with their data. The following information is also displayed:

* Thetota number of devices found.

e The number of devices selected.

« Moveto Deployment: Click to move selected devicesto a specific deployment.

e Create New Deployment: Click to open the Deployments page. From this page, Admin users can define a
list of all the packages and related profiles that must be installed on all the computers in a specific deployment
within an organization.

« Export to CSV: Click to download the table contents to a spreadsheet. Note that only the contents of the table
will be downloaded.

1. Each deviceincludes a pivot menu icon that enables you to take action on it. Y ou can perform some
actions directly using pivot menu or pivot to the integrated product to perform additional actions.

The behavior varies dlightly when performed in Cisco Secure Client Cloud Management.
However, the Administrator can switch to a detailed view for more information.

@ R

€6385286146

Additional Reference

For more information about Cisco Secure Client Cloud Management, please refer to the FAQ.

Additional References

The following guides provide in-depth information for customers deploying Cisco Secure Client with endpoint
management, systems management, or device management tools.


https://docs.secure-client.security.cisco.com/Content/Secure-Client/faqs.html
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Command Line and RMM Reference (Windows) Provides information about installing Cisco Secure
Client using the CLI (Windows)

Customize Windows Installations of Cisco Secure Client | Provides command-line reference for installing Cisco

(Windows) Secure Client. Includes customizations for disabling the
VPN functionality and locking down Cisco Secure Client
services

Customize MacOS installations of Cisco Secure Client | Provides detailed instructions for creating a

mass deployment package for macOS. Includes
customizations for disabling VPN functionality and
approving Cisco Secure Client extensions.

VPN Headend Installation (Windows) Provides customers who are using Secure Client VPN
functionality to deploy Umbrella from their VPN
headend. This will automatically download the software
and profile when connecting to VPN.

Meraki Systems Manager (SM) (Windows) Provides information about how to deploy the Umbrella
profile (Orglnfo.json) on Windows computers using
post-install scripts.

Microsoft InTune (Windows) Provides atutorial for Intune (Windows clients). The
software and Umbrella profile are packaged together
using the Content Prep tool and delivered to Windows

endpoints.

Microsoft InTune (macQOS) Provides atutorial for Intune (macOS clients). A mass
deployment package is created and deployed with a
scripted task.

Shared Folder Installation (Windows) Provides an example on how to install from a shared

folder installation source using a script. In this example,
the script is triggered using a scheduled task (Windows

group policy).

GPO Installation (Windows) Provides Cisco Secure Client to deploy as an application
package using Windows group policy (GPO). The
Umbrella profileis deployed to the endpoint using
Windows group policy (GPO).

JAMF (macOS) Provides atutorial for JAMF (macOS Clients). The
software, profile, and install choices (module selection)
are bundled together using the JAM F composer.

Deploy Cisco Secure Client Provides instructions for installing Cisco Secure Client
and all modules (non-Umbrella specific) from cisco.com.

Remote Monitoring and Management Deployment Tutorials

The following tutorias are suitable for M SPs using Remote Monitoring and Management (RMM) to deploy the
Umbrella Roaming Security Module to multiple end customers. A different Umbrella profile (Orglnfo.json) can be
supplied for each customer in the RMM tool.

ConnectWise Cisco-provided sample ConnectWise configuration
templates.

Kaseya Cisco-provided sample Kaseya configuration templ ates.



https://support.umbrella.com/hc/en-us/articles/18584514390932-Umbrella-Module-for-Cisco-Secure-Client-Command-Line-installation-and-RMM-reference
https://docs.umbrella.com/deployment-umbrella/docs/customize-windows-installation-of-cisco-secure-client
https://docs.umbrella.com/deployment-umbrella/docs/customize-windows-installation-of-cisco-secure-client
https://www.cisco.com/c/en/us/td/docs/security/vpn_client/anyconnect/Cisco-Secure-Client-5/admin/guide/b-cisco-secure-client-admin-guide-5-0/deploy-anyconnect.html#ID-1425-000003d1
https://www.cisco.com/c/en/us/td/docs/security/vpn_client/anyconnect/Cisco-Secure-Client-5/admin/guide/b-cisco-secure-client-admin-guide-5-0/deploy-anyconnect.html#ID-1425-000003d1
https://support.umbrella.com/hc/en-us/articles/20109657131028-How-to-Provision-Secure-Client-Umbrella-Roaming-Security-Module-via-MS-Intune-Windows
https://support.umbrella.com/hc/en-us/articles/34452404176020-How-to-deploy-Cisco-Secure-Client-via-JAMF-MacOS
https://support.umbrella.com/hc/en-us/articles/20143640288404-How-to-Install-Secure-Client-Umbrella-via-Script-Using-a-Windows-Shared-Folder
https://login.umbrella.com/?return_to=https%3A%2F%2Flogin.umbrella.com%2Fsupport
https://support.umbrella.com/hc/en-us/articles/34452404176020-How-to-deploy-Cisco-Secure-Client-via-JAMF-MacOS
https://www.cisco.com/c/en/us/td/docs/security/vpn_client/anyconnect/Cisco-Secure-Client-5/admin/guide/b-cisco-secure-client-admin-guide-5-0/deploy-anyconnect.html
https://github.com/CiscoDevNet/msp-integration-scripts/tree/main/CWA/cisco-secure-client
https://github.com/CiscoDevNet/msp-integration-scripts/blob/main/KVSA/cisco-secure-client/Procedure_Cisco_Secure_Client_Agent_Install.xml
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Manage Internet Security on Cisco Secure Client

Cisco Secure Client is Cisco's endpoint security client application that enables secure connections to private
resources, software as a service (SaaS) apps, and internet resources protected by Secure Access China. The

Cisco Secure Client is configured with various software modules. A Cisco Secure Client module may require the
deployment of a certain profile to run the module successfully. A system configuration manager or remote monitoring
and management (RMM) system can download and deploy the Cisco Secure Client on an organization's user devices.

A Roaming Deviceisauser device that has Cisco Security Client deployed on the device with the Umbrella
(Roaming Security) module.

Cisco Secure Client deployed with the Umbrella modul e enables secure internet access on user devices. The Umbrella
module includes:

*  Web security—Secure web gateway (SWG)

Once deployed, Cisco Secure Client registers the user device with Secure Access Chinaand the device is added to the
list of Roaming Device resources. Cisco Secure Client syncs with Secure Access periodically and the user device's
web traffic is protected by the Secure Access policy. An organization's administrators can manage Roaming Devices
protected by internet security in Secure Access China. For more information, see Manage Internet Security.

For more information about the Cisco Secure Client, see Cisco Secure Client (including AnyConnect) Administrator
Guide, Release 5.1.

Download the Orginfo.json File

Y ou can deploy various modules with the Cisco Secure Client. The Cisco Secure Client may require a certain profile
present to install amodule successfully.

The Cisco Secure Client Umbrella Roaming Security module (Web security) requires the Secure Access China
Orglnfo.json file. The Secure Access China Or gl nfo.json file associates a Cisco Secure Client deployment with the
Umbrella Roaming Security module to a Secure Access China user and organization. Once the module is deployed
on the Cisco Secure Client, Secure Access China applies the organization's configured policy rules to the device. The
device'straffic events are visible in the Activity Search report.

If you use another Or gl nfo.json file from a different organization in Secure Access Chinato install the Cisco Secure
Client Umbrella module, the roaming device is managed by that instance of Secure Access Chinainstead.

To deploy the Cisco Secure Client with the Umbrella Roaming Security module on a user device, download the
Orglnfo.json file from Secure Access Chinato the device.

Prerequisites

e Full Admin user role. For more information, see Manage Accounts.

Procedure

Download the Cisco Secure Client internet security profile (Orglnfo.json).


https://www.cisco.com/c/en/us/td/docs/security/vpn_client/anyconnect/Cisco-Secure-Client-5/admin/guide/b-cisco-secure-client-admin-guide-5-1.html
https://www.cisco.com/c/en/us/td/docs/security/vpn_client/anyconnect/Cisco-Secure-Client-5/admin/guide/b-cisco-secure-client-admin-guide-5-1.html
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Step 1 — Download the Orglinfo.json File

1. Navigateto Connect > End User Connectivity > Internet Security.
2. For Cisco Secure Client, click Download Profile to save the Orglnfo.json file to the local system.

Step 2 — Copy the Orglinfo.json File to the Target Directory
Y ou have two options for copying the Orglnfo.json file:
1. Usingthe Profiles Directory

Cisco Secure Client isavailable as a .zip file (for Windows) or a.dmg file (for macOS), each containing installer
packages. Within the extracted archive, you will find a subdirectory named Profiles. Copy Orglnfo.json to the
profile directory for the Umbrella module at Profiles\umbrella to ensure that the profile is automatically installed
during product installation.

2. Usingthelnstallation Directory

Alternatively, you can copy the Orglnfo.json file directly to the location of the Cisco Secure Client runtime
directory at:

W ndows: 9%°r ogr anDat a% Ci sco\ G sco Secure Cient\Unbrella
macOS: /opt/cisco/ secureclient/unbrellal

Note: If you deploy the Orglnfo.json file on the device after installing the Cisco Secure Client, the Cisco Secure
Client Umbrella Roaming Security module directories already exist. If you deploy the Orglnfo.json file on the
device before installing the Cisco Secure Client, you have to create the required directories for the Umbrella
Roaming Security module on the device.

When you deploy the Orginfo.json file for the first time, the Cisco Secure Client copies the Orglnfo.json file to the
data subdirectory (see below), which also contains several registration files. If you need to deploy a new Orglnfo.json
file, you must delete the data subdirectory. Alternatively, you can uninstall the Cisco Secure Client Umbrella
Roaming Security module, which deletes the data subdirectory, and then reinstall the new Orglinfo.json file. The data
subdirectory is:

For Cisco Secure Client 5.1.7 or earlier:

W ndows: 9%°r ogr anDat a% Ci sco\ G sco Secure dient\Unbrell a\data
macQOS: /opt/cisco/secureclient/unbrellaldata

For Cisco Secure Client 5.1.8 or later:
W ndows: 9%Pr ogr anDat a% Ci sco\ G sco Secure Cient\Unrbrella\data\regi onal data
\ <r egi on_nane>

macQOS: /opt/cisco/ secureclient/unbrellaldatalregi onal dat a/ <r egi on_nane>

Note: Theregion_name in the directory should match the region tag found in the Orgl nfo.json file. If the region tag
ismissing, it is assumed to be “global”.

Umbrella Roaming Security Module Requirements

To ensure that the Cisco Secure Client Umbrella Roaming Security module deploys and runs successfully, a user
device must meet certain system and network requirements.

System Requirements

The Cisco Secure Client supports all vendor-maintained, generally available releases of an operating system unless
otherwise noted.

Cisco Secure Client version 5.1.0 and higher is supported on:
*  Windows 10 x86 and x64 devices
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¢ Windows 11 x64 and ARM®64 devices

* ARMG®64 devices only support the Secure Client with the VPN module, DART, Secure Firewall posture,
Network Visibility module, Umbrella module, and | SE posture.

*  macOS 11.x or higher

For more information about the Cisco Secure Client, see Cisco Secure Client (including AnyConnect) Administrator
Guide, Release 5.1.

Network Requirements
Secure Access and SAML Identity Provider Domains

¢ For more information, see Network Requirements for Secure Access: SAML Identity Provider Domains.

Note: When using an SSL-VPN, add the | P address of the VPN head-end to the external domains settings. For more
information, see Manage Internet Security.

Transport Layer Security Protocol

» For more information, see Network Requirements for Secure Access: Transport Layer Security Protocol.

Network Access
Host Names

» The Cisco Secure Client Umbrella Roaming Security module uses hostnames for registration. All machines must
have a hostname that is unique within your organization.

HTTP and HTTPS

The Cisco Secure Client Umbrella Roaming Security module uses HTTP (80/TCP) and HTTPS (443/TCP) to
communicate with Secure Access Chinafor the following uses:

* Initial registration upon installation

e Checking for new versions of the Cisco Secure Client Umbrella (Roaming Security) module

» Reporting the status of Cisco Secure Client Umbrella (Roaming Security) module to Secure Access China
e Checking for new internal domains

Windows Only: If you utilize an HTTP proxy that is configured at the user-level (normally using GPO), make sure
the SYSTEMuser is also configured to use the proxy. Otherwise, add the following rules to your firewall to ensure the
Cisco Secure Client Umbrella (Roaming Security) module can reach Secure Access China.

Secure Access Client Certificate Revocation Services

For more information, see Network Requirements for Secure Access. Client Certificate Revocation Services.

Roaming Security DNS Requirements

» The Cisco Secure Client Umbrella Roaming Security module is not compatible with other DNS serving software.
Y ou should not install the Cisco Secure Client Umbrella module on a device that serves DNS requests.

« Uninstall DNSCrypt before your install the Cisco Secure Client Umbrella (Roaming Security) module. The Cisco
Secure Client Umbrella (Roaming Security) module installer automatically detects installations of DNSCrypt and
prompts the administrator to uninstall before proceeding with the installation.

« Install the Cisco Secure Client Umbrella Roaming Security module on the C:\ drive. The Cisco Secure Client
Umbrella module does not support secondary or remote drive installations.

» The Cisco Secure Client Umbrella Roaming Security module only supports dual-stack | Pv4/IPv6 for macOS and
Windows. Standal one support for IPv6 for both macOs and Windows is not supported.

Internal Domains

The Cisco Secure Client sends all of your DNS lookups directly from your computer to the Secure Access global
network resolvers. Thus, to ensure that Cisco Secure Client directs internal DNS requests to your internal DNS
servers for resolution, you must add your local domain namesto the internal domains list in Secure Access China.
The Cisco Secure Client's Umbrella module syncs with Secure Access periodically to check for new internal domains.


https://www.cisco.com/c/en/us/td/docs/security/vpn_client/anyconnect/Cisco-Secure-Client-5/admin/guide/b-cisco-secure-client-admin-guide-5-1.html
https://www.cisco.com/c/en/us/td/docs/security/vpn_client/anyconnect/Cisco-Secure-Client-5/admin/guide/b-cisco-secure-client-admin-guide-5-1.html
https://www.opendns.com/about/innovations/dnscrypt/
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Thisisacritical part of the setup process. We recommend that you populate the list of internal domains before you
deploy the Umbrella (Roaming Security) module. For more information, see Domain Management.

Domain Management

Cisco Secure Access provides the option to manage domains when endpoints connect to internet resources with the
Cisco Secure Client or aPAC file. Domain management allows DNS queries for certain domains to query the local
network's DNS servers.

If you do not specify alist of internal domains, all DNS queries are sent directly to Secure Access China, and asa
result, cannot reach your network's local resources (for example: computers, servers, printers) on internally-hosted
domainsthat rely on local DNS servers.

When you add internal domains to your bypass list, these internal domain queries sent from an endpoint with a Secure
Access PAC file or the Cisco Secure Client bypass the Secure Access DNS resolvers. However, in the case of a
tunnel, this configuration is not passed down, so thereis no way to bypass traffic to the proxy per-organization with a
custom configuration for network tunnels.

To ensure uninterrupted access to these resources, administrators should add the appropriate domains to the
organization's domain bypass list. The domain bypass list syncsto all Cisco Secure Clientsin your organization.
Internal Domains List

Populate the internal domains list with domains used by your organization to access local resources while on the
organization's network (at the physical location or connected through VPN). The internal domainslist is pre-
populated with the .local TLD and all RFC-1918 (private networ k) reverse DNS address space. Secure Access
China syncs newly added domains to Cisco Secure Clients within about one hour. For more information, see Manage
Internet Security.

DNS Suffixes

The domains contained in the DNS suffixes configuration on a computer's adapter and global network settings are
imported automatically into a Cisco Secure Client'sinternal domains list each time the Cisco Secure Client starts
or anew network adapter (such asa VPN or wireless connection) is initiated. This sync process helps Cisco Secure
Clients adapt when on newly seen networks where they may want to access local resources without adding the
domain through the Secure Access China.

Operational Flow

The Cisco Secure Client can handle internal and external DNS queries gracefully.
Configure Internal Domains

The Cisco Secure Client'sinternal domainslist is populated by two sources:

» Syncsfrom the Secure Access Chinainternal domains list.
« The DNS Suffixeslist located in the local computer's networking configuration settings.

Cisco Secure Client and External Queries

External DNS queries that do not match adomain located on either of theinternal domains lists are sent straight to
Secure Access China.

Cisco Secure Client and Internal Queries

DNS queries for domains contained in the domain bypass list (internal domains list) are sent through the local
network's DNS servers.

« Internal domainsthat are hosted on the local network are resolved by the internal DNS server directly.

Advanced Topics

The following section focuses on more in-depth information and logic with internal domains and expected behavior.


http://en.wikipedia.org/wiki/.local
http://en.wikipedia.org/wiki/Private_network
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Unencrypted

Although the Cisco Secure Client is able to send encrypted DNS queries to Secure Access China** whenin the
encrypted state**, domains listed on the bypass domains list are sent unencrypted, because they are not sent to Secure
Access China

DNS Suffixes (Continued)
There are implications that should be considered with DNS Suffixes.

» Thiscould allow an organization to not add any domains to the internal domains list in Secure Access China. If
DHCP s configured to use your domains as DNS Suffixes, the Cisco Secure Client automatically considers the
domain as local, even without adding the domain to the internal domains list in Secure Access China.

« |If you use DNS suffixesto rely on internal domain resolution instead of populating the internal domains list
in Secure Access China, the endpoint traffic has increased security. Since DNS queries sent to domains on the
internal domains list are sent unencrypted, thisimplies that a machine performing DNS queries for domains on the
Secure Access Chinainternal domains list always sends unencrypted traffic on all networks.

Note: During the deployment of the Cisco Secure Client on user devices, you can disable the feature that adds the
domains contained in the DNS suffixes list.

Interpret Internet Security Diagnostics

When deployed on a user device, the Cisco Secure Client with the Umbrella (Roaming Security) module can generate
detailed diagnostic reports about the device's web traffic. The Cisco Secure Client's Diagnostic Tool (DART) module
provides the diagnostic information about the device. As an administrator on the device, generate a diagnostic report
from the Cisco Secure Client GUI or the Cisco Secure Client's DART command-line interface (CLI).

For information about the administration of the Cisco Secure Client, see Cisco Secure Client (including AnyConnect)
Administrator Guide, Release 5.

Prerequisites

* Administrative privileges on the user device.

Procedure
Generate the Cisco Secure Client diagnostic report on the user device.
Generate the Diagnostic Report from the Cisco Secure Client

1. From the Cisco Secure Client menu, select Diagnostics and Reporting Tool, and then select Run.
2. Send the generated .zip file to the support team.

Generate the Diagnostic Report on the Command Line

1. Find the Cisco Secure Client Umbrella module diagnostic tool on your system and run the Cisco Secure Client's
DART executable.

oS L ocation
Windows % ProgrambData% \Cisco\Cisco Secur e Client\Umbr ellaDiagnostic.exe
macOS /opt/ciscol/secur eclient/bin/Umbr ellaDiagnostic.app

2. Send the generated .zip file to the support team.

Customize Windows Installation of Cisco Secure Client

As an administrator of auser device, you can customize the installation of the Cisco Secure Client (formerly
AnyConnect) with various modules and features on Windows. The Cisco Secure Client deployment packages support
several M S| properties that you can change during installation, including lockdown and disabling the display of


http://www.cisco.com/c/en/us/td/docs/security/vpn_client/anyconnect/anyconnect43/administration/guide/b_AnyConnect_Administrator_Guide_4-3.html
http://www.cisco.com/c/en/us/td/docs/security/vpn_client/anyconnect/anyconnect43/administration/guide/b_AnyConnect_Administrator_Guide_4-3.html
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the VPN modulein the client's graphical user interface (GUI). Lockdown prevents the service from being disabled
manually.

This guide describes how to deploy the Cisco Secure Client with the VPN, Umbrella (Roaming Security that includes
Web security), and DART (diagnostics) modules. By default, the Cisco Secure Client deploys with the VPN module.

Requirements
e Windows 8.1 or newer

e The Umbrella (Roaming Security) module requires the .NET framework 4.6.2 or newer
¢  Windows 10 or 11 on ARM-64
e Cisco Secure Client 5.1 or newer
* Administrative privileges on the Windows device
Prerequisites

» Download the Orgl nfo.json file from Secure Access China. For more information, see Download the
Orglnfo.json File.

« Download the Cisco Secur e Client Pre-Deployment Package (Windows) from https://software.cisco.com/
download/home.

Procedure
Y ou can deploy the Cisco Secure Client for Windows with several options including:

+ Hidethe VPN module in the Cisco Secure Client GUI.
» Hidethe Cisco Secure Client installation from the Add/Remove Windows Programs list.
* Enable Lockdown.

Deploy the Cisco Secure Client VPN Module

1. Runthe Windows installer to deploy the Cisco Secure Client VPN package with the
PRE_DEPLOY_DI SABLE_VPN=1 option. The PRE_DEPLOY_DI SABLE_VPN option hidesthe VPN modulein
the client's GUI. The VPN module is not disabled. Set the MSI property to PRE_DEPLOY_DI SABLE_VPN=1.

Note: If the VPN moduleis hidden in the client GUI, you can manage the VPN maodule through the Cisco Secure
Client'sCLI.

The following command disables the VPN functionality by copying the VPNDisable_ServiceProfilexml file
embedded in the MSI to the directory specified for profilesfor VPN functionality.

For example:

nsi exec / package ci sco-secure-client-w n-<versi on>-core-vpn-predepl oy-
k9. msi /norestart /passive PRE DEPLOY DI SABLE VPN=1 /| vx* c:\\output.l|og

Deploy the Cisco Secure Client Umbrella Roaming Security Module

1. Runthe Windows installer to deploy the Cisco Secure Client Umbrella Roaming Security module.

nsi exec / package ci sco-secure-client-w n-<version>-unbrell a-predepl oy-
k9.nsi /norestart /passive /lvx* c:\\output.Iog

To enable lockdown, add LOCKDOWA=1 in the command-line installer.

nsi exec / package ci sco-secure-client-w n-<version>-unbrell a-predepl oy-
k9. nsi /passive LOCKDOM=1 /I vx* c:\\output.log


https://software.cisco.com/download/home
https://software.cisco.com/download/home
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(Optional) Deploy the Cisco Secure Client DART Module

1. Runthe Windows installer to deploy the Cisco Secure Client DART (diagnostics and troubleshooting) package.
nsi exec / package ci sco-secure-client-w n-<version>-dart-predepl oy-k9. msi /
norestart /passive /lvx* c:\\dart.|og

Hide Cisco Secure Client from Add/Remove Programs List

Y ou can hide the installed Cisco Secure Client modules from users that have permissions to view the Windows Add/
Remove Programs list.

1. Runthe Windows installer for a Cisco Secure Client module package using ARPSYSTEMCOVPONENT=1.
Y ou can apply this option to all modules at the time of deployment.

For example:

nsi exec / package ci sco-secure-client-w n-<version>-unbrell a-predepl oy-
k9. nsi /passi ve ARPSYSTEMCOVPONENT=1 /| vx* c:\\output.|og

Optional Orginfo.json Configurations

Note: After you deploy the Cisco Secure Client with the Umbrella Roaming Security module, you can update the
Orglnfo.json file on the device. Only modify the internet security profile located at % ProgramData% \Cisco\Cisco
Secur e Client\Umbr ella\data\Or gl nfo.j son. The deployed Cisco Secure Client Umbrella Roaming Security module
does not read the properties from the % ProgramData% \Cisco\Cisco Secur e Client\Umbr ella\Or gl nfo.json file on
the device. For more information, see Download the Orglnfo.json File.

When deploying the Umbrella (Roaming Security) module on the Cisco Secure Client, you can add and configure
various parameters to the Umbrella Or gl nfo.j son file. These parameters, unlike LOCKDOWN, are applied to the
Orglnfo.json profile directly rather than at the time of installation with an msiexec parameter. The following does
not apply if run at install time.

Par ameter Values Description

noAutoSuffix 0 - Add the domains (default) Does not add domains contained in the DNS
Suffixes settings in network adapters and
networking properties to your organization's
Internal Domains list. This feature exists

so that the Umbrellamodule is more aware
of local resources and domains on foreign
networks.

1 - Do not add domains

noNXDOMAIN 0 - Do re-query (default) Automatically re-query public
NXDOMAINS at thelocal resolvers. This
feature allows roaming usersto resolve
internal domains on networks beyond their
own without interruption or internal domains
list management.

1 - Do not re-query

Note: DNS search suffixes are sent to
local resolvers, unless this functionality is
disabled.
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Customize macOS Installation of Cisco Secure Client

Managed device manager (MDM) systems can customize the installation of the Cisco Secure Client (formerly
AnyConnect) with various modules on macOS. The Cisco Secure Client has the option to install with pre-configured
Secure Access China profiles and to hide the display of modules in the Cisco Secure Client's graphical user interface
(GUI). Modify the Cisco Secure Client deployment disk image (DMG) file to select the modules to install with the
client.

This guide describes how to deploy the Cisco Secure Client with the VPN, Umbrella (Roaming Security that includes
Web security), and DART (diagnostics) modules. The default installation of the Cisco Secure Client deploys the
virtual private network (VPN) module.

The Cisco Secure Client requires an XML configuration to deploy modules from the command-line interface (CLI1) or
MDM. Y ou can use atransform (ACTransforms.xml) to deploy Cisco Secure Client without the VPN module.

Requirements

e  macOS version 10.14.6 or newer

e Cisco Secure Client 5.0 or newer

* Administrative privileges on the macOS device
e (Optiona) macOS MDM permissions
Prerequisites

« Download the Orglnfo.json file from Secure Access China. For more information, see Download the
Orglnfo.json File.

« Download the Cisco Secure Client Pre-Deployment Package (M ac OS) from https.//software.cisco.com/
download/home.

Procedure

Choose the modules to install with the Cisco Secure Client on a macOS device.

Step 1 — Make the DMG Package Writeable
Use Disk Utility or hdiutil to change the permissions on the DMG package from Read Only to Read/Write.
1. OpenaTerminal and set the DMG file to Read/Write.

hdiutil convert cisco-secure-client-nmacos-5.1.05040-predepl oy-k9. dng -format
UDRW -0 csc-witeabl e.dng
hdiutil attach csc-witeable.dng

Step 2 — Generate the Module Installation Configuration File

Generate the Cisco Secure Client module configuration file. The configuration file defines the modulesto include
with the installation of Cisco Secure Client.

1. OpenaTerminal and launch the DMG from /Volumes.

open / Vol unmes/ G sco\ Secure\ dient\ 5.1.05040

2. Runinstaller providing the pkg option with the name of the Cisco Secure Client package and the
showChoi ceChangesXM. option. Redirect the output to install_choices.xml to generate the installation
configuration file.

installer -pkg /volunes/C sco\ Secure\ Client\ 5.1.05040/C sco\ Secure\
dient.pkg -showChoi ceChangesXM. > ~/ Downl oads/i nstall _choi ces. xnl


https://software.cisco.com/download/home
https://software.cisco.com/download/home
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Step 3 — Copy Orglinfo.json to Cisco Secure Client Installation Directory

1. OpenaTerminal and launch the DMG from /Volumes/Pr ofiles.

cd / Vol unes/ Ci sco\ Secure\ dient\ <version>/Profiles/Unrbrellal

2. Drag the Orglnfo.json file that you downloaded from Secure Access Chinato Volumes/Pr ofiles.

Step 4 — (Optional) Hide the VPN Module
To hide the display of the Cisco Secure Client VPN module in the client GUI, modify ACTransforms.xml.

1. OpenaTerminal and launch the ACTransforms.xml file from /Volumes.

open -e / Vol unes/ G sco\ Secure\ dient\ 5.1.05040/Profiles/
ACTr ansf or ms. xni

2. Remove the XML comments around the Tr ansf or ns element, and then save ACTransfor ms.xml.

<Tr ansf or n>

<Di sabl eVPN>t r ue</ Di sabl eVPN>

<Di sabl eCust orer Exper i enceFeedback>t r ue</
Di sabl eCust orer Experi enceFeedback>

</ Tr ansf or ns>

Step 5 — Customize the Cisco Secure Client Installation Modules

Edit install_choices.xml created in Step 2 — Generate the Module Installation Configuration File. Either skip or
install the Cisco Secure Client modules defined in the configuration file.

e To skip amodule, define the module with O.
* Toinstall amodule, define the module with 1.

Note: Modifying choi ce_vpn does not supersede the changes that you made to ACTransforms.xml. The VPN
moduleis required, even if the moduleis not displayed in the client GUI.

1. OpenaTerminal and launch install_choices.xml.
2. Defineaninteger XML element for each module and assignto O or 1, and then save install_choices.xml.

cd / Vol unes
open -e ~/ Downl oads/install _choi ces. xnl

Example — Customize Cisco Secure Client Modules

In the following example, the Core VPN, Umbrella, and DART modules are set to 1 and are included in the Cisco
Secure Client installation.

<?xm version="1.0" encodi ng="UTF-8"?>
<! DOCTYPE plist PUBLIC "-//Apple//DID PLI ST 1.0//EN' "http://ww. appl e. com
DTDs/ PropertylList-1.0.dtd">
<plist version="1.0">
<array>
<di ct >
<key>attributeSetting</key>
<true/>
<key>choi ceAttri but e</ key>
<string>visible</string>
<key>choi cel denti fi er </ key>
<string>choi ce_anyconnect vpn</string>
</dict>
<di ct >
<key>attri but eSetti ng</key>
<fal se/ >
<key>choi ceAttri but e</ key>
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<string>enabl ed</string>
<key>choi cel denti fi er </ key>
<string>choi ce_anyconnect vpn</string>
</dict>

<di ct >
<key>attri but eSetti ng</key>
<i nt eger >1</ i nt eger >
<key>choi ceAttri but e</ key>
<string>sel ected</string>
<key>choi cel denti fi er </ key>
<string>choi ce_anyconnect _vpn</string>
</ dict>

<di ct >
<key>attributeSetting</key>
<true/>
<key>choi ceAttri but e</ key>
<string>visibl e</string>
<key>choi cel denti fi er </ key>
<string>choi ce_fireanp</string>
</ dict>

<di ct >
<key>attri but eSetti ng</ key>
<fal se/ >
<key>choi ceAttri but e</ key>
<string>enabl ed</string>
<key>choi cel denti fi er </ key>
<string>choi ce fireanp</string>
</dict>

<di ct >
<key>attri but eSetting</key>
<i nt eger >0</ i nt eger >
<key>choi ceAttri but e</ key>
<string>sel ected</string>
<key>choi cel denti fi er </ key>
<string>choi ce_fireanp</string>
</ di ct>

<di ct >
<key>attributeSetting</key>
<true/>
<key>choi ceAttri but e</ key>
<string>visibl e</string>
<key>choi cel denti fi er </ key>
<string>choi ce_dart</string>
</ dict>

<di ct >
<key>attri but eSetti ng</key>
<fal se/ >
<key>choi ceAttri but e</ key>
<string>enabl ed</string>
<key>choi cel dent i fi er </ key>
<string>choi ce _dart</string>
</dict>

<di ct >
<key>attri but eSetti ng</key>
<i nt eger >1</ i nt eger >
<key>choi ceAttri but e</ key>
<string>sel ected</string>
<key>choi cel denti fi er </ key>
<string>choi ce_dart</string>
</ dict>

<di ct >
<key>attributeSetting</key>
<true/>
<key>choi ceAttri but e</ key>



<string>vi si bl e</string>
<key>choi cel denti fi er </ key>
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<string>choi ce_secure firewal |l posture</string>

</dict>

<di ct >
<key>attri but eSetti ng</key>
<fal se/ >
<key>choi ceAttri but e</ key>
<string>enabl ed</stri ng>
<key>choi cel denti fi er </ key>

<string>choi ce_secure_firewal | _posture</string>

</ dict>

<di ct >
<key>attributeSetting</key>
<i nt eger >0</i nt eger >
<key>choi ceAttri but e</ key>
<string>sel ect ed</string>
<key>choi cel denti fi er </ key>

<string>choi ce_secure _firewall posture</string>

</ dict>

<di ct >
<key>attri but eSetti ng</ key>
<true/>
<key>choi ceAttri but e</ key>
<string>visibl e</string>
<key>choi cel denti fi er </ key>

<string>choi ce_i seposture</string>

</dict>

<di ct >
<key>attri but eSetting</key>
<fal se/ >
<key>choi ceAttri but e</ key>
<string>enabl ed</stri ng>
<key>choi cel denti fi er </ key>

<string>choi ce_i seposture</string>

</ di ct>

<di ct >
<key>attributeSetting</key>
<i nt eger >0</i nt eger >
<key>choi ceAttri but e</ key>
<string>sel ect ed</stri ng>
<key>choi cel denti fi er </ key>

<string>choi ce_i seposture</string>

</ dict>

<di ct >
<key>attri but eSetti ng</key>
<true/>
<key>choi ceAttri but e</ key>
<string>visibl e</string>
<key>choi cel dent i fi er </ key>
<string>choi ce_nvnx/string>
</ di ct>

<di ct >
<key>attri but eSetti ng</key>
<fal se/ >
<key>choi ceAttri but e</ key>
<string>enabl ed</stri ng>
<key>choi cel denti fi er </ key>
<string>choi ce_nvnx/string>
</ dict>

<di ct >
<key>attributeSetting</key>
<i nt eger >0</i nt eger >
<key>choi ceAttri but e</ key>
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<string>sel ect ed</string>
<key>choi cel denti fi er </ key>
<string>choi ce_nvnx/string>
</ di ct>
<di ct >
<key>attri but eSetti ng</key>
<true/>
<key>choi ceAttri but e</ key>
<string>visibl e</string>
<key>choi cel denti fi er </ key>
<string>choi ce_secure_unbrel |l a</string>
</ dict>
<di ct >
<key>attributeSetting</key>
<fal se/ >
<key>choi ceAttri but e</ key>
<string>enabl ed</string>
<key>choi cel denti fi er </ key>
<string>choi ce_secure_unbrel |l a</string>
</ dict>
<di ct >
<key>attri but eSetti ng</ key>
<i nt eger >1</i nt eger >
<key>choi ceAttri but e</ key>
<string>sel ect ed</string>
<key>choi cel denti fi er </ key>
<string>choi ce_secure_unbrel |l a</string>
</ di ct>
<di ct >
<key>attri but eSetting</key>
<true/>
<key>choi ceAttri but e</ key>
<string>visibl e</string>
<key>choi cel denti fi er </ key>
<string>choi ce_t housandeyes</string>
</ di ct>
<di ct >
<key>attributeSetting</key>
<fal se/>
<key>choi ceAttri but e</ key>
<string>enabl ed</string>
<key>choi cel denti fi er </ key>
<string>choi ce_t housandeyes</string>
</ dict>
<di ct >
<key>attri but eSetti ng</key>
<i nt eger >0</ i nt eger >
<key>choi ceAttri but e</ key>
<string>sel ect ed</string>
<key>choi cel dent i fi er </ key>
<string>choi ce_t housandeyes</string>
</ di ct>
</ array>
</plist>

Step 6 — Set Up the Correct Extension Permission Settings

1. By default, macOS requires the user to accept the activation of a new System Extension. As aresult, the user is
presented with a popup. An MDM isrequired to approve the Cisco Secure Client system extension and disable the
pop-up, using a management profile's SystemExtensions payload. For more information on System Extensions
payloads, see System Extensions.


https://developer.apple.com/documentation/devicemanagement/systemextensions
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2. Follow the payload guidance in Cisco Secure Client Extension Approval using MDM to deploy the System
Extension settings.

Step 7 — Install Cisco Secure Client with Selected Modules
Install the Cisco Secure Client with the configured modules.

1. OpenaTerminal and mount the DMG from /Volumes.

cd / Vol unes

mount ~/ Downl oads/ csc-writeabl e. dng

hdiutil convert csc-witeable.dng -format UDRO -0 csc-readabl e. dng
hdiutil detach /Vol unmes/Ci sco\ Secure\ dient/<version>/

2. Runinstaller providing the pkg option with the name of the Cisco Secure Client package and the
appl yChoi ceChangesXM. option with install_choices.xml.

hdiutil attach ~/ Downl oads/csc-readabl e. dngy
sudo installer -pkg C sco\ Secure\ dient\ 5.1.05040/C sco\ Secure\

dient.pkg -appl yChoi ceChangesXM. ~/ Downl oads/ i nstal |l _choi ces. xm -
target /


https://www.cisco.com/c/en/us/td/docs/security/vpn_client/anyconnect/Cisco-Secure-Client-5/admin/guide/b-cisco-secure-client-admin-guide-5-0/macos11-on-ac.html
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Manage Virtual Private Networks on Cisco Secure Client

Cisco Secure Client supports virtual private network (VPN) connections from user devices to private resources and
Software as a Service (SaaS) resources in data centers and private and public clouds. The Cisco Secure Client VPN
module requires the Secure Access VPN XML file deployed on the user device.

Cisco Secure Client is Cisco's endpoint security client application that enables secure connections to private
resources, software as a service (SaaS) apps, and internet resources protected by Secure Access China. The

Cisco Secure Client is configured with various software modules. A Cisco Secure Client module may require the
deployment of a certain profile to run the module successfully. A system configuration manager or remote monitoring
and management (RMM) system can download, install, and deploy the Cisco Secure Client on an organization's user
devices.

Prerequisites

« Administrative privileges on the user devices in the organization.

« Download the virtual private network (VPN) XML connection metadata from your Secure Access organization.
For more information, see Download the Virtual Private Network XML Profile.

For more information about the Cisco Secure Client, see Cisco Secure Client (including AnyConnect) Administrator
Guide, Release 5.1.

Download the Virtual Private Network XML Profile

The Cisco Secure Client supports the use of various profilesto configure the deployment of the client modules. A
Cisco Secure Client module may require a certain profile present to install the module successfully.

The Cisco Secure Client virtual private network (VPN) module requires the VPN XML profile. Cisco Secure Client
installs with the VPN module. Y ou can download the Cisco Secure Client VPN profile from Secure Access China.
For more information, see Download the Cisco Secure Client VPN Profile.

The Cisco Secure Client VPN profile configures the VPN module on the user device and connects clients securely to
resources protected by Secure Access China.

Prerequisites

e Full Admin user role. For more information, see Manage Accounts.

Procedure

Download the Cisco Secure Client VPN profile to the user device.

Step 1 — Download the Cisco Secure Client VPN Profile
The Cisco Secure Client VPN profile describes the connection and security metadata for the VPN module.

1. Navigateto Connect > End User Connectivity > Virtual Private Network.
2. For aVPN profile, click Download XML to save the Cisco Secure Client VPN profile to the local system.


https://www.cisco.com/c/en/us/td/docs/security/vpn_client/anyconnect/Cisco-Secure-Client-5/admin/guide/b-cisco-secure-client-admin-guide-5-1.html
https://www.cisco.com/c/en/us/td/docs/security/vpn_client/anyconnect/Cisco-Secure-Client-5/admin/guide/b-cisco-secure-client-admin-guide-5-1.html

Step 2 — Copy the VPN Profile to the Target Directory
Copy the Cisco Secure Client VPN XML file to the Cisco Secure Client VPN profile directory on the user devices.

0os L ocation File Description
Windows % Program Data%\Cisco AnyConnect VPN Profile

\Cisco Secure Client\VPN

\Profile
macOS /opt/cisco/secur eclient/ AnyConnect VPN Profile

vpn/profile

CA Certificates for VPN Connections

To authenticate users and devices when connected over avirtual private network (VPN), Secure Access China must
have the root certificate authority (CA) certificate for the user devices.

Set up the trust between Secure Access China and the user devices in the organization that connect over aVPN:

1. Ingtall acertificate signed by your organization's Certificate Authority (CA) on al devices where you have
deployed the Cisco Secure Client with the VPN module.

2. Upload your organization's signed CA root certificate to Secure Access China. For more information, see VPN
Certificates for User and Device Authentication.
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Monitor Secure Access China with Reports

Use Cisco Secure Access Chinareports to monitor your Secure Access China deployment and to better understand
your Secure Access China usage. Gain insights into request and block activity, determining which of your sources
are generating blocked requests. Reports help build actionable intelligence in addressing threats including changesin
usage trends over time.

Available Reports

* Remote Access L ogs — Lists users that have remotely connected to Secure Access China and requested access to
destinations.

» Activity Search —Search for activity from the sources in your environment over a selected time period.

e Security Activity —Lists security-related activity in your environment over a selected time period.

« App Discovery —Provides information about the cloud appsin usein your environment.

e Top Destinations —L.ists the top traffic-generating sources over the selected time period. Filterable by source and

destination.

e Top Categories—Lists the most popular security and content categories for your organization over the selected
time period.

« DataLoss Prevention —Lists security events related to content classified as personally identifiable or sensitive
information.

e Admin Audit Log —Lists arecord of any configuration changes made to your settings by any of your Secure
Access China administrators.

Export Report Data to CSV

Some reports let you export the results of aquery to the CSV format. This lets you create other reports and graphs by
feeding this data to other tools.

Note: Thetimezone of exported datais always the timezone selected for your account. Y ou can change this for your
account at Admin > Accounts.

Exportable reports:

e Activity Search

* Top Destinations

e Top Categories

e Top ldentities

» Datal oss Prevention

Troubleshooting

Depending on the time range and filters applied to the exported report, some report exports may take avery long
period of time to generate and, in some cases, will time out. However, the 'time out' is not reflected in the dashboard.
Instead, statusis set to "Generating..." and persists. The report remains in this state without resolution. Typically, this
happens somewhere between 12 to 24 hours after the report export isfirst begun. If this situation occurs, re-run the
report export with a shorter date range, or more filters applied.
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Prerequisites

e A minimum user role of Read-only. For more information, see Manage Accounts.

Procedure
1. Navigateto Reporting > <report> and click Export CSV (or, in the case of the Data L oss Prevention,
Download).
Activity Search I:) I:%:‘ B LAsT 24 HouRs ¥

2. Giveyour report agood Report Title, add the number of rows of datato be returned, and click Export.

Note: When exporting to CSV, datais limited to a maximum of 1,000,000 rows. Due to the queue-based
processing system, reports may experience significant latency. To minimize wait times, consider running reports
for shorter time periods, reducing the number of rows to be exported, or applying more detailed filters. For
efficient management of large datasets, check the last row of theinitial report and then run the report again from
that point for the next segment of data.

Export Report to CSV

Exporting the results of a report may take some time and will be done via a
background process. The timestamps in the exported CSV report will
reflect your selected timezone. Your timezone is UTC.

Report Title
Results Row Limit (1000000 max)

CANCEL EXPORT

3. When you click Export, you are taken to the Exported Reports page, where you can download your CSV file.

Exported Reports

Report Name Date Created Expiration Date Report Type Download

|«
L1

Sample_china (UTC) Jan 29, 2025 2:18:37 PM in 3 months Activity Search

4. Click the Download icon.

Your CSV fileisautomatically downloaded.

4

Bookmark and Share Reports

Secure Access China stores the report state in the URL, making it easy to share a report with colleagues or bookmark
areport for future use.

Prerequisites

e A minimum user role of Read-only. For more information, see Manage Accounts.
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Procedure

1. Navigateto Monitor > Reports> <report>.
2. Filter the report to display the data you need.

3. Useyour browser's bookmark function. When you retrieve the bookmark the report will have the samefilters
applied. You can also share the URL of the page with any colleague in your organization with access to your
dashboard.

If the report has arelative date filter—last 24 hours, last 7 days, and so on—the relative date is applied. If the
report has an absolute date filter (for example, Jan 7, 2025), the absolute filter is applied.

Report Retention

The reporting of information begins as soon as you start sending traffic to Secure Access China
The following reports are available for one calendar year:

* Top Destinations
e Top Categories

Activity Volumeisretained for one calendar year.

Y ou can review and filter reported data on various timelines. Timelines vary depending on the report, from the last
hour to the last thirty days, and in some cases, custom date ranges in increments of time—up to 30 or 90 days—going

back one year.
Custom Date Range
TIME I8l LAST 24 HOURS ¥ 9
© In the Last Hour Last 24 Hours u Your timezone is currently set to: UTC
4 Last 24 Hours | Yesterday From 02/02/2025 ¢4  5:04am
Yesterda Last 7 Days
6 Y v To 02/03/2025 (A 5:04 am
9 This Week Last 30 Days
Last 30 Days ) Custom range... CANCEL

The following reports are limited to a 30-day search window:

e Top Destinations
*  Security Activity
» Activity Search

Note: Secure Access Chinadoes not retain Security Activity or Activity Search data for more than 30 days.

Admin Audit Log Retention

The Admin Audit Log retains data for one year. Y ou can access data in three-month increments. For more
information, see the Admin Ausdit Log Report.

Schedule a Report

When scheduling areport, it'simportant to select filters so that you receive only the data that you want and that your
reports don't exceed 10,000 rows—the limit of an emailed report. Aswell, you want your scheduled report to be
digestible and actionable by recipients. If you choose not to add filters, the report will apply to al traffic types for
that report across your entire environment and may contain too much data to be readily read and interpreted by the
recipient. With scheduled reports, you select filters for the report before you run the Schedule wizard.

Note: Once scheduled, if you do not receive the report, check the spam filter at your mail server gateway—whether it
is hosted locally or hosted in the cloud. It's likely that the email was quarantined at that level.
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Prerequisites

e Full Admin user role. For more information, see Manage Accounts.

Procedure
1. Navigate to Reporting and select the report you want to schedule.

For alist of schedulable reports, see Report Scheduling. (Screenshots in these instructions use the Top Identities
report as an illustrative example.)
2. Select filtersfor the report and then click Schedule.

Filters are applied to the report and the Scheduling wizard opens.

" ®
Activity Search = Biasraavowms v
Schedule | Export CSV
FILTERS Q Search by domain, identity, or URL Advanced ¥ &8 Customize Columns Al ~
[ @ Search filters 1 M1,213Total () Viewing activity from Feb 2, 2025 5:16 AM to Feb 3, 2025 5:16 AM Page: 1 ~  Resultsper page: 50 ~ 1-50
Response SelectAll Request  Source Rule Identity @ Destination Destinatic >
O © Allowed 3 Advanced el
@ = tafficclient 101.81.01:56988
O ©Blocked
@D = tafficclient = trafficclient http://44.225182.38:4001/index.html 4422518 -
Warn Page Behavior selectal @D A vpnuserna (vpnuser@dummy.com) L vpnuserna (vpnuser@dummy.com) 1018100 -+
O © Wamed @D = trafficclient = trafficclient 1018100 -
O © Accessed After Warn
@D = tafficclient = trafficclient 1018100 -+

Note: The Top Threats report does not provide filters.
3. Inthewizard, review filtersand click CONTINUE.

Schedule Report

We'll regularly email you reports based on the information below. You can
manage the reports we send you via your scheduled reports list.

Filters Applied

Request Type Security Categories

Al All

Destinations Content Categories

Al All

Responses Content Categories (Legacy)
Al All

Identities Integrations

Al All

Identity Types Include "Noisy" Domains
Al No

Warn Page Behavior SHA256

Al All

Ports IPS Signature Response
Al All

Protocols IPS Signature List Names
Al All

Filename IPS Signatures

Al All

Event Types Threat

Al None

Public Application Threat Type

Al None

Application Categories

Al



| Monitor Secure Access Chinawith Reports | 581

4. Select time parameters to set when and how often you want this report sent to recipients. Click Continue.
For each time period, you can specify atime and range within that time period.

Thetime of delivery defaults to the logged-in user's Umbrella's timezone, but if recipients arein different time
zones, you can configure them to receive reports during their work hours. If the recipient is an administrator or
helpdesk staff expected to take action on information in the report, we recommend setting up a second report with
the delivery time adjusted for the recipient's region.

Note: Attempting to schedule areport for atime on the current day, regardless of whether the report is scheduled
in the future from the current time on that same day, results in the report being scheduled on the next day at the
earliest for weekly and monthly frequencies.

Select a Delivery Schedule

We'll regularly email you reports based on the information below. You can
manage the reports we send you via your scheduled reports list.

® Daily

Delivery Time
9:00 am

UTC (UTC 0:00)
Report Range

@ Last Calendar Day

O Last 24 Hours

O Weekly

O Monthly

CANCEL CONTINUE

5. Giveyour report a good descriptive name, add email addresses for recipients of this report, and click Save.

Enter as many recipients as you like separating addresses with commas or semicolons.

Choose recipients

We'll regularly email you reports based on the information below. You can
manage the reports we send you via your scheduled reports list.

Report Title

New Activity Search Scheduled Report

Email

user@domain.cn

CANCEL BACK m
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6. Your newly scheduled report islisted at Monitor > Management > Scheduled Reports.
Y ou can update this schedule at any time. For more information, see Update a Scheduled Report.
Scheduled Reports S:\:‘

Q_ Search by report name, type, frequency, o recipient

N

Activity Search Report - Daily Activity Search Daily user@domain.cn Dec 3, 2024 9:00 AM

N

anuj-prod-china-9:00AM-UTC Activity Search Daily usert @domain.cn Dec 3, 2024 9:00 AM

1-20f2

Check Your Spam Folder

Secure Access China uses SendCloud as the service to deliver email. Some mail filters, either at the loca level or
even at atransport layer (for example, an 1SP) may block communications from SparkPost as marketing-related spam.
If you do not receive your scheduled reports, check the spam filter at your mail server gateway. Whether your mail
server gateway is hosted locally or in the cloud, it's likely the email was quarantined at that level.

Update a Scheduled Report

Y ou can update your scheduled reports at any time. When you update filters for the scheduled report, the Scheduling
wizard takes you to the report in question, where you can select filters as necessary and then save the updated
schedule.

Prerequisites

e Full Admin user role. For more information, see Manage Accounts.
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1. Navigateto Monitor > Management > Scheduled Reportsand click a scheduled report.

Scheduled Reports
Q_ Search by report name, type, frequency, or recipient

Name v/
Activity Search Report - Daily

anuj-prod-china-9:00AM-UTC

Report Type Frequency Recipients Next Delivery

Activity Search Daily user@domain.cn Dec 3, 2024 9:00 AM

Activity Search Daily usert @domain.cn Dec 3, 2024 9:00 AM

Schedule

N

N

1-20f2

The Edit Scheduled Report modal opens and lists filters applied to the report.

Edit Scheduled Report

We'll email you a report with the filters below. Click " Continue" to change the

schedule and recipients.

Report Name

Activity Search Report - Daily
Filters Applied

Request Type
All

Destinations

All

Responses
All

Identity
All

Identity Types
All

Protocols
All

Ports
All

Event Types
All

Public Application
All

Application Categories
All

Security Categories

All

Content Categories
All

DELETE

Content Categories (Legacy)
All

Integrations

All

Include " Noisy" Domains
No

Threat
None

Threat Type
None

SHA256
All

0S Type
All

Location
All

IPS Signature Response
All

IPS Signature List Names
All

IPS Signatures
All

EDIT FILTERS CONTINUE

Optionally, click Edit Filters.

The selected report's page opens.

Select and apply filters for thisreport and click Save.

The Scheduling wizard reopens listing updated filter selections.

‘You are now editing filters for the "Activity Search Report - Daily" report.
Choose "Save" after you've finished modifying filters o "Cancel® to discard changes. Modifications to this report will appear the next time it s sent.

‘You are now editing filters for the "Activity Search Report - Daily" report.
Choose "Save" after you've finished modifying filters or "Cancel® to discard changes. Modifications to this report will appear the next time it is sent.

CANCEL SAVE

CANCEL SAVE

Review filters and click Continue.



5. Update recipients (press Enter to add addresses), the report's delivery schedule, and click Save.
Edit Scheduled Report

Report Name
Report Title

Activity Search Report - Daily

Recipients
Email
user1@domain.cn

Frequency
@ Daily
Delivery Time
9:00 am
UTC (UTC 0:00)

Report Range

@ Last Calendar Day
O Last 24 Hours

O Weekly

O Monthly

Y our newly updated scheduled report islisted at Monitor > Management > Scheduled Reports.
Note: Thisupdated report replaces the current report.

Report Scheduling

Various reports in Secure Access China can be configured so that Secure Access Chinaregularly emailsyou a
summary of that report. Y ou can configure filters for these reports so that they only contain the information you want.
Each emailed report includes an HTML version of the report, a.ZIP file containing a CSV file with the entire data set,
and alink to Secure Access China and the report. See Schedule a Report.

Reports can be scheduled so that you receive an email daily, weekly, or monthly.
Y ou can schedule the following reports:

» Activity Search—Activity from the identities in your environment over a selected time period. Filterable by
identity name, destination, source IP, response, content category, and security category.

« Total Requests—Total requests for destinations from your organization over the selected time period. Filterable
by identity.

« Activity Volume —Total querieswithin your organization broken down by security categories and results over the
selected time period.

» Top Desinations—A list of the top traffic-generating identities over the selected time period. Filterable by identity
and destination.

» Top Categories—A list of the top content categories for your organization over the selected time period. Filterable
by identity and response.

» Datal oss Prevention — Lists data violations detected through the DLP Real Time rules.

Important: Cisco Secure Access China uses SparkPost as the service to deliver email. Some mail filters, either at the

local level or even at atransport layer (like an 1SP) may block communications from SparkPost as marketing-related

spam. If after scheduling your reports you do not receive them, check the spam filter at your mail server gateway.
Whether your mail server gateway is hosted locally or in the cloud, it's likely the email was quarantined at that level.

Secure Access China sends its reports from schedul ed-reports-feedback @ci scosecureaccess.cn.


mailto:scheduled-reports-feedback@ciscosecureaccess.cn
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Remote Access Log Report

The Remote Access Log report lists users that have remotely connected to Secure Access China and requested access
to destinations. Some relevant fields to aid debugging and trouble-shooting remote access sessions include:

» Display Username for Failed Events — Significantly improves how quickly issues can be tracked and addressed.
* ASA Sydog Message ID Extraction Support — Offers detailed insights by identifying the specific sys-log
messages used in the remote access logs.

» Device ID - Includes the device I D with every event, providing critical help to network administratorsin
nUMerous ways.

« Failed Eventsfor Posture — Provides vital information for effective triage during failed connection attempts.

Refine your search using filters to help identify security issues that require attention.

View the Remote Access Log Report

The Remote Access Log report lists users' connection events that are related to remote access, tracked over distinct
time periods.
Prerequisites

e A minimum user role of Read-only. For more information, see Manage Accounts.

View the Remote Access Log Report

1. Navigateto Monitor > Reports> Remote Access L ogs.
2. Choose atime frame of remote access events.
3. Usethe search bar to find remote access events by identity (user or device name) or endpoint device OS version.
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4. Refineyour search using the following filters to help identify security issues that require attention.

e Connection Event letsyou filter by the outcome of a VPN connection event. Possible values are: Connected,
Disconnected, Failed, Warning, and Unknown.

Note: A Warning outcome only results when a DDNS update has failed (see Event Details below).

* Machine Tunnel letsyou filter by VPN connections made by a machine tunnel. For more information about
the Secure Access China machine tunnel, see Manage Machine Tunnels.

e« OSTypesand Versionsletsyou filter by any client OS values that are in the current Remote Access Log data
Set.

e SecureClient Versionsletsyou filter by any Cisco Secure Client values that are in the current Remote Access
Log data set.

« Event Detailsletsyou filter by the combination of any reasons for connection failure or disconnection that are
in the current Remote Access Log data set. Possible values:

e Addr Assignment Fail

e AccessAllowed

e Administrator Reset

» Authentication Check

» Authorization Check

e Cert Auth Check

e Certificate Expired

« Client Type Not Supported
« Connection Lost

e Connection Preempted

« DDNS Update Failed

e Geocompliance Check

» Geocompliance Service Unavailable

e |IKE Deete

¢ |IKEV2 Check

e |PSec Error

¢ Max Time Exceeded
e Port Error

¢ Posture Check
* Posture Check Failed

e SA Expired
o Static IP Addr Assignment Fail
e TLSCheck

* Unknown Disconnection Reason
* Unknown Failed Reason
e User Requested

< ldentitiesletsyou filter by connection events with Security Group Tags (SGT) you have configured rules
to traffic originating from | P addresses in network segments that include SGTs. When present, SGTs will be
appended to the User column value.

Note: Each filter isdynamic, except for I dentities, and will only display filter option values that are present in
the connection data. If no option values are present in the data for afilter, that filter will remain hidden.

View Event Details

There are two options to view details of an event.
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1. Option 1: Click the View Detailsicon (the blue ellipsis at the right end of each row).

Event Time =

S

Jul 24, 2024 9:40 PM

2. Option 2: Hover over an Event Detailsfield in any row, then click Read Mor e below the ASA syslog message
ID.

Event Details Public IPv4 Address Internal IPv4 Address
User Requested 0.10.01

Syslog info:

ASA-4-113019 0.10.01

Read More
User Reguested 0.10.01

Result: The Event Details drawer displays detailed information about an individual event.

Event Details bSe

Jul 24, 2024 10:07 PM

4 Demo 5 (demouser@company.com)

@ Disconnected
User Requested

Jul 24, 2024 10:04 PM

nja

10.10.01

nja

[ DESKTOP-3CWVCKA
Employees

TLS

410.06090

Windows 10.0.25905

ASA-4-113018
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Activity Search Report

Find the result of every URL and IP request from your various sources in descending date and time. The report lists
al security (and non-security) activity for the sources reporting to Secure Access Chinafor the selected time.

Refine your search using filtersto help identify security issues that require attention.

View the Activity Search Report

This topic explains the functions of the Activity Search report and where to find the report in Secure Access China

Prerequisites

e A minimum user role of Read-only. For more information, see Manage Accounts.

Procedure

1. Navigateto Monitor > Reports> Activity Search.

This takes you to the default view of the Activity Search report, which listsall of your identities and the internet
reguests or traffic events for your organization, tracked over time. The default is 24 hours.

Activity Search

m Q Search by domain, identity, or URL

152,653 Total ) Viewing activity from Dec 4, 2024 4:39 AM to Dec 5, 2024 4:39 AM

| @ searcnfiters

Response Select All

O © Allowed 12 Advanced
O © Blocked

Warn Page Behavior Select All

0 © Wamed
(] © Accessed After Warn

Isolate
O Olsolated

1PS Signature Select Al
O @ Log Only

(J @ Would Block

O © Blocked

= trafficclient

= trafficclient

= trafficclient

= trafficclient

= trafficclient

= trafficclient

= trafficclient

= trafficclient

L vpnuser test3

= trafficclient

Rule Identity
 trafficclient
= trafficclient
= trafficclient
 trafficclient
= trafficclient
= trafficclient
 trafficclient

trafficclient

com) L vpnusertest: m)

= trafficclient

A vpnuser test3 (vpnuser@dummy.com) A vpnuser test3 (vpnuser@dummy.com)

Page: 1

http://cn.bing.com/

http://en.bing.com/

http://cn.bing.com/

™ Y
) (+
‘\/ &)

B LasT 24 HOURS ¥

Schedule  Export CSV

EB Customize Columns All ~

Results per page:

208.67.220.220:53

208.67.220.220:53

208.67.220.220:53

13107.21.200:443

101.81.0.0:8095

208.67.220.220:53

208.67.220.220:53

13107.21.200:443

8.88.8:53

204.79197.200:443

888853

50 1-50

estination Por N
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Choose atime frame to view the report. Y ou can view the results for the last 24 hours (default), Y esterday, Last 7
Days, Last 30 Days, or a Custom range.

9 LAST 7 DAYS -

Last 24 Hours
Yesterday
Last 7 Days
Last 30 Days

Custom range...

From the Requests menu, choose a request type or the default of All. Filters update to those that are relevant to
the type of request chosen.

B8 Customize Columns

esults per page: 50 ¥

1-5

All ~

All

Web

Firewall

IPS

Decryption

Select availablefilters based on the request type.

Q_ Search by domain, ide

‘ Q_ Search filters

Response

O @ Allowed ## Advanced

() © Blocked

Warn Page Behavior

O Warned

[ ® Accessed After Warn

Isolate

() O lsolated

IPS Signature

(J © Log Only
[J @ Would Block
(J I Blocked

Protocol

O HTTP
() HTTPS

Select All

Select All

Select All

Select All
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5. Optionally, select a Search Optionsfilter:

¢ Include All Traffic—Includes datafrom all domains including noisy domains that are filtered out by default.
» Filter by Uncategorized—Includes destinations that are not classified under a specific security or content

category.
SEARCH OPTIONS Select All
O Include All Traffic
[J Filter by Uncategorized

Configure Columns to Display

To change the layout of the data presented in the Activity Search Report, select Columns. Check or clear the

information you want to see displayed, then click Apply. You can aso drag and drop itemsin the list to reorder their
position on the page.
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B Customize Columns All »

! Select columns to display and
drag and drop to reorder their
position.

3 Request
H Source
3 Rule Identity
3 Destination

| Destination IP
3 Destination Port
3 Destination Country
i () File Name
3 Internal IP
3 External IP
:* () DNS Type
3 Action
3 Categories
3 Resource/Application
3 Source
i [ signature List Name
H IPS Signature
H Protocol
3 Rule Name
H Application Category
3 Application Protocol
1 [ Request Method
i [ Referer
:i () Status Code
i [ Content Type
i () File Extension
i @ 0s
22 Browser
3 Location
3 Location IP
2 Date & Time

CANCEL APPLY

Column name Column description

Request When All Requestsis selected, this column displays the
type of request for each event. Event request types are
Web, Firewall, IPS, and Decryption.

Source The name of the source of the request. Applicableto all
request types.

Rule Identity The identity of the source that Secure Access China
used to determine which rule applied to the request.
Applicable to Web and Firewall requests.
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Column name

Column description

A request can have multiple identities. Click the row to
view Event Details including all identities associated
with arequest. For more information, see View Activity
Search Report Actions.

Destination The destination of the request. Applicable to Web,
Firewall, and IPS requests.
Destination I P The IPv4 or 1Pv6 address of the destination. Supports

both compressed and long-form |Pv6 address formats.
Applicable to Web, Firewall, and Decryption requests.

Destination Port

The UDP/TCP port of the destination request.

Destination Country

The two-character country identifier. Applicable to Web
and Firewall requests.

File Name

The name of the file involved with the activity, where
applicable. Applicable to Web and Firewall requests.

Note: File Name will only populate for traffic matching
rules with File Type Control or File Inspection enabled
(you can enable File Type Control without blocking

any file types by clicking enable and saving therule.) If
none of the rules have File Type Control enabled, the file
name and extension fields remain blank.

Internal IP

Theinterna IPv4 or IPv6 address of the request.
Supports both compressed and long-form 1Pv6 address
formats. Applicable to Web request.

External IP

The external 1Pv4 or IPv6 address of the request.
Supports both compressed and long-form 1Pv6 address
formats. Applicable to Web request.

Action

Therequest is either Blocked or Allowed. Applicableto
Web, Firewall, and IPS requests.

Note: Certificate and TLS error events display as
Blocked — Certificate Error. These errors will only be
displayed where the request is processed by aruleset that
has ‘HTTPS inspection’ and 'File Analysis enabled.

Categories

Content and Security categories flagged with the
activity. Applicable to Web and Firewall requests. Click
Dispute Categorization in the Event Details navigation
drawer to suggest a different category for a Source.

Resour ce/Application

The resource or application involved with the activity,
when applicable. Populates for traffic matching rules
with Application Controls enabled. If no rules have
Application Controls enabled, then the field will remain
blank. Applicable to Web and Firewall requests. For
more information, see Advanced Application Controls.

Signature List Name

The Secure Access Intrusion Prevention System (1PS)
signature list applied to the request. Applicable to
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Column name

Column description

IPS requests. For more information, see Manage |PS
Profiles.

IPS Signature

The signature of the known threat that was blocked
or logged by Secure Access IPS. Applicable to IPS
requests. For more information, see Manage IPS
Profiles.

Protocol

Displays whether the Web request protocol isHTTP or
HTTPS, and whether the Firewall, IPS, or Decryption
reguest protocol is TCP or UDP. Decryption request
protocol includes the cryptographic protocol, such as
TLS.

Rule Name

The name of the access rule applied to the request.
Applicableto Web, Firewall, and IPS requests.

Click the rule name to view your Access Policy where
theruleis configured. For more information, see Manage
the Access Policy.

Click the row to view Event Details including details of
the rule (such as destination list or schedule applied).
For more information, see View Activity Search Report
Actions.

Application Category

If an application isinvolved with the activity, this
column contains the categories associated with the
application. Applicable to Web, and Firewall requests.
For the full list of application categories, see Application
Categories.

Application Protocol

If an application isinvolved with the activity, this
column contains the protocol for the application (HTTP,
SSL, RTP, or none). Applicable to Firewall requests.

Request Method The HTTP method used by the request. Applicable to
Web requests.

Referer The URI from which the request originated. Applicable
to Web requests.

Status Code Standard HTTP status codes. Applicable to Web

requests.

Content Type

The HTTP content type. Applicable to Web requests.

File Extension

The extension of the file involved in the activity, where
applicable. Applicable to Web and Firewall requests.

Dateand Time

The date and time stamp of the request. Applicableto all
request types.

From your search results, you can click an identity or destination and go to their respective detailed report.

View Actions

To learn more about the results of your activity search, click the View Actionsicon (the blue ellipsis at the right of
each item in the search results) for aresult and choose an item from the menu.
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View Full Details

With View Actions, you can view the full details of each activity result:

Event Details X
@ Allowed
Feb 3, 2025 5:34 AM

allow_udp (908168)

4 vpnuser na (vpnuser@dummy.com)
10.10.01

8.8.8.8

56179

53

Uncategorized

Dispute Categorization

c2s

ubP

The detail fields available depend on the type of event.
Filter Views
Where applicable, the viewing of results can be filtered by the following:

» Filter by Application
 Filter by Destination
* Filter by URL

e Filter by Identity

» Filter by External IP



View Full Details

Filter by vpnuser na (vpnuser@dummy.com)

Filter by 8.8.8.8

Filter by 10.10.0.1

Schedule an Activity Search Report
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Y ou can schedule areport to be emailed to you at regular intervals. Y our emailed report is a table showing an HTML
version of the report and an attached CSV file containing the entire data set. Also included in your email isalink to a

live version of the same report. For more about scheduled reports, see Schedule a Report.

When scheduling a new report for Activity Search, any current filters selected apply.

Schedule Report

We'll regularly email you reports based on the information below. You can
manage the reports we send you via your scheduled reports list.

Filters Applied

Request Type
All Requests

Destinations

All

Responses
Blocked

Identities
All

Identity Types

Network Devices, Networks,

Sites

Warn Page Behavior
Warned

Ports
All

Protocols
All

Filename

All

Event Types
Antivirus

CANCEL

Application
All

Application Categories
None

Security Categories
Malware, Newly Seen
Domains, Phishing

Content Categories
Adware

Integrations
None

Include " Noisy" Domains
No

SHA256
All

Threat
None

Threat Type
None

View Activity Search Report Actions

To learn more about the results of your activity search, click the View Actionsicon for aresult and choose an item

from the menu.

Prerequisites

e A minimum user role of Read-only. For more information, see Manage Accounts.
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See Full Details
1. For each entry listed, from the View Actionsicon, choose View Full Details.

B8 Customize Columns All ~

Page: 1 ~ Results per page: 50 ¥ 1-50

Destination IP DestinationP: )

View Full Details

Filter by vpnuser na (vpnuser@dummy.com)
Filter by 8.8.8.8

Filter by 10.10.0.1
8.8:8:853

The details of each activity result are displayed. The details listed depend on the event type.



Event Details X

Action
@ Allowed

Time
Feb 3, 2025 5:34 AM

Rule Name
allow_udp (908168)

Source

P §

p na (vp y.com)
Source IP

10.10.01

Destination IP

8.8.8.8

Source Port

56179

Destination Port

53

Categories
Uncategorized
Dispute Categorization

Resource/Application

Application Category

File Status (Disposition)

File Transfer Direction
c2s
Identified Threat

Malware Analysis Detected

Threat Severity Score

File Type Identifiers

File Size (bytes)

Archive File Name

Archive Extraction Depth

Archive SHA-256 Hash

Protocol
UDP

Filter Views

Where applicable, certain results can be filtered by the following:

e Application
e Destination
« URL

« Source

e Externd IP

| Activity Search Report | 598
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View Full Details
Filter by vpnuser na (vpnuser@dummy.com)
Filter by 8.8.8.8

Filter by 10.10.0.1

Schedule an Activity Search Report

Y ou can schedule areport to be emailed to you at regular intervals. Y our emailed report is a table showing an HTML
version of the report and an attached CSV file containing the entire data set. Also included in your email isalink to a
live version of the same report. For more about scheduled reports, see Schedule a Report.

When scheduling a new report for Activity Search, any current filters selected apply.

Schedule Report

We'll regularly email you reports based on the information below. You can
manage the reports we send you via your scheduled reports list.

Filters Applied

Request Type Security Categories

All All

Destinations Content Categories

All All

Responses Content Categories (Legacy)
Allowed All

Identities Integrations

All All

Identity Types Include " Noisy" Domains

AD Computers, AD Users

Warn Page Behavior

No

SHA256

All All
Ports IPS Signature Response
All All
Protocols IPS Signature List Names
All All
Filename IPS Signatures
All All
Event Types Threat
Public Application None
Public Application Threat Type
All None
Application Categories
All
CANCEL CONTINUE

Use Search and Advanced Search

In addition to using the filters to narrow the activity resultsin the Activity Search report, the Search and Advanced
Search features provide further filtering of event details. For example, you can search for events with specific
domains but exclude subdomains you are not interested in. Wildcards available for some fields (Domains, URLs, and
File names) allow you to search for all varieties within that field. For example, using *. gi f in File Name will search
for al filesthat are .gifs.
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Note: Packages and Feature Availability

Not all of the features described here are available to all Secure Access China packages. |nformation about your
current packageis listed on the Admin > Licensing page. For more information, see Determine Y our Current
Package. If you encounter afeature here that you do not have access to, contact your sales representative for more
information about your current package.

Prerequisites
e A minimum user role of Read-only. For more information, see Manage Accounts.

Search

Search the report for domains, identities, or URLSs. To search and filter the report by more options, such as threat type
or file name, use Advanced Search.

=~ n\
- c
Activity Search Q@ @ i

Schedule  Export CSV.

FILTERS Q Search by domain, identity, or URL Advanced ¥ BB Customize Columns All ~
‘ Q search filters 152,653 Total @ Viewing activity from Dec 4, 2024 4:39 AM to Dec 5, 2024 4:39 AM Page: 1 Results per page: 50 1-50
Response Select All Request  Source Rule Identity @ Destination Destination IP Destination Port >
O ©Allowed 2 Advanced - wafficcli iccli
= trafficclient = trafficclient 208.67.220.220:53
O © Blocked
= wafficelient = trafficclient 208.67.220.220:53
Warn Page Behavior Select Al = trafficclient = trafficclient 208.67.220.220:53
O © Warned = trafficclient = trafficclient http://cn.bing.com/ 13107.21.200:443
(] © Accessed After Warn
= wafficelient = trafficclient 10181.0.0:8095
Isolate = trafficclient = trafficclient 208.67.220.220:53
O Olsolated = trafficclient = trafficclient 208.67.220.220:53
= wafficelient = trafficclient http://cn.bing.com/ 13107.21.200:443
IPS Signature Select Al
L vpnuser test com) L vpnusertest: om) 888853
O © Log Only
(J @ Would Block = trafficclient = trafficclient http://cn.bing.com/ 204.79197.200:443
O © Blocked
A vpnuser test3 (vpnuser@dummy.com) A vpnuser test3 (vpnuser@dummy.com) 8.8.8.8:53

Wildcards
Domains

Domains can be searched in the search bar or advanced search with the wildcard * to include or exclude subdomains.

For example, exanpl e. comwill search the top-level parent domain of Example, *. exanpl e. comwill search for
only the subdomains of Example, and * exanpl e. comwill search for both the parent and subdomains of Example.

Y ou can use wildcards to search by top-level domain.

For example, * . exanpl e will search for al top-level domains that end in .example.

Activity Search @ ©

Schedule  Export CSV

B LasT 24 HOURS ¥

m X domain Advanced~ |[CIEAR & Customize Columns Al +

DOMAN  “example X

o s OTotal () Viewing actwy from Dec 4, 2024 11:56 AM to Dec 5, 2024 11:56 AM Page: 1 Resuls per page: 50~ 1-00f0

Response

© Alowed &
© Blocked

No Results Found

Change filters or expand the time parameters of your search
Warn Page Behavior

Wamed

© Accessed After Wam

O solated

URLs
Thewildcard * can be used in any part of the URL path to search for URLs containing certain terms.

For example, downl oad* will search for URLSs containing "download".



Activity Search

URL  download® X

Q_ search fiiters

Response Select Al
) © Allowed 2 Advanced
] ©Biocked

Warn Page Behavior Select Al

] © Warmed
) @ Accessed After Warn

Isolate
] ©lsolated
Protocol Select Al

) & HTTP
) & HTTPS

File Names

Q Search by domain, identity, or URL

387 Total

[e]

Source

= trafficeliont

trafficcliont

trafficcliont

trafficcliont

trafficeliont

trafficcliont

= trafficclient

trafficeliont

trafficcliont

trafficcliont

= trafficcliont

Advanced ~ | cLear

Viewing activiy from Doc 4, 2024 11:56 AM to Dec 5, 2024 11:56 AM

Rule Identity @

trafficcliont

trafficeliont

trafficcliont

trafficcliont

trafficeliont

trafficcliont

= trafficclient

trafficcliont

trafficeliont

trafficcliont

trafficcliont

Dostination

hitps://downioad.cnet.com
hitps://downioad.cnet.com
hitps://download.cnet.com
hitps://downioad.cnet.com
hitps://downioad.cnet.com
hitps://downioad.cnet.com
hitps//downioad.cnet.com
hitps://downioad. cnet.com
hitps://downioad. cnet.com
hitps://downioad.cnet.com

https://download.cnet.com

Dostination P

151101.80.91

14675113.91

1511018991

151101.89.91

151101.89.91

1511018991

1511018991

151101.80.91

1467511391

1511018991

151101100.91

Intornal 1P

1018101

1018101

1018101

1018101

1018101

1018101

1018101

1018101

1018101

1018101

1018101

Page:

ExtornallP  Action

=
Schedule  Export CSV

@ Customize Columns.

1~ Results perpage: 50 ~ 1-50

Catogories

1B LAST 24 HOURS ¥

Web ~

© Allowed  Froeware and Shareware, App
© Allowed  Freeware and Shareware, App
© Alowed  Freeware and Shareware, App
© Alowed  Freeware and Shareware, App -+
© Allowed  Freeware and Shareware, App
© Allowed  Freeware and Shareware, App
© Alowed  Freeware and Shareware, App
© Allowed  Froeware and Shareware, App
© Allowed  Freeware and Shareware, App
© Allowed  Freeware and Shareware, App
© Allowed  Frooware and Shareware, App
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File names can use the wildcard * to search for file types, in Advanced Search only. For example, *. gi f will search

for al filesthat are .gifs.

Activity Search

FLTERS

FLENAME  *gif X

Q. Search fiters

Response Select Al

0 ®Allowed & Advanced
0 ©Blocked

Warn Page Behavior Select Al
0 ©Wamed

© Accessed After Wam

Isolate
Osolated

IPS Signature Select Al

0 ®LogOnly
) @ Would Block
M @Rincked

Q Search by domain, identity, or URL

0 Total

Advanced | ciear

© Viewng acity from Nov . 2024 1200 AM o Dec 5, 2024 12418 PM

No Results Found

Change fiiters or expand the time parameters of your search

Page: 1

D
o G
C &)
Schedule Export SV

& Customize Columns

= Results perpage: 50 *  1-00f0

B LasT300AYS ¥

Al ~



Advanced Search
In the search bar, click Advanced. The Advanced Search window opens.

1

Advanced Search

Search by Domains. Wildcards supported

(O Exclude

SHA256

Add search parameters and click Apply.

Available search parameters include:

I dentity—Include or exclude sources from your search. Secure Access China opens a menu listing sources as
soon as you begin typing.

Domain—Y ou can search for more than one domain at atime. When you add a domain, a new field appears
so that you can add or exclude another domain.

SHA?256—Search by the hash function.

URL—Search by specific URL path.

I P Address—Search for events associated with | P addresses on your network (either internal or public egress
IP address). This does not provide the capability to search for destination |P addresses.

I P Address Port—Search by afirewall port number.

Threat—Search by threats.

Threat Type—Search by threat type. For more information, see Threat Category Descriptions.
Public Application—Search by public application.

Application Group—Search by application group.

File Name—Search by the name of afile.

I PS Signature List Names—Search by default and custom |PS Signature List Names. For more information,
see Manage | PS.

| PS Signatur es—Search by IPS signatures. For more information, see Manage | PS.

OS Type — Search by operating system from which activity originated.

L ocation — Search by the location from which activity originated.

Egress | P Type— Search by the egress | P addresses: shared or reserved.

Egress Data Center — Search by the egress data center location from which activity originated.
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Security Activity Report

The Security Activity report highlights security events generated by your organization's sources visiting destinations
flagged—~but not necessarily blocked—by Secure Access China security researchers as athreat.

Activities captured by this report include attempts to access sites hosting malware or phishing sites, botnet activity on
infected machines on your local network, and attempts to download maliciousfiles.

View Activity and Details by Filters

The Security Activity report gives you the ability to monitor and discover threats to your organization by displaying
traffic patterns. Y ou can filter these results by event type, category, time period, and type of request.

Note: Secure Access Chinareports are time-dependent. Secure Accesstimeis UTC by default but can be changed to
adifferent timezone on a per-user basis. Navigate to Admin > Accounts and update your account's time setting.

Prerequisites

e A minimum user role of Read-only. For more information, see Manage Accounts.

Procedure

1. Navigateto Monitor > Reports> Security Activity.

Security Activity

uuuuuuuuuu
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2. Choose atime period of eventsto view. Y ou can generate areport to document activities for the last hour, the last
24 hours, the previous calendar day (yesterday), the last seven days, and the last month.

TIME

@ Inthe Last Hour
[ Last 24 Hours
™ Yesterday

i This Week

B Last 30 Days

Figure 5: sec act time.png

3. Choose which security event types or categories you want to view in the report. By default, all events and
categories are selected to display activity for all event types.

« Antivirus Disposition is M alicious—L ists events that have been filtered through a virus scan.

» Cisco AMP Disposition is Malicious—Lists events that have been filtered through Cisco Advanced Maware
Protection (AMP).

e Security Category—L.ists events allowed or blocked against selected security categories: Command and
Control, Cryptomining, Malware, Phishing, and Other Categories (Contains Dynamic DNS, Newly Seen
Domains, and Potentially Harmful).

EVENT TYPE

0 Antivirus Disposition is Malicious
Cisco AMP Dispasition is Malicious
Security Category A
Command & Control
Cryptomining
Malware
Phishing

Other Categories

Contains Dynamic DNS, Newly Seen
Domains, and Potentially Harmful



| Security Activity Report | 605

4. For Response, select Allowed, Blocked, or both.

Note: If you select Antivirus Disposition is Malicious or Cisco AMP Disposition is M alicious as the Event
Type, you cannot select Response > Allowed. Secure Access China cannot allow viruses to pass through the
system. These will always be blocked.

RESPONSE

Allowed

Blocked

Figure 6: sec act response filter.png

Once dl filters have been selected, the activity graph and event details will reflect the chosen filters. The graph will
display activities for the events selected during the configured time period. The event details cards will stack from
most recent to ol dest.

w0

Hovering over abar on the graph shows details for that time period (the hour or day). Clicking the details redirects
you to the Activity Search Report where you can view further details for that time period filtered by Response (if only
one is selected) and the security categories selected.

All Security Activity (This Week)

Total Events: 184.2K

Click paint for view Aciidly Detals
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View Activity and Details by Event Type or Security Category

If you want to view datafor individual event types or security categoriesin your environment to see which categories
may pose more risk and at what times depending on trends, use the Group Events by Type feature.

Prerequisites

e A minimum user role of Read-only. For more information, see Manage Accounts.

Procedure
1. Navigateto Monitor > Reports > Security Activity.

Security Activity

0822

LAST 30 DAYS

2. Choose atime period of eventsto view. Y ou can generate areport to document activities for the last hour, the last
24 hours, the previous calendar day (yesterday), the last seven days, or the last month.

TIME
@ In the Last Hour
4 Last 24 Hours
™ Yesterday
This Week
Last 30 Days
3. Sedlect which security event types or categories you want to view in the report. By default, all events and

categories are selected to display activity for all event types.

EVENT TYPE

€ Antivirus Disposition is Malicious
Cisco AMP Disposition is Malicious

Security Category v

() Group Events by Type
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4. For Response, select Allowed, Blocked, or both.

Note: If you select Antivirus Disposition is Malicious or Cisco AMP Disposition is M alicious as the Event
Type, you cannot select Response > Allowed. Secure Access China cannot allow viruses to pass through the
system. These will always be blocked.

RESPONSE

Allowed

Blocked

The activity graph updates to show each selected event type so you can compare activities for each type of security
risk. You can click the event type on the graph or in the filter to view or hide the events in the graph.

ctivity Advanced v

All Security Activity (Last 24 Hours)

& Antivirus 4~ Cisco AMP

& Group Security Categories

Grouping security categories also reorganizes the events details cards by event type. By viewing event details
by event type or category, you can see which categories were more active and perhaps causing more risk to the
environment.

ANTIVE
8003 \09;;751'503232?&' - Network A Oct2, 2020 at 8:01 PM v
88ad 9682728268 cag;‘mm Network C Oct 2, 2020 at B:01 PM N
e P Network A Oct2, 2020 at B:01 PM v
148037a7873327¢34 gmcm Network A Oct 2, 2020 2t B:01 PM ~
CBe7 ¢a0ne 3583034087000 18 Newwork B Qct2, 2000t 801 P e
10f 18
CISCO AMP
Network A Oct2, 2020 at 9:31 AM v
835240300302H0845c0 Tcodida o Network G Oct2, 20208t 10:04 AM v
et gantres oo Network B Oct2, 2020 at 10:04 AM ~
E(‘ OcKED Network B Oct 2, 2020 at 10:04 AM v
o Network C Oct2, 2020 at 10:04 AM v
1of 16
SECURITY CATEGORY
pesmi Network B Oct2, 2020 at 3:27 PM v
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Group Security Categories

When Group Security Categoriesis unchecked, the selected security categories are shown individually on the
Activity graph. This enables you to view which categories had more activity within the given time frame or where
spikesin some categories occurred. Clicking the category name on the graph or in the Security Categories filter will
show or hide that category's events on the graph.

crivity

[0 Group Security Categories

Rolling over a point on the line graph provides a summary of the security events at that time by the categories
selected. Clicking the details redirects you to the Activity Search Report where you can further view the activity's
details.

L * Command and Contrel -4 Cryptomining ¥ Malware -O- Phishing ¢~ Other Categories

O Group Security Categories

View an Event's Details

In the Security Activity report, you can view the details of a security event, including date and time, destination,
identity, and the event's result (Blocked or Allowed).

Prerequisites

e A minimum user role of Read-only. For more information, see Manage Accounts.
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Procedure

1. Navigateto Monitor > Reports> Security Activity.

Security Activity

™E X
All Security Activity (Last 30 Days)
In the Last Hour
Last 24 Hours
Vesterday
This Week

Last 30 Days

EVENT TYPE 0822 0628 o704 oo one

© Antvirus Dispositon is Maicious
@ Cisco AMP Dispositon is Maiicious

LAST 30 DAYS
Security Category

Philip Mobile un 27, 2023 5:00 AM v

Group Events by Type gord

Tof1

2. Choose atime period of eventsto view. Y ou can generate areport to document activities for the last hour, the last
24 hours, the previous calendar day (yesterday), the last seven days, and the last month.

TIME

@ In the Last Hour
™ Last 24 Hours
™ Yesterday

This Week

Last 30 Days

3. Select which security event types or categories you want to view in the report. By default, all events and
categories are selected to display activity for all event types.

EVENT TYPE

Q Antivirus Disposition is Malicious
Cisco AMP Disposition is Malicious
Security Category A
Command & Control
Cryptomining
Malware
Phishing

Other Categories

Contains Dynamic DNS, Newly Seen
Domains, and Potentially Harmful

(O Group Events by Type
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4. For Response, select Allowed, Blocked, or both.

Note: If you select Antivirus Disposition is Malicious or Cisco AMP Disposition is M alicious as the Event
Type, you cannot select Response > Allowed. Secure Access China cannot allow viruses to pass through the
system. These will always be blocked.

RESPONSE

Allowed

Blocked

Thelist of events' detailsis stacked as cards and sorted by event type (if Group Security Categoriesis enabled).

THIS WEER
SECURITY CATEGORY (P
mail.autt MNetwork A Oct 2, 2020 at 2:12 PM e
nail.authorisatl
SECURIT BLOCKED
o1 55 @ Network A Oct 2, 2020 at 2:09 PM v
BLOCKED
@ Metwork B Oct 2, 2020 at Z:04 PM hd
SECURITY CATEGH BLOCKED
Pt ° Network B Oct 2, 2020 at 2:04 PM v
khesnikhane.c
SECURITY CATEGORY (MALWARE) BLOCKED
R ! @ MNetwork A Oct 2, 2020 at 1:54 PM v
COWNapK.CNCcrL.com
SECURITY CATEGORY (MALWARE) BLOCKED
s ! @ Network C Oct 2, 2020 at 1:54 PM v

5. Click an event to view its details. Each security activity card groups an event by destination and lists the details of
the event including date and time, destination, identity, and the event's result (Blocked or Allowed).

SECURITY CATEGH @ BLOCKED

SECURITY CATE Network B Oct 2, 2020 at 1:48 PM ~
dos-interntoa
Event Details (1 of 10)
Date & Time Identity External P
Ot 2, 2020 at 1:48 PM Network B P Poi | 209.165.202.130
Destination Result
i . . - Internal IP Blocked
dbs-interntbaking-sg.com 208.165.202.130

DNS Record Type
A

1 of 10 Requests

Details differ dightly between event type, but all list the destination and identity from which you can click through to
the Destination Details and | dentity Details.



CISCO AMP @ BLOCKED
eed22540beb2aB92a5 21010018284

Event Details

Date & Time
Oct 2, 2020 at 3:38 PM

Destination
cdn.shopify.com
Identity
Network A B Folicy ]

External IP
209.165.200.226

Network A

Result
© Blocked — Cisco AMP [Auto EE422540BE.23225
8.In07 Talos)

(sffiles/ f0433/6523/ 6BE6/1

User Agent
Mozilla/S.0 (Winds
cko/20120101 Fi

Oct 2, 2020 at 3:38 PM

Status Code

302

Total Size in Bytes

58284

SHA256 Hash
eed22540beb2aB892a62fb1b0fB2942e8287cal1 776
52092060707 21675 1fd0ba4

View in Investigate

Virus

Auto EE4226408E.232258.in07 Talos

Details for AMP and Antivirus events will also include the SHA256 Hash.

© BLOCKED

Event Details {1 of 2)

Date & Time
Oct 2, 2020 at 4:02 PM

Destination

bestruski.nat

Identity
Network A [ & Poiicy ]

External IP
209.165.200.226

Metwark A

Result
© Blocked — Antivirus (JS:Trojan.Gryxos.3790)

URL
https:/fbestruski netlify.app/ili-t
m

-voprosi-k-igre ht

User Agent
Maozilla/4.0 (co

SIE 8.0; Windows NT €
1)

Oct 2, 2020 at 4:02 PM

Status Code

302

Total Size in Bytes
29265

SHAZS6 Hash
22d799058614505d7f7 2fedccbdd1d7 969
ad237001004808¢f23d0871

View in Investigate

1 of 2 Requests

Search for Security Activity
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To view security activities for a specific source, use the search feature to filter the Activity chart and event details by

source.

Prerequisites

e A minimum user role of Read-only. For more information, see Manage Accounts.

Procedure

1. Navigateto Monitor > Reports> Security Activity.

Security Activity

TME

All Security Activity (Last 30 Days)

In the Last Hour
Last 24 Hours
Yesterday

This Week

Last 30 Days

EVENT TYPE 0622

© Antwvius Disposiion is Maicious
@ Cisco AMP Dispositon is Maiicious

Security Category

Group Events by Type

LAST 30 DAYS

o628 o074

Philip Mobile

7o e

Jun 27,2023 5




2. Typethe source's namein the search bar at the top of the page and press Enter. Y ou can only filter by one source
at atime.

A Net ‘Advanced ¥
Network A =)
Network B
Network C
Network D

Advanced Search

To search security activities by more specific fields other than the source, such as domain, URL, or threat type, use
the Advanced Search feature.

1. Inthe search bar, click Advanced.

3
All Security Activity (Last 24 Hours)
1
9:00pm 2:00am 700 am 2:00 pm 5:00 pm

2. Enter the fields of your search and then click Apply. Y ou don't have to enter information for each search field, but
remember that the more information you can provide, the more successful your search will be.

Advanced Search

Identity

Search Identities

Domain

Search Domain

Threat Type

Search Threat Types

Threat Name

Search Threats

URL

Search URL

SHA256

Search SHA256
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Total Requests Report

The Total Requests Report provides a visualization of traffic over a given time period. Based on selected categories,
traffic type, and responses, you can see what traffic trends occur in your environment.

Prerequisites

¢ A minimum user role of Read-only. For more information, see Manage Accounts.

View Trends in the Total Requests Report
1. Navigateto Monitor > Reports> Total Requests.
Y ou will seefiltersto the left of the trend graph.

=\
Total Requests (@

/

Schedule
TRAFFIC TYPE

B LAST 24 HOURS ¥

10K

- \//x,—b,*_,_\/_/ﬁ
RESPONSE v
\

5000
Allowed

Blocked
2500

Q Search filters

IDENTITY TYPE Select All

1:00 pm 600 pm 11:00 pm 400 am 9:00am
O & AD Computers

O & AD Users

2. Choose atime frame to view the report's results.

The Total Requests Report can be filtered by time: the last 24 hours, the previous calendar day (yesterday), the
last seven days, and the last month.

LAST 30 DAYS ¥

Last 24 Hours
Yesterday
Last 7 Days
Last 30 Days

Custom range...



| Total Requests Report | 614

3. Filter the results by the type of response.

Y ou can filter by Blocked requests or Allowed requests. By default, nothing is selected, so all responses are
shown.

RESPONSE

@ Alowed
@ Blocked

4. Filter by specific identity types.
IDENTITY TYPE Select All

[CJ AD Computers

L AD Users

24+ AD Groups

L Roaming Computers
2 Network Devices

5 Networks

5 Internal Networks

Q Sites

Fl CANAL | lmmen

JO000O0oooo

Alternatively, if you are looking for a specific identity to filter your results, enter it in the search bar.

= FILTERS Q

5. Filter by specific security categories.
For more information about threat categories, see Manage Threat Categories and Threat Category.

SECURITY CATEGORIES Select All

Command and Control
Cryptomining

DNS Tunneling VPN
Dynamic DNS
Malware

Newly Seen Domains
Phishing

Potentially Harmful

O0000000o
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6. Filter by specific content categories.

For afull list of content categories, see Available Content Categories.

CONTENT CATEGORIES Select All

Academic Fraud
Adult

Adult Themes
Advertisements
Adware

Alcohol

Animals and Pets

Anime/Manga/Webcomic

J]O0O0O00O0oooo

Once all filters have been selected and applied, the trend graph will update to reflect the appropriate total request data.
When no security or content categories are selected, the graph remains aline that reflects the time frame, responses,
and identity types selected.

40K

03/20 03/26 04/01 04/07 04/13

Hovering on a point on the graph will show the date, time and number of requests for that timestamp.

Apr 18 at 12 pm

Requests: 901

/.

12:00 pm

When you do filter by security or content categories, the trend graph will change to a bar graph of the requests for
those categories within the selected time frame and other filters. Categories can be stacked if multiple categories
showed traffic for those dates by clicking the Stack Categories checkbox.
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. 8

O 4 AD Groups o

O 2 Roaming Computers.

SECURITY CATEGORIES  Cryplomining, Malware X CONTENT CATEGORIES Business and Industry, I Networks, and 1 more X
TRAFFIC TYPE
an
3500
Web
a0
RESPONSE = n
© Alowed
© Blocked 200 ]
§ -
a 0 -
-
IDENTITY TYPE Soact A
1000
) AD Computers
O 4 ADUsers I I

n
* ———

900 AM

© Advertisements @ Business and Industry @ Infrastructure and Content Delivery Networks @ Social Networking

Stack Categories

Hovering on a category for a specific date and time will show the total requests for that category aswell as the overall
total requests for that timestamp.

Apr 18 at 4:00 pm
Business and Industry: 105
Total: 1533

Y ou can a'so choose to view the categories unstacked, by unchecking the Stack Categories checkbox.

Jrurers S

'SECURITY CATEGORIES  Cryptomining, Malware X Busi d Ind , and 1 more X

TRAFFIC TYPE

Web

RESPONSE

© Alowed

© siocked 1000

a 70

IDENTITY TYPE Select Al

) AD Computers

O L ADUsers

O  AD Groups 50

O = Roaming Computers

O 8 Network Devices

O & Networks, oo
2 Intermal Networks

O 9 stes

© Advertisement ts @ Business and Industry @ Infrastructure and Content Delivery Networks @ Social Networking

() Stack Categories
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Hovering on a point on the graph will show the total requests for that category at that time.

Apr 19 at 10:00 am

Advertisements: 156

\/

9:00 AM

Clicking a category on either graph type will redirect you to the Category Details for that category.
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Activity Volume Report

The Activity Volume Report provides an overall summary of traffic by security categories and policies affected by
content categories and Destination Lists. Y ou can view traffic allowed and blocked across these fields as well asthe
percentage of thistraffic for each field and determine which activities may be a potential risk in the organization.

Prerequisites

¢ A minimum user role of Read-only. For more information, see Manage Accounts.

View Requests by Volume of Activity
1. Navigateto Monitor > Reports> Activity Volume.
Y ou are presented with a chart that depicts categorized requests over time.

()
Activity Volume (=)

— I LasT 24 HoURS ¥
Schedule

VIEW TREND OVER TIME

Requests

©  Security o o o 0.00%

Prevent o 4 o 0.00%

o)
S
5,
5
°
°
°

0.00%
0.00%
0.00%

Integrations 0 0.00%

b
a
o

o o o o

o o o o

Categories 0.00%
Destination Lists 969 1152 221 1.44%

Permitted 144,915 144,915 98.56%

Total 145,884 1152 147,036 100%
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2. Choose atime frame to view the activity volume.

The Activity Volume Report can be filtered by the Last 24 hours, Y esterday, Last 7 Days, Last 30 Days, or a
custom range within the last 30 days.

. B LAsT 30 DAYS ¥

Schedule
Last 24 Hours
VIEW
Yesterday
Last 7 Days

Last 30 Days

Custom range...

o of Total

3. If necessary, filter by a specific identity using the search tool.

Q

The Activity Volume Report consists of three main fields of activity (Security, Categories, and Destination Lists),
the total Permitted requests, and the Total requests of all traffic. Each field displays the number of requests Allowed,
Blocked, the Total number of requests, and the Percentage of all requests that that field represents.

Note: Allowed Categories do not display any results.

Requests

Name Allowed Blocked Total % of Total
® Security 70 22 92 0.0076%
Categories o [¢] 0 0.00%
Destination Lists 434,626 4 434,630 35.86%
Permitted 777,295 - 777,295 6413%
Total 1,211,991 26 1,212,017 100%

View Activity Volume by Threat Categories

The Security field contains two sub-fields of traffic datarelating to potential security risks: Prevent and Contain. For
more information about threat categories, see Threat Category Descriptions. Integrations are not applicable to Secure

Access China
Requests
Allowed Blocked ota % of Total
© Security 70 22 92 0.0076%
® Prevent 70 22 92 0.0076%
® Contain ) [} [} 0.00%
® Integrations 1] 1] V] 0.00%
Prevent

The Prevent security section lists the threat categories utilized to prevent threats and risks in your environment.
The chart provides the number of Allowed, Blocked, Total Requests, and the percentage of Total Requests for each
category. The data here provides an insight as to which categories receive the most requests which can determine if
policies need to be updated or configured differently.



© Prevent 70
Malware o
Dynamic DNS 66
Newly Seen Domains o
Potentially Harmful o
DNS Tunneling o
Cryptomining 4

Contain
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22 92 0.0076%
6 6 0.0005%
1] 66 0.0054%

16 16 0.0013%
o (] 0.00%
[} ] 0.00%
o 4 0.0003%

The Contain section lists two threat categories in which threats are contained and prevented from spreading in your
environment. The chart provides the number of Allowed, Blocked, Total Requests, and the percentage of Total

Requests for each category.
S] Contain [
Command & Control o
Phishing [\]

View Activity Volume by Policy Traffic

o o 0.00%
o o 0.00%
(1] (1] 0.00%

The Categories and Destination Lists fields provide an insight into traffic where requests were allowed or blocked
due to policies configured with content categories and destination lists. The chart provides the number of Allowed,
Blocked, Total Requests, and the percentage of Total Requests for each field. This information shows what types of
policies are receiving the most traffic and may need more efficient management.

Categories

Destination Lists 434,626

View Trends

0 0 0.00%

4 434,630 35.86%

Click the View Trend Over Time button to be redirected to the Total Requests Report for an enhanced visualization of

traffic trends over a given period of time.

VIEW TREND OVER TIME
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App Discovery Report

Monitor the cloud appsin use by your organization with the App Discovery report.

Apps can be blocked through rules when risk levels are unacceptable or when an app category isinappropriate for
your organization. For more information, see Control Apps.

App Discovery datais aggregated and processed once a day. It may take up to 24 hours for new data to populate an
App Discovery report. Logging of traffic is required for App Discovery to function.

View the App Discovery Report

Monitor the cloud apps in use by your organization with the App Discovery report.

Prerequisites

e A minimum user role of Read-only. For more information, see Manage Accounts.

View the App Discovery Report
1. Navigateto Monitor > Reports > App Discovery.

App Discovery

1,530 apps discovered

(%)

2. View the discovered appsin your environment.

« Unreviewed—The app has not yet been assigned any label.

e Under Audit—The app is currently being reviewed.

* Not Approved—The app should not be approved for use in your environment.
* Approved—The app may be used in your environment.

3,401 apps discovered

3,306 unreviewed apps 17 apps under audit o 61 apps not approved 17 apps approved

Note: Once an app has been given alabel, it cannot be set back to Unreviewed. Y ou can use the Under Audit
label for apps that still need review. When you set an app to Not Approved, it is not automatically blocked
from use. Labels within the App Discovery report are used to help review appsin your environment. Y ou must
configure application settings within apolicy to block apps. For more information, see Control Apps.
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3. View the flagged categories.

Cisco's Cloud Security researchers categorize apps according to function, source, and other factors. The categories
of most interest (and most risk) are:

« Anonymizer s—Services that provide an anonymous proxy tool that attempts to make activity on the Internet
untraceable. Appsin this category can introduce data exfiltration risks.

« Cloud Storage—Applications that offer massively scalable storage capacity that can be used for applications
and file storage. Apps in this category can also be used for data exfiltration.

e Collaboration—Apps that may store sensitive datain unreliable services or unsecured environments.

e Games—Online and mobile games. While games are not notable for data exfiltration risks, some can be used
as attractive ways to introduce malware.

* Media—Apps that can contribute to productivity loss and are frequently managed as unwanted bandwidth
consumers.

e P2P—Peer to Peer torrents like apps and protocols. These apps can be used for data exfiltration.
« Social Networ king—Can be used to transmit sensitive data as well as contribute to productivity loss.

Flagged Categories

Category: Anonymizer Category: P2P

7 wnveviewed anps S TP

Anonymizer apps introduce risk to your network because P2P apps represent high risk because they can be used to
they enable users to bypass security controls. transmit files infected with viruses and malware.

Category: Games

1 unreviewed apps

Online games present risk as well as potential productivity loss
In many enterprise environments they are discouraged.

DETAILS DETAILS DETAILS

For acomplete list of application categories, see Application Categories.
. View the flagged application protocols.

These protocols are flagged based on the protocol used by the application.
Note: Dismissing aflagged app card hidesit from the overview. It does not label or block the app.

Flagged Application Protocols

ftp Event Count
0 Total +0% vs. last 30 days Allowed @ Blocked ftp
4 File Transfer Protocol (FTP) is used
telnet to transfer files between hosts over
TCP networks and is based on
client-server architecture. An FTP
sh server usually listens on port 21.
nte Sep 9 Sep 14 Sep 19 Sep 24 Sep 29

ftp protocol used by 0 identities

. Choose Web to view the web traffic by App Risk. You can further filter the data by choosing All Traffic,
Outbound Traffic, or Inbound Traffic from the drop-down list. Choose Firewall to view Firewall Events by
App Risk.



6. View apps by category and risk.

Click abar on the chart to view appsin that category in the App Grid.
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Apps by Category and Risk
Top 10 categories (out of 38)

Label @) Unreviewec
Risk [l very vic Higl

Ad Publishing
Marketing & Sales
Business Intelligence

Application Development and Testing

Office Productivity
Security

Media

IT Service Management
Financial Services
E-Commerce

0 20
Number of Apps

47

46

56

55

60

152

126

76

74

70

80 100 120 140 160 180

a. Filter by label and risk.

Apps by Category and Risk

View the Highest Risk Apps

Y ou can view the highest-risk appsin the App Discovery Report by filtering for apps with the highest number of
DNS requests.

The App Discovery report is used to help review appsin your environment. To block risky apps, you must configure
application settings within a policy rule to control apps.

Prerequisites

Procedure

1

A minimum user role of Read-only. For more information, see Manage Accounts.

Navigateto Monitor > Reports> App Discovery.

App Discovery

1,530 apps discovered

(%)

Download PDF

From the overview, click Unreviewed Apps. The App Grid appears depicting data for the last 90 days.
Filter the list by selecting Very High or High from the Risk menu. Only the riskiest apps will be listed.
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Review Apps in the Apps Grid

The Apps Grid provides an overall view of application activity in your environment and the potential risk indicated
by this traffic.

Note: Packages and Feature Availability

Not al of the features described here are available to all Secure Access China packages. |nformation about your
current package is listed on the Admin > Licensing page. For more information, see Determine Y our Current
Package.

If you encounter afeature here that you do not have access to, contact your sales representative for more information.

Prerequisites

e A minimum user role of Read-only. For more information, see Manage Accounts.

Procedure
1. Navigateto Monitor > Reports> App Discovery and click one of the app labelsto open the Apps Grid.

App Discovery

1,530 apps discovered

(x)

2. Filter by label.

* Unreviewed—The app has not yet been assigned any label.

* Approved—The app may be used in your environment.

* Not Approved—The app should not be approved for usein your environment.
e Under Audit—The app is currently under review.

App Discovery

Back to Dashboard

[IREN | Q. search by appication or vendor

LABEL | Unreviewes d X

Label Select All

5 Total Applications
Unreviewed (5) PP =

Approved (0)
01 Not Approved (0) Appiication v RiskScore v Identities ® v TotalWeb Taffic v Frewall Events «  Blocked Firewall - Label o

Under Audit (0)
2.5 KB total traffic

Controllable Apps Alibaba
B ecommerce 7 y | 2.0KB 3 n
All Controllable Apps O sw408
Advanced Controls
Risk Select All 1.4 KB total traffic
70008

Citigror
Very High = Financial I Services 1 - n

[] 70008

Asos
B snopping No traffic - n

Note: When you set an app to Not Approved or Approved, it is not automatically blocked or allowed. Labels
within the App Discovery report are used to help review appsin your environment. Y ou must configure
application settings within apolicy to block apps. For more information, see Control Apps.

3. Filter by Controllable Apps.

Y ou can filter the apps listed by apps that are controllable and apps that have advanced app controls.

Controllable Apps
All Controllable Apps

Advanced Controls




4. Filter by Risk.

For more information on how risk is calcul ated, see Risk Details.

Risk

Very High

5. Filter by category.

For more information on app categories, see Application Categories.

6. Filter by app type.

* SaaS—Software as aservice

* PaaS—Platform asaservice

¢ |aaS—Infrastructure as a service

App Type
S@as
Paas

laas

Category

Cloud Storage
E-Commerce
Financial Services

Shopping
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Select All

7. Filter by date. The app grid will display datafor 24 hours based on the date selected. The default isthe current

date.

Today

Yesterday

Su Mo Tu We

X
B
o]
o

B
m
w

20

24 25 26 27

<)

Date

< October 2021

Th

21

28

Fr

na

Configure Columns to Display

Y ou can customize what columns are displayed.
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1. Click the Actionsicon.

App Discovery

Back to Dashboard

LABEL ‘ Unreviewed X

Label Select All

nnnnnnnnnnnnnnnnnnn v

2. Select columnsto display and click Apply.

Note: Rearrange the order of settings by dragging and dropping the column fields.

Select columns to display and drag and drop to
reorder their position

Vendor

3 Risk Score

Identities

i Total Web Traffic
Blocked Web Traffic

Firewall Events

i Blocked Firewall Events
Outbound Web Traffic
Inbound Web Traffic
First Detected
Last Detected

App type

e App Type—Thetype of app: SaaS, PaaS or laaS.

* Blocked Traffic—The percentage of al traffic blocked.

* First Detected—The date the app was first detected.

< ldentities—The number of identities affected by the app. Click this number to view the app's details and the
list of identities with requests for that app.

e Inbound Traffic—Bytesinbound.

e Last Detected—The date the app was last detected.

* Outbound Traffic—Bytes outbound.

» Total Traffic—Thetotal number of bytes inbound and outbound for this app in your environment.

e Vendor—The vendor that owns the app.

*  Weighted Risk—The risk the app poses to the environment.

Change the Label of an App
1. Navigate to Reporting > Core Reports > App Discovery and click one of the app labels to open the Apps Grid.

App Discovery

1,530 apps discovered

1,526 unreviewed apps 0 apps under audit 0 2 apps not approved 2 apps approved
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2. Check the checkbox for the app or apps you want to change the label of, click the L abel drop-down menu, and
select the new label.

Note: Once an app has been given alabel, it cannot be set back to Unreviewed. Y ou can use the Under Audit
label for apps that still need review.

10f 5 Selected SELECTALLS M LABEL e

M Approved
@ Application v RiskScore v Identities @ v Total Web Traffic v Firewall Events v Blocked Firewall E O
W Not Approved

2.5 KB total traffic

Alibaba Under Audit

B ecommerce 7 V| 20KB 3 "

[ 51408

1.4 KB total traffic

() Citigroup

= Financial Services 70008 - R

[] 70008

Asos

] Shopping 1 No traffic - n

View App Details

The details page for an app lists summary information about the app, including:

» Therisk score for the app, and the details on how it was calcul ated.

» Thedetailed attributes of the app, which can help you perform arisk/benefit analysis of permitting the app to be
used in your environment.

Prerequisites

e A minimum user role of Read-only. For more information, see Manage Accounts.

Procedure

1. Navigate to Monitor > Reports> App Discovery and click one of the app labels to open the Apps Grid.
App Discovery

1,530 apps discovered

1,526 unreviewed apps 0 apps under aud Q 2 apps not approved 2 apps approvec

2. Click the name of an app to view its details for the last 90 days.
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3. View theinitia details of the app, including the name and a description of the app.

Application: Alibaba

Back to Dashboard / Apps

Application Details
App URL App Type Identities First Detected (UTC)
Alibaba https://www.alibaba.com Saas 7 Oct 5, 2024

Operates as global ecommerce platform that connects

= buyers and suppliers around the world Category Vendor Total Traffic Last Detected (UTC)

Risk Score E-Commerce Alibaba Group 258 Oct 5, 2024

Control this app A n

Risk Score—The overall score calculated from the risk details.

Risk Summary for Moazilla Firefox

Business risk: Low
Usage risk: Very High
Vendor

compliance:

Help us improve

Unreviewed, Approved, Not Approved, or Under Audit — Current status of the app. Click Control this
app to edit the label or control the app. For more information, see Control Apps.

App URL—The URL of the app.

Category—The category the app falls under. For more information, see Application Categories.

I dentities—The number of sources that accessed the app.

Vendor—The owner of the app.

Traffic—The number of bytes of total traffic and bytes blocked.

First Detected—The date the app was first detected.

L ast detected—The date the app was last detected.

4. Click Risk Details.

The Risk Details tab displays the app's risk score and how it was cal culated, including Business Risk, Usage Risk,
and Vendor Compliance.

Risk Details Source IPs (7) Attributes (39)

How We Calculate Risk (Help us improve)
App Discovery’s Composite Risk Score (CRS) for cloud services combines 3 elements to calculate a standardized measure of the isk for a cloud service: Business Risk, Usage Risk and Vendor Compliance.

Weighted Risk

0 Business Risk Business Risk

Factors:
1. Typical use of the service (personal or organizational).

2. The Talos Security Intelligence Web Reputation score for the service.
3. Financial viability of the app vendor.

4. Type of data stored by the app.

Show details

0 Usage Risk Usage Risk

Factors:
1. Volume; how much data flows to and from the service.

2. Users; how many of your users depend on or use the service.
Show details

01 Vendor Compliance Vendor Compliance
Factors:
1. Security controls put in place by the service provider.
2. Certifications eamed by the service provider.
Show details
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5. Click SourcelPs.
The Source IPs tab lists your organization's sources that have made DNS requests and traffic for this app.
Click the Download CSV icon to download this information asa CSV file.

Risk Details ~ Source IPs (7)  Atributes (39)

Q  search by identity MMMDD  YYYY B

|+
kel

DNSRequests vy Blocked DNS Requests Web Traffic v  Blocked Web Traffic y  Firewall Even Blocked Firewall Events y  First Detected v
55550001 - - 17KB 31008 - - oct 5, 2024 Oct 5, 2024
44441234 1 1 84008 - - - Oct 5, 2024 Oct 5, 2024
111006 - - - - 2 1 oct5, 2024 Oct5, 2024
12345678 3 2 - - - - octs, 2024 Oct's, 2024
87654321 1 - - - - - octs, 2024 oct s, 2024
111007 - - - - 1 - Oct 5, 2024 Oct 5, 2024

55550002 - - - - - - oct5, 2024 Oct5, 2024

Page: 1\ Results perpage: 50 V' 170f7

6. Click Attributes.
The Attributes tab lists the various attributes associated with this app.

Risk Details  Source IPs(7)  Attributes (39)
Value reated ated Provides GDPR information

Discloses the ways in which personal data is collected, processed, stored, and
Compliance Provides GDPR information Aug 21,2023 Apr 16, 2024 used in compliance with the General Data Protection Regulation (GDPR).

Vulnerabilities PCIDSS Aug 12, 2016 Nov 23, 2023
Access Control HIPAA Aug 12, 2016 Nov 23, 2023
Data Security FEDRAMP Aug 12, 2016 Nov 23, 2023
Auditability 1SO 27001 / 27002 Aug 12, 2016 Nov 23, 2023

Email Authenticity COBIT Aug 12, 2016 Nov 23, 2023

Attributes are divided into categories. Click a category name to view the attributes associated with it. (Not all
applications will show al attribute categories.)

For each displayed attribute, Secure Access China shows whether the attribute applies to the application and the
dates when the attribute information was collected and updated. Use the attributes to evaluate the risk that the
application will expose your environment to data breaches, identity theft, financial fraud, and other cyber threats.

The attribute categories are:

e Compliance attributes — Indicate whether the application complies with the requirements of a number of
certifications such as GDPR, HIPAA, and FEDRAMP.

* Vulnerabilities attributes — Indicate whether the application is vulnerable to exploits that attackers could
use to compromise the security of the affected systems, steal sensitive data, or cause other types of damage.

» Access control attributes — Indicate the methods the application supports to manage and restrict access
based on a user'sidentity, role, and authorization level.

« Data security attributes — Indicate the practices and technologies the application uses to protect data from
unauthorized access, use, disclosure, modification, or destruction.

e Auditability attributes — Indicate the abilities the application provides for an administrator to review the
activity and transactions of a system, to ensure that it is operating in a compliant and secure manner.

« Email authenticity attributes — Indicate what methods the app provides to verify that email is actually from
the sender that it claims to be from, and that the message has not been tampered with or altered in any way
during transit.
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Change App Details

Y ou can change details about apps from within the App Discovery Report:

Y ou can change the review status label assigned to an app. Labels help you keep track of the review status of
apps, so you know which ones are approved for use in your environment. The possible label values are:

* Unreviewed—The app has not yet been assigned any label.

* Approved—The app may be used in your environment.

* Not Approved—The app should not be used in your environment.
e Under Audit—The app is currently under review.

Note: Changing the label for an app does not change whether Umbrella blocks or allows the app. (Y ou must
configure application settings within a policy to block apps. For more information, see Manage the Access
Policy. Labels are strictly for your own information, to help you keep track of the app review process within your
organization.

Y ou can change the risk score for the app, overriding the value calculated by Umbrella. The possible risk scores
are

e Very High
e High

e Medium

e Low

e VeylLow

Note: Changing the risk score for an app does not change whether Umbrella blocks or allows the app. (You
must configure application settings within a policy to block apps. For more information, see Manage the Access
Policy.) Umbrella provides risk scores strictly for your own information, to help you keep track of the risk
levelsfor different apps and decide whether to block or allow them. Y ou can accept the risk levels calculated by
Umbrella, or assign different risk scores based on the risk tolerances within your organization.

Prerequisites

A minimum of Read Only access to the Umbrella dashboard. See Manage Accounts.

Change the Risk Score for an App

1. Navigateto Monitor > Reports> App Discovery and click one of the app labels to open the Apps Grid.

Reporting / Core Reports

e i) \!‘
casco. App Discovery SRR

10 apps discovered



2. You havetwo choices:
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a. To change therisk score for an app from the Apps Grid, hover over the risk score for an app to view its Risk

Summary.

5 Total Applications

0 U Office Productivity

Security

1
IO

Compute

Risk Summary for Microsoft Office o2
Online
Score »
Custom risk
Weighted risk
Sk ey High
uSiness risk
1 Community risk @
CHANGE RISK SCORE
notwa W Approved nirol this app @

b. To change the risk score for an app from its Details page, click the name of the app on the Apps Grid, then
from the Details page hover over the risk score to view the Risk Summary.

Application

Details

Micros Risk Summary for Microsoft Office Msrtes
Online "= 1
o —
Mmoot
Sl § Cocaes ]

Comemunity risk
Risk Detalls.

Icentith

CHANGE RISK SCORE

How We Calculate Risi (+
App Discovery's Compasie RISk SCore (CHS)

Tor CoUd SENVICes COmDINGS 3 Blements 10 CAICUIate 3 Standa

3. From the Risk Summary, click on CHANGE RISK SCORE to display the Risk Score Change dialog.

Change Risk Score for Microsoft Office Online

Change the default risk score to manage risk of exposure to third-party
applications according to your organization’s risk appetite.

When changing the default risk score, consider Cisco’s business risk, usage
risk, and vendor compliance data, as well as the community risk average.

Risk Summary for Microsoft Office Online

Customrisk
Weighted risk
Usage risk

Business risk

Vendor compliance

Community risk

Change Risk Score

Medium

v

cance: m
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4. Select the new valueto assign:

e Very High
e High

e Medium

* Low

e VeaylLow

Change Risk Score for Microsoft Office Online

Change the default risk score to manage risk of exposure to third-party
applications according to your organization’s risk appetite.

When changing the default risk score, consider Cisco’s business risk, usage
risk, and vendor compliance data, as well as the community risk average.

Risk Summary for Microsoft Office Online

Custom risk

Weighted risk

Usage sk

Business risk
Vendor compliance

Community risk

Change Risk Score

Medium ”~ ‘

& Very High

o High e | I

Medium
e Low

e Very Low

5. Click SAVE.

Change the Label of an App

L abels within the App Discovery report help you keep track of the review status of apps, so you know which ones are
approved for use in your environment. Y ou can change the label for an app anytime.

Note: Once an app has been given alabel, it cannot be set back to Unreviewed. Y ou can use the Under Audit label
for appsthat still need review.

1. Navigate to Reporting > Core Reports > App Discovery and click one of the app labels to open the Apps Grid.

Reporting / Core Reports

alialn (W)
© i App Discovery

Download PDF

491 apps discovered

©) 486 unreviewed apps 2 apps under audit € 32005 notapproved @ 0 aops approvea
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2. You havetwo choices:

a. To changethe label for an app from the Apps Grid, hover over itslabel to view the label menu.

10f 5 Selected SELECTALLS M LABEL fed

M Approved
B Application v RiskScore v Identities @ v Total Web Traffic v Firewall Events v Blocked Firewall E O
A Not Approved
2.5 KB total traffic

Alibaba Under Audit

B e commerce 7 | 20KB 3 "

[ 51408

1.4 KB total traffic

o Ciorouw

B Financial services 70008 - n

[] 70008

)| Asos

= shopping 1 No traffic - n

b. To changethe label for an app from its Details page, click the name of the app on the Apps Grid, then on the
Details page hover over the label to view the Label menu.

Application: Alibaba
Back to Dashboard / Apps
Application Details

el s oo App URL App Type Identities First Detected (UTC)

Alibz iy summary for atibaba https://www.alibaba.com Saas 7 Oct'5, 2024
Operate:

Category Vendor Total Traffic Last Detected (UTC)
E-Commerce Alibaba Group 25K8 Oct 5, 2024

CHANGE RISK SCORE
Risk Details Sou

3. From the Label menu, select your choice of new value to assign:

* Approved—The app may be used in your environment.
* Not Approved—The app should not be approved for usein your environment.
e Under Audit—The app is currently under review.

Control Apps

Y ou can control applications through rules and through the App Discovery report in the app details and the App Grid.
The application settings are a rule component that enables controlling of supported apps, regardless of usage, at the
policy level. The App Discovery report allows you to review appsin your organization and control appsindividually.

Note: App blocking requires enablement within arule. Appsthat are not present in application settings, or do not
have the Edit app controls, Control thisapp, or Block thisapp optionsin App Discovery cannot be blocked. If you
need to block an app we don't have yet, contact Support to request it.

Prerequisites

e Full Admin user role. For more information, see Manage Accounts.
Procedure
1. Navigateto Monitor > Reports > App Discovery.
App Discovery

1,530 apps discovered

1,526 unreviewed apt 0 apps under audit € 22005 ot approvea 2 app
2. From the overview, click Unreviewed Apps. The App Grid appears depicting data for the last 90 days.
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3. Select aControllable Appsfilter: All Controllable Apps or Advanced Controls.

4. Click Edit App Controls, Control This App, or Block This App.

« Block This App—Appears when ablock has not been configured for this app, or ared tooltip icon will appear
if the app setting is configured but has not yet been applied to a policy.
e Control This App—Appears when Block or Allow have not been configured for this app, or ared tooltip icon
will appear if the app setting is configured but has not yet been applied to a policy.
« Edit App Controls—Appears when the app has already had settings configured but can be edited.
5. Onclicking Control This App, the Control Application Name window appears. Choose one or more application

liststo add this application to and click Save. Once saved, the internet access rules set for the application lists are
applied to the application.

The application can only be added to application lists currently activein apolicy.

Control CreateJS Library

To control an application, add it to an application list.

23 total, 1 selected

Application List Applied in rule
v ([ Block Ad-Publishing category Not applied
v~ (0 Block all Ad Publishing except pubMatic Not applied
v [J Block Gen Al except canva Not applied
v~ ([J Cloud storage category List Not applied

New Application List Not applied

cancel w

Control Application Lists

Y ou can aso configure arule to block lists of applications and lists of application categories. For more information,
see Manage Application Lists and Add an Application List.

For more information about applying application lists to rules, see Manage the Access Policy.

Control Advanced Apps

Applications within App Discovery can be blocked or allowed based on risk assessment. In addition to blocking all
content for an application, you have the option to instead block only specific content, such as file uploads or posts.

Note: Secure Access China Packages
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Advanced App Controls are not available to all Secure Access China packages. To determine your current package,

navigate to Admin > Licensing. For more information, see Determine Y our Current Package.

Y ou can edit the controls of apps with advanced app controls while reviewing applications in the App Discovery
Report. You can filter out apps with advanced controls and edit their application settings in the Apps Grid, or edit the

application settings in the app's Details page.

Prerequisites

e Full Admin user role. For more information, see Manage Accounts.

Procedure

1. Navigateto Monitor > Reports> App Discovery.

App Discovery

1,530 apps discovered

1,526 unreviewed apps

Q20

approvec

2. Click any of the discovered apps |abels to enter the Apps Grid.

Download PDF

2,133 apps discovered

2,130 unreviewed apps

1 apps u

der audit

3. Choose Advanced Controls under the Controllable Appsfilter.

Controllable Apps

All Controllable Apps
Advanced Controls

4. Choose an app to control and click Control this app.

Applications (18 discover

ed)

a7 Aug 17, 2021
2,984 Aug 17, 2021
1,522 Aug 17, 2021

Unreviewed
Control this app @

Unreviewed
Control this app @
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5. Onclicking Control This App, the Control Application Name window appears. Choose one or more application
liststo add this application to and click Save. Once saved, the internet access rules set for the application lists are
applied to the application.

The application can only be added to application lists currently activein apolicy.

Control CreateJS Library

To control an application, add it to an application list.

23 total, 1 selected

Application List Applied in rule
v [ Block Ad-Publishing category Not applied
v [J Block all Ad Publishing except pubMatic Not applied
v [ Block Gen Al except canva Not applied
v [ Cloud storage category List Not applied
v New Application List Not applied

cancel “

View Traffic Data Through SWG Service

App Discovery provides traffic data through the Secure Web Gateway (SWG ) service. Traffic isreported in bytesin

and bytes out.

Prerequisites

e A minimum user role of Read-only. For more information, see Manage Accounts.

View Traffic

1. Navigateto Monitor > Reports> App Discovery and locate the Traffic by App Risk graph.

Traffic by App Risk

Label

80 MB

60 MB

40 MB

20 MB

Total traffic of apps discover

risk [l very Hioh

ed in the past 30 days

Under Audit € Not Approved

High

Al Traffic

JI J\ J\ J\ J\ JI JulJul Jul Jul Jul Jul Jul Jul Jul o Jul Jul Jul o Jul Jul o Jul Jul Jul o Jul o Jul Jul Jul o Jul Jul Jul

9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 27 28 29 30 31

If the Firewall Events by App Risk graph isdisplayed, click Web to display Traffic by App Risk.
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2. Click All Traffic to open the drop-down and then choose to view All Traffic, Inbound Traffic, or Outbound
Traffic.

All Traffic DNS Web

Qutbound
Traffic

Inbound
Traffic

All Traffic

3. Hover on apoint in the graph to view details about the traffic by app risk for that date.

80
July 8th 2023

Apps included:
Unreviewed, Under Audit, Not
60/ Approved, Approved

73.65 MB total traffic
B 0B Very High

40| W 0B High

30.59 MB Medium
43.06 MB Low

20 0 B Very Low

0B
Jul Jul Jul Jul Jul Jul Jul Jul Jul Jul Jul Jul
2 3 4 5 6 7 8 9 0 11 12 13

View Traffic in the Apps Grid
1. Navigateto Monitor > Reports> App Discovery and click one of the app labels to open the Apps Grid.

App Discovery
1,530 apps discovered

1,526 unreviewed apps 0 apps under audit € 22005 not spprovea @ 22005 cpprovea
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2. Click the action menu to open the drop-down of options for columns displayed in the grid. Select the columns
relevant to traffic and then click Apply.

Select columns to display and drag and drogp to
redrder thair pasition

[J vendor
DNS Reguests
Identities

[0 Blacked DMS

Total Traffic
Blocked Traffic
Outbound Traffic

nbound Traffic

Welghted Risk
[0) First Detactad
[J Last Detected

O App type

3. View thetraffic, bytesin and out, of applications by total, outbound, or inbound traffic.

Appiications (4578 discovered) {:}
Application ¥ DNS Requests ¥ Identities @ | Total Traffic ¥ Blocked Traffic  Outbound Traffic ¥ >
3 GB total traffic
Reddit
Web Content 222 ag AL - 12 MB aee © Unreviewed
) 12mB
823 ME total traffic
Google Accaunts
£ securny " a18 e 58 BIEME | © Unreviewed
& sME
624 ME total traffic
B content Management 489 622 M8 3ame 622 MB © Unreviewed
4« a3me
236 MB total traffic
Microsoft Azure -
I‘s Application Development and _ 1,627 40 335 ME - 1MB 335 MB & Unreviewed
® 1me
320 ME total traffic
Fastly Content Delivery
L contont Detvery Network 237 g me 445 kB 319ME | © Unreviewsd
& usxs
275 MB toral traffic
Netfix
NETFUX. e cia 227 ag 273 NB - 1va 273 M8 @ Unreviewed
P e Edit app controls




View Traffic in the App Details

1
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Navigate to Reporting > Core Reports > App Discovery and click the name of an app to view its details for the
last 90 days.
App Discovery

1,530 apps discovered

1,526 unreviewed apps 0 apps under audit o 2 apps not approved 2 apps approved

Detailsinclude the total and blocked traffic in bytes.

J— e

&
Navigate to the | dentities section of the app details and view the total Traffic and Blocked Traffic.

Risk Details Identies (1)~ Atributes (38)

Q. soarch by dentiy MDD vy [ Lo
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Top Destinations Report

The Top Destinations report lists the top domains your organization has made access requests to over the selected
time period. It isfilterable, schedulable, and you can export the resultsto aCSV file.
Prerequisites

¢ A minimum user role of Read-only. For more information, see Manage Accounts.

View the Top Destinations Report
1. Navigateto Monitor > Reports> Top Destinations.
The report displays a chart of the most visited destinations.

Top Destinations & Bl LasT 20 H0URS
schede Expart G5V

3 FLTERS
TRAFFIC TYPE

Most Visited Destinations
An

eeeeeeeee

,,,,,,

vvvvvvvvvv

The following information is displayed for each destination:

e Destination—The domain.

« Category—The category, such as Malware, Business Services, Phishing, and so on.
* Allowed—The number of requests to that destination that were allowed.

» Blocked—The number of requests to that destination that were blocked.

¢ Requests—The number of requests for the domain for the selected period.
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2. Choose atime frame within which data is displayed.

{5 LAST 7 DAYS -

Last 24 Hours

Yesterday

Last 30 Days

Custom range...

P Clamres

Figure 7: time .png
Choose whether to view results for All types of traffic, Web, or Firewall.

TRAFFIC TYPE

All
Web

Firewall

4. Filter results by the response type.
Select Allowed, Blocked, Allowed: Destination List, or Blocked: Destination List. By default, nothing is selected,

so all responses are shown.

RESPONSE

Allowed
Blocked
Allowed: Destination List

Blocked: Destination List

Figure 8: updated response type.png
5. Filter results by requests that were warned or accessed after awarning.

WARN PAGE BEHAVIOR

Warned

Accessed After Wamn

Figure 9: warn filter.png
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6. Filter by specific identity types and click Apply.
IDENTITY TYPE Select All

(O &3 AD Computers

(J A AD Users

() «a« AD Groups

(J B Roaming Computers
(] ® Network Devices

(O &L Networks

(O & Internal Networks
(] @ Sites

M Pl CARML | lanvn

Alternatively, if you are looking for a specific identity to filter your results, enter it in the search bar. Y ou can also
filter by a specific domain.

T, Filter by Identity or Domain

Figure 10: identity:domain filter.png
7. Filter by specific security categories and click Apply.

For more information, see Threat Categories.

SECURITY CATEGORIES Select All

Command and Control
Cryptomining

DNS Tunneling VPN
Dynamic DNS
Malware

Newly Seen Domains
Phishing

Potentially Harmful

00000000



8. Filter by specific content categories and click Apply.

For more information about content categories, see Manage Content Categories.

CONTENT CATEGORIES

00000000

Adult Themes
Advertisements
Adware
Alcohol

Animals and Pets

Anime/Manga/Webcomic

Auctions

Automotive
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Alternatively, selecting Show Uncategorized deselects all security and content categories and only displays

reguests not matching any category.

Command and Control
Cryptomining

DNS Tunneling VPN
Dynamic DNS
Malware

Newly Seen Domains
Phishing

Potentially Harmful

Academic Fraud
Adult

Adult Themes
Advertisements
Adware

Alcohol

Animals and Pets

Anime/Manga/Webcomic

Aevmtio;mn

Show Uncategorized
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9. Chooseto optionally filter results by search options.

¢ Include All Traffic—Includes datafrom all domainsincluding noisy domains filtered out by default.

e Combine Subdomains—Combines all subdomain requests from a parent domain and lists the combined
reguests under the parent domain.

SEARCH OPTIONS

O Include All Traffic

O Combine Subdomains

Once you have chosen applicable filters, the report updates to reflect the data narrowed by those filters.

Figure 11: filters.png

View Further Details

Clicking any destination in the report table redirects you to the Destination Details for that domain.

Destination Details

The Destination Details report provides access to information about the destinations that your identities are visiting,
determining which are the most actively requested and when this activity occurs. Here you can explore activity at
the domain level, determining who has visited the selected domain and when. This detailed information can help you

determine if any computer or networks may be compromised or are connecting to known malicious sites so that you
can better protect yourself and others.

Prerequisites

e A minimum user role of Read-only. For more information, see Manage Accounts.

View the Destination Details

1. Navigateto Monitor > Reports> Top Destinations and click a Destination

Top Destinations U

TRAFFIC TYPE

Most Visited Destinations
A

Web

nnnnnnnnn

RESPONSE

Alowed




2. Choose atime frame within which data is displayed.

Last 24 Hours

Yesterday

Last 30 Days

Custom range...

P Clamres

{5 LAST 7 DAYS -

3. View the destination's content and threat categories.
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At the top of the report, under the domain for the destination you are viewing, are any categories associated with
the destination. For category definitions, see Manage Content Categories and Manage Threat Categories.

8.8.8.8

Dispute Categorization

If you believe this destination belongsin a security category, click Dispute Categorization, fill out the request form
that creates an internal Secure Access Chinaticket for a security researcher to review, and click Submit.

Dispute Categorization

8.8.8.8

Problem Area

Content Categorization

Suggest what it should be categorized as

Select Suggested Category

Comments and Site Description

Please provide as much detail as possible

Email Address For Notification

View the Request Traffic

v
v
i

The traffic graph displays the traffic for the type selected (blocked, allowed, or both) within the selected time period.
This enables you to visualize when there are more active requests for this destination and if these requests are allowed

or blocked.
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View Requests by Blocked or Allowed
1. Click on Allowed, Blocked, or both to view those requestsin the traffic graph.

The graph displays the number of blocked and allowed requests for the destination that you are viewing within the
selected time period. Y ou can choose to see both Allowed and Blocked requests or one or the other individually.
By default, only Allowed are shown initialy.

mm Blocked

2. Hover over apoint on the graph to reveal the date and time and the number of Blocked and Allowed requests at
that point.

Clicking the point will redirect you to the Activity Search Report filtered by this domain and the Response
(Blocked or Allowed) selected.

Sep 23

Ao
Blockad: 1836
Cilick poinf #o visw Activily Datals

View Requests Through Global Traffic %
1. Click Global Traffic % on the traffic graph.

The Global Traffic % chart displays the percentage of global traffic to this specific destination that is comprised of
local traffic from your organization’s ldentities.
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2. Hover on apoint to view the date, time, and percentage of global traffic at that time.

Sep 23 8t Gam
42.4% of Global Tefic

View the Access and Policy Details

The Access and Policy Details presents information related to identities accessing the destination and if the
destination belongs to any Destination List policies.

Access & Paolicy Details

No Results Found

1. Navigate to the Access & Policy Details > Top I dentities.

The Top Identities lists the sources that had the most requests for access to this destination.
2. Navigate to the Access & Policy Details > Destination Lists.

The Destination Lists table shows if this domain belongsto any in your rules and what effect that list would have
on the domain.

List

Blocking Destination List block
Selective Decryption

My Destination List block

VIEW ALL POLICIES

View Recent Activity

The Recent Activity chart lets you investigate DNS activity for this destination. Y ou can view the identities that
reguested the destination, the action (response) to that request (Blocked or Allowed), the external and internal 1P
addresses, and the date and time of the request. Viewing thisinformation enables you to make decisions about how
to best maintain your destination lists. Click View All Activity to open the Activity Search Report filtered by this
domain.
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.....

View the Most Visited URL Paths

This chart lists the most frequently visited URL paths for this domain and the number of requests for each path within
the requested time period.
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Top Categories Report

The Top Categoriesreport isalist of the top security and content categories by firewall requests for your organization
over the selected period.

Note: Packages and Feature Availability
Not all features described here are available to all Secure Access China packages. For more information,
see Determine Y our Current Package. If you encounter afeature described here that you do not have accessto,
contact your sales representative for more information.
Prerequisites

¢ A minimum user role of Read-only. For more information, see Manage Accounts.

View the Top Categories Report
1. Navigateto Monitor > Reports> Top Categories.

Top Categories
CATEGORY TYPE Soted By Web Requests _ Descending .

Top Categories By Web Requests

ssssssss

Block List

Report Fields

» Category—Thethreat or content category item. Clicking a category name redirects you to the Category
Details section.

* Type—Thetype of category: security, content, or application.

e Traffic—Thetotal bandwidth of proxy requests uploaded and downloaded for this category.

e Activity—The number of requests for the category for the selected period. Clicking the number of requests
reveals more information:

» thetotal requestsfor the selected period
» which of the requests were blocked and which were allowed
« themost active identities (the identities that have requested the category the most)
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2. Choose atime frame within which to view the result. Y ou can view the report for the last 24 hours, the previous
day (yesterday), last week, the last 30 days, or a custom range within the last 30 days.

{5 LAST 7 DAYS -

Last 24 Hours
Yesterday
Last 7 Days
Last 30 Days

Custom range...

3. Filter the top categories by category type.
Y ou can view Security categories, Content categories, or both. By default, All is selected, so that both security and

content categories are shown.

CATEGORY TYPE

All
Security
Content

4. Filter top categories by response type.
Y ou can view categories from requests that were Allowed, Blocked, or both. By default, neither is selected, so al

responses are shown.

RESPONSE

Allowed

Blocked

5. Filter requests that were warned or accessed after awarn.

WARN PAGE BEHAVIOR

Warmned

Accessed After Wam
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6. Choose identity typesto filter results and click Apply.
By default, no identity types are selected, so all identity types are shown.

IDENTITY TYPE Select All

(J 3 AD Computers

] A AD Users

] 2+ AD Groups

(] & Roaming Computers
(] B Network Devices

(] h Networks

(] <& Internal Networks
(] @ Sites

M Ml CANL | lAnena

Y ou also have the option to search by identity if you know the identity name.

O, Filter by Identity

7. Choose how to sort the top category results.

Sort by Traffic

*  Web Requests—Show Web requests first.
*  Web Traffic—Show Web traffic first.

Top Categories

ssssssss

Rl | @ Filter by dentit

CATEGORY TYPE

Al
Top Categories By Web Requests

RESPONSE

n Application Allow
@ Alowed o

e
Blocked Software/Technology

Ascending or Descending Order

« Descending—Show the results in descending order. By default, descending is selected.
« Ascending—Show the results in ascending order.

Web Requests Descending
N

Descending

Ascending

Once you have chosen al filters and sorting options, the report will reflect the appropriate results.
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Top Categories Quick View

The quick view for Top Categories displays the most active identities and their respective requests for each individual
category.

1. Choose atime frame within which to view the quick view details.

Y ou can see details for the last 24 hours, the previous calendar day (yesterday), the last 7 days, the last 30 days, or
a custom range within the last 30 days.

{5 LAST 7 DAYS -

Last 24 Hours
Yesterday
Last 7 Days
Last 30 Days

Custom range...

2. Click the number of requestsin the Activity column of the category you wish to examine.

A modal appears with a graph displaying the total requests of web traffic type over the selected time period and
the total number of allowed requests. The most active identities with requests in this category are aso displayed.

Top Categories By Web Requests

Page: 1 Results per page: 50 1-160f16

Application Allow Customer 682 Web Requests 1131 MB
Software/Technolt  \yaly Requests Most Active Identities KB
40

Block List dentity Name Requests 1B

ApplicationBlock| 5 trafficclient 82 o
Total Requests (Last 24 Hours) FULL DETAILS

Computersandint 0 ke
Allowed

Chat 709 mB

3. Optionally, click Full Details to open the Category Details for this category.

View Category in Other Reports

Viewing the category in other reports provides you with insights into how your organization accesses a destination
category and what activities are involved. In the Top Categories report, each category can be explored further by
accessing the View Menu. Clicking this menu (the "...") reveals three options:

* View Details— Redirects you to that Category Details.
« View in Activity Search—Redirects you to the Activity Search Report filtered by that category.
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* View in Top Destinations—Redirects you to the Top Destinations Report filtered by this category.

Top Categories By Web Traffic

Page: 1 Results per page: 50 1-160f 16
Category Type Activity Traffic
Application Allow Customer 682 Web Requests 1131 MB

View Details
Chat

Content 288 Web Requests 4.3MB

View in Activity Search
Instant Messaging Content 288 Web Requests 4.3 MB View in Top Destinations
Chat and Instant Messaging Content 288 Web Requests 4.3 MB

Category Details

The Category Details for an individual category provide you with afocused view of the category's traffic and related
sources and domains for a selected time period.

Prerequisites
e A minimum user role of Read-only. For more information, see Manage Accounts.
View a Category's Details Overview

1. Navigateto Monitor > Reports> Top Categories and click one of the listed categories.

N (@) (*)
Top Categories = =/ B LAST 24 HOURS
Schedule  ExportCSV
3 FILTERS.
CATEGORY TYPE SortedBy  WebRequests Descending
an
Top Categories By Web Requests
Securiy
Content Page: 1 Rosults per page: 50 ~ 1~ 16.0f 16
RESPONSE
Application Allow .
Mo PP b Request: n31M8
Lzl Software/Technology Web Request 701K
WARN PAGE BEHAVIOR Block List tom 6 Web Requests 701 KB
Warned Application Block 1k8
Accessed After Wan
Computers and Internet b Re 701K8
chat bR 43m8
IDENTITY TYPE
e Instant Messaging bR 43Mm8
1A
& AC Movies . Web Req 282.9 KB
5 Roamina Comouters

2. Choose atime period within which to view the results. The details can be filtered by the last 24 hours, the
previous calendar day (yesterday), the last seven days, the last 30 days, or a custom range within the last 30 days.

5l LAST 7 DAYS -

Last 24 Hours
Yesterday

Last 7 Days

View a Category's Traffic

Thefirst graph depicts the traffic over a selected time period for this category.
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View the Activity Breakdown

1. Click acategory and navigate to the traffic graph on the details page. Select Activity Breakdown.
The Activity Breakdown displays the number of web requests and proxy transactions for the selected time period.

Malware

2. Filter the Activity Breakdown to view All Traffic Types (default), Web, or Firewall.

Y ou can aso choose the traffic type to filter before redirecting to the category details from the Top Category
report. |P requests are not an option in Category Details.

CATEGORY TYPE DNS Requests Descending

Top Categories By DNS Requests
Security

Results per page: 50 1-500f 104

M Application

Software/Technology (Legacy)
Web

340.4 KB



3. Hover over adate and time to reveal details about the requests made at that time.

Deac 11 at 10 am
DS Raquosts: 245

Priogy Racquasts: 34
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The dotted line provides available data that is still being processed. Hover over the point on the graph to see how

many requests are currently processed.

Activity Breakdown

== DNS Reguests

Bandwidth

Proxy Reguests

Dec11at7pm

Curmantly processed
DMS Raquasts: 0 —
Prosey Recuests: 11

View the Traffic Bandwidth
1. Click acategory and navigate to the traffic graph on the details page. Select Bandwidth.

For proxy transactions, the bandwidth view of the line graph shows the number of inbound and outbound traffic

for the selected time period.

Malware

Al Traffic Types
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2. Hover over a specific date and time to reveal details about the traffic at that time.

Dec 11 at 10am
Inboured: 278647
e UiDOLN: ~32TT4 ]

The dotted line provides available data that is still being processed. Hover over the point along the graph to see the
inbound and outbound traffic details currently processed.

Dec 11 &t 7 pm
Curmently procassed

Inbound: 117837
Cuttsaund: -12505

View a Category's ldentities

1. Navigate to the identities section of the report.
2. View the Identities Traffic Distribution.

The pie chart provides a breakdown of the identity types that have made requests for the category for the selected
time period.



3. View the top identities making requests associated with this category.

e ldentity—The name of the identity.
Requests—The number of category requests the identity has made during the selected period.
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dentities Traffic Distribution Top Identities

@ 15 Networks 53%

2 Users 12%

All Types
Computers
Users

Roaming Computers

W7 I

View the Category's Top Domains

1

Navigate to the Top Domains section of the report.
Thislist depicts the top domains where requests were flagged for this category:

» Domain Name—The domain name, such as example.com.

e Other Categories—If there are other categories associated with the domain in addition to the current category

being viewed, they are listed here.

* Allowed—The number of requests allowed for this domain for the selected time period.
» Blocked—The number of requests blocked for this domain for the selected time period.

* Requests—The number of requests made for this domain for the selected period.

5525

5525

Click adomain to open the Destination Details. Click View Full List to open the Top Destinations Report filtered

by this category.
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Data Loss Prevention Report

Data violations detected through the Real Time rules are logged as part of the unified Events view of the Data Loss
Prevention Report.

Note: Administrators with De-identification enabled will continue to see identifiable information in the Data Loss
Prevention Report.

Prerequisites

¢ A minimum user role of Read-only. For more information, see Manage Accounts.

Events

1. Navigateto Monitor > Reports> Data L oss Prevention.

5 O} A
Data Loss Prevention 1 LAST 300A
Action

© Blocked 0 Total € Fo3

Google Drive Results per page: 50 \/  1-0

icrosoft OneDrive

2. Select atime frame to view reports generated in a specific date range. Y ou can also choose a custom date range.
3. Usetheavailable Filtersfor better search results:

» Action — Whether the content is monitored or blocked

* Severity — The severity of the rule that triggered the event.

» Application — Application for which the DLP ruleis applied.

e ldentity Type— Thetype of identity involved in the event.

« Application Categories - The category of the application involved in the event.
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4. Click the gear icon to customize and sort the columns of your report.

» Severity —The severity of the rule that triggered the event.

* ldentity or File Owner —The identity that made the request.

« File Name — The name of the file where a classification match was found. When content is found in a message
or apost, the File name displays Content.

» Destination — The destination where the content was scanned.

* Rule—Therulethat triggered the event.

* Resource Name - For AWS S3 this displays the S3 bucket associated with the content that triggered the
violation. For Azure Storage this displays the storage account or container associated with the content that
triggered the violation. For other applications, this displays "N/A."

e Action —Action triggered by the rule on detecting a violation.

o Detected — The date and time of detection.

Select columns to display and drag and drop to
reorder their position

Severity
Identity

File Name
Destination
Rule

Resource Name
Action

Detected

5. Click the action menu icon (three dots) to view further details of an event.

View Details
1. Click View details.

32 Total Events  Viewing activity from Sep 10, 2023 at 2:04 PM to Oct 10, 2023 at 2:04 PM {:}
Detected ¥

® Critical T, proxychain-sse-prod1  TaxDocumentGreg.pdf  Gmail TaxDocuments2023 @ Bl i details ® I:I

® Critical ;& proxychain-sse-prod1  TaxDocumentGreg.pdf Gmail TaxDocuments2023 @ Blocked ~ Oct 9, 2023 at 2:00 AM

® Critical ;I3 proxychain-sse-prod1  Trojan.pdf Gmail TaxDocuments2023 @ Blocked  Oct9, 2023 at 1:50 AM
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. The Event Details window displays some of the same content as the report table, with additional information:

« Application—The application where the file was uploaded or posted.
» Destination URL-The URL of the destination for the event.
* RuleTriggered—The rulethat triggered the event.

« Classification—The classification that matched the content found in the event. Clicking the caret displaysthe
excerpts where the matches were found.

e SHA256 Hash-The unique SHA256 hash for thefile.

Event Details X

Detected
Oct 9, 2023 at 2:00 AM

Action
© Blocked

Name
TaxDocumentGreg.pdf

Identity
&; proxychain-sse-prod1

Application

Gmail

Destination URL

mail.google.com

Rule
TaxDocuments2023

Severity
o Critical

@EEZP TaxDocuments2023
XXX.... o

Content Type
application/pdf

Total Size in Bytes
30.3 KB

SHA256 Hash
5fe79bac153faefeb06459408bec44f...

Copy @

Unique Event ID
00f7c83d-a8c2-413b-bfcc-cd2cb3a...

Copy @



Q search...

§
£
<

X

Advanced Search

ii

Flo Owner

Search Fie Owners.

Search Destinaton URL

Search Appications

iiIiI§ I
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Admin Audit Log Report

The Admin Audit log records changes that your administrative team has made to your organization's Secure Access
China settings. Logs appear when change events occur, such as adding a user or modifying arule. Y ou can access
datain 90-day increments. For more information about the details of the logs, see Log Formats and Versioning.

Prerequisites

¢ A minimum user role of Read-only. For more information, see Manage Accounts.

Generate Admin Audit Log Report

1. Navigateto Monitor > Management > Admin Audit L og.

Admin Audit Log

Last 24 Hours v 293 Logs

Date Time Action Section Obijects Affected Identity Ip Address S
December 4, 2024 9:29:10 PM Patch Policy Settings destinationlists Device API 140179157144
December 4, 2024 9:34:11 PM Patch Policy Settings destinationlists Device API 140179157144
December 4, 2024 9:39:10 PM Patch Policy Settings destinationlists Device API 140179157144
December 4, 2024 9:44:10 PM Patch Policy Settings destinationlists Device API 43196.5.10
December 4, 2024 9:49:09 PM Patch Policy Settings destinationlists Device API 43196510
December 4, 2024 9:54:09 PM Patch Policy Settings destinationlists Device API 43196510
December 4, 2024 9:59:10 PM Patch Policy Settings destinationlists Device API 52.80165.161
December 4, 2024 10:04:10 PM Patch Policy Settings destinationlists Device API 140179157144
December 4, 2024 10:09:10 PM Patch Policy Settings destinationlists Device API 43196510
December 4, 2024 10:14:09 PM Patch Policy Settings destinationlists Device API 52.80165161
December 4, 2024 10:19:10 PM Patch Policy Settings destinationlists Device API 43196510
December 4, 2024 10:24:10 PM Patch Policy Settings destinationlists Device API 43196510

2. Click ... to view further details of an event.

Patch y
December 4, 2024 9:34:11PM
Basic Information ~
Action Type Patch
Section Policy Settings
Objects Affected destinationlists
Identity
IP Address 140179.157.144
Event Details ~
Property Change From Change To &
modifiedAt 1733327950 1733328251
destination.0.destination secure.eicar.org

destination.0.comment

sowsporage [0~ < (1] >




Export Admin Audit Log Report to an S3 Bucket

The Admin Audit log includes:

« Policies, Identities, or Block Pages that were Created

« Policies, Identities, or Block Pages that were Changed

« Policies, Identities, or Block Pages that were Deleted

Prerequisites

« Logging is enabled. See Manage Logging.

e A minimum user role of Read-only. For more information, see Manage Accounts.
Procedure

1. Navigateto Admin > L og Management.

Log Management
Data Storage

2. For your activated S3 bucket, navigate to Admin Audit L og. Enable the exportation of Admin Audit Log reports
to your S3 bucket.

Amazon S3
Active (Managed) Never

We're sending data to your Cisco-managed S3 storage

Storage Region China (Beijing)
Retention Duration 7days  Edit
Admin Audit Log Include Admin Audit Log in S3
[ @)
Log Https Query Log Query Parameters for HTTPS transaction
® J
Data Path s31//cisco-managed-cn-north-1/8094936_7a5db2bc2d595639c29:
Last Sync Never
Schema Version V8 upgrade | View Detais
Cisco vanage your logs in Amazon S3 for you. To learn our guide.

Secure Access China saves your Admin Audit logs to the auditlogs folder.
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